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MeXxceTeBbIM 3KpaHaM CBOMCTBEHeH onpeaeneHHblin Habop pyHKumn. OCHoBHas
hyHKLMA Noboro MexxceTeBoro sKkpaHa — 3T0 huabTpaLmsa NakeToB Ha OCHOBAHNM
onpenesneHHoro Habopa npasua. 3Ty PYHKUUIO Nogaep>XMBAKOT BCe bpaHaMayapbl.
Tak>xe BCe paccMaTpuBaeMble bpaHamMayapbl nogaep>xusatoT NAT. Ho eCTb 4OBOJIBHO
crneundunyeckne PyHKLMK, HanpnMmep, MaCcKMpoBKa NOPTOB, peryanpoBaHue Harpysku,
MHOI0MNO0J1b30BaTe/IbCKUX PeXUM paboTbl, KOHTPOJIb LLE/IOCTHOCTU, pa3BepThiBaHNE
nporpammsbl B ActiveDirectory n ynaneHHoe agMUHUCTpUpoBaHMe n3sHe. Korga
nporpamMmma nogaep>xmsaeTt passepTbiBaHMe B ActiveDirectory — He HY>XHO BPY4YHYIO
yCTaHaB/IMBaTb €€ Ha Ka)XA0OM KoMMnbloTepe ceTu. Takxe yaobHO, eciin MexxceTeson
3KpaH nogaepxvmeaeT yaasieHHoe aAMUHNCTPUPOBaAHNE N3BHE — MOXXHO
AOMUHUCTPUPOBATL CE€Tb, HE BbIX0OAS U3 JOMY, 4TO byaeT akTyallbHO A4
A4MUHNCTPATOPOB, MPUBbLIKLLIWX BbIMOJIHATL CBOU DYHKLUUW yOasieHHO.

OCHOBHas 3a/la4a ME)XXCeTEBbIX KPAHOB MpU 3alNTe NEePCoHasIbHbIX — 3TO 3alMTa
NHMOPMALMOHHOW CUCTEMbI MEePCOHAsIbHbIX AAaHHbIX. [T03TOMY afiMUHUCTPATOPY 4YacTo
BCE PAaBHO, KAKUMU AOMOJIHUTENbHBbIMU (PYHKLUMNAMN ByneT obnagaTb MeXceTeBown
3KpaH. EMy BaXkHbl ciegytolimne akTopsbl:

e Bpems 3aWmnThl. 3a4eCb NOHATHO, YEM BObICTpee, TEM Nyylle.

e Y0o6CTBO MCN0/b30BaHMS. He BCce MexxceTeBble 3KpaHbl OANHAKOBO YA00HbI, 4TO 1
byneTt noka3aHo B o630pe.

e CTOMMOCTb. HYacTo (pMHaHCOBas CTOPOHA ABNAETCS peLlatoLLen.

e CpoK NOCTaBKN. Hepeako CpoK NOCTaBKM OCTABJISET XXeNaTb JIyylWero, a 3aWnTuTb
OaHHbIE HY>KHO y)Xe cen4ac.

BpanamMmaysp TrustAccess — 3T0 pacrnpefesieHHbIN MeXCeTeBOW 3KPaH C
LeHTpan30BaHHbIM yNpaBaeHneM, NpegHa3Ha4YeHHbIn 414 3alWnTbl CepBepoB 1 pabo4mx
CTaHUMN OT HECAHKLUMOHMPOBAHHOIO AOCTYNa, pa3rpaHnyeHns ceteBoro goctyna K NC
npeanpuaTus.

Kunbepceid MexxceTeBoW 3KpaH — MOLLHbIN MeXCeTeBOW 3KpaH, pa3paboTaHHbIN ANng
3aWNTbl KOMMbIOTEPHbIX CUCTEM N JIOKAJIbHOW CEeTU OT BHELWHUX BPeAOHOCHbIX
BO34EeNCTBUN.

ViPNet Office Firewall 4.1 — nporpaMMHbIN MeXXCeTeBOM 3KpaH, npeagHa3Ha4YeHHbIN
019 KOHTPOAS U ynpaBneHns Tpadmnkom n npeobpasosaHmsa Tpagmka (NAT) mexay
CEerMeHTOB JIOKaJIbHbIX CeTen Npu UX B3aUMOLENCTBUN, @ TaKXe NMpu B3anmMoaencTesum
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Y3J10B JIOKaJIbHbIX CETEN C pecypcamm ceTen obLero nosib30BaHuS.

Bpems 3awimTbl. BCe Tpn Me)xceTeBbiX 3KpaHa pPacnpoCTPaHAKTCA B BUae naketos MSI,
a 3TO O3Ha4yaeT, 4YTO MOXXHO UCMNOoJIb30BaTb CpeaAcTBa pa3BepThiBaHUA ActiveDirectory
018 X LeHTPasn30BaHHOW YCTAaHOBKMN.

Ha npeanpuatuun, Kak npasuio, NCMOJib3yeTCs LeHTpPan30BaHHOE yrnpasrieHue
Me>XXCeTeBbIMU 3KpaHaMn. A 3TO 03HaYaeT, YTO Ha KaKoMN-TO KOMMbOTEpP
yCTaHaB/IMBaeTCA cepBep ynpasieHnsa bpaHaMayspaMu, a Ha OCTasibHble
yCTaHaBIMBAKOTCA NPOrpaMMbl-KJIMEHTBI N KaK NX elle Ha3biBatoT areHTol. [Npobnema
BCA B TOM, YTO Npu YCTAaHOBKE areHTa Hy>XHO 3aaTb onpefefieHHble napaMeTpbl — Kak
MUHUMYM IP-agpec cepBepa ynpasJsieHUSs, @ MOXET elle 1 Naposb U T.4.
CnepoBaTesibHO, fla)Ke ecsiv Bbl pa3BepHeTe MSI-haisibl Ha BCe KOMMbIOTEPDLI CETH,
HacTpanmBaTb UX BCE PAaBHO NPUAETCSA BPY4YHYIO. A 3TOro 6bl HE 04EeHb XOTENOCH,
yy4uTbIBas, 4TO ceTb bonbwad. [la)ke ecnm y Bac Bcero 50 KoMnbioTepoB Bbl TOJIBKO
BOYyManTeCb — NOAONTUN K Kaxgomy MK 1 HacTpouTb ero.

Kak pewnTb npobnemy? A npobaemMmy MOXXHO peLunTb NyTeM Co34aHusa ania
TpaHchopmMmauun (MST-hanna), oH e dann oTeeToB, A4 MSI-hanna. BOT TO/IbKO HU
VipNet Office Firewall, H1 TrustAccess 3Toro He ymetoT. Pa3BepHyTb 3TW NMPOrpamMmbl B
AoMeHe MOXXHO, HO TpebyeTcs pyyYyHas paboTa agMMHUCTpaTopa.

Knbepcend MexceTeBon 3KpaH CaMOCTOATeNbHO co3gaeT MST-hann, HY>KHO N1Llb
YCT@HOBUTb €ro Ha OAVH KOMMbIOTEP, MOJYYNTb 3aBeTHbIN MST-hann n ykasaTb ero B
rpynnoBon NoANTMKE. 3a KakKme-To nosicadva (a To N MeHbLUE) Bbl CMOXKETE pa3BEpPHYTb
Me>XXCeTeBOW 3KpaH Ha BCE KOMMbIOTEPbI CETU.

NMmeHHO NoaToMy Knbepcend MexxceTeBor 3KpaH akTyasibHee B (hakTope BpeMeHU
3aWNThI.

Y po6cTBO Mcnonb3oBaHusA. bpaHoMaysp — 3T0O HE TEKCTOBbIN Npoueccop. 3To
OO0BOJIbHO Ccrieynunyeckun nporpaMMHbIN NMPOAYKT, NCMNOJSIb30BaHME KOTOPOro CBOAUTCHA
K NPUHLXNY «yCTaHOBW, HacTpowus, 3abbin». C 04HON CTOPOHbI, YA0OCTBO
NCNosib30BaHUA — BTOPOCTENeHHbIN hakTop. Hanpumep, iptables B Linux Henb34
Ha3BaTb YOObOHbLIM, HO BeAb UM Xe nonb3ytoTca? C apyron — 4yem ynobHee 6paHamayap,
TeM bbicTpee nony4nTca 3awmTuTb UCIMAH 1 BbINOAHATL HEKOTOPbIE PyHKUMN NO ee
AOMUHNCTPUPOBAHMIO.

VipNet Office Firewall, He o4eHb y00OHbIN. BblAennTb KOMMbIOTEPLI B FPYMNMNbl MOXXHO
ToNbKO Mo IP-apgpecam. ipyrumMmm cnosamMu, ecTb Npussaska K IP-agpecam n BamMm Hy>XHO
nnun BolgensaTb pas3nnyHble UCMNOH B pa3Hble noaceTn, nan xe pasbmneaTb O4HY NOACETH
Ha Onana3oHbl IP-agpecos. Hanpumep, ectb Tpu NCIMAH: YnpasneHue, byxrantepwus, IT.



Bam Hy>XHO HacTpouTb DHCP-cepBep Tak, 4Tobbl KOMNbIOTEPaAM U3 rpynmnbl YNpaBaeHue
«pasfasanucb» IP-agpeca 3 gnanasoHa 192.168.1.10 — 192.168.1.20, byxrantepus
192.168.1.21 — 192.168.1.31 n T.4. OTO He 04eHb yAobHO.

B mexxceTeBoM 3kpaHe Knbepcend, HaobopoT, HET HUKaAKOW NpuBA3KK K IP-agpecy.
KomnbloTepsbl, BXo4sALMe B COCTaB rpynnbl, MOryT HAaX0OUTbCA B pa3HbIX NOLCETAX, B
pa3HbIX gnarna3oHax O4HOM NOACETUN N AaXKe HAaX0AUTbCA 3a nNpegenamum cetu. dnnunansl
KOMMNaHWUN pacnosioXXeHbl B pa3HbiX ropoaax (Poctos, HoBopoccunck u 1.4.). Co3paTtb
rpynnbl O4eHb MPOCTO — OOCTAaTOYHO MepeTanTb UMEeHa KOMMbIOTEPOB B HYXKHYIO
rpynny n Ha)kaTb KHOMKY «MpnMeHnTb». locsie 3TOro MoXXHO Ha>kaTb

KHOMKY «YCTaHOBUTb NpaBuia» osa QGOpMMPOBaHUA cneLnnyecknx 48 Ka)KLomn
rpynnbl NpaBu.

YTo KacaeTcsa TrustAccess, TO HY>KHO OTMETUTb TECHYIO MHTEerpaunto ¢ CaMo CUCTEMON.
B KoHUrypaumnto 6paHamayapa MMMNOPTUPYIOTCH Y)Ke CO3[aHHble CUCTEMHbIE Fpynmbl
noJsib3oBaTesIen N KOMMNbIOTEPOB, YTO obneryaeT ynpassieHNe MeXCceTeBbiM 3KPaHOM B
cpene ActiveDirectory. Bbl MoXeTe He co3gaBaTb VCMOH B camoMm BbpaHaMayape, a
NCNOJIb30BaTb YXXe UMetoLLmecs rpynnbl KOMnbioTepoB B JoMeHe Active Directory.

CtouMocTb. OBONTK PMHAHCOBYIO CTOPOHY BOMPOCa NPOCTO HEBO3MOXXHO, BE€Ab 4acTo
OHa CTaHOBMUTCSA pelwlalowen npu Beibope TOro UM NHOro NpoaykTa. Tak, CTOMMOCTb
oaHown nuueH3nnm ViPNet Office Firewall 4.1 (nMueH3nda Ha 1 rog Ha 1 KoMNblOTEP)
coctaBnsaeT 15 710 p. A CTOMMOCTb INLEH3UN Ha 1 cepBep 1 5 paboynx ctaHyunmn
TrustAccess obonpgeTtcsa B 23 925 p. 3a 3TN A€HbLIN MOXKHO KYNUTb JINLUEH3UIO Ha 25
y3noB Knbepcendg Mexxceteson akpaH (15178 p.) nan HemHoro gobasuTb 1 byget
BMOJIHE AOCTAaTO4YHO Ha AunueH3nto Ha 50 y3s108B (24025 p.). Ho camoe rnaBHoOe B 3TOM
NMPOAYKTE — 3TO He CToMMOCTb. CaMoe rnaBHoe — 3TO CPOK OENCTBUSA JINLEH3NN N
TexHn4yeckom nogaep>xkun. JinueHsnsa Ha Knbepcend Mexxceteson skpaH — 6e3 cpoka
ODEeNCTBUA, KaK N TeXHMYeckas nogaep>ka. To eCTb Bbl MJ1aTUTE OAWH pa3 U nojay4yaeTe
MPOrpaMMHbIN NPOAYKT C MOXXU3IHEHHOW IMLEH3NEN N TEXHUYECKOW NOALEPIKKOWN.

Cpok noctaBku. Bpemsa noctasku VipNet Office Firewall coctaBnsieT okosio 2-3 Hegenb
nocsie obpaweHnsa B OAO «NHpoTekC». YeCTHO roBops, 3TO AO0BOJILHO A0JII0, YY4UTbIBaS,
4YTO NOKYyMaeTCs NpPorpaMmMHbIN NPOAYKT, a He [MAK.

Bpemsa noctaBku TrustAccess, ecnm 3aka3biBaTb Yepes3 «CopTnanH», coctasngeT oT 1
OHA. Bbonee peanbHbIN CPOK — 3 OHA, YYNTbIBAsA HEKOTOPYIO 3adep)XKy «CodTnanHa».
XOTa MOryT NoCTaBuUTb 1 3a 1 AeHb, 30eCb BCe 3aBUCUT OT 3arpy>XeHHOCTU
«CopTnanmHa». ONATb-TakKU — 3TO JINYHbBIN ONbIT, PeasibHbI CPOK KOHKPETHOMY
3aKa34mMKy MOXXeT oT/im4aTbCA. Ho B 1toboM cnyyvae CpoK NOCTaBKU OOBOJIbHO HU3KURA,



YTO HEeNb39 HE OTMETUTb.
YTo KacaeTcs nporpamMmmHoro npoaykta KnbepCend MexxceTeBon 3KpaH, TO
MPOW3BOANTENb FAapPaHTUPYET NMOCTAaBKY 3/IEKTPOHHON BEPCUN B TeYeHne 15 MUHyT
rnocsie onsaThl.

3akno4vyeHue. EC/im opueHTMpPoBaTbCA TOJIbKO MO CTOMMOCTU NPOAYKTa N TEXHNYECKON
noanep>XXku, To Bbibop oveBnaeH — Knbepcend MexceteBon skpaH. Knbepcend
MexxceTeBoW 3KpaH obnagaeT onTUMabHbIM COOTHOLWEHNEM PyHKUMOHam/ueHa. C
OPYyron CTOPOHbI, eC/iM BaM HY>XHa nogaep»xka Secret Net, To Hy>KHO CMOTpeTb B
cTopoHy TrustAccess. A BoT VipNet Office Firewall Mmo)xem nopekoMeHAo0BaTb pa3Be 4To
KaK XOpOLUWA NMepcoHaNbHbIN BpaHaMayap, HO A1 3TUX LeNen CyLecTByeT MHOXXeCTBO
OPYrnx n K Tomy ke 6ecnnaTHbIX peLleHnn.



