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IlepeyeHb TEPMUHOB

HaumeHoBaHue TepMuHa Onpenenenune

44-03 ®epnepanbublil 3akoH 0T 05.04.2013 No 44-D3
«O KOHTpPAKTHOM cUCcTeME B chepe 3aKyInoK
TOBapOB, pabOT, YCIYT ISl 0OecTeueHus
TOCYJIApPCTBEHHBIX M MYHULIMIAIBHBIX HYXKI.
Kpunrollpo CSP CpenctBo kpunTorpadudecKom 3aiuThl,
COOTBETCTBYIOLIEEe KpUITOrpahuueckomy
untepdeiicy pupmer Microsoft —
Cryptographic Service Provider (CSP).
PaGouas ob6macte opranu3zai Ha
Odunmansaom caiite EMC, onpenenstomas
HaOoOp QYHKIMI 7151 3apErUCTPUPOBAHHON Ha
OduranbHOM caiiTe OpraHu3aluu.
Odunmansusrii caiit EC Odunmanesiii caiit EC B nHpOpMaimoHHo-
TEJIEKOMMYHUKAIIMOHHOM ceTu « THTepHET»,
MOCPEACTBOM KOTOPOTo 00ecreunBaeTCs
pa3melneHre nHpopMaluy B MyOIUIHOM
nocryne (Otkpsitas yacte EVC).
Wndopmanus B 351eKTpoHHOH popme, KoTopast
NPUCOEANHEHA K Ipyroi nH(opMalyu B
3IEKTPOHHOHN (opMe (TMOAMHCHIBAEMOM
DJeKTpOHHas! MOAIUCH nH(pOpMAIH) UITU UHBIM 00pa30M CBs3aHa C
Takoi nHpopMaIuei, u Koropas
UCIOJIb3YeTCs JUIsl ONPEeIIeHUs JTULIa,
MOJIMTUCHIBAIOIET0 WH(OPMAIIHIO.

JInyHbIA KaOMHET
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1 BBEJIEHUE

1.1 OOnacTy npUMeHEeHUS

Mactep HacTpoiiku pabodero Mecra MpeaHa3HAyYeH ISl aBTOMaTUYECKOU
HACTpOMKH Opay3epa M YCTAaHOBKM HEOOXOJUMOrO MPOTPAMMHOIO OOECHeYEeHHS
(mnanee — IIO) nmns pabGotel ¢ EnuHoil uHpOpManuoHHON cucteMoil B cdepe
3akymnok (nainee — EMC) Ha KOMITbIOTED MMOIB30BATENS.

1.2 Kparkoe onucanue BO3MOKHOCTEN

B pamkax pa®oThl TPUIOKEHUS BBITIOJHSAETCS YCTAaHOBKA U OOHOBJICHHE J10
aKTyaJIbHOW BEpCUU CIEAYIOIUX KOMIOHEHTOB:

— Be06-0pay3sep Sunekc.bpaysep (Bepcus mis EMC).

— «IInarun duxcanuu AeMCTBUI MOIB30BATEIIS.

— «Kpunrollpo CSP» (ycranaBnuBaercsi ¢ 0(pUIIUAILHOTO CalTa
https://www.cryptopro.ru/).

— Habop apaiiBepoB «Rutokeny.

— «Kpunrollpo DIIIT Browser plug-iny.

— Ilnarun 'NC «He3aBucuMsblii peructpaTop»

BerlnonHseTcs ycTaHOBKA CIEAYIOMIMX CEPTU(HUKATOB:

— «Ceptudukar ['0JI0BHOTO yAOCTOBEPSIOLIETO LIEHTPA» B XPaHUIHILIE
«/loBepeHHbIE KOPHEBBIE IIEHTPHI CEPTUPUKALIUN.

— «Ceptudukar Y nocropepsroniero reatpa denepaibHOro
Ka3Ha4yecTBay B XpaHWHIIE «J[oBepeHHbIE KOPHEBBIEC IICHTPHI
cepTuUKaAIUN.

1.3 VYpoBeHb NOATOTOBKH MOJIb30BATEJIS

Bce monb3oBatenn Mactepa HacTpodku pabodyero mecrta JOJKHBI MUMETh
HaBBIKM PpalbOThl C OMNEpPallMOHHBIMH CHUCTeMaMu cemeiicTBa Microsoft
Windows/Linux u uHpOpMaIMOHHO-TEIICKOMMYHUKAIIMOHHOU CeThI0 «IHTepHETY.
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2 IMOAI'OTOBKA K PABOTE

2.1 TpeOoBanusi Kk paboueMy MecTy MOJIbL30BATEJIS

Jist pabotel ¢ CuUCTEMOl yCTaHOBOYHBIM JIUCTPUOYTHUB HE TpedyeTcs.
CucremHbie TpeOOBaHMS K pabouyeMy MECTy MOJb30BaTeld ONKCaHbl B TaOauLe
Hoke (Tabmuia 1).

Ta6nuna 1. CucremHsie TpeOoBaHUS K paboueMy MeCTY MOJIb30BaTEIIs

MuHuMajJbHbIE€ CHCTEMHBIE Tpeﬁonamm

1. [IIpoueccop TakroBas yactora He Mmenee 1,3 I'T'L]

2. |OneparuBHas NaMsTh He menee 1 I'b

[TpomryckHast crtocOOHOCTH

He menee 1Mout/cek
kaHana MurepHer

TpeGoBaHus K yCTAHOBJIEHHOMY IPOrpaMMHOMY O0ecrie4eHHI0 1151 padoThI ¢
O¢uunansubiv caiitom EUC

Ycranosnennsiit Marepuer-Opaysep: Opera (Bepcuu 26 u Boime), Mozilla FireFox
1. |(Bepcum 40 u Beiie), Google Chrome (Bepcus 44 u Beie), SAuaexc.bpaysep u u Apple
Safari (Bepcus 8 u BbIILIE).

TpeGoBanus K YCTAHOBJIEHHOMY NPOrpaMMHOMY obecriedennio 1 padorsl B JIK EUC

YcranoBnennbiii UuTepHeT-0paysep: opaysep (kpome Internet Explorer),
noanepxkuBatomuii Transport Layer Security (TLS v. 1.0/1.2, RFC 5246), ¢

1. |MCHONB30BaHUEM POCCHUICKMX KPUNITOrpauyecKuX CTaHAapTOB;

ITO KpunTollpo Bepcun 4.0, mu6o 11000# Ipyroit KpUIITONPOBAKIEP, MO IACPIKABAOIITUI
anropuTMbl co3nanus u nposepku moamucu 'OCT P 34.10-2012.

2. |Kpuntollpo DUII Browser plug-in, Bepcus 2.0.

Jlist Hadana paboTel HeoOxoauMo miepeiitn Ha Odunmanbabiii caiit EMC —
http://zakupki.gov.ru.

Jlyist HacTpoiiku pabodero MecTa Moyib30BaTessl HEOOX0IUMO O3HAKOMHUTHCS
CO CHEAYIOIIUMHU JOKYMEHTAMMU:

— «HMHCcTpyKIHMS 10 HaCTpOiiKe pabodyero MecTa MoJIb30BaATEIS;
— «HMHCcTpyKIMA 0 yCTaHOBKE M HacTpolike komnoHeHnTa Kpunro [Ipo
DUIT Browser-pluginy.
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JlaHHbIe TOKYMEHTBI IOCTYITHBI TIOJIb30BATENSIM C JIFOOBIMU TTOJTHOMOYHUSIMU
Ha Odunuansaom caiite EVIC B pasnene «J{okymeHTh»/«MaTepuaisl st paboTh
B EUCy/«Daitnbl ayis HacTpoiiku pabodero mecray/ «PydHas HacTpoKay.

2.2 CocraB ¥ coaep:kaHue TMCTPUOYTUBHOTO HOCUTEJIS TaHHBIX

Hacrosimee IIO mocraBnsiercss B BUAE MCIOJHSAEMBbIX (aillioB, KOTOpHIE
3arpy’karoTcsi B COOTBETCTBUU C omepanuoHHoM cucremont (mamee — OC),
UCIOJIb3yeMOM TOJIb30BaTeNieM JJisi HAaCTpOWKH pabodero Mecra, M BKIIOYACT B
cebs Bepcun MacTepa aBTOMATH3UPOBAHHOM HACTPOMKKM paboyero Mecra,
npenHa3HavueHHble Ui 32 W 64-OMTHBIX ONEPAIMOHHBIX CHCTEM CEMEHCTBa
Microsoft Windows, a Taxxxe mist OC Linux.

2.3 Tlopsiaok 3arpy3ku nporpamm

[lepen HauamoMm YCTaHOBKH HEOOXOJMMO 3arpy3uTh HCIOJHIEMBIN Gaiin
Macrepa HacTtpoiiku padodero mecta ¢ Odwunuansuoro caiita EMC u3 pazgena
«®Daiinel I HACTPOWKH pabodero Mecta» «ABTOMATH3MPOBAHHAS HACTPOUKAY.
J171st 5TOTO HEOOXOIMMO BBHITIOJHUATE CIAEAYIOIIHNE JIEHCTBUS:

1) Tlepeiitu Ha OdunmanbHbIit caT ENC
(https://zakupki.gov.ru/epz/main/public/home.html);

2) B pazmene miaBHOTO MEHIO «JIOKyMEHTBD» TIEpPEHTH IO CCBLIKE
«Marepuansl it pabotsl B EMCy;

3) Ilepeiitu mo ccpuike «Dainbl st HACTPONKHU paboyero MecTay;

4) TlepeliTu MO CCHUIKE «ABTOMAaTU3MPOBAHHAS HACTPOHKAY;

5) 3Barpy3uTh HCHOJHAEMbIH Qaitm MacTepa aBTOMAaTH3UPOBAHHOM
HACTpOMKHU pabouero mecta coracHo yctanoBienno OC (Pucynox 1).
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ABTOMaTU3NpoBaHHasA HacTpoWKa

MckaTb TOYHO, Kak B 3anpoce

MaTepuanbl gna paéotbl B EMC = Qaiinbl Ana HacTpoiiku paéodero Mecta = ABTOMaTU3MpOBaHHasa HacTpoiKa

05 anpena 2023 = ABTOMaTU3MpPOBaHHasA HaCTPOMKa KOMMbIOTEpa Nonb3oBaTens
anga pabotel 8 EUC (14w

01 anpens 2023 &  EIS Automated configuration (Linux).bin (74

01 anpens 2023 ABTOMaTU3MpOBaHHaA HacTpolka paboyerc MecTa
(Windows).exe (s97.5

Pucynok 1. Ucnionnasiembie aitnibl it HaCTpoiiku pabodero Mecta
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3 OINUCAHUE ONEPALIMIA

3.1 VYcranoBka Macrepa aBTOMATHU3MPOBAHHOI  HACTPOMKM
pabouero mecra
Taxoke 3arpy3ky Mactepa HacTpoiku paboyero Mecta MOYKHO OCYIIIECTBUTS,

ckauaB Mactep HACTpOWKM TIO CChUIKE Ha OaHHEpE TJaBHOW CTPaHUIIBI
Odwummaneroro caiita EVIC (Pucynok 2):

P
‘ 4/ P ABTOMaTU3MpOBaHHas HaCTPOiKa KoMMbloTepa Ansa pa6oTbl B ENC
|| Macrep HacTpo#iku padouero Mecra nont ! T
BTOMATU3UPOBAHHOI HACTPOMKY PABONErD Me uaiiTe NPUNOXEHU., 3aNyCTUTe U CeayiiTe =X
AHCTPYKUMAM

¥ CKAYATb MACTEP

Pucynok 2. bannep quis 3arpy3ku Macrepa HacTpoiiku pabodero mecra

Cnenyer OTMETHTb, YTO €CIM NIPOCMOTpP ocyuecTBisercs ¢ Windows u
uHbIx OC (kpome Linux), To mpu HaxkaTuu Ha OaHHEP 3arpy’KacTcs AUCTPUOYTUB
st OC Windows — Ha OaHHepe OTOOpa)kaeTcsi TEKCT CEpPhIM ILIBETOM IS
Windows». Ecnu npocmotp ocymiectBiserca ¢ Linux, To oToOpaskaeTcsi TEKCT
CepbIM LBETOM « i Linux», U 3arpys3ka auctpudyTtuBa ocyuectisercs st OC
Linux.

3.1.1 YcranoBka Ha OC Windows

Jlns  ycraHoBkM Macrtepa HACTpOWKH pabodero wmecta HEO0OXOAMMO
3arpy3uTh (Qaitn «ABToMaTHUecKash HacTpoiika padodero mecra (Windows).exey.
Jlanee TpeOyeTcs BBIMOJHUTH CJICAYIONINE NCHCTBUS

1) 3amycTuTh YCTaHOBOYHBIN (haily, B pe3ysibTare Yero MpoM30UIeT 3aIyCcK
MacTtepa  aBTOMAaTM3MPOBAHHOM  HAcTpOWKM  pabodero  MecTa
(Pucynok 3).
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MacTep aBTOMaTU3MPOBAHHOW HACTPOMKK paboyero MmecTa

S
@ rouoropacor Hayano pa6oTbl MacTepa

Macrepa

I'Iepe,q Ha4anoM HacTPOMKK HEDG):D,D,HMD NPOBEPUTE Hanu4ue
YCTaHOBNEHHOMD Mo Ha DEGDHQM MecTe.

LnA NpofonseHs HeoBXo4HMO BeIGpaTh CLUEHADWIA YCTaHOBKK
W HaMaTh KHOMNKY “Nanee"

O 3aKazumK

[MNocTaBwme

06paTHTe BHUMAHWE, YTO, HAXAB Ha KHOMKY «[lanees, Bbl AaETE COrNacyue Ha NnpoBepky
Hanu4uA YCTAHOBNEHHOMO NPOrPAMMHOND OBECTIEUEHHA Ha BaLUEM NEPCOHANEHOM
KOMNLIOTEPE, KOTOPOE HEOBXOAUMO ANA HACTPOIKKY paBovero MecTa.

Pucynok 3. OkHo Havana paboThl MacTepa aBTOMaTH3UPOBAHHONW HACTPONKHU
pabodero mecta

2) BriOparh crieHapuil YCTAaHOBKH MPOTPAMMHOTO OOeCTIeUeHHsI, 3aKa3urK
unu [locTaBiuK, U HaXaTh KHONKY «Jlanee», TeM cambIM J1aB corjiacue
Ha TPOBEPKY paHee YCTAaHOBJIEHHOI'O IMPOTPAMMHOIO 00ecledeHMsl Ha
BallleM TII€PCOHAJBLHOM KOMIIBIOTEPE, KOTOpPOE HEOOXOIuMO st
HAcCTpOWKHM paboyero Mecra.

3) JoxmaTbCsi OKOHYAHWS TPOBEPKH YCTAHOBJICHHOTO IMPOrPAMMHOTO
oOecrieueHusl U HaXkaTh KHONKY «Jlaneey». BHelmHui BUJ OKHA IPOBEPKU
YCTaHOBJIEHHOT'O NMPOTPAaMMHOI0 00€CTIeYeHMsI MIPEICTABICH Ha PUCYHKE
Hwxke (Pucynok 4).
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Mactep aBTomMaTUzMpoBaHHoOl HacTpoiiku pabouero MecTa

Hauano pabotsl

| MacTepa MpoBepka ycTaHOBJAEHHOTo NporpaMMHoro obecnevyeHms
e Mpoeepka MO MpaeT npoeepka ycraHoenexHoro Mo
100%
Axaexc.bpayzep x TpebyeTcA ycTaHOBKa
JpaiAeep Rutoken X TpebyeTcA ycTaHOBKA
Cryptopro browser plug-in v ¥YCTaHoBNEH
MAarkH QUKCALMI AeACTEMIA NONB20EITENR X TpedyeTca yCTaHOEKA
CepTHGOMKAT FON0BHOTO YAOCTOBEPAIOWErD v YcTaHoBAEH

LeHTRE MUHKOMCERIW

CepTUdMKaT YAOCTOEEPAIOLLETO LIEHTPA e ¥CT2HOENEH
DenepansHoro KazHadefcrea

MpoBepKa HacTpoek MO X TpefyeTcA yCTaHOBKA

He23BMcUMBIi perucTpaTop X TpefyeTcA ycTaHOBKA

oo | ==

Pucynok 4. OkHO MPOBEPKHU YCTAHOBIECHHOTO MMPOTPAMMHOTO 00ECIICUEHUSI

4) HampoTuB HaMMCHOBaHHI TpeOyeMOro KOMIIOHEHTa OTOOpaKkaeTcs

pe3yabTaT MPOBEPKHU €ro HATUYUs Ha paboyeM MecTe.

Bo3moxen cuenapui, koraa Mactep aBTOMAaTU3MPOBAHHOW HACTPOUKHU
pabodero mMecta HE CMOT OIpPEAETUTh HAIMYME KaKOro-in0o M3 KOMIIOHEHTOB.
[Ipu 3TOM HanmpPOTUB HAMMEHOBAHUS TAKOTO KOMIOHEHTa OTOOpa)kaeTcsi 3HaUCHUE
npoBepku «He ynanocs onpenenntsy»:




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TBI B EMC

Kon gokymenTa: ‘ Crp. 15

MacTep aBTOMAaTU3WPOBaHHO HAcTPOiikn pabovyero mecTta

Hauano paboTel

| et HpOBepKa YCTaHOBMEeHHOMo nporpaMmmHoro obecneveHunn
e Mpoeepka MO Waet npoeepka yctaHosnesxono Mo
| 100%
AT A LU Cryptopro CSP ? He yaanocs onpefeniTs
mnToll 3F
| . | Npanesep Rutoken v YcranosneH
cTat "
RCTH — Cryptopro browser plug-in v YeranosneH
YCTar an MnaruH ukcauuK 4encTENA NONL30BATENA v YcraHoeneH
Hi M
| CepThdKaT ronoBHOM YA0CTOBEPAIILEND v YcTaHoBneH

LEeHTPa MUHKOMCEAZN

| CepTHiMKAT YAOCTORE PAIDLLEND LEHTPa v ¥YcTaHoBNEH
DenepansHoro KasHavencTea

EBpayzep Chromium-gost v YeranosneH

Mpoeepka HacTpoek MO X TpebyeTcs ycTaHOBKA

‘ OTMEHWTb ‘ OANEE

Pucynok 5. Pesynbrarel npoBepku ycranosiaeHHoro 110, korga He Bce
KOMIIOHEHTBI YIaJIOCh OIIPEACIIUTD

5) Tlpm Haxxatuu Ha KHOMKY «/lamee» Macrtep otoOpaskaeT COOOMICHHE O

BO3MOXHOCTH IIPOAOJZKUTHL YCTAHOBKY HJIM OTMCHUTD €C:



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 16

MacTep aBToMaTU2MpPOBaHHOM HacTpoiiku paboyero mecTa

0 Hauano pabotsl
MmacTepa

o Mpoeepka MO MpoBepKa YCTAHOBAEHHOTO MO He 33BeplleHa

MpoBepKa yCTaHOBNEHHOTO NPOrpaMMHOro obecneyeHus

OTMEHWTE ‘ NPOAO/KWTE YCTAHOBKY

Pucynok 6. Pesynbrar HezaBepuenHo# [Iposepku 10

6) IIpu >ToM BO3MOXHO cKadaTh <« KypHaja HACTPOWKH pabOvero Mecra
(Jjor) ¥ OTOpaBUTh €ro B TEXHUYECKYI MOIIEPKKY (moapoOHoe
ONKCaHHWE OOpalleHU B TEXHUYECKYIO TMOIJCPKKY IPUBEJIECHO B
nokymenrax «MHcrpykuus s pabotel B pasgene «TexHuueckas
noaaepxkkay Ha Odumuansaom carte EUC» u  «PykoBoacTBo
nonb3oBarens EMC. Cucrema ynpaBieHus 3asiBKaMu» ).

7) Tlo 3aBepmenuto Illara 2 mpu ycioBuH, €ciii y TOJIB30BATENs €IIe HE
ycranoBineH komnoHeHT Kpuntollpo CSP, ocymectBisercss nepexon K
[Tary 3 «Bwi6op nuctpudytuBa Kpumnrollpo CSPy.

8) Ecim na Illare 1 O6bu1 BBIOpas ClieHapHid «3aKa3dyuk», MPEIOCTABISICTCS
BO3MOXKHOCTb yKa3aTh d3TajoHHbIA auctpuOytuB Kpuntollpo «CSPy,
BbIaHHBIH B ®enepanbHoM KasHaueiicTBe (Pucynok 7). Ilpm stom
npoBepsieTcsl u3aTeNlb JAUCTPUOYTHBA, 3arpykKeHHOTO CpEICTBaMU
KHOIIKH «BbI1OpaThy.



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

Ha3zBanue nokymenra

ABTOMaTH3UpOBaHHAS HACTPOMKA KOMITHIOTEPA TTOIB30BATEIS IS
pabotel B EMIC

Kon gokymenTa: ‘ Crp. 17

MacTep aBTOMaTU3MPOBAHHOW HACTPOMKK paboyero MmecTa

S
@ rsuanopacor Bbi6op aucTpubyTuBa

‘ Macrepa

BeiGepuTe gucTpuiyTHe “Kpuntolpo CSPY, nonyyeH bl B denepansHomM
° Mposepia MO KazHaueiicTee. B cnyuae, ecnu QUCTPUEYTUE He BbIGPAH MAcTep BLINOHUT YCTaHOBKY
‘ Kpuntolpo CSP Bepcuu 4.0.9944,

o BriGop auctpudytnsa ‘ BLIEPATE ‘ F:\3TanoHHbIi gMCTpUEYTHE X
Kpuntolpo CSP S

OTMEHWTE YCTAHOBUTE

Pucynoxk 7. [IpomexxyTounslii mar «3arpy3ka quctpulOytrBa CrieHapuil 3aKa3qank»

[Tpu 3arpy3ke AUCTPUOYTHBA CaMOCTOSITEIHHO CBEpSAETCS Ha3BaHUE MPOAYKTA B
cBoiicTBax ycTtanoBouHoro (aitna (Kpuntollpo CSP), Bepcus mpomykra (=
Bepcuu 4.0) u aBTopckue npasa (@ Kommanus KPUIITO-ITPO).

Ecnu 3arpyxeHHbI TUCTpUOYTUB HEKOPPEKTEH, NMPU HAXXATUW Ha KHOIKY
«/lanee» ykazaHHOe B CTpOYKE BBIOOpa MyTH JTUCTPUOYTHMBA 3HAYCHHUE
cOpacehiBaeTcs, 0ToOpaxaercs HHHOPMAIIUOHHOE COOOIICHUE:!

Ilpu 3aepyske Oucmpubymuea 6o3Hukia owubka. Jucmpubymue, Kromopuwlii Bol
nolmaemecy 3azpy3ums, He asisiemcs npooykmom komnawuu OOO «Kpunmo-Ilpoy.
Ipocvba 3azpy3ums npasuibHbLl OUCMPUOYIUB.

Ecmu na Illare 1 Owu1 BeiOpanm creHapuii  «IlocTtaBmiuyk», HEOOXOAUMO
caMmocTosTenbHO yKazaTh Bepcuto Kpunrollpo CSP u3 mnpeacTtaBieHHBIX
(Pucynok 8).




Haunmenosanue UC:

Ennnas nndopmarmonnas cuctema B cepe 3aKymox

Ha3zBanue nokymenra

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

pabotel B EMIC

Kon nokymenTa:

| Crp. 18

° Hauwano pa6athl

‘ Macrepa

° Mposepka Mo

o BwiGop aucTpudyTHea
Kpuntolpo CSP

OTMEHHTE

MacTep aBTOMaTU3MPOBAHHOW HACTPOMKK paboyero MmecTa

Bei6op gucTpubyTuea
BeiGepuTe qucTpuiyTHe “KpunTtolpo CSP” Tpedyemblii K yCTAHOBKE:

O Kpuntolpo CSP sepcuun 4.0
Kpuntolpo CSP sepcuun 4.2

Kpuntolpo CSP sepcumn 5.2

Pucynok 8. «Bei6op muctpudyrusa KpunrolIlpo CSP» mis [TocraBmmka (MakeT)

[locne BbIOOpa BepcuM MpU HAKATUM HA KHOIKY «Jlamee» ocyliecTBisieTcs

nepexoj K CIeIyIoUeMy mary Mactepa.

9) 3akoHYHB

IPOBEPKY YCTaHOBJICHHOTO 10, Macrep

aBTOMATH3WPOBAHHOW HACTPOMKM OTOOpPAa3UT CHHCOK TpeOyeMbIX K
YCTaHOBKE KOMIOHEHTOB (PucyHok 9). JIomoJHHUTENBHO MOXKHO
yctanoButh «Anaexc.bpaysep (Bepcus mist EUC)» (ecnu gaHHBIN win
aHAJOTUYHBIA KOMIOHEHT He Obl1 ycTaHoBieH Ha Bam I1K) ormeTun
cooTBeTcTBytoIMit uyekOokc. Ilocme ycranoBku Annexc.bpaysepa
Bepcuu st EVIC u 3aBepmienust paboTsl MacTepa aBTOMaTH3UPOBAHHOM
HaCcTpOMKH pabodero Mecta He0OXOAUMO TaKKe BBIMIOJIHUTD JEHCTBUS U3
m. 3.1.1.1.



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TBI B EMC

Kon gokymenTa: ‘ Crp. 19

Macrep aBToMaTU2MpOBaHHOW HacTpoliku paboyero MecTa

o Hauane pabotwl
MacTepa MoAroToBKa K ycTaHOBKe MPOrpaMMHOro obecneyveHus

0 Mpoeepka NO MNpoBepKa 23BepIUSHa, ANA I-aETpDﬁK.H paﬁcuero MecTa »—eo[ixc,qvmo EBINCAHWTE YCTAHOEKY
CNeayoWK KOMNOHEHTORB

1. Axaekc.Bpayzep (Bepcua ana ENC)

| 2. Opaiieep Rutoken
MoaroToeKa K ~ .
_ 3. MnarvH GuUKcalM AeAcTeMid NoONL20BaTENS
YCTAHOBKE W

| HacTpolike MO 4. Mpoeepka HacTpoek MO

5. Hezaeucumblli perucrpatop

[na pabotsl B cucTeme ENC B coepe 3akynok HeoBXoAMMO HankuMe ogHoro 13 Bpay3epos,
KOTOPEIA MMEET NOAAEPXKY CTaHAAPTOE POCCMACKUX KPUNTOTPa@UUEcKMX aATOPUTMOE.
| S ¥ Bac yxe ycTaHoeneH Bpayzep Internet Explorer. XoTuTe yCTaHOBWUTE AONCAHUTENEHBIA Bpayzep?

JapepleHmne paboTh ¥cTaHoBMTE AHAeKC.bpayzep (Bepcua ana EMC)

JLnA Hauana YCTaHOBKW HAMKUTE KHOMKY “YCTaHOBUTL'

OTMEHWTE YCTAHOBWUTE

Pucynok 9. OkHo ¢ nepeduneM TpeOyeMbIX K yCTaHOBKE KOMIIOHEHTOB

10) Jasiee HEOOXOMMMO HaXkKaTh HAa KHOMKY «YCTAHOBHTBY» M JIOKIATHCS
OKOHYAHHWS YCTAaHOBKM UM HACTPOWKH TMPOTPaAaMMHOTO OOCCIICUCHUS

(Pucynox 10).



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 20

MacTep aBTOMaTU3MPOBAHHOW HAaCTPOMKK paboyero MecTa

Hauwano pa6othl " "
9 YcTaHOBKA KOMMNOHEHTOB U HacTPOWKa NPUNOKEHWUHA
‘ MacTepa
OBLWMA XOA BLIMOAHEHWA YCTAHOEKK
° Mposepka MO -
‘ 41%
Anpexkc.bpayz2ep (Bepcua ana ENC) v YcranoeneH
° BwiGop gucTpudyTHEa
‘ Kpunrofine CSP lpaiieep Rutoken 4 YCTaHoBNeH
° MoAraToBKa K yCTaHOBKE MnarvK pukcaumm AeAcTBMA NONLIOBATENS MaeT ycTaHoBKa
W HacTpoike MO
‘ MNMpoeepka HacTpoek MO : MaeT ycTaHoBKa
Yetanoska W -
o HezaBncuMElA permcTpatop ! MaeT yCTaHOEBKa

HacTpoika No

OTMEHWTE NAEE

Pucynok 10. OkHO yCTaHOBKM KOMIIOHEHTOB U HACTPOUKH MPUIOKEHUN

11) Mo 3aBepmiermto Illara 5 ocymectBiusieTrcs mepexox k Illary 6
«YcTaHOBKa TUYHBIX cepTUdUKaTOBy». JlaHHBIN 1Iar mpeacTaBiIseT coooit
peanuzanuio  Kpunrtorpaguueckod (GYHKUUM aBTOMATU3UPOBAHHOM
YCTAaHOBKM  JUYHBIX  CEPTU(PHUKATOB  DJIEKTPOHHBIX  IOMATMHUCEH
noJsib3oBateneil B «MacTtepe aBTOMaTU3UPOBAHHON HACTPOMKH paboyero
MecTay. JlaHHBIM IIar MpemoCTaBIsSIET BO3MOXKHOCTH IOJIb30BaTEISIM
yCTaHaBIMUBATh JIMYHBIE CEPTUPUKATHI DJIEKTPOHHBIX TMOAMHUCENH B
XPaHWIMILE «JInaHbIEN IIpU HCHOJIb30BaHUU «Mactepa
aBTOMATU3UPOBAHHON HACTPOMKH pabouero mectay» Ha cBoeM [1K.




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 21

MacTep aBTOMaTU3UpOBaHHOM HAaCTPOWKKU paboyero MecTa

Q e i el YcTaHOBKa NMUYHbIX cepTuduKaTos

’ Mmacrepa

0 MNposepka MO

‘ KOoHCTaHTUHONONBLCKMIA KOHCTaHTUH KOHCTaHTUHOBUY

Jnunble ceprudumkarol 3, yecraHoBAEHHbIE Ha AaHHOM MK

° Boibop gucTpudyTusa
‘ Kpunrollpo CSP

Q MoAroToBKa K yeTaHoBKe WeaHoB ViBaH MsaHoBUY
’ W Hactpoike MO

Q YeraHoBKa u

‘ HacTpomka M0

Bbibepute nuuxble ceptuduxatol 3, KOTOpbIe XOTUTE YCTAHOBUTb

Ons ae CTGHOBKM KaTa 3NeKTPOHHONM NOANNCH MOAKNIOYHTE HOCHUTENE

o YCTaHOBKA IMYHbIX KOHCTaHTUHONONBLCKNIA KOHCTaHTUH KOHCTaHTUHOBUY
ceprudukaror

WeaHoe WsaH UeaHoBMY

OTMEHWTb ’ nPoONYCTUTL YCTAHOBUTH

Pucynoxk 11. Illar 6 «YcTaHOBKa TUYHBIX CEPTUDUKATOBY

B 6noke «JInunsle ceptudukater OIl, ycranoBnenHele Ha gaHHOM [1K»
oToOpakaeTcs MEepevYeHb JECUCTBYIOIIUX  CEPTHU(PUKATOB, KOTOpBIE  YyXKe
ycTaHoByieHbI Ha faHHOM [IK B xpanwmuiie «JIuunbiey.

B Onoke «BbiOepure nuunbie ceptudukarel OII, KoTOpble XOTHUTE
YCTAaHOBHUTB» OTOOpa)XKaeTcsi IMepedeHb CEepTUPUKATOB, KOTOPbIE IOJIb30BATEIh
MOXET yCTaHOBUTh (Ha OCHOBAaHMHM BCEX MOJKIIOYCHHBIX KOHTCHHEPOB
OTOMpAIOTCS TOJBKO JCHCTBYIOIIUE cepThduKaThl). JIOCTYNEH MHOMXECTBEHHBIM
BEIOOD.

ITo naxarnro Ha kHONKY «IIpomycTuTe» ocymecrBiserca nepexon Ha Illar
7 6€3 yCTaHOBKH JINYHBIX CEPTU(PUKATOB.

[Tocne BwrIOOpa TpeOyeMbIX cepTU(PHUKATOB W MO HAXKATUIO HA KHOMKY
«YCTaHOBUTH» OTOOpa)kaeTcsi OKHO Juisi BBOJA NHMH-KOAA JJisi KOHTEWHepa
NOJIb30BATEIIS:



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

Haspanue nokymenra pabotel B EMIC

Kon gokymenTa: ‘ Crp. 22

MacTep aBTOMaTU3UPOBAHHOM HAacTPONKK pabodero MecTta X

BeeguTe pin-kog 4NA KOHTeAHepa "AgMUHKMCTpaTop”

OTMEHWTb NPOAONMHUTE

PI/ICYHOK 12. OxHO BBOJaA ITMH-KOJa OT KOHTeﬁHepa ITOJIB30BaTCJIA

BBon nuH-kOAa MOMKEH ocyliecTBisAThCs B TeueHuu 10 munyT. Ecnu B
TEYEHWU JAHHOTO BPEMEHU BBOJ MUH-KOAA HE ObUI NMPOU3BEACH M HE Ha)xara
kHomKa «IIpomgomkuTe», OKHO aBTOMAaTHYECKH 3aKpPBIBAETCS, OCYIIECTBISETCS
BO3BpAT Ha mar «YCTaHOBKA JUYHBIX cepTudukaToB». Eciau mpu BBOJEe MUH-KOAA
K KOHTEHHEepy oNylleHa omMnoKa, 0TOOpaxaeTcsi COOTBETCTBYIOIIEE COOOLIEHUE,
a Tak)Ke KOJMYECTBO OCTABIIKXCS MOMBITOK BBOJA MUH-KOJA. [lo mcTeueHnto Bcex
MOMBITOK  KOHTEHHEp OJOKUpyeTcsT C OTOOpaXCHHEM COOTBETCTBYIOIIETO
cooOmienus. [l pa30JIOKUPOBKU KOHTEHHEpa HEOOXOJUMO OOpaTUThCS B
yJIOCTOBEPSIIOLIUH IIEHTP, BHITYCTUBIINI TaHHBIA cepTUdUKAT

[locne BBOJAa KOPPEKTHOrO TMHH-KOJA [0 HAXaTHI0 Ha  KHOIKY
«IIpo1omKUTH BbIOpaHHBIE ~ JIMYHbIE  CEPTHU(HUKATBI  ABTOMATHYECKH
yCTAHABIMBAKOTCA B  Xpanwnume  «JImunsiey Ha IIK  monbe3oBarens.
Ocy1iecTBiseTCs MEPEXO/1 HA MOCIEIHUH IIar «3aBepiieHue paboThl MacTEPay.

12)Ha Illare 7 «3aBeplieHHe YCTAaHOBKH» OTOOpakaeT pe3yibTaT
HacTpoiku pabouero mecta (Pucynok 13).

[To naxaruro Ha runepccobuiky «llokazate wHpOpManuio 00 yCTaHOBKE
JIndHbIX cepTHU(UKATOB» OTOOpakaeTcss TabiuyHas 4YacTh ¢ uHbopmarmeit 06
yCTeIHON / 0e3yCHeNnHol yCTaHOBKE JIMYHBIX CEPTH(PUKATOB, KOTOPHIE ObLIH
BBIOpAHBI HAa MPEIBIIYIIEM IIare.




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 23

MacTep aBTOMaTU3MPOBAHHOW HACTPOMKK paboyero MmecTa

9 Hatiano padare! 3aBeplweHue paboTbl MacTepa

‘ Macrepa

° Mposepka Mo

‘ MokasaTe MHbopmalmnio 06 yeTaHoBke JIMUHbIX cepTUUKaToR

' YcTanoeka v HacTpoRka MO 3aeepweHs!

YcTaHoeneHo: 2 Owmbka ycTaHoBKK: 1
° BwiGop aucTpudyTHea
‘ Kpuntolpo CSP

YT06BI MU3MEHEHHA ECTYNWAK B CUNY HeoBX0AMMO nepesarpysnTe KOMNBHOTED

° MogroToBKa K YCTAHOBKE

= B cny4yae BO3HWKHOBEHHWA owubok nocne HaCTROWKK paﬁouero MeCTa, OTNpaBkTe XYypHan
‘ W HacTpoike MO

HaCcTPOMKK paBouero MecTa B CNYKEY TEXHUUECKON NOLAEPMKN

CoxpaHUTh XyPHaI HACTPOKHKKW paBouero MeCTa Ha KOMMNBKOTED
o YeTaHosKa u

HacTpoika Mo
‘ Ecnu Bbl MCNonb3yeTe GecnnatHyto sepcuio «Kpunrollpo CSP» Bam Heobx0gWMo BBECTH NUUEHIWOHHBIA
HOMEp NPOoAYKTa, B NPOTUEBHOM CNy4Yae CpoK feRcTEWA 6ecnNaTHOro Nepuoaa UCnons3osaHna
9 YCTAHOBKA NIUUHBIX «Kpuntolpo CSP» 6yaeT cocTaenATe 90 gHel co AHA NepBOR YCTAHOBKM NPOrpaMMHONC NPoayKTa.
cepTudukaTos
Ina nuueHanpoBaHKa NPoAyKTa Heo6xXoauMo 3anycTUTe nporpaMmy «Kpuntollpo CSPe, Ha Bknaake
o «0BLMes HaMaTk KHONKY «BBog NWUEHIUM...» M BEECTH CEpPWAHBIR HOMEp C Bawero BNaHKa NULUEHINK Ha
Npaeo MCNONL30BAHWA AaHHOro nporpammuoro npogykta 000 «KPHUMTO-NPO».

‘ MEPE3ArPY3UTb NO3MXE NEPE3ATPY3WUTb CEAYAC

Pucynok 13. OkHO 3aBepIiiieHUsT YCTAaHOBKU pab0vYero MecTa

[To oxOHYaHWM TPOLEAYPHl YCTAHOBKA KOMIIOHEHTOB U HACTPONKHU
MIPOTPaMMHOT0 00ecTiedeHUsT He0OX0IMMO TIepe3arpy3uTh KOMITBIOTED.

ITpouecc ycranoBku Kpunrtollpo CSP, a Takke He0OXOAMMbIE HACTPOUKH
JUIST paboTHI (BBOJA CEpUMHOTO HOMEpA JIMIICH3WHU, TPeOOBaHUS K JKCILTyaTalluH,
HACTpOWKAa  CUMTHIBATENCH, YCTAaHOBKAa  CEpTU(UKATOB)  MPHUBOIATCA B
COTMPOBOJUTENHLHOW JOKyMeHTanmu s nanHoro 10 Ha odunmansHOM caiite
npoussoauTens’.

3.1.1.1. JlonoiHuTE IbHBIE HACTPOIiKU npu padoTte B AAnaexc.bpaysepe

B cinydae ecnmu Ha Bamem IIK ycranoBnen BeO-Opaysep Snmexc.bpaysep
(Bepcus s EMC), To MOMONHATENBHBIX HACTPOCK Opay3epa He TpeOyeTcs, Bce

! d)eaepanbﬂoe Ka3HAuelCcTBO OeCIUIaTHO npeaoCTaBIIACT ,HI/ICTpI/I6yTI/IB U BPEMCHHYIO JIMIICH3UIO

Kpunronpogaiinepa Kpunrollpo CSP 3akazunkam



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 24

HEOOXO/IMMbIE pacIIUpeHusi OyayT aBTOMATHUYECKH YCTAHOBJIEHBI, HACTPOCHBI
Y BKJIFOYEHBI.

B cnyuae ecnu SAnnexc.bpaysep Obun ycraHoBien panee (He «Bepcust s
EHNCy»), To mocne 3aBepiiieHust pabOThl MacTepa aBTOMAaTU3UPOBAHHOW HACTPOMKHU
paboyero mecta HEOOXOAMMO YCTAaHOBUTH W Jajiee BKIIOYUTH JIOTIOJHEHUE
«Kpunrollpo SUII», ecnu 0HO HE YCTAHOBJIEHO U BBIKIIFOUEHO.

Jlnst aToro Tpebyetcs 3anycTuTh SAHaekc.bpay3ep U B BbINalaloIeM MEHIO
Opay3epa BbIOpaTh MYHKT «J{OMOTHEHUS:

0 CUHXpOHKWZaLMA

LOXpaHWMTE ddHHBIE YToDBl WX HE NOTERATE

Jaxnagky
Mapoaw
JononHeHWA

KapTe

CDXFJEI HHTE AdHHBIS

- 100% +

Brntounte Typbo

Pess i MHKOTHWTO

Gl &

HacTpoiiku
McToprs
3arpyzxu
EET R

Konnekumm

TR

Mapon KU K3pTw

E:} ,ﬂ,nncnm-hHMH

E] JonoNHUTENBHD

Pucynok 14. Beimagaromiee MeHI0, MyHKT «/JlomonHeHus»




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 25

B nepeune nononnenuit Hath «Kpunrollpo DIID» u HaxkaTh HA KHONKY

3aknagku 3arpyzku Wctopua JlononHeHws HacTpoiku Be20NacHoCTE MNaponu W KapTe Apyrue ycTpoicTea
Pocket YCTZHOEMTS
Mo3BONRET COXPAHATL NOHPABMELUMECA BUAEO W CTATEM B aKKayHTe B Pocket n
OTKPBIBaTh MX Ha pasHeIX YCTpORCTBax Aaxe Ge3 uHTepHeTa,
Cepeucel AHgekca D AHpekc.3oup
Bonee 5000 ¢UALMOE, MyAETGUALMOB W CEPHAA0B, TRAHCAALMK MHTEPECHBIX
COBLITUIA 1 TENEKaHaNE] - AOCTYTHEI MG OAHOMY KIHKY
Katanor Opera Kpuntollpo 3L YCTEHOBHTL
< MO2BONRET CO3A3BATE U NPOBEPATE 3NEKTPOHHEIE NOANMCK AR TOPTOE,
GaHKMHra M NOA3YM OTUETHOCTW B @HC, POCCTAT W APYrMe OpraHsl.

Pucynok 15. Bkinaaxka «JlonoiaHeHus»

[Ipy HaxxatTuMm Ha KHONKY «YCTaHOBUTH)» B HOBOW BKJIajke Opaysepa
oToOpaXkaeTcs CTpaHuIla T0OABIEHUS pACIIUPEHUs], TJe HEOOXOAMMO HaXkaTh Ha
KHOTIKY «/[0o06aBuTh B SAHaekc.bpayzep»:

)
111

browser://tune Y PacwupeHue CryptoPro X e

4 ¢ @ addons.opera.com Pacwwpenue CryptoPro Extension for CAES Browser Plug-in - Paclwmperua ans Gpaysepa ® 34 orauiea

Mownci No paciuMpeHam

CryptoPro Extension for CAdES Browser Plug-in _
. ooy Crypiopro + ‘ JlobaenTs B HHaekc. bpay3ep
)7

bf 4 2 /5 Bawa oueHka:

Paclwmperue nossonAeT mcnonsaoeate Kpuntollpo 3UM Browser plug-in & Bpayaepe. [InA paboTtw Tpebyer 0 pacmMpEHHH

yetaHoenenHoro 3LUMN Browser plug-in.
J:l,aHHOe pacluMpeHne NOIE0NAST CO30aBaTE M NPOEEPATE LlMCprBble NoanKMcK C MCNOoNe30BaHNEM

KpunTolpe UM Browser plug-in & Gpayaepax 1a ocHose Chromium (Google Chrome, Opera, Jarpyaew: 2 522 080
Anpexc.Bpayaep v ap.) ana Toproe, Sarkukra, nogadn otueThoctr B OHC, PocctaT u apyrue oprass KaTeropua: MHCTpyMeHTE paspaBoTumka
BepcnA: 1.2.8

Mpaea aocTyna Pasmep: 65.8 Kb
OfHoeneHo: 25 mapTta 20211
NMuuerauorHoe cornawwenne: Copyright 2020 cry
Cait enyx0ul: http://cpdn.cryp
CHUMOK 3KpaHa Crpanuua nognepsem: hitps /i

Pucynok 16. Crpanuna no6asnenus pacmmupenus Kpumnrollpo D111




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 26

B OTO6paBI/IBI]IeMC}I OKHC H€06X0,III/IMO Ha>XaTb Ha KHOIIKY «Y CTaHOBUTH
PACHIUPCHUCH

@\ ¥cradoewTs “CryptoPro Extension for CAdES Browser
Eo ] .
¥ Plug-in"?
PEIELLA[JE'-H’E CMOXET. |

[MPOCMATPMEETE W U2MEHATE BALUK A3HHLIE H3 NOCEL3eMblX CANTaX
ana OC 3Toro yCTpocTea

YCTaHOBWTE pacllupeHme OTmeHa

|

Pucynok 17. OkHO noaTBEp:KACHUSA YCTAHOBKH PACIIUPEHNUS

OtobOpaxkaetcst OkHO ¢ uH(popMalreit 00 yCIelnHol yCTaHOBKE.

Janee HeoOX0aUMO OOHOBUTH BKIAJAKY «JlomoimHeHUs» U yOeauThCs, YTO
nepekmouatenb pacmuperus «Kpuntollpo DLID» BkiIrodeH (eciau BBIKIIOYEH —
BKJIFOUUTH ).

Jaknanku 3arpyzxu WcTopua JlononHeHus HacTpoiku Be20MacHoCTL Maponu 1 KapTh Apyrue ycTpokcTea

0 Pocket YCTEHOBMTE

MNozgonseT COXPaHATE NOHP3EMELWWECA BMAED W CTETbK B 8KKAYHTE B Pocket n
OTKPBIBATE MX Ha PazHbIX yCTpGﬁETEa}C Aaxe fez HWHTEPHETA.

Cepencel AHaekca Anaexc.3oup

0

Bonee 5000 gWUAEMOB, MYNETOMALMOE W CEPUANO0E, TPAHCAALMKM MHTEDECHBIX
COBLITUA 1 TeNeKaHaAL! - A0CTYMHLI NO OAHOMY KAWKY

Katanor Opera @ Kpuntolpo 34N B |

Mo3B0NReT CO343BaTL ¥ NPOBEPATE 3NEKTPOHHLIE NOANKMCKA ANA TOProE,
GaHKUHra ¥ NojadYM OTYETHOCTH B @HC, PoccTaT U ApYTWe OpraHbl.

|

Pucynok 18. Bkinanka «Jlononnenus», pacumupenue Kpunrollpo D11
YCTaHOBJIEHO



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

Ha3zBanue nokymenra

ABTOMaTH3UpOBaHHAS HACTPOMKA KOMITHIOTEPA TTOIB30BATEIS IS
pabotel B EMIC

Kon gokymenTa: ‘ Crp. 27

3.1.1.2.

Oco0ennoctn  ycraHoBku  KommoHeHta  Ilmarmn  THC

«He3aBUCHUMBIN perucTpaTrop»

Ecnu y Bac ycranosnen fAnaexc.bpay3ep u He yCTaHOBJIEH KOMIIOHEHT
[Tnarun 'IC HP, To no 3aBepuiennto ycranoBku komnonenra I'MC HP
Bam oTtkpoeTtcs crpanunia B opuipansHoM Marazuae Chrome, mist
py4HO# ycTaHoBKM pacimpenus (Pucynok 19).

Pazubie > Pacwwupenua > Mnarud TUC HP

Mnarud FMC HP

ABTop: esepext

* 1 4 | CneuuWansHble BOZMOXHOCTH 2 Monssosateneit: 8 000+

Pucynok 19. IInarun I'NC HP

[Tocne HaXkaTusi KHOMIKHU «Y CTAHOBUTBH» B OTOOPA3UBIIIEMCS OKHE
HE0OXO0IMMO HaKaTh Ha KHOMKY «Y CTaHOBUTH paciiupenue» (Pucynox

20).

' YcraHoBUTh «[narnH MTMC HP»?

PaspeleHus:
MpocMOoTp U M3MEeHeHWe BallMX AaHHbIX Ha BCEX CaiTax.

MNoka3biBaTe YBEAOMJIEHUA

YcTaHOBUTL paclumpeHne OtmeHa

Pucynok 20. OkHO NOATBEPKACHUSI YCTAHOBKU PACUIMPEHUS

[Tocne oroOpakeHus: okHa ¢ HH(OpMaIUe 00 yCTeIIHOM YCTaHOBKE
HE00X0JMMO OOHOBUTH BKIAAKY «JlOMOTHEHUS» U YOS IUTHCS, YTO
nepekiroyatenb koMmrnoneHnta «Ilnarun ['MMC HP» Brutouen (eciau
BBIKJIIOUEH — BKJTIOUUTh)




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

Ha3zBanue nokymenra

ABTOMaTH3UpOBaHHAS HACTPOMKA KOMITHIOTEPA TTOIB30BATEIS IS
pabotel B EMIC

Kon gokymenTa: ‘ Crp. 28

N3 apyrux nctouHmkos

1 AyTeHTnduKartop

U6 AyTeHTUGUKATOP reHepupyeT Kokl ABYX(AKTOPHOW ayTeHTUGdVKaLMY B Ballem bpaysepe.

MoapobHee

Paclwmpenuve ana nnarnHa locycnyr

. Pacwmpenwve ana nnarvHa Mocycayr.

MoapobHee

Maarvd TMC HP
PaCLUMpEHVIe npeAHasHaquo ana BM,D,EOCIJVIKC&]U,MM ,ﬂ,e‘ﬁCTBHﬁ, OCyLLleCTBJ]HEMbIK Ha 3ﬂeKTpOHHbI)( naowajgkax 1

Ha calite ENC.
MoapobHee

3.1.2

Pucynok 21. Bknanka «/lononnenus», [Inarun 'MC HP yctanoBnen
YceranoBka Ha OC Linux

Jis OC Linux mpwioxenue Mactepa aBTOMAaTH3UPOBAHHOW HACTPOWKH

pabodero mecra yCTaHABIMBAET KOMIIOHEHTHI W KOPPEKTHO paboTaeT Ha JBYX

Bepcusix onepannonHo cuctemsl (Linux Ubuntu, Linux Mint).

Ilepen 3amyckoM Mactepa aBTOMaTU3UPOBAHHOW HACTPOMKH padoyero

MCCTa HCO6X0,Z[I/IMO BBIIIOJIHUTD CJICAYIOIINC ,Z[GﬁCTBHHZ

1) Ha paGouyem cTOj€ OTKpPBITH TEPMHHAT (4Yepe3 KOHTEKCTHOE MEHIO
MpaBO KOMKOW MBIMIK BBIOPaTh MYHKT «OTKPBITH TEPMHUHAD) WIH
koMmOuHarmen knapuil «Ctrl + Alt + Ty).

2) OOHOBUTH CHUCTEMY [JI0 AaKTyaJIbHOTO  COCTOSIHUS,  BBITIOJHUB
MMOCJICOAOBATCIIBHO CIICAYIOIINUE KOMAaHIbI:

sudo apt-get update

sudo apt-get dist-upgrade

3) 3arpy3uTh IUCTpUOYTHB Mactepa aBTOMATH3UPOBAHHOW HACTPOUKH
paboyero MecTa npu Ha)kaTuu Ha 6anHep (cM. PucyHok 2).

4) 3amycTHTh TEpPMUHAJI W3 JUPEKTOPUH, Kyna ObUT 3arpyxeH ¢ain u3
[Ilara 3.

5) B 3anymeHHOM TepMUHAJIe HEOOXOIUMO BBITIOJHUTH CIIEAYIOIIHEC
KOMaH/Ibl:

sudo chmod +x ./AutoWorkInstaller-10.3.0-linux.bin

sudo ./AutoWorkinstaller-10.3.0-linux.bin




HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

HasBanue MOKyMEHTa pa60TI)I B EMC

Kon gokymenTa: ‘ Crp. 29

Buumanue! HamMeHoBaHMsI 3arpyKeHHbIX GailjioB MEHSITh 3anpenieHo!

6) CrenoBarh WHCTPYKIMSM YCTAHOBIIHMKA, MOAPOOHO OIMKMCAHHBIM B
o 3.1.1.1.

7) Hnsa Bepcun npuitoxenns B OC Linux mocie onpeneneHus pa3psaHOCTH
cuctembl Ha Illare 2 «lIpoBepka yCTaHOBIEHHOTO MPOrPAMMHOIO
oOecrieueHus’» OCYUIECTBISIETCS IMpPOBEpKa Ha Hanuuue Opaysepa
«Chromium-gost» (Pucynox 22), ¢ ero mociemyromieii yCTaHOBKON B
Clly4ae OTCYTCTBHS.

MacTep aBTOMATM3WPOBaHHOK HACTPOIikM paboyero mecTa

o Hauano paGoTsl
MacTepa

MpoBepka ycTaHOB/IEHHOTO MPOrpaMMHOro obecneyeHus

e Mpoeepka NO WaeT npoeepka yctaHosnexHoro MO
100%
Cryptoprao CSP v YcranoeneH
[Npaieep Rutoken v YcranoeneH
Cryptopro browser plug-in v YcranoeneH
Mnarux ukcauui 4eAcTeMA NonsL30BaTena v YcranoeneH
CepTUDMWKAT FONOBHOMD YAO0CTOBEPAIILLErD v YCTaHoBMEH
LeHTpa MUHKOMCBAZN
CepTHWKAT YA0CTOBEPAIDLWETO LWEHTPa v YcTaHoBneH
®egepansHoro KasHadelcTea
Bpaysep Chromium-gost v YcranosneH
Mpoeepka HacTpoek MO X TpebyeTcA yCTAHOBKA
|. OTMEHWTb ‘ BANEE

Pucynok 22. OKHO NpOBEpPKH YCTAaHOBJIEHHOTO IPOrPAMMHOI0 00ECIIEUeHHsI Ha
OC Linux

8) Ha »rame ykaszanus auctpuOyrtrBa Kpuntollpo ykaszaTh karanor, Kyaa
nporpamma ObLTa pacrakoBaHa.
9) 3aBepuINTh YCTAHOBKY M MEPE3arpy3uTh KOMITBIOTEP.



HaumenoBanue NC: Ennnas nndopmarmonnas cuctema B cepe 3aKymox

ABTOMaTH3MPOBaHHAs HACTPOMKA KOMIIBIOTEPA IOJIb30BATENS IS

Haspanue nokymenra pabotel B EMIC

Kon gokymenTa: ‘ Crp. 30

3.2 TIlpoBepka padtoTOCIOCOOHOCTH

Jlns  mpoBepkd  pabOTOCMOCOOHOCTH  YCTAaHOBJIEHHOTO MPOTPAMMHOTO
obecrieyeHus: HEOOXOJUMO OCYHIECTBUTh BXOA B Jlnuubiii kabuner 44-03
nosib3oBatens  OduuuaabHOTO cauta  EHC UCIIOJIb3YSl  BbIJIAHHBIN
AKKpPEJAUTOBAHHBIM YJOCTOBEPSIOIIUM IIEHTPOM U YCTAHOBJIICHHBINM C IMOMOIIBIO
Kpunrollpo ceptudukar kBanuduuupoBaHHON 3JIEKTPOHHON MOAMKCH.

3.3 Yanajaenue

VY nanenve nmporpaMMHOI0 00ecreueHrs 1 KOMIOHEHTOB, YCTaHOBJICHHBIX C
nomoipl0  MacTtepa aBTOMaTM3MpPOBAHHOM  HACTpOHMKM pabodero Mecra,
OCYLIECTBIISIETCS IIyTeM YIAJICHHsSI OTHCJIBbHBIX NPWIOKEHUM C IOMOILBIO
CTaHJAapTHOTO (YHKIMOHAJA IIaHEJIN YyIPaBIEHUS IporpaMMaMi U KOMIIOHEHTaMH
Windows.
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