Copnep>xaHue:

BBepneHue

NHpopMmaumns asnseTcs pesysibTaToM oTobpa>keHusa n o6paboTkn B YesiloBe4eCKoM
CO3HaHUM MHOroobpasusa oKpy>katuwero Mmmpa, npencrasnseT cobon ceegeHns ob
OKpYyXalLWwmx YesnioBeka npegmeTax, ABAeHUSAX MPUPOoabl, AeATesIbHOCTN OPYrux noaen.
NH(OPMaLMOHHbIN 6e30nNacHOCTb yrpo3a

Moa 3aWwmnTon nHoOpMaL MK B HAaCTosLWEee BpeMS NMOHUMaeTCa 06/1aCTb HAYKMN N TEXHUKMN,
KOTOopas BKJIl0YaeT COBOKYMNHOCTb CPeACcTB, METOA0B 1 CrocoboB YenoBe4eckom
DesaATeNnbHOCTN, HanpaB/ieHHbIX Ha obecneYvyeHme 3alLNTbl BCEX BUOOB UH(OpMaLn B
OpraHu3aumax n NpegnpuaTuaxX pasIMyHbIX HanpaBAeHUN OEATENIbHOCTU N Pa3INYHbIX
dopM cOBCTBEHHOCTM.

NHdbopMaumrs, KoTopas NOANEXNUT 3alNTE, MOXKET OblTb NpeacTaBsieHa Ha JtobbIX
HOCUTENSX, MOXKET XpaHUTbCA, obpabaTbiBaTbCA N NepedaBaTbCA Pa3INYHbIMK
cnocobamm n cpeacTeamu.

Llensmn 3awimnTbl HQOPMaLMKN SBASIOTCA: NpefoTBPaLleHne pa3rialleHuns, YTeYKM n
HECaHKLMNOHNPOBAHHOIO A0CTYMa K OXpPaHAEMbIM CBEAEHNAM; NPeaoTBpaLLeHNE
NPOTMBOMpPABHbLIX 4ENCTBUIA NO YHUUYTOXKEHUID, MOANDUKALMN, NCKAXKEHNIO,
KOnMMpoBaHWto, 610KMpoBaHMIO NHPOPMaLIMK; NpeaoTBpaLleHne apyrmx popm
HEe3aKOHHOIro BMeLlaTeNbCTBa B MHPOPMALIMOHHbIE pecypCbl U MHPOPMALMOHHbIE
cucTtembl; obecneyeHne NPaBoOBOro peXxnMa LOKYMEHTMPOBAHHOM MHOPMaLnmM Kak
obbekTa cobcTBeHHOCTHN; obecneyeHmne nNpaB Cy6bbEKTOB B MHHPOPMALMOHHbLIX NpoLieccax
1 Npu pa3paboTke, NPON3BOACTBE U MPUMEHEHUN NHOPMALIMOHHBLIX CUCTEM,
TEeXHOMornm n cpencTs ux obecneyeHus.

NHdpopmMaunoHHasa 6e30nacHOCTb - 3TO COCTOSIHME 3aLMNWLEHHOCTN MHOPMaLMK cpenbl
obwecTBa, obecnedmBatoLLee ee HopMMPOBaAHNE, UCMOJIb30BaHME U pa3BuTmne B
MHTepecax rpaxgaH, opraHmsaunin, rocyaapcTs.

Yrpo3bl UHHOPMALMKN BbIPaXXaOTCS B HApyLUEHUN ee LeNIOCTHOCTH,
KOH(PUAEHLNANBHOCTWY, NOJIHOThI U [OCTYMHOCTW.



Llenb gaHHom paboTbl COCTOUT B onpenesieHnmn BUA0B yrpo3 MHPOPMaLOHHON
6e30MacHOCTM N NX cocTaBa.

1. OCHOBHbIE NMOHATUA U CTPYKTYPLI 3alLULLLAEMOMN
nHdopMaLum

1.1 NMoHATME U CTPYKTYypa yrpos salmiaemMon
nHopMaLum

CyuwiecTByeT TPU pa3IMYHbIX NOAXO0Aa B ONpeaeneHnn yrpos, KoTopble BKAYaloT B cebs
cnepywouwee: [1]

e yrpo3a pacCMaTPMBAETCHA KakK NOTEHLUMNAIbHO CyLLECTBYOLWAsa CUTyauUns
(BO3MOXXHOCTb, OMACHOCTb) HapyweHna 6e30nacHOCTU MHGOPMaL MK, NPU 3TOM
6e30MacHOCTb MHOPMaLMK O3HA4YaeT, 4TO MHPOPMALNA HAXOOUTCSA B TaKOM
3alWNLWEHHOM BUAeE, KOTOPbIN cnocobeH NpoTUBOCTOATb NH06bIM
nectabunmnsnpyowmm BoO3AeNCTBUSM;

e YrpoO3a TPAKTYETCH KaK fABfneHune (cobbiTne, cayyvyan niam BO3SMOXHOCTb UX
BO3HUKHOBEHWS), C/IeACTBMEM KOTOPbIX MOTyT ObiTb HEXXeslaTesIbHble BO34EeNCTBUS
Ha MHGopMaLuIo;

e Yrpo3a onpenensieTcs Kak peajibHble Ui NoTeHLNaIbHO BO3MOXHbIE AENCTBUS,
NN yCNoBUS, MPUBOASALLNE K TON UK APYyron bopmMe NPosSBAEHUNS YySA3BUMOCTM
NHopMaumnn.

Jliobas yrposa He CBOAUTCA K YEMY-TO OQHO3HA4YHOMY, OHa COCTOUT U3 onNpenenéHHbIX
B3aMMOCBSI3aHHbIX KOMMOHEHTOB, Ka>XAbll N3 KOTOPbLIX caM No cebe He cocTaBnsaeT
yrpo3y, HO aBnsfeTca eé YyacTblo. CamMa yrpo3a BO3HUKAET JinWb NPY COBOKYMHOM UX
B3aMMOOEeNCTBUMN.

Yrposbl 3awmaemMon nHopMaLmm CBs3aHbl C €€ yA3BMMOCTbIO, TO eCTb
HecnoCcobHOCTbLIO MH(OPMALMK CAMOCTOATE/IbHO MPOTUBOCTOATL AecTabnnnsmpyowmm
BO34ENCTBUAM, HapyLlaoWmMM eé cTaTyC. A HapyLlleHmne cTaTyca 3almuaemMon
MHGOPMaLMKM COCTOUT B HapyLeHUN eé (hn3n4eCKon COXPaHHOCTHU, JIOrn4ecKomn
CTPYKTYpPbl 1 COAEepP>XXaHUA, LOCTYNHOCTU A1 NPaBOMO4YHbIX MOJib30BaTes1en,
KOH(MOEHUMANBLHOCTN (3aKPbITOCTU AJ19 MOCTOPOHHMUX NINL), N Bblpa>kaeTcs Mo
CpeAcTBaM peanusaunm lwectn popm nposBAeHNS YA3BUMOCTM NHGOopMaLnn.



I'Ipem,u,e BCero yrpo3sa A0OJI>KHa MMeTb KaKne-To CYWWHOCTHbIE MpodaBJ1IeHUA, a noboe
nposByieHmMe nNpMHATO Ha3bliBaTb dABJiIeHUWUeM, cneagoBaTtesibHO, OOHUM U3 NMPN3HAKOB U
BMecCTe C TeM 04HON N3 COCTaBASAOLWNX Yrpo3 OO0JIKHO ObiTb ABNEHME.

B ocHoBe ntoboro sBneHUsA ne)xaTt CoCTaBAAOWME MPUYMHBI, KOTOPbIE ABNAAIOTCA €ro
OBVKYLLEN CUION N KOTOpPbIE B CBOIO o4Yepenb 0bycnoBsieHbl onpeaenéHHbIMU
obcToaTeNnsCTBAaMM UM NpeanocbiiIKaMu. 3TN NPUYNHBI N 0B6CTOATENBbCTBA OTHOCATCSA K
hakTopaMm, Co3fatoLLNM BO3SMOXKHOCTb AecTabunmsmpytowero BO34enCcTBmSA Ha
nHpopMaumio. Takmum obpasoMm, hakKTopbl ABAAIOTCA €€ OAHUM NPU3HAKOM U
COoCTaBsIfAOLLEN YIPO3bI.

Eweé oaHnM onpepnesiéHHbIM NMPU3HaKoM yrposbl ABJISETCA €€ HanpaBJIEHHOCTb, TO eCTb
pe3ysbTaT, K KOTOPOMY MOXET npuBecTu aectabunminpyrowee Bo3fencTeme Ha
NHopMaumio.

Yrposa 3awmwaemMon MHpopMaLMM - COBOKYMHOCTb SIBJIEHN, (DaKTOPOB N YCJI0BUN,
CO34aloLWMX 0NAaCHOCTb HapYyLUEHUA CTaTyca MHopMaLmn.

Ansa packpbITUS CTPYKTYPbl yrpo3 HeobX0AMMO NPU3HAKN Yrpo3 KOHKPEeTU3npoBaTb
cofep>aTesIbHOW 4acTblo, KOTOPbIE B CBOKO O4Yepeib A0JIKHbl PaCKPbITb XapakTep
AABNIEHUA N (paKTOpPOB, onpenesnTb N3 COCTaB U COCTaB YCJI0BUN.

K CYLWLHOCTHbIM NPOSABAEHNAM YrpO3bl OTHOCATCA: [2]

e NUCTOYHUK AecTabnnunsmpytollero B03gencTema Ha MHGPOPMaLMIo (0T KOro an 4ero
NCXOOAT 3TU BO3OENCTBUSA);

e BUAbI AecTabunminpyrowero BO34eNCTBUA Ha NMHpopMauunto (kakmum obpasom);

e Ccriocobbl gectabunnsvpyowero BoO34eNCTBUSA Ha NHPOPMALMIO (KaKUMK NpuémMamun,
DENCTBMAMUN OCYLLECTB/IAITCH U pPean3yoTCca BUAblI AecTabnnmsmpytowiero
BO30ENCTBUSA).

1.2 ICTOYHUKM, BUABbI U CNOCOOBbI
aAectabunusupylowero Bo3AencTemA

K nctoyHunkam gectabunmsnpytowero BO34eNCcTBMA Ha MHopMaumnto oTHocAaTcA:[3]

e NIOON;
e TEXHUYECKMNEe cpencTBa oTobpakeHus, xpaHeHUsi, 06paboTku, BocnponsseneHus,
nepenayn nHdbopMaLmn, cpeacTsa CBSA3U;



e cuctembl obecnevyeHns PYHKLMOHNPOBAHUS TEXHNYECKNX CPEACTB;
e TEXHONOrMYECKNEe NPOLECChl OTAE/IbHbIX KaTeropmin MPOMbILIEHHbIX 06 BHEKTOB;
e MPUpPOOHbIE SBNIEHMS.

CaMbIM pacnpocTpaHeHHbIM, MHOro006pa3HbIM 1 OMAaCHbIM NUCTOYHUKOM
Aectabunusnpyouero BO3AenCcTBUS Ha 3allULAEMYO0 MHDOPMALINIO SBASIOTCS N0aMW.
OH TaKoB, MOTOMY YTO BO3[ENCTBME Ha 3allMLiIaeMyto MH(OPMaLMIO MOrYT OKa3blBaTb
pa3/INYyHble KaTeropun noaemn, kak paboTalowmx, Tak n HepaboTaloWmMX Ha
npennpuaTum.

K 3TOMY UCTOYHWUKY OTHOCHATCS:

e COTPYOHVKN OAHHOIO NpennpusaTus;

e NLA, He paboTatowme Ha NpegnNpUATUN, HO NMEeLWMe OOCTYN K 3alimuaemMon
MHGOpMaUMK B CUY CNYy)XeOHOro NOJIOXKEHUS;

e COTPYOHUKN rOCYyAAPCTBEHHbIX OPraHOB pa3BeaKN APYIrMX N KOHKYPUPYIOLLNX
npeanpusaTuin;

e N3 KPUMUHANbHBIX .

TexHn4yecKkmne cpencrtea BTOPbIMU MO UCTOYHNUKOM ,El,eCTa6VIJ'II/I3VIpleU.I,eI'O Ha
3awnuaemyto B CUJy ux .

K 3TOMY UCTOYHUKY :

e 3J/IEKTPOHHO-BbIYNC/INTENbHAS ;

e JJIEKTPMYECKME N aBTOMATUYECKNE U KOMNPOBAJIbHO-MHOXUTESIbHAA ;
e CPeACTBa BUOEO M M BOCMPOU3BOASALLEN TEXHUKN;

e TenecoHHoON, TenerpaHoOn, , FPOMKOroBopsLLEN;

e CpencTBa U TeNIEBUAEHUS,

e CPeACTBa U PagnoCBA3N.

TpeTnn pectabunmsnpytowero Bo3AenNcTena NHOOPMaLUo BKAKOYaeT
3NeKTPoCHab>xeHns, BoaoCHab)XxeHns, , KOHOANLUNOHMPOBAHNSA. K 3TOMY NPUMbIKAIOT
BCMOMOraTesibHble U PaAnN03/IEKTPOHHbIE CUCTEMBI U .

K 4eTBEPTOMY UCTOYHUKY TEXHOJIOTMYECKME MPOLLECCHI Pa3/IMYHbIX 06 bEKTOB
SHEepPreTUKn, XMMMYeCKon , paano3JIEKTPOHNKW, @ TaK)Xe No N3roTOBJIEHNIO BUAOB
BOOPY>XEHUS N TEXHUKMN, KOTOPble eCTECTBEHHYIO CTPYKTYPY Cpenbl.

MATbIW - 3TO NPUPOAHbIE , KOTOPbIE BKJIIOYAIOT B ABE COCTaBAsAOLWINE:



bencrTeus;
aTMoC(epHble .

Co CTOpPOHbI BO3MOXXHO cliefytoLme gectabnnnsvpyowmx Bo34encTBuii:

o BO3[eNCTBME Ha 3alimuaemMon nHpopmaunu;

o pacrnpocTpaHeHne KOHPUAEeHLNANIbHON ;

o HapyleHune pexuma TeEXHNYECKNX CpencTB XpaHeHuns, obpaboTku, , nepenaym
NHOPMaLLMK, CBA3N N TEXHOJIOM NN NHpopMaUnu;

o BbIBOL CTPOSA TEXHNYECKUX N CPenCcTB CBA3Y;

o U3 CTpoA N pexmnma paboTbl obecnevyeHns HPYHKLMOHNPOBAHNA CPeaACTB.

Crnocobamu BO3eNCTBUSA Ha 3aLUMLLAEeMON UHpopMaummn ObiThb:

hbn3nyeckoe HocuTena nHpopmauunu;

ABapUNHbIX CUTyauUun HoCUTenen;

yhaneHune c HocuTenewu;

co3ZlaHVe MarHUTHbIX NOoJIen pa3MarHNYNBaHUA HOCUTeNen;
anbcnpurumpoBaHHON NHGOPMaLUN.

pacnpocTpaHeHne KoOHUAEHLMaIbHOW MOXET OCYLLEeCTBASTbLCS 0bpa3om:

csioBeCHas nHgopmauum (pasbantbiBaHme);

KOMUIN HOCUTENS ;

rnokas HocuTenen ;

BBOZ MH(OpMaLUN B CETU U CUCTEMBI;

MHOpPMaLMKM B OTKPbLITON ;

NCNosib30BaHMe MHpopMaLMK B MYyBANYHBIX BbICTYNNEHUSX;

HapyweHue paboTbl cpeacTs n 06paboTkn MoryT 6bITb:[4]

OTOEeNbHbIX 3/IEMEHTOB
HapyLleHne NpaBua cpeacTs

BHeceHue B Nopsnok obpaboTkm

3apa)keHne nporpaMmm MHGMOpPMaLnmM BpeaOoHOCHbIMA

BblJa4ya HEMNPABUJIbHbIX KOMaHL,

npeBbILLEHNE YNCa 3anpoCcoB

nomex B paano- C MOMOLLbIO AOMNOJHUTENIbHOIO NN LLYMOBOrO , U3MeHeHne
(Hano)xeHne) Nnepenayn MHPoOpMaLnmn

JIOXKHbIX CUTHas0B



e NOOaBNALWMNX PUNLTPOB B LLENU, LIENN N 3a3eMSIeHUs
e HapyweHne paboTbl CMCTEM PYHKLNOHNPOBAHNSA CPEeaCTB

K Buay MOXXHO criegytouime cnocoobbi:

[ ]
(e}

MOHTa>X TeXHUYECKUX ;
pa3pyLlleHne (nosomMKa) , B TOM 4uncse, (pa3pbiB) KabenbHbIX CBA3U;
co3flaHve cuTyauumnm onsa cpencTs;

OTKJIIO4YEHMNE OT ceTen ;

(@]

(@]

(@]

(0]

BbIBOJ, U3 NN HapyLleHns paboTbl cncteM hyHKLMOHUPOBAHUS CPeacTB;
B 3/IEKTPOHHO-BbIYNCINTENIbHYIO Pa3pyLUaoLWMX paamo 1N 3aKnanok.

(0]

Cnocobom 13 cTpos N pexurma paboTbl obecneyeHnst PyHKLMOHUPOBAHUSA CPEeaCTB
MOXKHO :

He NpPaBWUJIbHbLIA CUCTEM;

pa3pyLlleHne nosioMKa CUCTEM UX OTAENbHbIX ;
Co3[laHNe aBapUNHbIX ONs CUCTeM;

CUCTEM OT NUTaHUS;

HapyLUeHWs 3KCnayaTaumm CUCTemM.

K npectabunmsupytoLlero Bo3aeicTBUA UCTOYHUKA OTHOCATCS:

e CPEACTB U3 ;
e cbon B paboTe ;
e CO3[aHNE INEKTPOMArHUTHBbIX ;

OcCHOBHbIMKU criocobamMm BO34ENCTBUS BTOPOIro ABJIAOTCA:

e TEXHNYECKME N aBapuu;

e BO3ropaHue CpencTs;

e BbIXO[ CTPOSA CUCTEM (PYHKLMNOHNPOBAHUSA CPELCTB;

e BO3OENCTBUSA MPUPOAOHbIX ;

e BO3AENCTBUA NU3MEHEHHOWN OKPY>XatoLero MarHUTHOro ;
e BO3OENCTBUSA BPEAOHOCHbLIX NMPOOYKTOB;

e pa3pyLUEHNE NOBpEeXOeHNe HOCUTens ;

e BO3HMKHOBEHME TEXHNYECKUX IJIEMEHTOB CPEeaCTB.

TpeTbero NCTo4HMKa BO30ENCTBUSA Ha ABNAIOTCS:

e BbIXOO N3 CTPOA,



e B paboTe cuctembl.
K 3Toro Buga :

e MOJIOMKW U aBapuu;
.,

e BbIXO[ VU3 NCTOYHUKOB MUTAHUS;

e NPUPOLHbIX ABJIEHUN;

e TEXHNYECKMNX HEUCNPABHOCTEN CUCTEMbI;

e N3MEHEHUA pagnaunoHHOro ooHa cpenbl (Ha A4epPHON SHEPreTUKN);

e XMMN4YeCKOro coctaBa cpefbl (Ha XMMNYECKOW NMPOMBbILLIJIEHHOCTW);

e JIOKAJIbHOW CTPYKTYPbl NOAS MPOMUCXOOSALLEr0 AeATEeNIbHOCTN 0O BbEKTOB U Npwn

N3roToByieHNN BNOOB BOOPYXEHUA N TEXHUKE.

K CTUXWAHBIM 1 OAHOBPEMEHHO BMAaM cieayeT OTHeCTU , HAaBOAHEHUS, yparaH (),
OMO0N3HW, NNTAaBUHbI, BYJIKAHOB.

K aTMoChepHbIM (Bnoam BO3OEeNCTBUA) : rpo3sa, 0oxxab, , rpand, Mopos, , NaMeHeHnd
BJZIaXXHOCTU N MalrHNTHbIE 6yp|/|.

2. U UICTOYHUKM Yrpo3 besonacHoctu PP

2.1 nposaBneHna ya3BUMMOCTU UHpOpMaL UM

1. xnweHmne nHpopmaynum nam B HEM UHopmaunn ();[5]

2. noteps HocuTensa (yteps);

3. HeCaHKLUMOHNpPOBaHHOE HOoCUTENSa nHpopMaunum oTobpa>kEHHOMN B HEM
(paspyweHne);

4. nckaxeHue (HeCaHKLMNOHNPOBAHHOE U3MeHeHWe, , nogaesnka, hanscnpukayma n
T.0.);

5. nHopMauunm (BpeMeHHoe NOCTOSAHHOE);

6. pasrnaweHve (HeCaHKLNOHUPOBAHHOE pacnpoCTpaHeHne packpbliTue
NHpopmauun).



2.2 yrpo3 uHdopmMmaumoHHon Poccunckon depepauum

cBoen obuien yrpo3sbl MHGopMaumnoHHon Poccuninckon denepaunm Ha caegytowme :

e Yrpo3bl KOHCTUTYUMOHHLIM KU cBoOBoOaM YesioBeKa U B 061acTu AYXOBHOWN U
WH(OPMALIMOHHON OEeATENIbHOCTW, , FPYNMNOBOMY M 06LLIECTBEHHOMY , YXOBHOMY
BO3POXKAEHMIO ;

e Yrpo3bl MHPOPMALNOHHOMY FrOCYAAPCTBEHHOW NONNTUKN Pepepaunu;

e YrPO3bl OTEYECTBEHHON NHAYCTPUM , BKAOYAA NHAYCTPUIO NHopMaTn3aumu,
TenekoMMyHukaumm n , obecnevyeHnto notTpebHoCTeN pbiHKa B €€ U BbIXO4Y 3TOM Ha
MNPOBOW , @ Takxe obecnevyeHnto , COXPaHHOCTU N SPPEKTUBHOIO OT€YeCTBEHHbIX
WH(OPMALMOHHBIX ;

e Yrpo3bl 6€30MaCHOCTU U TEJIEKOMMYHUKALMOHHbLIX CPEeACTB N , KaK yXXe , Tak 1
co3faBaeMblx TeppuTopumn Poccun.

KOHCTUTYUMOHHBLIM MpaBaM 1N 4eJloBEKa U Npa>KgaHHa B ﬂ,yXOBHOI7I XKN3HN AN
OeATENIbHOCTN, NHONBMAYaJIbHOMY, U O6LLI,eCTBeHHOMy CO3HaHWIO, BO3pOXXOeHN0 Poccun
ABJIATbCA:

e NMPUHATNE OPraHaMm rocygapCTBEHHON , OpraHaMm rocy4apCTBEHHON CyObeKTOB
PoCcCMNCKonm HOpPMaTUBHbIX MPaBOBbIX , YLWEMASALWNX KOHCTUTYUMOHHbIE N cBO6OAbI
rpa>kgaH B OyXOBHOM XXWU3HN N OEeATENbHOCTY;

e CO3[aHME Ha hopMMpoBaHMe, N pacnpocTpaHeHne nHgpopmaumm B Pegepaunn, B
TOM C MCMNO0JIb30BaHNEM TEIEKOMMYHUKALMOHHbIX ;

e NMPOTMBOAENCTBMNE, B TOM CO CTOPOHbI CTPYKTYP, peanm3aumnm cBonx
KOHCTUTYLUMOHHbIX Ha JINYHYIO N TalHy, TalHy , TeNneOHHbIX MePeroBOpoOB 1
coobLieHun;

e HEepauWOHasibHOE, OrpaHn4yeHne focTyna K HeobxoanmMon nHopMaLmu;

e NMPUMEHEHNE crneumnasnbHbiX BO3AENCTBUA Ha , TPYNMNOBOe 1 06LLECTBEHHOE ;

e HencnosiHeHne enepaibHbIMN rOCyapCTBEHHON BAACTWN, FOCYyAapCTBEHHON
BfacTn Poccmninckon depepaumnn, MECTHOrO cCaMoyrnpaB/ieHUs, N rpakaaHamm
TpeboBaHMM 3aKoHO4ATENIbCTBA, Peryanpytowero B MHpopMaUnoHHON cdepe;

e OrpaHMYeHne JOoCTyrna K OTKPbITbIM MH(POPMaALMOHHBLIM heaepasibHbIX OpraHoB
B/1IaCTWN, OpraHoB BsacTn cybbekToB Pepepaumm, opraHoB CamoyrnpaBieHuns, K
OTKPbITbIM MaTepuanam, K opyron counasabHO 3Ha4YNMOn ;

e [1e30praHn3auns u paspyLieHne HakoMJIeHNa N COXPaHEHNS LEHHOCTEN, BK/OYaS ;

e HapyLleHMe KOHCTUTYLMOHHbIX N cBoboa YenoBeka n B 061acT MacCoBOW ;



e BbITECHEHME POCCUNCKUX areHTCTB, CPeaAcTB MHOPMaLnnM C BHYTPEHHEr O pbiHKa U
yCuneHne oyxoBHON, SKOHOMUYeckon n cpep obuiecteeHHom Poccum oT
MHPOPMALMOHHLIX CTPYKTYP;

e [YXOBHbIX LLEeHHOCTEeN, 0bpa3L,0B MacCOBOW , OCHOBAHHbIX Ha HAaCUAUS, Ha n
HPaBCTBEHHbIX LLEHHOCTAX, LEHHOCTAM, NPUHATBLIM B obulecTse;

e CHMXXEHME , HPaBCTBEHHOI0 1 TBOPYECKOro HaceneHusa Poccmu, CyweCcTBEHHO
OCJIOXKHUT TPYAOBbIX PECYPCOB BHEAPEHUSA N NCMNOJIb30BAHNA TEXHOIOMNIA, B TOM
WH(OPMaALMOHHBIX;

e MaHMNyAnpoBaHue (aes3mHpopMaLmns, COKpbITUE NCKaXKeHNE NHDopMaLnn).

NHPOPMaLMOHHOMY obecnedyeHnto NoOANTUKN POCCUICKON MOrYyT SIBASITbCS:

. o MHPOPMALMOHHOIO PbIHKA , €ro OTAEeJIbHbIX OTeYeCTBEHHbIMU N 3apybexxHbIMK
CTPYKTYypamu;
o 6/10KMpOBaHME rocyaapCTBEHHbIX CPeACcTB MHPOPMaLUM MO POCCUNCKON 1
3apybexxHonm ;
o HM3KasA 3pPeKTUBHOCTb obecrnevyeHns rocygapcTBeHHoON Poccmmnckonm
depepaunn geduunta KBaIMMPULNPOBAHHBIX , OTCYTCTBUA CUCTEMBI U
peannsaumn rocyfapCcTBeHHON NOJINTUKMN.

Yrpo3amu oTe4eCcTBEHHON MHAYCTPUM , BKJIOYAs MHOYCTPUO MHpopMaTmM3aLmu,
TeNeKoMMYyHUKauum n , obecnevyeHunio noTpebHoOCTeN pbiHKa B €e 1 BbIXO4Y 3TOM Ha
MMUPOBOM , @ Takxe obecneyeHunto , COXPaHHOCTU N 3PPEKTUBHOI0 OTEHECTBEHHbIX
NHHOPMALMOHHbBIX MOTYT SABNATbLCS:

e [0OCTYNy POCCUNCKON K HOBENLLMM NHPOPMALMOHHBIM , B3aMOBbLIFOAHOMY U
PaBHOMPABHOMY POCCMNCKUX MPOMN3BOANTENEN B pa3feneHun Tpyaa B
WH(OPMALIMOHHLIX YCNYT, MHhOpMaTU3aL MU, TEIEKOMMYHUKALWN 1 ,
WH(OPMALIMOHHBLIX MPOAYKTOB, @ CO3A4aHMNe YC/IOBUN YCUNEHUSA TEXHOIOMMYECKON
Poccun B obnactn nHPOpMaUNOHHbBIX TEXHOJIOMNI;

e OpraHamMm rocygapCTBEHHOMN MMMOPTHLIX CPEeACTB , TEJIEKOMMYHUKALMN N CBA3N
HaIM4YNUN OTEYECTBEHHbIX , HE YCTyNalowWmMxX CBOMM XapakTepmucTnkam obpasuam;

e BblTECHEHWNE C PblHKA POCCUNCKUX CPEACTB MHGPOPMaTU3aLUnn, N CBA3N;

e yBeNM4YeHne 3a pybex n npasoobnagatenen NHTENNEKTYaslbHON .

Yrposamu 6€30nacHOCTU N TENEKOMMYHUKALMOHHbBIX CPEACTB M , KaK Y)Ke , TaK U
co3[laBaeMbIX TeppuTopun Poccuu, ABNATLCS:

e NPOTUBOMNpPAaBHbIE U UCMOJIb30BaHUE MH(OPMaLNK;
e TexHosnorum obpaboTku ;



e BHEApPEHME B annapaTHble U N3ae N KOMNOHEHTOB, PYHKUWW, HE OOKYMEeHTaunen
Ha n3penns;

e pa3paboTka n NporpamMmm, HapyLawLWnX PyHKLNOHUPOBaAHNE NMHHPOPMALNOHHBIX U -
TEeNEeKOMMYHUKALMOHHbIX CUCTEM, B YUCe cMcTteM nHpopmaunm;

e YHUYTOXEHME, , PpaON0ISIEKTPOHHOE NMoAaBIeHNe paspyLlleHne cpeacTs n
06paboTkKn MHopMaLmmn, N CBA3N;

e BO34ENCTBMNE MapPOJIbHO-K/IOYEBbIE 3aLLMTbl aBTOMAaTMU3NPOBaAHHbLIX 06paboTKn 1
nepenayu ;

e KOMMNpOMEeTaLUUA KNYen N KpUntorpagpuyieckon 3awnThbl ;

e yTeYykKa MHpOpMaLNN TEXHUYECKUM KaHaaMm;

e 3J/IEKTPOHHbLIX YCTPONCTB nepexBaTa MHpopMaynm B cpeactsa 06paboTku, n
nepenayn MHPoOpMaLUnmM KaHasnaM CBA3U, a B CNIy>KebHble noMeLleHns
rocyapCTBEHHOW BNACTK, , YYPEXAEHNN N OpraHn3auuin ot Gopmsbl ;

e YHUYTOXEHNE, NOBPEXXLAEHNE, NN XULLLEHNE U OPYIrUX HOCUTENEN ;

e NepexsaT MHpOPMaLUUKN B Nepedavn AaHHbIX N JIMHNAX CBA3M, 3TON MHOPMaLLK U
NIOXXHOW NHopMauunu;

e HECEPTUPUUMPOBAHHbBIX OTEYECTBEHHbLIX N MHPOPMALMOHHBLIX TEXHONOMMA, 3aLUNThbI
MHopMaLMK, NHPOPMaTU3aUNKN, TEIEKOMMYHUKaAUUX U NPU CO34AHNN N
POCCUNCKOW MHPOPMALNOHHON ;

e HECAHKLUMOHWUPOBAHHLIN AOCTYN K , Haxoasawencs B 6aHKax U AaHHbIX;

e HapyLUeHMe orpaHU4YeHnin Ha NHGOopPMaLMN.

2.3 NCTOYHUKMN MH(POPMALMOHHON Oe30NacHOCTH
depnepauunm

NCTOYHUKM nHpopMaLnoHHoM 6e3onacHocTn degepaynm noapasaenaioTca BHEWHNE U
BHYTpPEHHMe.

K NCTOYHUKAM OTHOCATCA:

e NHOCTPAHHbIX MNOJIMTUYECKMX, , BOEHHbIX, pa3BeiblBaTeslIbHbIX U CTPYKTYP,
HanpasJieHHasa NHTepecoB Poccnnckom B MHpopMaLMOHHOW cepe;

e psAfa CTPaH K N yLWEMJIEHNIO UHTEePEeCcOB B MUPOBOM MH(POPMALIMOHHOM ,
BbITECHEHWNIO €e C N BHYTPEHHEro NHPOPMALIMOHHbIX ;

e 06oCTpeHMe MexxayHapoaHOW 3a obnagaHne TEXHONOMNAMM U pecypcamu;

e MEXAYHAPOOHbIX TEPPOPUCTUHECKUX ;



e yBEJINYEHNE TEXHOIOMMYECKOro BeAyLmnxX gep>xaB 1 HapaliMBaHue nx no
NMPOTUBOAENCTBUNIO KOHKYPEHTOCMOCOOHbBIX POCCUNCKUX TEXHONOM NI,

e [€ATENIbHOCTb , BO34YLUHbIX, MOPCKMX N TEXHUYECKUX U UHbIX (BUAOB) pa3BeaKun
rocynapcTs;

e pa3paboTKa rocyaapCTB KOHLUENUMI BOWH, NpeaycMaTpuUBatoLWmMX CpeacTB OnacHoOro
Ha MHPOPMALNOHHbIE APYIrMX CTPaH , HapyLleHne HOPMaJiIbHOro MHHPOPMALMOHHbBIX
N TENEKOMMYHMKALNOHHbIX , COXPAHHOCTU MHHOPMALMNOHHbLIX , MOJlyYeHne
HEeCaHKLUMWOHNUPOBAHHOIO K HUM.

K BHYTpPeHHUM OTHOCATCA:[6]
KPUTUYECKOE OTEeYEeCTBEHHbIX OTpacnen ;

e HebnaronpmaTHas KPUMUHOME€HHasA , COMPOBOXKAAOLLAACHA TEHAEHLUNAMUN
rocyfapCTBEHHbIX U KPUMUHAJIbHbIX B MH(POPMaLUNOHHOWN cdhepe, KPUMNHAIbHbIMA
CTPYKTYpaMun K KOHpMAeHLNaIbHON NHpopMaunm, BIMAHNA OpraHU30BaHHOW Ha
XXU3Hb , CHU)XKEHNA CTeneHn 3aKOHHbIX MHTepecoB , obliecTBa 1 rocygapcTea B
cepe;

e HEOCTaTO4YHas AeATesIbHOCTU efepasibHbIX FOCyAapCTBEHHOW BNACTW,
rocyfnapcTBeHHoOM BnacTu Poccnnckon degepaumm (opMUpOBaHUIO N peanmn3aumnm
rocyfapCTBEHHOW NONANTUKN B obecnevyeHnsa nHgpopmMaumnoHHon Poccmmnckonm
depepaunuy;

e pa3paboTaHHOCTb HOpMaTMBHOM 6a3bl, perynupyoLien B UHGPOPMaLNOHHON cdepe,
a HejoCTaTo4YHas NpaBonpuMeHnTesIbHas ;

e HEPa3BUTOCTb MHCTUTYTOB obLlecTBa U HEAOCTAaTOYHbIN KOHTPOJIb 3a
WHM(OPMALMOHHOIO pbIHKa ;

e HEOoCTaTO4YHOEe (hnHaHCcMpoBaHMe No obecnevyeHUto 6e3onacHOCTM POCCUNCKON ;

e HelOCTAaTO4YHasa 3KOHOMMYECKasa rocynapcTBa;

e CHWXeHMe cucTeMbl 0bpa3oBaHMA U, HEAOCTAaTOYHOE KOJINYEeCTBO Ka4poB B
obnactu nHpopmaumoHHom 6e3onacHoOCTY;

e aKTMBHOCTb pefepasibHbIX rOCyAapCTBEHHOW BNacTWN, rOCyfapCTBEHHON BNAaCTy
Poccunimnckonm depepaumnn B obwectsa 0 CBOEN , B pa3bACHEHUN NMPUHNUMAEMbIX , B
hopMNpPOBaHNN OTKPbITbIX PECYPCOB U Pa3BUTUN A0CTYNA K HUM ;

e OTCTaBaHMe Poccum BeoyLinx CTpaH Nno YpoBHIO hefepalibHbIX OPraHOB BJlacTw,
OpraHoB BJlaCTu cybbekToB defepaumn 1 OpraHoB camoynpaB/ieHNs, KpeauTHO-
chepbl, NPOMbILLIEHHOCTW, X035NCTBa, 0bpa3oBaHus, , chepbl YCAYr U rpakaaH.



2.4 Yrpo3bl beszonacHoctu Poccuuckon

CoCcTosiHME OTe4eCTBEHHOM , HECOBEPLLEHCTBO CUCTEMbI FOCYyJapPCTBEHHON BNACTU U
obuiecTBa, coumanbHO- MNOAAPU3aLNA POCCMNCKOrO U KPpUMUHaNM3aumnsa obLecTBeHHbIX ,
POCT OpraHM30BaHHOW 1 yBenndeHmne MmacwtaboB , 06oCTpeHne MeXXHaUMOoHaIbHbIX U
MeXOYHapOAHbIX OTHOLUEHUA LWUMPOKMIN CNEKTP U BHELWHNX yrpo3 6€30nacHOCTU CTPaHbI.

B 3KOHOMUWKU Yrpo3bl KOMMJEKCHLIA XapaKTep 1 Npexxae BCero CoKpalleHnem
BHYTPEHHEro NpoaykKTa, CHUKEHNEM , MHHOBALMOHHOW aKTUBHOCTU N -TEXHNYECKOI 0
noTeHUMana, arpapHoOro cektopa, 6aHKOBCKOW CUCTEMbI, BHELLHEINO N BHYTPEHHEr 0
0Oora, TeHAEHUMNEN K B SKCNOPTHLIX NOCTaBKaX -CbiIpbE€BON U SHEPreTU4eckon , a B
MMMNOPTHbIX MOCTaBKax - N NpeamMeToB notpebneHns, npeamMmeTbl NEPBON .

OcnabnieHne Hay4YHO- U TEeXHOJIOMrMYEeCKOro rnoTeHumana , CoKkpaleHne nccnenoBaHuii
CcTpaTern4yeckn BaXKHbIX Hay4YHO-TEXHNYECKOro , OTTOK 3a CMNeLnasIMcToB u
NHTENNeKTYyaIbHON yrpoXkatoT Poccnmn nepenosbiX MNo3nLUMin B, gerpagaumen
HAYKOEMKUX , YCUJIEHMEM BHELLHel 3aBUCUMOCTU 1 noapbiBoM Poccum.

HeraTuBHbIE B SKOHOMUKE NeéXXaT B CEMAPATUCTCKNX YCTPEMAEHNIN CyOBHEKTOB
Poccuninckon . 9To BeAeT K NONTUYECKON HeCTabnibHOCTN, e AMHOIr0 SKOHOMMNYECKOro
Poccumn v ero coctaBnsaloWmMX - NPON3BOLCTBEHHO- N TPAHCMNOPTHbLIX CBA3EN, -
0aHKOBCKOW, KpeaUTHON N CUCTEM.

DKOoHOMMYecKas , coumanbHaa guddepeHuaums , AeBanbBaLna OYyX0OBHbIX
CNoCcoBCTBYIOT YCUIEHNIO BO B3aMMOOTHOLUEHUAX U LIeHTpa, NpeacTaBass yrposy
denepaTMBHOMY U COLIMANBLHO-3KOHOMUYECcKoMy Poccuinckon denepauum.

, STHOLUEHTPU3M U LLOBUHN3M, B AeATENIbHOCTM psga 06beAMHEHNN, a TakKXe MUrpaLns
CrnocobCTBYOT HAaUMOHANM3Ma, NOJIMTUYECKOr0 N 3KCTPEMN3MA, dTHOCENAPATU3MA U
yCNoBuUSA 011 KOHSINKTOB.

EAnHOe NpoCTpaHCTBO CTPaHbl BCAeACcTBNE HecobnoaeHnsa npuopuTeTa HOPM
Poccunckon ®depepaum MHbIMU NPaBOBbIMU , (hefepasibHbIX MPaBOBbIX Ha4 HOPMaMu
Poccuninckon depepauunn, oTJa>XeHHOCTU rocyapCTBEHHOI0 Ha pPa3/INYHbIX .

Yrpo3a KpuMmnHananmsaumm OTHOLIEHNI, CKNaAbiBalOWMXCA B pehopMmnpoBaHms
counanbHO- YCTPONCTBA N SKOHOMMYECKon , npuobpeTaeT ocobyto . Cepbe3Hble
npocYyeThbl, HA Ha4YasZIbHOM NpoBeneHns pedopm B , BOEHHOW, MPABOOXPaHUTENbHON Y
obnacTax rocyfapcTBeHHOM , ocnabneHmne cUCTeMbl peryimpoBaHns U KOHTPOS,
npaBoBoun 6a3bl N CUILHOW FOCYAAPCTBEHHOW B CoOuManbHOW chepe, AYXOBHO-



HpPaBCTBEHHOro obulecTBa ABNASIOTCA PaAaKTOpPamMm, CNOCOOCTBYOLLIMMUY NPECTYMHOCTN,
0cob6eHHO opraHn3oBaHHbIX GopPM, a KOpPYMNLUMH.

MNocnencTBMA NPOCYETOB NPOSABAAIOTCSA B MPaBOBOr0 KOHTPOA CUTyaunen B CTpaHe, B
OTAesIbHbIX 2/IEMEHTOB N 3aKOHO4ATE/IbHOW BNIAaCTU C CTPYKTYpaMu, NPOHUKHOBEHUN B
Chepy ynpasneHns 6usHecoMm, KpyrnHbIMU , TOProBbIMU OpraHm3aunsaMm n cetamu. B
cBsA3un ¢ 6bopbba C opraHN30BaHHOM N KOPPYNUMEN NMEET TOJIbKO NPaBOBON, ”
NOJINTUYECKNI XapaKTep.

Teppopu3Ma 1 opraHM30BaHHOW BO3pPacTaloT BC/IEACTBME COMPOBOXAAOLLLErOCS
KOHMIMKTaMn popM cobCcTBEHHOCTN, 60pbLOLI 33 Ha OCHOBE U 3THOHALMOHANIMCTUYECKUX
NHTEPECoB.

3(pheKTMBHOM CUCTEMbI MPOPUITIAKTUKN NpaBoOHapPYLLUEeHU, MpaBoBas U MaTepuasibHO-
obecrnevyeHHOCTb 0eATeNbHOCTU NpeaynpeXxaeHnto TeppopmnsMa 1 NpecTyrnHoOCTH,
NpaBoOBON , OTTOK N3 obecrnevyeHns NpaBonopsaAKa KaApoB yBE/INYMBAOT BO34ENCTBUSA
3TOM Ha JINYHOCTb, N FOCY[AapPCTBO.

Yrpo3sy 6e3onacHocTn Poccum B chepe co3aatoT paccsioeHne obuiecTBa y3KUm Kpyr um
npeobnagatoLlyto Maccy rpakaaH, yBeam4yeHne Beca HaceneHms, 3a 4epTom , pocT
be3paboTuubl.

hn3n4eCcKoMy 340POBbI0 ABASAOTCSA KPU3NC 30PaBOOXPAHEHUSI U COLMANIbHON HaceseHuns,
POCT aJIKOrosi U HAPKOTUYECKUX .

NocnencrTemamMum rnyboKoro Kpmsnca ABaAITCS COKpaLLEeHNE POXXOAEMOCTHN U
NPOAOJIKUTENBHOCTU XXU3HU B , AedopmMauma gemorpamyeckoro n coctaBa obuiecTsa,
TPYLOOBbIX PECYPCOB OCHOBbI pa3BnTnA , ocnabneHne pyHgameHTanbHon obuiecTsa -
CeMbW, AyXOBHOr0, HPAaBCTBEHHOI0 N NOTEHUWaa HaceneHus.

Kpu3unca BO , COLMANIbHOMN N LYXOBHOMN MOXKET NPUBECTUN K eMOKpPaTUYEeCKNX
3aBOEBaHUN.

Yyrpo3bl B MeXAYHapoaHoM o0bycnoBneHbl cieayowmmm [7]

e CTPEMJIEHNE OTAENbHbIX N MEXIOCYyAAaPCTBEHHbLIX 06bEeANHEHMI POJib
CcyllecTBYyLOLLNX obecneyeHns mexayHapoaHon , npexxae scero n OBCE;

e OMACHOCTb NOJINTUYECKOIr0, 3KOHOMUYECKOr 0 N BANAHUA Poccum B ;

e YKpenJeHne BoOeHHO- 6JI0KOB 1 COO30B, BCEro pacluMpeHne Ha BOCTOK;

e MOSIB/IEHNS B HEMNOCPEACTBEHHOM OT POCCUMCKMX MHOCTPAHHbBIX BOEHHbIX U KPYMHbIX
BOVHCKUX ;



pPacnpoCTPaHEHNE OPYXKNSA YHUYTOXKEHNSA N CPEeACTB A0CTaBKU;

ocnabneHune npoueccos B CoapyxecTBe 0CyaapCTB:

BO3HUKHOBEHWNE U KOHPIMKTOB B6IN3K rpaHuLbl POCCMNCKON U BHELLIHUX FPaHWL, -
yy4acTHnKoB Coapy»xecTBa ocynapcTs;

NPUTA3aHNa TeppuToputo Poccnumnckon .

Yrpo3bl HaunoHanbHoW Poccunckon denepauymm B cpepe nposBasaoTCA B APYT X
rocynapcTs yKpenseHunto Poccnum ogHOro U3 BJANSAHUA B MHOMOMOJIAPHOM , MoMeLwaTb
peanu3aummn NHTepecos n ocabutb nosnunn B EBpone, banxxHem BocToke, B,
LleHTpanbHON A3 N -TUXOOKEAHCKOM pervoHe.

yrpo3y HaunoHanbHoOM Poccuinckon depgepaunm Teppopusm. MexxayHapoaHbIM
pa3BsizaHa OTKPbITas B Lensax gectabunmsauunm B Poccum.

YcnnmeatoTca HaumoHanbHon 6e3onacHocTu ®epgepaunmn B UHPOPMaLLMOHHONM .
Cepbe3Hyl onacHOCTb cobon cTpemaeHmne CTpaH K AOMUHNPOBAHNIO B MHPOPMaLIMOHHOM
npocTpaHCcTBe, Poccmnm ¢ BHeLWHero n MHPOPMaLUMOHHOI0 pbiHKA; PALAOM roCcynapcTB
WHPOPMALIMOHHbBIX BOWH, CO30aHne CpeaCcTB BO3AENCTBUA Ha chepbl Apyrnx Mnpa;
HapyLleHne PYHKLNOHNPOBAHMNSA NHPOPMALIMOHHBIX U CUCTEM, @ TaKxXe
MHPOPMaLMOHHLIX PeCYypCcoB, HECAHKLIMOHNPOBAHHOIO AOCTYyNa K .

Bo3BeneHHbIN B paHr OOKTPUHbI Nepexon K nMpakTuke cuaoBbiX () 4eNCTBUN BHE
oTBeTCTBEHHOCTU 610Ka 1 caHkumm CoBeTa OOH 4peBaT oectabunumsaunm Bcen
obcTaHOBKM B Mupe.

TEXHOJIOrNYECKNIA OTPLIB BEAYLLIMX OEPXXaB N NX BO3MOXKHOCTEN CO34aHNI0 BOOPY)XEHUN
N TEXHUKW HOBOIO CO34atl0T NPennocChi/IKN HOBOIrO 3Tara BOOPY>XXEHUI, KOPEHHOr 0 hopMm
N cnocoboB BOEHHbIX AENCTBUNA.

neaTenbHOCTb Ha Poccnnckonm depepaumm cneymanbHbiX CyX6 1 MMM opraHu3aumn.

HeraTMBHbIX TEHAEHUNIN B chepe cnocobCTBYOT Npouecc pedopMmMpoBaHnS
opraHm3aumm n obopoHHOro Kommnnaekca Poccnmnckom , HegocTtaTo4YHoe PUHAHCUPOBaHME
060pOHbI N HECOBEPLLUEHCTBO NPaBoBOK Ba3bl. COBPEMEHHOM 3Tarne NposiBAsSeTCA B
KPUTNYECKN YPOBHE ONepaTMBHOMN N NOAFOTOBKU BoopyXeHHbIX POCCMNCKON
depepaynmn, BONCK, BOMHCKUX N OPraHOB, B HEAOMNYCTUMOM YKOMIMIEKTOBAHHOCTWN BONCK
() coBpeMeHHbIM BOOPY>XXEeHNEM, N cneunasibHON TEXHUKON, B OCTPOTE COUMAIbHbIX U
npuBoanT K ocniabneHuto 6esonacHoCTn POCCMNCKOM B LLeSIOM.

Yrpo3bl 6e3onacHoCT U MHTepecam deaepaumnm B NorpaHUyHon o6ycnoBneHsbl:



e SKOHOMUNYECKON, N KYJIbTYPHO-PEIUITMO3HOWN CONpenesibHbIX rOCy4apCTB
POCCUNCKYIO TEPPUTOPUIO;

e NEATENbHOCTN TPAHCITPAHNYHOW NPECTYMNHOCTU, @ TaKXe TEPPOPUCTUHECKNX
opraHusauun.

YXYALIEHWS 3KONOrM4eCcKol B CTPaHE N UCTOLLLEHMS MPUPOLAHBIX PECYPCOB B MPSIMON
3aBMCMMOCTU COCTOSIHUS SKOHOMUKM U 06LLeCcTBa 0CO3HATb Y BaXXHOCTb 3TUX . ONs
Poccum yrposa ocobeHHO 13-3a pa3BUTUA TOMJIMBHO- OTPAC/IEN NPOMBbILLIEHHOCTH,
3aKOHOATeJIbHOW OCHOBbI AeATEe/IbHOCTU, OTCYTCTBUSA OFPaHUYEHHOr 0 UCMOJIb30BaAHUS
TEXHONOr N, HU3KON KyNbTypbl. UMeeT TeHAeHUMS K UCMOb30BaHUIO Poccnn B KavecTse
nepepaboTKM 1 3aXOPOHEHUA OJ151 OKPY>KaloLLLe MaTepuasioB 1 BeLLECTB.

B ycnosusax ocnabneHmne Hagsopa, HegoCcTaTo4YHas NPaBoOBbIX N SKOHOMUYECKUNX
npenynpexaeHnsa n IMKBngaunm cutyaunin yBeanymeBaroT KaTacTpod TEXHOreHHOro BO
BCEeX XO03ANCTBEHHON AeATeNIbHOCTMW.

3. NPOTUBOAEUCTBUSA Yrpo3aM 0e3onacHoOCTH

3.1 OCHOBHbIEe NPOTUBOAEUCTBUA UH(POPMALNOHHBIM

Mo cnocobam BCe Mepbl MHPOPMaLUK, ee N CUCTEM ee nogpa3nenatTcs Ha:[8]

e (3aKOHOOaTeNbHbIE);

e MOpPaJibHO-;

TEXHOJIOrNYecKune;
opraHm3aumnoHHble ( 1 NpoueanypHbie);
dunsnyeckue;

(annapaTypHble 1 MPOrpaMMHbIe).
(3aKoHOOaTesNbHbIE)

K npaBoOBbIM 3alUNTbl OTHOCATCS B CTPaHe 3aKOHbl, U Apyrne HOPMaTUBHO- aKThbl,
pernameHTupytowme obpalleHnsa ¢ nHpopmaumen, npasa n 06s93aHHOCTHU
NHMOPMALMOHHbBIX OTHOLLEHUN B ee MosyYeHUs, N UCMOJIb30BaHMUS, a TaKXe
OTBETCTBEHHOCTb 3@ 3TUX MPaBWJ, TEM CaMbiM NCMOJIb30BAHNIO NHOPMaLMK K
coep>XnBaLWmMM hakTOPOM MOTEHLUMAIbHbIX HapyLInTenen. Mepbl 3aLLnUTbl B OCHOBHOM
ynpexaawLimnin, xapaktep n TpebytoT pa3biacHuTensHonm paboTbl C U 06CyxMnBatoLWMNM



rnepcoHa’siom .
Mopa/sibHO-3TU4YecKue:

K -3TU4YeCKMM MepaM OTHOCATCA HOPMbl , KOTOpPblE TPAAULNOHHO UKW CKIa4bIBalOTCA
Mepe pacnpocTpaHeHusa TexHonormm B obuiectee. HoOpMbl HosbLLEN HE ABNAIOTCA , Kak
TpeboBaHMA aKTOB, 0QHaKo, HecobloaeHVe BedeT K NageHUo aBTopuTeTa npecTmxa
yenoseka, nuy nan . MopanbHo-3TU4YeCcKne bbIBalOT Kak (Hanpumep, obuwenpmnsHaHHbIe
YeCTHOCTW, NAaTPUOTU3Ma U T.M.), U NUCaHble, TO O(POpPMIIEHHbIE B HEKOTOPLIN (YCTas,
KOOEKC 1 T.n.) npaBua nam . MopasabHO-3TUYECKNE 3alNTbl ABAAIOTCA U TpebytoT
MOCTOAHHOW MO CO34aHMI0 MOPaJIbHOIrO KJMMaTa B NOJsib30BaTesien u 06CNy >XMBatoLLEro
AC.

TexHosnorn4yeckue:

K BuAy Mmep OTHOCATCHA pa3HOro TEXHOJIOrMYeckne peLleHnsa u , OCHoOBaHHbIe 0BbIYHO
NCNO0JIb30BaHUN HEKOTOPbIX N3ObITOYHOCTU (CTPYKTYPHON, , NHPOPMALIMOHHOWN,
BPEMEHHOW U T.M.) N HA YMEHbLUEHNE COBEPLUEHNS COTPYAHNKAMN N HapYyLLUEHWUNA B
pamMkKax nMm npas u . MpMMepoM Takux ABAAETCA NCMOSb30BaHMWe ABOWHOIO BBOAA
WHOpMaLLMK, MHULMANU3aUNUN onepaunini TOJIbKO Hannymm paspeLlleHnin HeCKOIbKUX
OOJKHOCTHbIX , Mpoueayp NPoOBEPKN PEKBU3UTOB NCXOOAWMNX N COOBLLLEHNN B CUCTEMAX
coobuweHun, nepnogunyeckoe obuiero 6anaHca 6aHKOBCKUX CHETOB U T.M.

OpraHn3auToOHHbIE:

OpraHm3aunOHHbIE MepbI - 3TO Mepbl U NPOoLLEeAYPHOro XxapakTepa, Npouecchl
pyHKLUMNOHMpPOBaHMA 06paboTKM AaHHLIX, ee pecypcoB, ob6cnyXKmBatowero nepcoHana, a
nopsaoK B3auMoOencTBua n obcnyxmpatrouwlero nepcoHasa ¢ Takum obpasom, B
Hanbonblen CTENEeHN NN UCKJIDYNTb Peanm3aunn yrpo3 nim CHU3UTb NoTepPb B Clyyae
peannsauunn.

Mepbl 3aLUNTBI:

dunsnyeckme 3anTbl OCHOBAHbI MPUMEHEHNN PA3HOr0 MEXaHNUYECKUX, IJTIEKTPO-
3/IEKTPOHHO-MEeXaHUYeCKNX N COOPYXKEHUN, CNeunanbHO Aaa co3gaHna NPenaTCcTBMN Ha
NyTAX MPOHUKHOBEHUSA N MOTEHLMAIbHbIX HApyLWNTeNen K CUCTEMbI U 3alinLLaemMon , a
Tak)xe cpeacTB HabnwaeHns, CBA3M N CUrHann3aunn. K faHHOMY OTHOCSTCH TakXXe n
CpeaAcTBa KOHTPOS LLEeIOCTHOCTU KOMMOHEHTOB (MA0MObI, HAKNENKN 1 T.M.).

TexHun4yeckue:



TexHn4eckmne Mepbl 0OCHOBaHbl Ha Pa3J/INYHbIX 3NEKTPOHHbIX U CNeumnasbHbIX NporpamMmMm, B
cocTaB AC 1 (caMOCTOSITENBLHO U B C APYrMMN CPeACTBaMM) 3alLMThI.

3.2 1OCTOMHCTBA U pPa3JIM4HbIX BUAOB 3aLUUTLI

3aKkoHonpnaTtesibHbIe N -3TU4Yeckue Mepsli: [9]

Mepbl onpeaensaT obpaleHns ¢ nHpopmMmayumnen n CydbbLekToB MHPOPMALMOHHBIX 33 UX .
3akoHopaTeslbHble U MOpPaJibHO- Mepbl MPOTUBOLENCTBUSA, YHUBEPCAJIbHLIMU B TOM , 4TO
MPUHUMNVaNbLHO A8 BCeX NPOHNKHOBeHUA n HC K u nHpopMaunn. B HEKOTOPbLIX OHU
ABNAIOTCA MPUMEHUMbIMU, KaK , NpU 3aWmTe HPOPMaL M OT TUPAXKUPOBAHNSA U
3almTe oT CNy>KebHbIM nonoxxeHnem paboTe ¢ HpopMaLmen.

Mepbl:

O4eBUAOHO, B OPraHM3aUMOHHbIX CTPYKTYypax C YPOBHEM NpaBonopsiaka, U 3TUKN CTaBUTb
0 3awWmnTe nHhopMaumm beccmbicnieHHO. Mpexxae HaZlo PeLnTb U OpraHn3aLoHHbIe
BOMPOCKI. MepPbl UTPalOT PoJib B 0becrnevyeHnn KOMMNbIOTEPHBIX CUCTEM. Mepbl - 3TO , Y4TO
oCTaeTcs, Apyrve MetToAbl N 3alnTbl OTCYTCTBYIOT HE MOryT TpebyeMblil YPOBEHD .
OOHaKo, 3TO He 03Ha4YaeT, CUCTEMY 3aLUNTbI CTPOUTb UCKJIIOYNTENBHO UX OCHOBE, 3TO
4acTo caenaTb YAHOBHUKN, OT TEXHUYECKOTO .

3TUM MepaM cepbe3Hble HeJoCTaTKM, Kak:

* HM3Kasa 6e3 cooTBeTCTBYOLWEN PNINYECKNMUN, TEXHUYECKUMUN N CpeacTBaMu (ioamn K
HapyLleHnto NobbiX ONOIHUTENbHbLIX OFPAHUYEHUA U , €CIN TONIbKO MO>XKHO HapyLWWTh);

* Heygob6cTBa, CBA3aHHble C 06BEMOM PYTUHHOM U AEeATENbHOCTM.

OpraHmn3aunoHHblie Heobxoaumbl AN 3PHEKTUBHOI0 MPMMEHEHUS MeP N CPeaCTB B
4acTW, Kacalowenca aencTenn nogen. B xxe spemsa mepbl Heobxoamnmo bonee
HaAEXHbIMN N TEXHUYECKUMUN CpeacTBaMMU.

DPusndeckme n TexHn4eckmne cpencrtBa 3allynThl:

dunsnyeckme n TeXHn4YecKme 3alnTbl NpU3BaHbl HEOOCTATKN OPraHN3aUnOHHbIX ,
NMoCTaBWUTb MNMPOYHbIE Ha NYTU N B MaKCUMaJZIbHOW CTEeNeHN BO3MOXXHOCTb HeyMbILUJ1EHHbIX



( owmnbke nnm ) HapyLeHUn pernaMmeHTa CTOPOHbI MepCcoHasa N CUCTEMBI.

PaccMoTpuM yTBeEp>XAEHME 0 TOM, co3aaHme abcontoTHOM ( eCTb naeasibHO ) CUCTEMBI
3alLMTbl HEBO3MOXXHO.

Ha>ke gonyuweHnm BO3MOXKHOCTU abCONOTHO HAaOEXHbIX N TEXHUYECKUX CPEeacTB ,
nepekpbiBalOWMX BCe , KOTOpble He0b6X0AMMO , BCerga octaeTcs BO34AENCTBUA Ha
CUCTEMBbI, OCYLLECTBAAOWNN AENCTBUA NO KOPPEKTHOIO (PyHKLMOHNPOBaHUA * cpencTs
(aaMUHMUCTpaTopa , agMMHUCTpaTopa 6esonacHoOCTU 1 T.M.).

C CaMnMun cpencTBamMm ITU NOAN TakK Ha3biBaemMoe " Bbe3onacHocTn". B 3TOM , CTOMKOCTb
cucTtembl byneT onpenensaTbCs nepcoHana n3 6e30nacHOCTU CUCTEMDI, U €€ MOXKHO 3a
cyeT (KagpoBbIX) MEPONPUATUN, U MOPAJSIbHO-3TUYECKUX .

Ho ma)ke coBeplUeHHble 3aKOHbI M ONTUMaJIbHYIO KagpOoOBYH0 , BCE PaBHO 3aWUTbl 40
pelwnTb He .

Bo-nepBbiX, , 4TO BPAA YAACTCA HAWTWN , B KOTOPOM MOXXHO ObiTb abCOOTHO , 1 B
OTHOLWEHNN KOTOPOro 6bis10 Obl 4ENCTBUN, BbIHY>XAAOLWMNX HAPYLUNTb 3anpeThl.
-BTOPbIX, AaXXe HaAeXXHbIW YesloBeK AONYCTUTbL C/lydanHoe, HapyLlueHue.

OCHOBHbIe NMOCTPOEeHUs1 cucreMsol pecypcoB AC:

cuctembl obecnevyeHus nHpopmaunm B AC n yHKLNOHNPOBAHWE O0J/KHbI B
COOTBETCTBUM CO OCHOBHbIMU NMPUHLMMAMN:

®* CNCTEMHOCTb

* KOMIMJNEKCHOCTb

* CBOEBPEMEHHOCTb

* MPEEeMCTBEHHOCTb N COBEPLUEHCTBOBAHNSA * pa3yMHas
* NepcoHasibHasa OTBETCTBEHHOCTb

* pyHKUMWK

* MUHUMM3AUNA

* B3aMMOAENCTBME N COTPYOAHNYECTBO



CNCTeMbl 3allNThI

* aJIrOpuTMOB N MEXaAaHN3MOB

* MPOCTOTa NpmMMeHeHnsa 3alnNThbl

* Hay4HaA U TeEXHNYECKad peasimyeMoCTb

N npodpeccnoHann3m

* B3aMMoOencTBue un

* 06A3aTeNbHOCTb KOHTPONS.
38KOHHOCTb:

MpepnonaraeT ocyLwecTBAeHNe MeponpuAaTui n paspaboTky 6esonacHoOCTH
NHdopMaL N B B COOTBETCTBMN C AEACTBYOWNM B 061aCTu MHopMaumun, 1 3almThbl
NHgopMaLMK, HOPMATUBHBLIX aKTOB 6€30MaCHOCTU, YTBEPXXAEHHbIX FOCYAapCTBEHHOMN
BN1IACTU B X KOMMETEHL NN, C BCEX N03BOJIEHHbLIX 0OHAPY>XeHUS N NpeceyvyeHns npm
paboTe C .

CUCTeMHOCTh:

CNCTeMHbIN K 3almMTe nHpopMmaumm B npegnosiaraeT y4eT B3auMOCBA3AHHbIX,
B3aMMOLENCTBYOLLMX N BO BPEMEHU , YCI0BUIA U (PAaKTOPOB, 3HAYMMbIX 019 N peLueHuns
npobnembl MHpopMayMoHHOW Be30NacHOCTN B .

Mpn co3gaHUM 3aWNTbl OOIKHBLI BCe cnabble n ya3BuMble MecTa 0bpaboTku
MHOpMaLMK, a XxapaKTep, BO3MOXXHble U HanpaBJlIeHNs aTakK CUCTEMY CO HapyLuuTenen,
nyTn B pacrnpeneneHHble CUCTeMbl U K UHpopMaummn. Cnctema OosIXKHa CTPOUTLCA C He
TOJIbKO U3BECTHbIX KaHanoB n HCL K nHdpopmaumnm, n ¢ y4eToM BO3MOXKHOCTHU
MPUHUMNNANLHO HOBbLIX peasnsaynm yrpos .

KoMnneKCHOCTh:

KoMnnekcHoOe MeTOoL0B U CpefCcTB KOMMbIOTEPHbIX CUCTEM COrJlacoBaHHOE NMpUMeHeHune
CpenCTB NMpu LEeNoCTHON CUCTEeMbI , MepeKpbliBatoLLen BCe (3Ha4YMMble) KaHasbl Yrpo3 1 He
cnabblx MecT CTblKaxX OTAeJIbHbIX KOMMOHEHTOB. 3aliMTa CTPOUTBLCSA SLLESIOHNPOBAHO.
3almTa AoJIKHA PU3NYEeCKUMN cpeacTBamMu, , TEXHOIOMrMYeCKUMU U NPaBoOBbIMU .



OOHNM N3 ykpenseHHbIx pybexxen b6biTb CpencTBa , peasin3oBaHHbIE Ha onepaunoHHbIX
cucteMm () CBT B cuny , 41o OC - Ta 4aCTb CUCTEMbI, KOTOPas UCMOJIb30BaHNEM BCEX
pecypcos. MNpuknagHom 3anTbl, y4UTbIBAOWMIA NpeaMmeTHon obnactn, BHYyTPEHHUN
pybex .

HeﬂpeprBHOCTb 3allUMThI.

WHOPMaLLMK - HE MeponpUATUE U HE COBOKYMHOCTb NPOBEAEHHbIX U YCTAaHOBJIEHHbIX
CPenCTB , @ HenpepbIiBHbIN LesieHanpas/ieHHbI , Npeanosiaramwm NnpuHATE Mep Ha
3Tanax Xu3sHeHHoro AC, Ha4yMHasa C paHHUX CTaguin , a He TOJIbKO 3Tare ee .

BONbLWNMHCTBY PM3NYECKNX U CPeaCTB 3aWnTbl SPPEKTUBHOI 0O BbINOJIHEHNSA PYHKL NN
HeobxoaMMa opraHusaumoHHas (aoMUHUCTPaTUBHasNA) (CBOeBpeMeHHas CMeHa W«
NPaBUJIbHONO XpaHeHUsA N UMeH, Napofen, WngpoBaHus, nepeonpeneneHue n T.n.).
MepepsbiBbl B paboTe 3aWnTbl MOrYT UCMNOJIb30BaHbl 3/I0YMbILLUJIEHHUKAMN aHasIn3a
npuMeHsaeMbIX U CpenCTB 3alluThbl, BHegpPeHNA cneunanbHbIX M annapaTHbIX "3aknafok"
M CpencTB NMpeonosieHns 3amnTbl Nnocsie ee PYHKLNOHUPOBAHUA.

CBOEBPEMEHHOCTD!

MpeanonaraeTt ynpexaatowmn mep obecnevyeHns nHgpopmaummn, To NOCTaHOBKY 3a4au
KOMIMJIEKCHOW 3aluTe U peannsaynto mep 6e30nacHOCTU NHGOPMaLUN PaHHUX CTaanax
AC B LEJIOM U CUCTEMBbI 3aLLMNTbI , B YaCTHOCTW.

Pa3paboTka 3awnTbl 4OJIXKHA NMapansesibHO C pa3paboTKon 1 caMon 3anaemMon . 9To
no3sonnT TpeboBaHma 6e30MacHOCTN NPOEKTUPOBAHUN apXUTEKTYPbI 1, B CHETE,
co3naTb 3p(PeKTUBHbLIE (KaK 3aTpaTaM pecypCcoB, U NO CTONKOCTU) CUCTEMBI.

[lpeeMCcTBEHHOCTb U COBEpPLUIEHCTBOBaHMNE!:

MpennonaratT MOCTOAHHOE Mep U CPeaCcTB MHPOPMALMN Ha NMPEeeMCTBEHHOCTH
OPraHn3aLUMOHHbIX N peLleHUi, KagpoBoro , aHaan3a MYHKLVWOHNUPOBAHUSA U ee CUCTEMBI
C Y4€TOM U3MEHEHUI B N CpeAcTBax NepexsaTa N Bo3aencTems Ha AC, HOPMaTUBHbIX MO
3alMTe, OTEYECTBEHHOro 1 3apybe)xHoro B 3ToM obnacTu.

PYHKUNA:

MpuHUNN QYHKUWIA, TpebyeT, HM OANH OpraHM3aLUM HE NOJIHOMOYNIA, MO3BOJISOLLMX
€MHOJINYHO OCYLLLeCTBNISATb KPUTUYHBIX Oornepaunin. Takne onepaunm bbiTb pa3geneHsi



4acTu, U NX OO0JIXKHO ObITb pPa3nnN4HbIM COTPYAHUKaM. TOro, HeobxoanMo cneunanbHble
Mepbl HegonyLeHma croBopa U OTBETCTBEHHOCTU MeXXAy COTPYOHUKaMN.

Pa3yMHasa (3KOHOMMYecKas uesiecoobpa3sHoCTb, BO3SMO>XHOro ywepba
m):

MpennonaraeT COOTBETCTBME 3aTpaT Ha 6e30macHOCTN MHpoOPMALLUK MHPOPMALMOHHbIX
pecypcoB BO3MOXXHOIo yuiepba nx pasrnaweHns, , yTeY4KN, YHUUYTOXKEHUA 1 .
Ncnonb3yemble mepbl n obecnevyeHns 6e30NacHOCTM pecypCcoB He 3aMeTHO yXyaLlaTb
nokasaTtenu paboTbl , B KOTOPOM 3Ta unpkynupyet. N3nmwHmne 6e3onacHOCTU, MOMUMO
He3(P(PEeKTUBHOCTU, MPUBOLAT K U pasfpa>KeHnto nepcoHana.

abCoNTHO HENPEOAO/INMYIO 3aLlUNTbI NPUHUUNMaNbLHO . NMoka nHhopmauns B
obpalweHnn, NpUHNMaeMble MOTrYT TOJIbKO BEPOATHOCTb HEraTUBHbIX Un ywepb HUX, HO
NCKIOYNTb X . Mpn AoCTaTO4YHOM BpeEMEHU N CpencTB npeonoseTb nwbyto . NloaTomy
nMeeT paccMaTpuBaTb HEKOTOPbLIN YpoBEHb obecredyeHns . BbiICOKOI(h(heKTMBHAA
cucTtema CTouUT O0oporo, npu paboTe YacTb pecypCoB CUCTEMbI N MOXKET OWYTUMbIE
OONONHUTENbHbIE NOJIb30BaTesIIM. Ba)kHO BbibpaTb TOT YPOBEHbL 3aLLMTbI, KOTOPOM
3aTpaThl, N pa3Mep BO3MOXKHOro 6bisin 6bl (3agava aHanmsa ).

lNMepcoHasnbHasa OoTBEeTCTBEHHOCTb!:

BO3JI0)KEHME OTBETCTBEHHOCTU obecneyeHne 6e30NacHOCTN N CUCTEMbI €€ Ha Ka)Kaoro B
npenenax ero . B cooTBeTcTBUM C 3TUM pacnpenesieHne npas n COTPYAHUKOB CTPOUTCS
obpa3omM, 4Tobbl B Nt060Oro HapyLlEHUS BUHOBHUKOB Obl1 MU3BECTEH UM K MUHUMYMY.

MuHuMU3aunsa noJIHOMOYNN:

O3HayvaeT npeaocTaBiieHne MUHMMalbHbIX NPaB B COOTBETCTBUM C MPON3BOACTBEHHOWN .
[locTyn K MHopMaLMM NPeaoCcTaBAATLCSA TOJIbKO B Cilydae 1 obbeme, B 3TO He06xoaAnMmMo
151 BbINOJIHEHUSA OOJIXKHOCTHbIX 00553aHHOCTEN.

N COTPYyAHN4YeCTBO:!

MpeanonaraeTt 6naronpusTHOMW aTMocdepsbl B NnoapasaeneHnn. B Takoh coTpyaHUKN
[OJIKHbI cobntogaTh YCTAaHOB/IEHHbLIE N OKa3blBaTb COAENCTBME B noapa3neeHnn
obecnevyeHuns nHpopMaymu.



rmbkocTb 3aLUNTBI:

MpUHATbIE N YCTAHOBJIEHHbIE CPeACcTBa , 0COBEHHO B Ha4asibHbIM UX 3KCNJyaTauun,
obecneymBaTb KakK , TaK N HELOCTATOYHbIN 3aLLNTbI. [N BO3MOXXHOCTU BapbMpOBaHUS
3alWNLLEHHOCTW, CpeacTBa AO0/MKHbI 061agaTh rMbkocTbio. OCOBEHHO 3TO CBOMCTBO B TeX
cily4qasnx, YyCTaHOBKY CpeACcTB HeoOX0AMMO OCYLLEeCTBAATh y>XKe paboTaoLyo cuctemy,
He Hapyllasa npouecca ee HOpMaJibHOro PyHKLMOHNUPOBaHNA. KpoMe TOro, BHeLlHue
ycnosumsa n TpeboBaHnA C TEYEHNEM BPEMEHUN MEHSIOTCS.

B Takux cnTyaumsax CBOMCTBO r’MOKOCTN cMCTeMbl 3awinThl n3basnset snagensues AC oT
HeobxoOMMOCTN NPUHATUA KapAUHaJbHbIX MEp MO MOJIHON 3aMeHe CpeacTB 3allMThbl Ha
HOBbIE.

OTKpblTOCTb aJIFTOPUTMOB U MEXAHN3MOB 3alliNThbI.

CyTb MPpUHLUMMNA OTKPbLITOCTM aJITOPUTMOB U MEXAHM3MOB 3aLNTbl COCTOUT B TOM, 4YTO
3aWnTa He Oo/mKHa obecrneymBaTbCsa TOJIbKO 3a CHET CEKPETHOCTU CTPYKTYPHOWN
opraHmsaumn n aaropmTMoB PYHKLNOHNPOBAHMSA ee NOACUCTEM. 3HAHME aJifOPUTMOB
paboTbl CUCTEMbI 3aLLMTbI HE AO0JIKHO AaBaTb BO3MOXXHOCTMK €e nNpeofoneHuns (gaxxe
aBTopaM). 9TO OAHAKO He O3Ha4vaeT, YTO MHPOPMALINUS O KOHKPETHOW CMCTEeMe 3aLUunThl
00J/KHa bbITb 06LEenoCTYyNHa.

lNMpocToTta npuMeHeHUs cpencCcTB 3aLLUHNThI:

MexaHn3Mbl 3alnTbl A0JIKHbI 6bITb UHTYUTUBHO MOHATHLI U MPOCTbl B UCMOJIb30BaHUN.
NMpMeHeHne CpencTB 3alnTbl HE O0/IXKHO ObITb CBSA3aHO CO 3HAHUEM crneunanbHbIX
A3bIKOB NN C BbIMNOJIHEHNEM AENCTBUN, TPeOYIOWMNX 3HAYNTENbHbIX AOMNOJHUTENbHbIX
Tpyno3aTpaT npu obbi4HON paboTe 3aperncTpupoBaHHbIX YCTAHOBIEHHbLIM MOPAOKOM
nonb3oBaTesIeN, a TaKXXe He A0JHKHO TpeboBaTb OT NMoOJib30BaTENS BbINOJIHEHUSA
PYTUHHbIX MasIONOHATHbLIX eMy ornepaunin (BBo4 HECKOJIbKNX Maposien n UMeH 1 T.4.).

Hay4yHass 060CHOBaAHHOCTb M TeXHUYecKasl peasin3yeMocCThb:

NHhopMaUVOHHbIE TEXHONOMNN, TEXHNYECKME U MPOrpaMMHbIe CpeacTBa, CpeacTea n
Mepbl 3aWNTbl MHHOPMaLUKNN OOJIKHbI BbITb peann3oBaHbl HA COBPEMEHHOM YPOBHE
Pa3BUTUA HAYKN U TEXHUKUN, HaYYHO 0O60CHOBaHbI C TOYKN 3PEHUS AOCTUXKEHNSA



3a1aHHOro ypoBHS 6€30MacHOCTM UHOPMaLUMK N O0JIXKHbI COOTBETCTBOBATh
YyCTaHOBJIEHHbIM HOpMaM 1 TpeboBaHMAM No 6e30nacHOCTN MHOPMaLINN.

Cneumanunsaumsa n npogdpecCUoHasIN3M:

MpeanonaraeTt NnpuenevyeHne K paspaboTke cpencTs 1 peann3aunm Mep 3aLunThbl
NHOopMaL MK cneumnaan3npoBaHHbIX OpraHmn3aunin, Hanbonee NOArOTOBMIEHHbIX K
KOHKPETHOMY BUAy AeSATeNbHOCTN No obecrnevyeHunio 6€30nacHOCTU MHHPOPMALMNOHHbBIX
pecypcoB, UMEKLMX OMNbIT MPaKTU4YeCKon paboTbl N rOCYAapPCTBEHHbIE INMLLEH3UN Ha
MpaBO OKa3aHWsa ycayr B 3Ton obnactu. Peanmsayums agMUHUCTPATUBHbLIX Mep 1
3KCMayaTauunsa CpeacTB 3aWnTbl A0JIKHA OCYLWLECTBAATLCA NPOodecCMoHaNbHO
NoAroTOBJIEHHLIMU COTPYAHUKaMM (CneunannucTaMmu nogpasaeneHnin obecneyeHms
6e3onacHOCTN UHGOpPMaLnK).

B3zanMmogencreme m KoopAaunHaLuunsa.:

MpennonaratoT ocyuiecTeaeHne mep obecneyvyeHns 6e3onacHOCTU MHPOPMaLMK Ha
OCHOBE B3aMMOOeNCTBUSA BCEX 3aUHTepeCcoBaHHbIX MUHUCTEPCTB U BEAOMCTB,
npeonpuaTuin N opraHnsaunin npu paspabortke n pyHKUNOHUPOoBaHUM AC 1 ee CUCTEMDI
3aWWmnTbl MHOPMaLUKUKM, Nogpa3aeneHnn n cneynannctos opraHos MB/L
cneynann3npoBaHHbIX NpegnpuaTuin N opraHnsaunin B 061actum 3awmTbl MHpopMaLun,
npuBneYeHHbIX aasa pa3paboTku cucTteMsl 3aWnTbl HPopMaunm B AC, KoopaAnHaLUNM NxX
yCUN oNna OCTUKEHUSA NoCTaBJsIeHHbIX Lenen Foctexkomuccmen Poccmm (Ha sTane
pa3paboTku n BHeapeHus AC) n nogpasaeneHmamm 6esonacHocTn opraHos MB] (Ha
3Tane PYHKUMOHUPOBAHNSA CUCTEMBI).

Ob6sa3aTeNIbHOCTb KOHTPOAIA:

MpepnonaraeT 0653aTeNbHOCTb 1 CBOEBPEMEHHOCTb BbISBJIEHUS U NpPeceyYeHns NornbiTOK
HapyLLUeHNsa yCTaHOBJIEHHbIX NpaBu obecneyveHns 6e3zonacHOCTN MHpOPMaLUK Ha
OCHOBE NCMNO0JIb3yeMbIX CUCTEM U CPEACTB 3alNTbl MHOPMaL UK Npu
COBEPLUEHCTBOBAHUN KPUTEPMEB N METOA0B OLEHKM IPEKTUBHOCTU 3TUX CUCTEM
CpeacTs.

KOHTpO/1b 32 AeATe/IbHOCTbIO noboro nonb3oBaTeNnd, KaXxaoro cpeacTBa 3allNTbl U B
OTHoweHun noboro obbvekTa 3aWnTbl 4OJIKEH ocywecTBnATbLCA Ha OCHOBE nMpmnMmeHeHus
cpencTB onepaTuBHOINO KOHTPOA N pernctpaunn n AoJKeH 0XBaTbiBaTb KaK



HEeCaHKLUMWOHUPOBAHHbLIE, TaK N CAHKLUMOHMPOBaHHbIE ALENCTBUS MOJib30BaTeNEN.
BbiBoabl:

B apceHane cneunanncTosB No MHpopMaynoHHOM 6e30NacHOCTN UMeeTCH LWNPOKNNA
CMEeKTP 3aWNUTHbLIX Mep: 3aKOHOAATENbHbIX, MOPaJIbHO-3TUYECKNX, GMUHUCTPATUBHbIX
(opraHn3aunoHHbIX), PU3NYECKNX N TEXHUYECKNX (annapaTypPHbIX N MPOrpPaMMHbIX)
cpencTB. Bce oHu obnagatoT CBOMMU OAOCTOMHCTBAaMU U HEAOCTAaTKaMu, KOTopble
HeobXxoAMMO 3HaTb N NPABUJIbHO YYNTbIBATb NMPUN CO34AHNN CUCTEM 3aLLMNTHI.

Bce n3BeCcTHbIe KaHalbl MPOHUKHOBEHUS N YTEYKN MHPOPMaLLMK AO0JIKHbI BbITb
nepekpbITbl C Yy4€TOM aHaIn3a pucka, BepoATHOCTEN peanmsaunm yrpos 6e3onacHoOCTu B
KOHKPEeTHON NpuknagHonm cncteme n ob60CHOBaAHHOINO paunoHasbHOro YPOBHS 3aTpaT Ha
3alunTy.

Hannydwmne pesynbTaTbl 4OCTUralOTCs NMPU CUCTEMHOM NOAXO0OOE K BOMPOCaMm
6e30MacHOCTN KOMMbIOTEPHbIX CUCTEM U KOMMJIEKCHOM MUCMOJIb30BaHUN ONpenesieHHbIX
COBOKYMHOCTEN pa3/In4yHbIX Mep 3alnTbl HA BCEX 3Tanax XU3HEHHOr0 LMKa CUCTEMbI,
Ha4yMHas C CaMbIX PaHHUX CTagU ee NPOEKTUPOBAHUS.

3aKJiloueHue

Yrposa 3almniaemMon MHpopMaLMm - COBOKYMHOCTb SIBSIEHU, (haKTOPOB 1 YCJI0BUN,
CO34aloLWMX 0NAaCHOCTb HAapYyLLUEHUA CTaTyca MHopMaLmn.

CaMbIM OMacHbIM UCTOYHMKOM AecTabunmninpytowero BoO3gencTBUs Ha MHOPMaL MO
SAB/ISETCS YesIoBeK, MOTOMY KaK Ha 3awuiaeMyo NHpopMaL Mo MOryT OKa3biBaTb
BO3[eNCTBUE pa3/inyHble KaTeropum noaen.

Pa3zHoobpa3ue BuaoB 1 cnocobos gectabnnminpytowiero BO34enNCTBUA Ha 3allnLLaeMYIO
MHOPMaLIMIO TOBOPUT 0 HEOBXOANMOCTN KOMMIIEKCHOW CUCTEMbI 3alUnTbl MHOOPMaL UK.

CoBpemMeHHasa [oKTpuHa nHgopmaunoHHon 6esonacHocTn Poccuimnckonm depepaymnm
Hanbosiee NosIHO packpbiBaeT BUAbI N ICTOYHUKKN YrPo3 MHHOPMALMOHHON
6e30MacHOCTK, a TakXXe MeToabl obecneyeHns MHGPoOpPMaLMoHHON 6e3onacHOCTH.
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