Copnep>xaHue:

HETOCYOAPCTBEHHOE OBPA30OBATEJIbHOE YACTHOE YYPE)XAEHME
BbICLUETrO OBPA30BAHUA

BBepeHue

CuCTeMbl BbISIBIEHUS MPU3HAKOB KOMMbIOTEPHbIX aTakK U 0bHapy>XeHns ceTeBbIX
BTOP>XEHUN AN NHPOPMALMOHHBLIX CUCTEM Y>XKe OAaBHO NPUMEHSAIOTCA B KaYecTBe
KJ1I04eBOro 13 Heobxoanmbix pybexxen 060pOoHbI MHPOPMALUOHHbBIX CUCTEM.
Pa3spaboTymkamum cnctem 3almTbl UHPOPMALUN U KOHCYIbTaHTaMun B 3Ton obnacTtu
AKTUBHO MPUMEHSAIOTCSA Takne NOHATUA, Kak 3alinTa No nepmmeTpy, ANHaMNYeckas v
CTaumoHapHas 3awmTa. NoMnuMo 3TOro, CTanm NOABAATLCA COBCTBEHHbIE TEPMUHBI,
Takune KakK, Hanpumep, NPOaKTUBHbIE CPeACTBa 3alUMThI.

NccnepoBaHma B 06n1acTtm obHapy>XeHMsa aTak Ha KOMMNbIOTEPHbIE CUCTEMbI N CETU NO
BbonblOMY cHeTy BeAyTCA 3a pybexom yxe 6onee 25 net: nccnenyoTca NpuUsHaky aTak,
a TaK>Xe aKCrnayaTupyroTca u pa3pabaTbiBatoTca cpencTtsa U MeToabl 0OHapyxeHus
MOMbITOK HECAHKLUMOHUPOBAHHOIO MPOHUKHOBEHNSA Yepe3 CUCTEMbI MEXCETEBON U
NIOKaNbHOM 3alUNTbl — Ha PU3NYECKOM U JIOFMYeCKOM YpPOBHAX. Ha camoM pene ciopa
MO>XHO OTHECTM B TOM 4ucie nccnegoBaHusa B 061actm no60YHbIX 3N1EKTPOMArHUTHbIX
N3JTY4EeHUN N HAaBOAOK, TaK KaK 3JIEKTPOMArHUTHbIA TaMMepuHr nMeeT CBOU NpsiMble
aHanoru B y>ke ctasLien 0bbl4HON O1a PSA0BOro KOMMbIOTEPHOrO NOJIb30BaTeNA
ceTeBOW cpene. Ha poCCUNCKOM pbIHKE LLUMPOKO npeacTaBsieHbl KOMMepYecKmne cucTeMsl
obHapy)XeHnsa aTak N BTOPXXEHUN OT MHOCTPaHHbIX KOMMNaHU, Taknx Kak NetPatrol, ISS
RealSecure, Cisco, Snort n gpyrue, n B To)xe BpeMs npakTMNYeCKn He npeacTaB/ieHsbl
KOMMNJIEKCHbIE peleHns oT pa3paboTynkos n3 Poccun. laHHbIM acnNekT Bbi3BaH TeM, 4TO
MHOIrMe oTe4YyecTBeHHble pa3paboTynkm n nccnegosaTesin peann3yloT CUCTEMDI
obHapy>XeHunsa aTak C COXpPaHEHNEM aHaNIOMr NN TUMOBbIX PELUEHNN U apXUTEKTYP yXKe
N3BECTHbIX CUCTEM, HE CTapascb 0COBEHHO yBEMNYNTb IPPEKTUBHOCTbL NPEBEHTUBHOIO
obHapy>XeHunsa aTak 1 airoOpUTMOB pearmpoBaHnUsa Ha HUX. KOHKYpPEHTHble
npenmyuiecTBa B JaHHOM CErMeHTe POCCUNCKOro pblHKa JoCTUratoTca 0bbI4YHO 3a cHeT
CYLLECTBEHHOI 0 CHMXXEHUS LleHbl U HagexXxJ Ha CTpeMJieHue NokynaTenen K nogaepxke
OTeYeCTBEHHOr o Npon3BognTens.



Ha cerogHAWHWN AeHb CMCTeMbl 0OOHapPYyXXEHMA aTakK U BTOPXKEHMIN 0ObIYHO SABASIOTCSA
annapaTHO-MPOrpPaMMHbIMU NN NPOrPaMMHBLIMU PELLEHNSAMMN, KOTOPbIE aBTOMaTU3NPYIOT
npouecc KOHTPOS MPOTEKALWMX B KOMMbIOTEPHON CETU NN cucteme cobbiTnm, a
TaK>Xe CaMOCTOATESIbHO aHANN3MPYIOT AaHHble COObITUSA C LeNblo NONCKA NMPU3HAKOB
npobnem 6e3onacHOCTU. TaK KakK KOJIMYECTBO pa3/inyHbIX CocoboB 1 TnMNoB
OpraHm3aumn HeCaHKLMOHNPOBAHHbIX MPOHUKHOBEHUI B Yy>KNE KOMMbIOTEPHbIE CETU 3a
nocnegHmne rogbl 3Ha4YNTENIbHO YBENNYNIIOCh, CUCTEMbI OOHapy>XeHUs aTak CTanun
HeobX0AMMbIM KOMMOHEHTOM NHAPACTPYKTYpbl 6e30nacHOCTN BONbLINHCTBA
opraHmsaumn. 3ToMy crnocobCTByEeT OrPOMHOE KOJIMYECTBO INTepaTypbl MO AAHHOMY
BOMPOCY, KOTOPYIO MOTEHLMANIbHbIE 3/TIOYMbILLJIEHHUKW BHUMATE/IbHO M3y4aloT, a TakxXe
BCe 6oJsiee n30WpeHHbIE METOAbI N CJIOXKHbIE MOAX0Abl K OOHAPY>XEeHMI0 NOMNbITOK B3/10Ma
MHOPMALMOHHbBIX CUCTEM.

CoBpeMeHHble cMCTeMbl OBHapyXeHNS BTOPXXEHUN UMEIOT Pas/INYHYI0 apXUTEKTYPY.
Knaccnpukauunm cucteMm obHapy>XeHus aTak cienyeT yaesnTb oTAelbHOe BHUMaHue,
TakK KaK 4acTO UCMosib3ys 0OWenpuHATYIO Knaccugurkaumno cuctem obHapyXeHuns aTak,
cneumnanunucTbl NPUHUMAIOT peLlleHne 0 TOM, KaKon U3 NPorpaMMHbIX NPOLYKTOB
NPUMEHUTb B TON WU UHOW CUTyauunn.

Ha foaHHbIM MOMEHT CyllecTBYeT AefleHne BCeX CUCTEM Ha JIOKaJlbHble U CeTeBble.
JIoKanbHble cUCTeMbl 0OOHapy>XXeHUS aTak pa3MeLlalnTcsa Ha OTAeSIbHbIX HYXAAIOLWMXCS B
3allMTe KOMMNbOTEPaX N aHANIM3UPYIOT pasindHble COBbITUSA, Takne Kak NporpaMmMHble
BbI30Bbl NI OEeNCTBUA Mosib3oBaTens. CeTeBble CMCTEMbl 0ObIYHO YCTaHaB/IMBAIOTCA Ha
BblAeJIEHHbIX OJ19 3TUX Lenen KoMnbloTepax ANa aHanm3a Tpaduka, LUPKYIMpyowero B
JIOKaNIbHON BbIYUCIUTESIbHOW CeTU. TakXXe pa3nnvyatloT MeTOANKN ODHapyXeHUs
3/10YMbILLUJIEHHOIrO U @aHOMAaJIbHOI0 NoBeAeHUs NoJib3oBaTenen.

Cuctembl 06Hapy>XeHNs1 aHOMaJIbHOro NMoBeAEHNSI OCHOBAHbI Ha TOM, YTO CUCTEMbI
obHapy>XeHNs aTak U3BECTHbl HEKOTOPbIE NMPU3HAKN, KOTOPbIE XapaKTepusyoT
[oNyCcTMMOe UK NpaBusibHoe rnoeefeHne obbekTa HabnwoaeHus. MNoa NpPaBUIbHLIM UK
HOPMaJIbHbIM MOBeAEHMEM NOHUMAIOTCS AENCTBUSA, KOTOPbIE He MPOoTUBOPeYaT NoanTuKe
6e30MacHOCTU U BbINONHATCSA 06BbekTOM. CucTeMbl 0OHAPY>KEHUS 3/10YMbILLIEHHOIO
NoBeAEeHNS OCHOBaHbl HA TOM, YTO 3apaHee N3BECTHbl HEKOTOPbLIE NPU3HAKKN, KOTOPbIE
XapaKTepusyloT noBeaeHne 3/10yMbllLIEHHMKA. DKCNEPTHbIE CUCTEMbI SIBSIIOTCS
Hanbonee pacnpoCcTPaHEHHOM peann3aunein TeEXHONOrMn obHapyXeHuns
3/10YMbILLJIEHHOIO NMOBEAEHUS.

Llenbto naHHon paboTbl ABNAETCA U3yYeHne pa3HOBUOHOCTEN BUOOB N Yrpos3
nHopMaLMoHHOM 6e3onacHOCTM N MeToaoB 60pbObI C HUMK.



Ob6BbeKTOM nccnenoBaHNsa SBNAETCA NOHATUE yrpo3 6e30macHOCTU B LIeJIOM, MPeaMeToM
nccnenoBaHMsa - TeXHONOrMM obHapy>XeHMs AaHHbIX YIrpo3.

B paMkax nccienoBaHusa pacCMOTPEHbI 3aga4u:

e PACCMOTpPEHME KNNacCUUKaLmn CeTeBblX aTak;

e N3yYyeHne MeTonoB 0OHapy)XeHNS CeTEBbIX aTak;
e KJlAaCCUpUKaLNS cnctem obHapyXxeHunsa aTak;

e 0030p METOA0B pearmMpoBaHUA Ha aTaKu.

1. Knaccudpumkauma ceTeBbiX aTak

D heKTUBHASA 3aLLMTa OT NOTEHLMAJIbHbLIX CETEBbLIX aTak HEBO3MOXXHa 6e3 nx
heTanbHOW Knaccudukaumm, kotopasa obneryaert 3agadvyy NpoTUBOAENCTBUSA UM N NX
BbisiBJlIeHMe. Ha cerogHsAWHNM AeHb N3BeCTHO 60/1bLLOEe KOIMYECTBO Pa3/InYHbIX TUMOB
KJTaCCNPUKaALMOHHbBIX MPU3HAKOB. B KayecTBe Takux NMPU3HakoB MOXeT 6bITb BbiOpaHo,
HanpuMep, pa3aenieHne Ha akTMBHbIE N NAaCCUBHbIE, BHYTPEHHME N BHELLHWE aTakKWy,
HeyMbILWIEHHbIE U YMbILWJIEHHbIE N ApYrue nofobHble knaccnpukaumm. K coxxaneHuto,
HEeCMOTpPS Ha Masio MPUMEHMMOCTb Ha NPAaKTUKE HEKOTOPbIX N3 CYLLECTBYHOLLNX
KNacCuurKaLumnim, OHN aKTUBHO NCMONb3YIOTCHA NMpu Bbibope cucTeMbl 06Hapy>XeHnsa aTak
n nx akcnnayaTaummn[l] [1].

1.1. Knaccucpukauusa Nurepa Menna

PaccMOTpeHMe CyLLLeCTBYOLUX KNaccudumKaLnii CToUT HavyaTb ¢ paboThl Mutepa Menna
noj Ha3BaHueM: «KOMMNbIOTEPHbIE aTakKnN: YTO 3TO U KaK UM NPOTUBOCTOSATb». B 3TON
paboTe Bce BO3MO)XXHbIe CETEBbIE aTaku AENATCS Ha crefylolme TUnbl:

e yasieHHOE NPOHUKHOBEHME NpeacTasnsgeT cobon TN aTak, NO3BONAOLMNX
peann3oBaTb yAaJIeHHOE yrpaBJ/ieHNe KOMMbIOTEPOM Yepes CeTb; B Ka4ecTBe
NMPMUMEepPOB MOXXHO MPUBECTU aTaKM C UCNOJIb30BaHMeEM nporpamm BackOrifice nnn
NetBus;

e JIOKaJIbHOE NMPOHUKHOBEHME ABNAETCA TUMNOM aTakK, MPUBOAALWLNX K NOJIYHEHUIO
HEeCaHKLUMOHUPOBAHHOIO AOCTYMa K y3J1y, Ha KOTOPbIN OHWN HarnpaB/ieHbl; B Ka4eCcTBe
npuMepa MoOXXHO NPMBECTU aTaKy C UCNOJIb30BaHMEM nporpamMmbl GetAdmin;

e yaaJIEHHbIN OTKa3 B 06CNYy)>XNBaHNN ABNAETCHA TUMNOM aTak, NO3BOJAIOWNM
HapyLWnTb PYHKLMOHMPOBAHNE CUCTEMbI B paMKax rnobanbHoOM ceTu; B Ka4yecTBe



npUMepoB MOXXHO NpueecTn ataku trinO0 nnu Teardrop;

NIOKAJIbHbIN O0TKa3 B 06CNy)XMBaHUN ABASETCA TUMNOM aTak, NO3BOAOWNM
HapyLwWuUTb PYHKLMOHUPOBAHNE CUCTEMbI B paMKaXx JIOKaJibHON ceTu. [NpumMmepom
TakKOW aTaKku ABNSETCHA 3anyCK U BHeApeHue BpaxxaebHon nporpamMmbl,
3arpy>xatoLlen LeHTpanbHbIN npoueccop 6€CKOHEeYHbIM LNMKAOM, NPUBOAALLNM K
HEBO3MOXXHOCTK 006paboTKM 3aNpoCoB APYrUX MPUSTOXKEHNN;

aTaku C UCNOJIb30BaHMEM CEeTEBbIX CKaHEepPOB ABNAIOTCA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHMUN CETEBbIX CKaHepPOoB, npeacTasnasaowmnx cobon
NporpaMmbl, aHaIN3NpPyoLLKUE TOMOJSIOrM0 CETU U 0OHapPYXUBAOLWLUX AOCTYMHbIE
AN aTakKN CEPBUCHI; B KaYyeCcTBe NPMMepoB MOXKHO MPMBECTUN aTaky C
NCNoJsib30BaHMEM YyTUINTbl NmMap;

aTaku C UCNoJIb30BaHMEM CKaHEpPOB YA3BMMOCTEN ABNAIOTCHA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHUN CKaHEPOB YSA3BUMOCTEN, NpeacTaBasowmx cobonm
nporpamMmbl, OCYLLEeCTBJIAIOWMNE NMOUCK YA3BUMOCTEN Ha Yy3/1aX CETU, KOTOpPbLIE B
fanbHenweM MoryT ObITb NPUMEHEHbI N1 peann3aunm ceTeBblX aTak; B KayecTse
NPUMEpPOB CeTEBbIX CKAHEPOB MOXXHO NpmuBecTn cnctembl Shadow Security Scanner
n SATAN;

aTaku C UCNoJib30BaHMEM B3JIOMLUMNKOB MNaposien ABAATCA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHMW B3JIOMLLVKOB Napoaen, npeacTasnstowmx cobom
nporpamMmel, noabupatouwme napoan nosb3oBaTesnen; Hanpumep, nporpamma Crack
ansa OC Unix nnm nporpamma LOphtCrack ona OC Windows;

aTaKn C UCNoJib30BaHMEM aHa/IN3aTOPOB MPOTOKOI0B ABAAOTCA TUMNOM aTak,
KOTOpble OCHOBaHbl HA MCMNOJ/Ib30BaHNM aHaIN3aTOPOB NPOTOKOJIOB,
npencTaBnsoWmx cobonm nporpaMmmbl, «NpocayLllmBatowne» cetesom Tpagumk. C nx
MOMOLLbIO MOXKHO aBTOMaTU3MPOBaTb NOUCK B CETEBOM Tpauke Takoun
NHOPMaLMK, KaK MH(POPMaLMIO O KPpeOUTHbIX KapTax, noeHTUMUKaTopbl U Maposn
nosnb3oBaTesien n gpyrme nonobHele faHHble. B kayecTBe nNpnMepamoB
aHa/In3aToOpPOB CeTEBbLIX MPOTOKOJIOB MOXKHO NpuBecTun nporpaMmmbl NetXRay
koMmnaHun Network Associates, Microsoft Network Monitor nnu Lan Explorer[2].

HNaHHaa Knaccuukayumsa ¢ NPakKTUYECKOW TOYKM 3peHns ABASeTCA OCTaTOYHO MOJIHON,
TakK KakK OHa 0XBaTbIBaeT NOYTUN BCE BO3MOXXHble OENCTBUA 3/10yMblLUIEHHUKA. HO ans
NMPOTUBOAENCTBUA CETEBLIM aTakaM 3TON KNacCMpuKaunum HegocTaTo4yHO, 3a CHeT Toro,
4YTO ee NCMNOoJIb30BaHMe B JaHHOM BMAE HEe MNO3BONISET oNpenensaTb dJIEMEHTbI CeTH,
KOTOpble MoOBEP>KEHbI BO3AENCTBUIO TOW NN MHOM aTakKK, a TakXXe NoCcNeacTsms, K
KOTOPbIM MOXKET NpUBECTM yCNewHasa peannsaunsa atak. B aTom cnydae B aHam3 He
BKJ1IOHAETCSA CaMbIl Ba>XHbIN KOMIMOHEHT, KOTOPbIN ABASETCHA MOAENbIO YIrpo3
6e30nacHOCTN, C NOCTPOEHUS KOTOPOW O0/IKHbI HAYMHATLCA BCE MEPOMNPUATUS MO



obecnevyeHmnio 3aWnTbl nHpopmaumn[3] [1].

1.2. Knaccupukaums Internet Security Systems

AHanorm4HbIM Knaccngukaumm Nutepa Menna HefoCcTaTKoOM cTpagaeT u bonee
KOMMaKTHasa Knaccngpunkaumsa, Kotopas npensoxeHa komnaHuen IBM Internet Security
Systems, Inc., cogep>xauias BCero Jinb NATb TUMOB aTakK:

e MOMbITKN HECAHKLMOHNPOBAHHOIO A0CTYyNa;
cbop nHpopmauwnu;

CUCTEMHbIE aTaKu;

noao3puTesnbHas akTUBHOCTb;

0TKa3 B 06cnyxmBaHum [4].

B cBoux npoaykKTax, npegHa3Ha4YeHHbIX 014 3alUTbl CEPBEPOB, ceTen, n paboymx
CTaHUMIM (Taknx Kak, K npmmepy, System scanner, Real Secure n gpyrmne nogoboiHe)
komnaHua IBM Internet Security Systems ncnosib3yeT HECKOJIbKO APYrunx
KJaCCUPUKALMOHHbBIX MPU3HAKOB BO3MOXXHbIX CeTeBbIX aTak, 6onee apPeKTUBHbIX C
TOYKM 3pPEHMSA 3aLLUUTbI OT BTOP>XKEHUI. Onuwem nx nogpobHee.

1. Knaccngmkaumsa no cteneHn pucka nmeet 6oblioe NpakTUYeckoe 3Ha4YeHune, 3a
CYeT BO3MOXXHOCTU paHXMUPOBaHUSA ONacHOCTEn aTak No TakMM KJjlaccaM, Kak:

o BbICOKNM KJlaCC, NPpY KOTOPOM, YCrNeLwlHas peaansauns atakm no3sonseT
aTakylwemMy HeMeOJIeHHO NOoNYy4YUTh NpaBa agMUHUCTPaTopa, A0CTYyn K
MallnHe nan obonTn MmexxceTeBble 3KpaHbl. B KayecTBe NPpUMEpPOB MOXXHO
NpUBECTU aTakKy, KOTOpas OCHOBaHa Ha NCMOJIb30BaHUN OWNOKN B
nporpaMmmHoM obecneyvyeHun Sendmail u NO3BONAET aTaKyOLWEMY UCMONHATb
nobyo KoMmaHAy Ha cepBepe;

o CpefHnn Knacc, Npy KOTOPOM ycnelwuHasa peasam3aumsa aTakm noTeHunaabHO
MOXXeT AaTb aTakKyllweMy A0CTYN K MawwmnHe. B KkayecTse npMMepoB MOXXHO
npueecTun ownbkm B cepeepe NIS, KOTopbie MO3BONSAIT aTaKyloWeMy NoJYyYUTb
hann C rocTeBbIM Maposem;

o HU3KWW KNacc, Npyv KOTOPOM yCrneLwlHasa peanam3aunm atakm gacT aTakyouwemy
BO3MO>XHOCTb MOSy4nTb obnervawuime 3agady B3sioMa cBefeHuns. B kavecTse
NnPMMepoB MOXXHO MPUBECTU UCMNOJIb30BaHMe cepBunca finger, ¢ NOMOLLbIO
KOTOPOro aTakKylLnn MOXXET onpenennTb CMUCOK MNoJib30BaTeNlen cepsepa U
MoMbITaTbCA NOJYYUTb AOCTYM K MalUMHE C UCNOJIb30BaHMEM aTaKun No
csioBapio.



2. Knaccudpumkaums rno Tuny aTakym NO3BONASET CyAUTb O TOM, MOXXET /I aTaka bbITb
OoCyLleCcTBJIEHA TOJIbKO JIOKaJIbHO NW YOaN€HHO:
o oCyllecTBJiIseMble yAaJIeHHO;
o OCyLlecTB/ISEMbIE NIOKAJIbHO;
3. Knaccudgumkaums rno nogBep>xeHHOMy JaHHOW aTake nporpaMMHoMy obecrneyeHuio.
Hanpumep: Microsoft Internet Explorer.

Kpome Toro, cywecTByeT Knaccudunkaumsa no xapakTepy UCNosb3yeMbliX B aTake
OEencTBuUn:

e "YyepHble xoObl" — aTaky, KOTOPbIe OCHOBaHbl HA UCMOJIb30BaHUN
HeO4OKYMEHTUPOBAHHbLIX pa3paboTynkaMmm BO3MOXKHOCTSAX NPOrpaMMHOro
obecneyeHuns, MMeLNX BO3SMOXXHOCTb NPUBEAEHMNSA K BbIMOJIHEHMIO NOJIb30BaTE/IEM
HEeCaHKLMOHUPOBAHHLIX OMepaunin Ha aTaKkyeMoM cepBepe;

e aTaku TuNa "oTkKas B 06CNyXxmBaHUN" — aTakun, KOTOPblE OCHOBAHbI Ha
NCNoJIb30BaHUK OWNOOK, MO3BOIAIOLLMX aTaKyWweMy caenaTb Kakon-nmbo cepeep
HeOOCTYMHbIM ON18 IEFUTUMHbIX NOJIb30BaTes1en;

e pacrnpepeneHHble aTakm Tuna "oTkas B 06cnyxmBaHmnn", Npn KOTOPbIX HECKOJIbKO
nporpamMm Uam nosib3oBaTesien NocbialT B0NbLLIOE KOIMYECTBO (PUKTUBHbLIX
3arnpocoB Ha CcepBep, NPUBOASA ero TeM CaMbiM B Hepabo4vee cocTosHME;

e HEABTOPM30BAHHbLIN OOCTYnM;

e MOTEHLMaNIbHO He3allnLeHHada onepaunoHHas cuctemMals].

K HepoCcTaTKaM AaHHbIX KJaCCUPUKALMOHHBLIX MPU3HAKOB MOXXHO OTHECTMU TO, Y4TO OHU
He NO3BOJIAIT ONUcaTb LUesb N NoCNeacTBns aTakn. K npumepy, KnacCupukaunoHHbIN
MPU3HaK Mo XxapakTepy AEeNCTBUN COAEPXKUT ABa KJlacCa aTaK TUMa «O0TKa3 B
obcny>XnBaHMM», HO BMECTEe C TEM He COLAEPXKUT KJ1aCCOB, ONMUCLIBAIOLLMX aTaKWu,
HanpaB/eHHble Ha NepexBaT Tpaduka[6] [1, 2].

1.3. Knaccupukaumsa Nessus

B knaccmdpukaumm, ncrnosib30BaHHOM B M3BECTHOM NporpaMMHOM npoaykTe Nessus,
KOTOpPbIN NpefHa3HavyeH Ans aHanusa 6esonacHoCcTu cepBepos, bbi NpuMeHeH
OTJINYHBIN OT Mpeabiaywmnx Knaccnpmkaumm nogxon. B Hem ncnonbsyercs
Knaccudukaymsa "no xapaktepy ya3BmmMocTun", roe bepercs ncnosb3lyemas gns
peanu3saunmn aTakm ya3BMMOCTb:

e ownbkn B CGI ckpunTax;



e "YyepHble xoobl";

e OWINOKKM B NporpamMmmax — FTP-cepBepax;

e aTaku TunNa "oTKas B 0b6Ccny>xmBaHmumn";

e OLLNOKKM B peanmsaunm MexxceTeBbliX 3KPaHOB;

e Ha/M4yMe Ha KoMMnbloTepe cepBuca Finger nnm owmnbkn B peanmnsyowmx 3ToT CepBUC
nporpammax;

e OWKNOKKM, KOTOPbIE NO3BOJNIAIOT aTaKyloWeMy yaaneHHO Nosy4YnTb NpaBa
aJMUHNCTPATOPa;

e OWKNOKKM, KOTOPbIE NO3BOJIAIOT NMEKOLLLEMY TEPMUHAJIbHBIA BXO Ha cepBep
rMosib30BaTesIlo NONYy4YUTb NpaBa aAMUHUCTPATOPA;

e YA3BUMOCTM, KOTOPbIE MO3BOJIAIOT aTaKyloLWeMy yaaneHHO Nony4YnTb nbon ann ¢
cepsepa;

e OWKNHKM B NporpamMmMax — SMTP-cepBepax;

e OWINBKKM B NporpamMmmax — RPC-cepBepax;

e oWNBbKKM B Nnporpammax — NIS-cepBepax;

e HEeNcCnoJsib3dyemble CepBUCHI

e He BOWlejlIVe B Apyrue KaTeropum npoyme owmnbku.

Kpome Toro, mo Tuny NporpamMMHON cpefbl OHM NoApa3aensatnTCsa Ha:

e YS3BMMOCTW B oMnpefesieHHOM CEPBUCE;
e YSI3BMMOCTW B onpefesneHHoOM nporpaMmMHoM obecnevyeHun;
e YSI3BMMOCTW B OMepaLNoHHON cucteme [7].

C uenbto onpeneneHns ysa3sMMOCTN B ONepauMoOHHON CUCTeMe UCMOJIb3yeTCs napamMeTp
Host/OS, ya3BMMOCTM B onpenesieHHOM rnporpaMmMHoOM obecnevyeHmnm n B KOHKPETHbIX
cepBucax KJaccuuuupyTcsa no rpynnam.

B naHHOM Knaccndunkaunum, No CpaBHEHUIO C Npeabiaywmnmmn, bonee aetanbHO
npopaboTaHbl aTakn, KOTOPbIE NUCMONb3YIOT YSA3BUMOCTN B CETEBOM, NPUKJIAAHOM U
CUCTEMHOM MporpamMMmHomM obecnevyeHnn. Ho gaHHas Knaccudukayumsa He oxBaTbiBaeT
BCEX CYLLEeCTBYIOLNX CETEBbIX aTaK. 3a npeaesiamMmm pacCMOTPEHUSA OCTAlOTCA Takue
oMnacHble aTakun, Kak HanpaBJieHHble Ha ceTeBoe obopynoBaHMe aTakn, nepexsaT
OaHHbIX N aTaky Tuna "oTKas B 0b6cny>xmBaHun". MosoXXnNTenbHOM YepTon AaHHOW
Khnaccnmnkaumum saBnseTca Haamyme Knacca " He Bowlealne B Apyrue Kateropum npoyume
owmnbkKn", Tak Kak bnarogaps 3ToMy KaaccCy AaHHasa Knaccmdpukaumsa dopmManbHO
npuMeHmnma K nobon, B TOM Yncnae HoBon, aTake. Ho, C Apyron CTOPOHbI, 3TOT KJlacC He
HeceT MoJib3bl, MOCKOJIbKY HE COOAEPXKUT HUKAKOW O0MOJHUTENbHON MHGOopMaumnn[8l].



Kak BUAHO 13 NpuUBEAEHHbIX Bbille KIacCUpUKaLIUiA, 1aneko He BCe OHU ABNAITCS
NOJIHbIMU. B HEKOTOPbLIX C/lyYaax rnofd BMAOM eANHON KiacCcudukauum genaeTtcs
nonbiTKa 06beAVHEHNS HECKOIbKNX MPOBEAEHHbIX MO Pa3HbIM XapaKTeEPUCTUYECKUM
napamMeTpam KJaccudukaumi.

MosiBNeHMe HOBbIX aTakK NPUBOAUT K CHUXKEHUIO 3PPEKTUBHOCTU NPUMEHEHUS
CYLLLeCTBYOLLMX KNaccudmKaLnin, NodToMy UxX NCNoJib30BaHNe 6e3 BHECEHUS N3MEeHEeHMUI
He NpeACcTaBASAETCSA BO3MOXHbIM. [laHHas cMTyauust 06bSCHAETCS OrPOMHbIM
KOJINYECTBOM Pa3/INYHbIX CETEBbIX aTakK U MOCTOSSHHbLIM MOSIBJIEHMEM HOBbIX aTak,
HEKOTOpble U3 KOTOPbIX HE MOAYMHSAIOTCSA KPUTEPMSAM CYLLECTBYOWMX KacCUpuKaLmi.

Taknm obpa3omM, NpUMeHeHMe CYLLLEeCTBYOLWNX KNacCurKaunmm Hesb3sa Ha3BaTb
paunoHanbHbiM. CyulecTByeT 0b6bekTUBHasA HEOBXO0AMMOCTb B CO34aHUN HOBOW rMbKom
KNacCU(pPUKaLNOHHOW CXEeMbl BO3MOXXHbIX CETEBLIX aTakK, MOCTPOEHHOMN C y4eTOM
yKa3aHHbIX Bbllle HeJocTaTkos[9] [2, 3].

1.4. Knaccudukauma Munocnasckom um Toncroro

N3 oTeyecTBEHHbLIX BapnaHTOB Hanbonee KpaTkasa U MHOPMaTMBHANA Knaccmpunkaymsa
npueegeHa B KHUre Tonctoro n MmnocnaBckon. B Hen Bce cucTeMbl OOHapy>XeHusa aTak
DensTCs Ha MMHUMaJIbHOE KOJIMYECTBO KJ1aCcCoB. I3 TakMxX K1aCCoOB MO>XHO Ha3BaTb
AeNeHne Ha akTUBHbIE N MAaCCUBHbIE aTaKn MO NOBeAEHNI0 nocsie obHapyXeHus,
AeneHne aTak rno pacrnosioKEHND NCTOYHUKA pe3ybTaToOB ayanTa B PErmcTpaunoHHbIX
hannax xocTa UM CeTeBbIX NakeTax, AeJ/ieHNne aTak Ha NoBedeHYeckue um
WHTeNnNeKTyanbHble N0 MeToay obHapyxeHns[10].

HaHHaa kKnaccupurkauma Hanay4ywmnm obpasom NoaxoaUT At MOCTPOEHUSA NEePBUYHbIX
PUNbTPOB CUCTEM OOHAPY)XEHUS aTak, MOCKOJIbKY MO3BONSAET OTBETUTb Ha BOMPOC O
TOM, KaK O0JIXKHbl pa3/inyaTb aTakM, KAK UMEHHO CUCTEMbI 0OHApPY)XEeHMS aTakK
aHaNM3NPYT MHpOPMaLINIO, KaKne TeXHOOr MK A1 3TOro UCnonb3oBaTb[11] [1, 4].

2. TexHONOrMn oOHapy>XXeHMa aTak

NHhOpMaLIMOHHBIE N CETEBbIE TEXHOJIOMMN MEHAKOTCS TakK BbICTPO, YTO CTAaTU4YHbIE
3alLUMTHbIE MEXAHU3MbIl, K KOTOPbIM OTHOCATCS CUCTEMbl ayTeHTUdukauum, M3, cnctemsi
pa3rpaHNYeHns A0CTyMNna BO MHOMMX Cayyasix He MoryT obecnevynTb 3pheKTUBHOMN
3aWmnThl. 10 3TOW NpUYnHe TpebyloTCs ANHAMUYECKNE METOAbl, KOTOPbIE MO3BONISAIOT



onepaTUBHO NpeaoTBpallaTbh U 0bHapyXMBaTb HapyLweHns 6ezonacHocTn. OgHON K3
TEXHOJIOrNI, KOTopasi No3BoNsAeT 0OHapy>XMBaTb HapyLUEHUS, HE NMeloLLne
BO3MOXXHOCTW BbITb AEHTUDULNPOBAHHLIMY MPU MOMOLLM TPAaAULMOHHBLIX MOAENEN
KOHTPONA O0CTYyNa, SBASETCS TexXHoNorus obHapy>xeHns aTak.

Mo cywecTBy, Npouecc obHapy>XeHUs aTak ABASETCA NPOLECCOM OLEHKN
NOAO3PUTENbHBIX OEeNCTBUN, MPONCXOOALLMNX B KOPOopaTUBHOW ceTu. MIHavye rosops,
obHapy>XeHune aTak AB/SeTCHa NPoLEeCCOM pearmpoBaHna U ngeHTngunKaumnm
NnoAO3pUTENIbHON AeATesIbHOCTU, KOTOopasa HanpasJ/lieHa Ha CeTeBble Nau
Bbl4NCIUTESNbHbIE pecypcbI[12] [2].

2.1. MeToabl aHanu3sa ceteBon uHpopmMmauum

3P PEKTUBHOCTb CUCTEMbI OOHapPY>XeHUSA aTak BO MHOMOM 3aBUCUT OT MPUMEHSAEMbIX
MeTO[0B aHas/n3a Nnoslyd4eHHoOW nHgopMaunn. B nepBbix cncteMax obHapy>XeHus aTak,
KoTopble bbin pa3paboTaHbl B Havane 80-x rogos 20 Beka, NCMNOJ1b30BaINUCh
CcTaTUCTUYeckne metoabl 0bHapy>XeHunsa aTak. B HacToswee BpeMs K CTaTUCTUHECKOMY
aHann3y pobaBmnacs pag HOBbIX METOAUK, HAaYMHAA C HEYETKOM NIOFUKM N SKCNEPTHbIX
CUCTEM N 3aKaH4YMBas UCNOJSIb30BAaHNEM HENPOHHbLIX ceTen[13] [5].

2.1.1. CtaTuctmnyeckmnm meton,

OCHOBHbIM MPENMYLLLECTBOM CTAaTUCTUYECKOrOo NoAxXoAa ABNAETCS UCMOJIb30BaHME YyXKe
3apekomeHaoBaBLlero cebs paspaboTaHHOro anmnapaTta aganTauunsa K NoBeieHunto
cy6beKTa U MaTeMaTUYECKON CTaTUCTUKMN.

CHavana Ons Bcex CybbeKToB aHaIM3MPYEMOI CUCTEMbI ONpeaensiioTca npodunn.
Jlioboe 0TKNOHEHME NCMONb3YeMOro NpPousis oT 3TaJIOHHOIO CYUTAETCS
HECaHKLIMOHNPOBAHHOW AeATeNbHOCTbo. CTaTUCTUYECKE MeTOoAbl YHUBEPCAsbHbI, Tak
Kak /18 NpoBeAeHNsa aHaan3a He TpebyeTcs 3HAHUSA 0 BO3MOXXHbIX aTakax u
NCMOJb3yEeMbIX UMW YS3BUMOCTAX. HO Npy UCNOSIb30BaHUM 3TUX METOAMK MOTYyT
BO3HMKaTb Npobnembi:

e KCTaTUCTUNHeCKne» CNCteMbl MOryT ObITb C TEeYeHneM BpeMeH!n <<O6y‘-IEHbI>>
HapywmntendamMmm Tak, 4TOOBbI aTaKyLine nencTens paccCMaTpuBalINCb KakK
HOPMaJibHbIE;

e TPYOHO 3a4aTb NPaHN4YHbIE 3Ha4YeHUA OTCJIEeXXKMNBaeMbIX cmcTtemMon 06Hapy>Keva
aTaK XapaKTepuctumk aonis afleKkBaTHOW naoeHTnpukaynum aHOMaJIbHOW



0eAaATesIbHOCTN,

o KCTaTUCTNHEeCKNeE» CNCTeMbl HE HYBCTBUTEJIbHbI K NMOPAAKY CJZiedO0BaHNA cobbITnN; B
HEKOTOPbLIX C/yHadX OOHUN N Te XKe cobbITNS B 3aBUCMMOCTU OT nopsAankKa mnx
cnegoBaHMA MOIyT XapakKTepu3oBaTb MJINM HOPMaJlbHYHO, NN aHOMaJIbHYIO
0eAaTesibHOCTb.

CnenyeT TakXXe YYUTbiBaTb HE NPUMEHUMOCTb CTaTUCTUYECKNX METOO0B B TEX Cly4asx,
Korga Aasis nonb3oBaTens TUNMYHbl HECAHKLUMOHUPOBaHHbIE AENCTBUA U, KOraa Ans
nosib3oBaTesNs OTCYTCTBYeT WwabsoH Tunmu4yHoro nosengeHns[14] [51].

2.1.2. DKCnepTHble CUCTEMBI

JKCnepTHble CUCTEMbI COCTOAT U3 Habopa NpaBwus, OXBaTbIBaOLWMX 3HAHUSA YeNnoBeKa-
aKkcnepTa. Ncnonb3oBaHMe SKCNEPTHbIX CUCTEM NMpeacTaBngeT cobon
pacrnpocTpaHeHHbIn MeTo obHapy>XeHusa aTak, Npm KOTOpoM nHpopMaunsa o6 aTakax
dhopmynmnpyeTca B BuAe npasua. [laHHble nMpaBuaa MoryT 6biTb 3anNMcaHbl, K MpuMepy, B
BMUAE CUFHATYpbl WK B BUAE NMOCNenoBaTe/IbHOCTN AencTBui. MNpun BbinoaHeHUN ntoboro
N3 3TUX NPaBuUa NPUHNMAETCS peLlleHmne 0 HaANYUM HeCaHKLLMOHNPOBAHHOMN
neATeNbHOCTU. Ba)kHbIM AOCTOMHCTBOM TakKoro nogxoaa ABsaseTCs NpakTUYeCKn NosHoe
OTCYTCTBUE NIOXKHbIX TPeBOr[15].

Ba3a AaHHbIX 3KCNEPTHOW CUCTEMbI AOJIXKHA COoAep»XaTb cLueHapun 60bLUMHCTBA
N3BECTHbIX Ha CErOAHSLWHNA AeHb aTaK. IKCNepTHbIE CUCTEMbl TPebYOT NOCTOSIHHOIO
obHoBNeHMS 6a3bl faHHbIX C Lefiblo 0OCTaBaTbCSA MOCTOSSHHO aKTyasibHbIMU. HeCMOTpPS Ha
TO, 4TO 3KCNEPTHbIE CUCTEMbI NpeasiaraloT XOPOoLUY BO3MOXHOCTb A1 NpoCcMOoTpa
AaHHbIX B XXYpHaNax perncrpaunmn, Tpebyemblie 06HOBIEHNSA MOFYT BbIMOJIHATHLCS
aJAMUHNCTPATOPOM BPYYHYIO MW UTHOPUPOBATLCHA. DTO NPUBOAUT, KAK MUHUMYM, K
3KCNEepPTHOW cucTeMe c ocnabrieHHbIMN BO3MOXXHOCTAMU. B XyALeMm ciiyyae oTCyTCTBUE
HaZ/e)XaLlero CoNpoBOXXAEHUS CHMXXKAET CTeneHb 3alUULLEHHOCTN BCEN CeTU, BBOAS €e
nosb3oBaTesien B 3abny)XaeHne 0OTHOCUTENbHO OENCTBUTENbHOIO YPOBHS
3aLUNLLEHHOCTN.

OCHOBHbIM HELOCTAaTKOM SAABJIIETCA HEBO3MOXXHOCTb OTPa)KeHUA Hen3BeCTHbIX aTak. lMpu
3TOM Jaxke HeboNblioe n3MeHeHVe y)xe N3BeCTHOW aTaku MOXXeT CTaTb Cepbe3HbIM
npenaTcTemeM Ansa PyHKLMOHUPOBAHUA CUCTeMbl 0bHapyXeHus aTak[16] [4, 5].

2.1.3. HenpoHHble ceTun

BOo/IbLUMHCTBO COBPEMEHHbIX METOL 0B O6Hapy>KeHI/IFI dTaK UCMoJiIb3yIOT HEKOTOPYIHO
dopMy aHa/In3a KOHTPOJINPYEMOro NPOCTPaAaHCTBA Ha OCHOBE CTaTUCTMYECKOoro nogxoaa



N npaBui. B kayecTBe KOHTPOJIMPYEMOr0 NPOCTPAHCTBA MOXKET BbICTYyMaTb CETEBOMN
TpauK NN XypHasbl perncrtpaunn. AHaan3 onmpaeTcsa Ha Habop 3apaHee
onpeneneHHbIX npaBuJs, CO34aBaeMbIX CaMON CNCTEMON OBHapy>XeHNa aTak unm
aoMUHNCTpPaTOpPOM[17].

Jltoboe pazpeneHne aTakm cpeamn HECKOJIbKNX 3/10YMbILLJIEHHUKOB UJIN BO BPEMEHMU
ABNSETCS TPYAHbIM ANs 0bHapy>XeHNs NpY NOMOLLWN 3KCMEePTHbIX cucteM. M3-3a
6osbLIOro pasHoobpasns xakepoB N aTak Aa)ke crneumasbHble NOCTOAHHbIe 06HOBNEHUSA
6a3bl 4aHHbIX NPaBWJ1 SKCNEPTHON CUCTEMbI HUKOr 4@ He AaayT rapaHTUN TOYHOWN
noeHTudnKayumm BCero gnanasoHa aTak.

icnonb3oBaHMe HENPOHHbLIX CETEN ABNSIETCSH OQHUM U3 CNocoboB NpeonosieHNs
yKa3aHHbIX NpobaiemM 3KCNepTHbIX CUCTEM. B oTM4mne oT 3KCNepTHbIX CUCTEM, MMELNX
BO3MO)>XHOCTb AaTb MOJIb30BaTEN0 OnpeaesieHHbIn OTBET O COOTBETCTBUMN
pacCMaTPMBAEMbIX XapPaKTEPUCTMK 3a/10)KEHHbIM B 6a3y AaHHbIX NpaBuiaM, HEMPOHHas
CeTb NPOBOAUT aHaIN3 MH(OPMALIMM N NPEAOCTaBASAET BO3MOXHOCTb OLLEHUTD,
COrnacyloTCs N faHHble C XapaKTEPUCTMKaMKM, KOTOPbIE OHa Hay4YeHa pacno3HaBaTb. B
TO BPEMS KaK CTerneHb COOTBETCTBUSA HEMPOCETEBOIro NPeACTaBNEHNA MOXKET [AOCTUraThb
CTa MNPOLLEHTOB, AOCTOBEPHOCTb BbI6OpPa MOJIHOCTbLIO 3aBMCUT OT KayecTBa CUCTEMbI B
aHasn3e NpuMepoB NocTaB/ieHHOW 3aa4a4m[18].

N3HavanbHO HEMPOHHaNA ceTb oby4aeT NpPaBUIbHON NAEHTUHMKALNM Ha
npeaBapuTenbHO NogobpaHHoM Bbibopke NpnuMepoB NpeaMeTHOM obnacTtu. Peakums
HEMPOHHOW CeTN aHaIM3NPYeTCs, U CMCTEMA HAaCTPaMBaETCs Tak, YTOObl AOCTUYb
yAOBNETBOPUTESIbHbLIX pe3yibTaToB. B AonosiHeEHNe K HavYaibHOMY MNepuoay obyyeHus,
HENPOHHas ceTb HabnpaeTcs onbiTa C TE4EHUEM BPEMEHMU, MO Mepe NnpoBeaeHuns
aHaNM3a CBSA3aHHbIX C NpeaMeTHON 06/1aCcTbio AAaHHbIX.

Ba>KHbIM NpenMyLLLeCcCTBOM HENPOHHbLIX ceTen Npu obHapyxeHnn 3noynoTpebneHnn
ABNSAETCA UX CMOCOOHOCTb «M3yYaTb» XapPaKTEPUCTUKMN YMbILLIEHHbIX aTaK 1
NOEHTNPUNLMPOBATL HE NOX0XXMe Ha HabngaemMble B CETU Npexxae 371eMeHTbI[19].

Ka>xabln U3 oNMcaHHbIX MeTonoB obnanaeT paaoM HeOgoCTaTKOB N AOCTOUHCTB, NMO3TOMY
cenyac MPakKTN4YeCKN TpyogHO BCTPETUTb CUCTEMY, PEaAIN3YIOLWYIO TOJIBKO OANH N3
OMMCaHHbLIX MeToaoB. Kak npaBuJio, JaHHble MeToAbl MCMNOJIb3YHOTCA B COBOKYNHOCTU[20]
[1, 3, 5].

2.2. Knaccudpumkauma cucteMm obHapy>xeHuna aTtak IDS



MpyMeHsaeMble B COBPEMEHHbIX CUCTEMaX 0bHapyxeHus aTak IDS MexaHN3Mbl OCHOBaHbI
Ha HECKOJIbKMX 06X MeToAaxX, He ABAAOLWMXCA B3aUMOUCKOYaoWwmMmMn, Bo MHOrmx
CUCTEMaX NCMOJIb3YITCA NX KOMBUHaLWN,

Knaccudumnkauyms IDS MmoxxeT ObIiTb BbIMOJIHEHA:

e N0 cnocoby BbISIBNEHNS aTaKu;

e 0 cnocoby pearmpoBaHus;

e No cnocoby cbopa nHbopmaunm ob aTake;
e 10 MeTOoAY aHanu3a nHgopmaunmn[21] [6].

2.2.1. Knaccngumkauymsa no crnocoby pearnposaHms

Mo cnocobaM pearnpoBaHus Ha 06Hapy>XXNUBaeMble Yrpo3bl cMcTeMbl IDS MOXXHO
pa3aennTb Ha ABa TUMNA: aKTUBHbIE U. MacCUBHbIe MNacCUBHbIE CUCTEMBI B CJlyYae
NOEHTUPUKALMN BTOPXKEHMSA 0ObINHO CO34al0T AEeTasIbHbIA OTHET O Npou3oLefLlemMm,
KOTOPbIN BKJIIOYAET /IO CETEBOM aTakW, ornoBeLlatoT cny»xby 6e3onacHOCTH, K NpuMepy,
Mo 3/IEKTPOHHON NOYTE, N NPEAOCTaBAAT peKoMeHAaUuMmn No yCTPaHEeHNIO BbisiIBJIEHHON
YyS13BUMOCTU. AKTUBHbIE IDS NOMMMO BCEro BbiLLENEPEYNCTIEHHOMO MbITATCS
NPOTMBOCTOSITb BTOPXKEHMIO. X AeACTBUSA MOryT BKJIlOYaTb B cebs1 Kak pa3pbiB
TeKyLlero 3/Jl0HaMepPeHHOro CoegNHEHNs, Tak 1 NnosiHoe 6JIOKMpPoOBaHME aTaKyoOLLLEero
NyTeM U3MEHEHNA KOHPUrypaLnum MeXXCeTeBOro aKpaHa Ui NHbIM cnocobom[22].

Ha AaHHbIN MOMEHT CaMbIiM PacNpPOCTPAHEHHbLIM TUMNOM NOAOBHLIX CUCTEM SABNAIOTCSA
akTuBHble IDS. Ngeonormns naccueHbix IDS 6onee NnogxoanT K CyLLECTBYOLWMM NPOEKTaM
Tnna cucTem-soByllek aMbo ceTen Ha X OCHOBE, 3aaya KOTOPbIX NpeAcTaBaseT Kak
MO>XHO 60s1ee NpaBaoNoA00OHYIO IMYNALMIO YA3BUMOW CUCTEMbI U CEPBUCOB, MPU 3TOM C
COXpaHeHueM MOJIHOWM NCTOPUKM NPOoMCXoasLLero, He co3gaBas AOMNOJIHNTENIbHON
nperpaabl 48 HapyLwnTensa n He BblaaBas cebs. B utore ¢ BbICOKOW A0S BEPOATHOCTMU
yhaeTca onpenesntTb HOBble MeTo4bl KOMMpoMeTaunm cnctemsl[23] [6, 71].

2.2.2. Knaccngumkaumsa no crnocoby BbISIBNEHUA aTakun
Mo cnocoby BbIABNEHUSA aTaku cucTtembl IDS NPUHATO fennTb Ha ABe KaTeropuu:

e 0bHapyxeHue 3noynoTpebneHuni;
e OOHapy>XeHMe aHOMaJIbHOro NnoBeneHus.

TexHonorus obHapy»>XeHns aHoOMaJsibHOro NMoBeeHNs OCHOBaHa Ha criefytloLlem.
AHOMasbHOe NnoBefieHne NMoJib30BaTesNs HaCTo NPOSBJISETCSA Kak OTKJIOHEeHe OT
HOpPMasbHOro noseaeHns. NMpMMepPoM aHOMaJIbHOIO MOBEAEHUS MOXKET CIY>XXUTb



BbICOKAs 3arpyskKa LeHTpasibHOro npoueccopa, 6o0bLIoe YNC/I0 COeANHEHNN 3a
KOPOTKMA NPOMEXXYTOK BPEMEHUN N Apyrune noaobHble akTUBHOCTU[24].

Ecnv Mo>XXHO 6b110 6bl 0AHO3HAYHO ONMCaTb NMPOodUb HOPMaJZIbHOro NOBEAEHUS
nosib3oBaTesisi, To tloboe OTKJIOHEHME OT HEFr0 MOXKHO UOEHTUPULMPOBATL Kak
aHoMaJibHoe noeefeHne. Ho aHOManbHOE NoBeAeHNe He BCceraa siBnseTcs aTakon. K
npuMepy, 0AHOBPEMEHHYO MOCbIIKY 60/bLLIOro Y1CIa 3anpocoB OT agMUHUCTPATOpPa
CceTn cnctemMa obHapyXeHUs aTak MOXXeT UAEHTUPULUMPOBATb KakK aTaKy TUMa «0TKa3 B
obcny>XnBaHumM».

Mpwn ncnonb30BaHNN CUCTEMDI C TaKON TEXHOJIOrMen BO3MOXKHbI ABa Cnydad:

e 0OHapy>XeHne He ABMAILLLEroCa aTakoW aHOMaJIbHOIro NOBEAEHNS N ero OTHeCeHne
K KJlaCCy aTak;

e MPOMNYCK He MoanagatoLlen Noa onpeneneHmne aHoMasibHOro NoBeAeHNs aTaku.
HaHHbIN cny4van Bbosiee onaceH, YeM OTHECEHME He ABNAKOLWEroca aTakon
aHOMasNIbHOro NMNoBeAEHNS K KJaccy aTak[25].

TexHonorns obHapy>XxeHns aHoOManin OpUeHTUPOBaAHA Ha BbisIBJIEHUE HOBbIX TUMOB aTak.
Ho ee HepgocTaTKOM siBNsieTCa Heo6X0AMMOCTb NOCTOSIHHOIO 0by4YeHuMs. Ha OaHHbIN
MOMEHT 3Ta TEXHOJIOrMA He NoJlyYua LMPOKOro pacnpocTpaHeHns. CBA3aHO 3TO C
TPYAHOCTSIMU €e peann3alnn Ha NpakTuke.

ObHapy>xeHune 3noynoTpebneHnin 3akn04aeTCcsa B ONNCaHUN aTakn B BUAE CUTHATYPbI U
MONCKa OAaHHOM CUTHATYpPbl B KOHTPOJIMPYEMOM MPOCTPaHCTBE. B Ka4yecTBe CUrHaTypbl
aTaKN MOXXET BbICTyNaTb XapakKTepu3yloLlime aHOMasIbHY0 OeATeNIbHOCTb CTPOKa
CMMBOJ10B UK WabnoH aencTeuin. laHHbIe CUTHATYpPbl XPaHATCHA B aHa10rM4YHON
NCNoJsIb3yeMon B aHTUBUPYCHbIX CUCTEMaX Ba3e AaHHbIX. DTa TexHoorns obHapyxeHus
aTaK O4YeHb MOX0XKa Ha TEXHONOrnio 0bHapy>XeHns BUPYCOB, NPY 3TOM CUCTEMA MOXET
0bHapyXuTb BCe N3BECTHblE aTakN. HO cucTemMbl AaHHOro TuMNa He MOoryT obHapyXnBaTb
eLe Hen3BeCTHble HOBble BMAbI aTak.

Moaxond, peanm3oBaHHbIN B TaKNX CUCTEMaX, OCTAaTOYHO NMPOCT U UMEHHO Ha HEM
OCHOBaHbI MPaKTUYECKM BCE NpeslaraeMble CErogHsa Ha pblHKE CUCTeMbl ODHapy>XeHns
aTak[26][6, 7].

2.2.3. Knaccndpmkauymsa no crnocoby cbopa nHpopmaumnm ob atake
Hanbonee nonynspHa knaccupunkaumsa no cnocoby cbopa nHgpopmaumm ob atake:

e OOHapy’)XeHMe aTak Ha YPOBHE NPUNOXKEHUS;



e 0OOHapy>XeHne aTak Ha ypPOBHe CeTu;
e OOHapy>XeHMe aTak Ha YpoBHe xocTa [27].

CucTtema Ha ypoBHe ceTu paboTaeT no NpuHUMNY CHUGdEpPa, OCYLLECTBASS
npocnywmnBaHue Tpadurka B CETU N onpenesieHne BO3MOXXHbIX OeNCTBUN
3J10YMbILLJIEHHUKOB. Takne CUCTEMbI aHaNN3UPYIOT CeTeBON TpaduK, NCNOMb3YyS, Kak
NpPaBWJ0, aHaIN3 «Ha JIeTy» U CUFHATYPbl aTak. MeTon aHann3a «Ha NleTy» 3akJovyaeTcs
B MOHUTOPUHIe CeTEBOro Tpathuka B peasibHOM nan 6/1M3KOM K peasibHOMY BPEMEHN U
MCMNOJIb30BaHNN COOTBETCTBYIOLLNX alrOPUTMOB OBHapy KeHMS.

CucTeMbl Ha YPOBHE XOCTa nNpefHa3Ha4yeHbl 419 MOHUTOPUHIa, AeTEKTUPOBAHMNSA U
pearvpoBaHNs Ha OeNCTBUS 3/10YMbILLJIEHHNKOB Ha onpefeneHHoOM xocTe. Pacnonarasch
Ha 3aWMLAaeMOM XOCTEe, OHW BbISABSIOT U NPOBEPSAIOT HarpaB/€HHbIe MPOTUB HEro
AencTBus. [laHHble CUCTEMbI aHANN3UPYIOT PErNCTPaLMOHHbIE XKYPHalbl MPUI0XKEHWUS
NN onepaumMoHHON CNCTEMBI[28].

Kak npaBunio, aHanns »XypHaJsioB peructpaunm asnsaeTcs AoMNoJIHEHVUEM K APYrUM
MeToLaM obHapyXXeHUs aTak, B YHaCTHOCTU K OBHapy >XeHUIO aTaK «Ha NeTy».
Nicnonb3oBaHne faHHOro MeToa rno3BoJifeT NPoBOAUTL «pa3bop noseToB» yxe nocne
TOro, Kak bblna 3apukcmpoBaHa aTtaka, 4714 Toro 4Tobbl BoipaboTaTb 3hheKTnBHbIE
Mepbl NpefoTBPaLLEHNSA aHANOMMYHbIX aTak B byayuiem.

CncTeMa Ha YpPOBHE NPUJIOXKEHUN OCHOBaHa Ha noucke npobsaem B onpeaesieHHOM
NMPUI0XKEHUN.

Ka)Kabl U3 3TUX TUMOB cMcTeM obHapyXeHus aTak (Ha YpoBHE NPUNOXKEHUSA, Ha YPOBHE
XOCTa N Ha YPOBHE CceTn) nmeeT cobCTBEHHbIE HEOOCTATKN U OOCTONHCTBA. MbpuaHble
IDS, KoTopble NpencTaBAatoT cobon KOMOMHALMIO pa3fNYHbIX TUMOB CUCTEM, OObIYHO
BKJIOYAIOT B ceba BO3MOXXHOCTU HECKOJIbKUX KaTeropui[29] [6, 7, 8].

2.2.4. Knaccuukaumsa no Mmetony aHaamsa nHpopmMaLmu

Mo meToay aHanu3a nHpopMmaunm IDS nendaTcsa Ha noBefeHYecKne, Takme Kak
HaKoMJeHne CTaTUCTUKK N OBHapy>XeHne aHOMa I, CUTHATYpPHbIE, @ TakXXe
KOMOUHWUPOBAHHOIO TUMa UK CMeLlaHHble. CUrHaTypHble IDS reHepupyioT
CPaBHUTENIbHO HEMHOIo 0T4eTOB 006 OLWNMOOYHOM AEeTEKTUPOBAHUM U BbIUFPbIBAIOT MO
CKOPOCTU aHa/IM3a BXOAHOro NoToKa, HO 6eccunbHbl Nepeq elle HeEM3BECTHbIMU UM
YA3BUMOCTAMU — B 3TOM CJly4ae KaK pa3 A0CTaTO4YHO ycrewHo BbicTynatoT IDS ¢
NMPUMEHEHNEM aNIrOPUTMOB BbISABJIEHUSA CTAaTUCTUYECKUX aHOMannin. Ho 3aTo nocnegHue
Oal0T OLWYTUMOE YMNCIIO NOXKHbIX cpabaTbiBaHUN B coBepLieHHO 6e306naHbIX cuTyaunax



nosBceaHeBHON paboThbI[30].

CaMol N3BECTHOW CUCTEMON OBHAPYXXEHNS BTOPXKEHNIN Ha OCHOBE CUITHATYPHOro NMoucka
be3ycnoBHo aABnsetTcsa Snort. laHHasa IDS 3aBoeBasna MHOXECTBO MoYnTaTesIen BO
MHOrom 6niarogaps OTKpbITOMY hopMaTy XxpaHeHUs 6a3, NerkoCcTm NX NU3MEHeHns n
BHeCeHns cobcTBeHHbIX HabopoB npasua. B IHTepHeTe cywecTByeT HEKOMMEPYECKNI
npoekT Bleeding Edge Threats, KOTopbIn NOCBALLEH CO34AaHMNIO COOTBETCTBYOLLNX
curHaTyp ansa Snort n metonam 6opbbbl ¢ ceTeBbiMM yrpo3amun[31] [6, 71].

2.3. KoMnoHeHTbl U apxuteKTtypa IDS

Ha ocHoBe aHanM3a CyLeCcTBYOLWMX PELUEHNA MOXXHO NPUBECTN NepeyeHb KOMMOHEHTOB,
N3 KOTOPbIX COCTOUT TUNNYHaNA cnctema obHapyxeHunsa aTtak[32] [9].

2.3.1. Mooynb cnexxeHus

Monynb cnexeHusi obecrnevynsaeT cbop AaHHbIX U3 KOHTPOIMPYEMOro NPOCTPAHCTBA,
TAKOro Kak »XXypHasia perncrpaunm nnm ceteson Tpaduk. PasHble nponsBoanTenn natoT
3TOMY MOAYJI0 Criegytoume Ha3BaHUA: MOHUTOP, CEHCOP, 30HA U Apyrue nonobHble.

B 3aBMCMMOCTN OT apXUTEKTYpPbl MOCTPOEHNSA CUCTEMbI OOHAPY>KEHUSA aTakK MOAY b
CNexxeHnsa MoXXeT BbITb PU3NYECKN OTAENEH OT APYrMX KOMMOHEHTOB, TO €CTb
HaxXoAUTbCA Ha Apyrom KomnbtoTepe[33] [8].

2.3.2. NMNoacuctema obHapy>xeHus aTak

MoacucTtema obHapy>XeHus aTak sBASEeTCS OCHOBHbIM MOAY/IEM CUCTEMbI OBHapyXeHuns
aTak, OCyLeCTBAAIWMM aHanns3 nHpopMaumnm, Kotopas rnoay4yaeTcs oT Moayns
cnexxeHwus. Mo pesynbTaTaM 3TOro aHanm3a gaHHasa NoACUCTEMA MOXKET NPUHUMATb
peweHnsa OTHOCUTENIbHO BapMaHTOB pearmpoBaHuns, COXpaHaTb cBeaeHus ob aTake B
XpaHUAuWe gaHHbIX, NOEHTUMUUNPOBaTL aTakN KU OCYLLECTBAATL Apyrmue nogobHble
nencteuna[34] [9].

2.3.3. ba3a 3HaHun

Ba3a 3HaHWUI B 3aBUCUMOCTU OT METO/I0B, KOTOPbIE NCMOJIb3YIOTCS B CUCTEME
obHapy>XKeHUsi aTakK, MOXET COlep)XXaTb CMFHATYPbI aTak, NPoduan nonbL3oBaTenen n
BbIYUCANTENIbHON CUCTEMbI U NMOA03PUTENbHbIE CTPOKU, KOTOPbIE XapaKTepusyoT
HECAaHKLIMOHNPOBAHHYIO eATeNbHOCTb. Ba3a 3HaHUI MOXKET MOMOJIHATHLCSA



rnosib3oBaTesIeM CUCTEMbI, MPOU3BOANTENEM CUCTEMbI ODHAPY>XXEeHUSA aTakK UK TpeTben
CTOPOHOW, K NpMepy, ayTCOPCMHIOBOMN KOMMaHNEW, KOTopas OCyLeCcTBASEeT NoaAOaeP>KKY
3TOon cncTembl[35] [7].

2.3.4. XpaHunuviie OaHHbIX

XpaHunuwie gaHHbIX obecne4ynBaeT XxpaHeHMe AaHHbIX, KOTopble cobpaHbl B npoLecce
PYHKLMOHUPOBAHUA cUCTEeMbl OOHapy>XeHUs aTak[36] [6].

2.3.5. N'padhuyecknn nHTepgenc

HNa>ke o4yeHb 3 HeKTUBHOE N MOLLLHOE CPeacTBO He ByaeT NCnonb30oBaThCs B Cliy4ae,
Korgay Hero OTCyTCTBYeT OPYXeCTBEeHHbIN nHTepdgenc. B 3aBucumocTn ot
onepaumMoHHON CUCTEeMBbI, Mo YNpaBleHNEM KOTOPON PYHKLNOHUPYET CMCTEMA
obHapyxeHunsa aTak, rpanyeckmm NHTepenc 4oJIXKeH COOTBETCTBOBATL CTaHAapTaM
ne-thakTo gna Windows n Unix[37] [8].

2.3.6. [loacucteMa pearmposaHmns

MoacucTemMa pearmpoBaHNs OCyLLIECTBASIET pearmpoBaHie Ha 06Hapy>XeHHble aTaku U
NHble KOHTpoIMpyeMble cobbiTnA[38] [7].

2.3.7. Moacuctema ynpaBsieHUs KOMMNOHEHTaMU

NMoacucTeMa ynpaBaeHNs KOMMOHEHTaMUM NpeAHa3HavyeHa aasa yrnpasaeHnsa pa3inyHbiMin
KOMMNOHEHTaMN cucTeMbl ObHapyXeHuns aTak. 1o TEPMMHOM yripaB/ieHNSA MOHUMaETCA
BO3MOXXHOCTb MU3MEHEHUNS MOJINTUKN Be30MacHOCTN AN Pa3/INYHbIX KOMMNOHEHTOB
cucTtembl 0OOHapy)XeHUs aTak, a TakXXe nosy4yeHume nHhopmaumm oT 3TUX KOMMNOHEHTOB.
YnpasneHne MOXeT OCYLLEeCTBAATLCA KakK MPn NOMOLLM BHYTPEHHUX MPOTOKOJI0B U
NHTepdencos, Tak 1 NpM NOMOLLK yXe pa3paboTaHHbIX CTaHOapToB, Hanpumep, SNMP
[391[9].

2.3.8. ApxutekTypa cuctem obHapyXeHunsa aTak

CucteMbl 06Hapy>XeHMs aTak CTPOATCA Ha OCHOBE OBYX apXUTEKTYpP: «areHT-MeHegxep»
N «aBTOHOMHbIN areHT». Bo BTOpPOM cily4ae Ha Ka)KAbIW 3alMLiaeMbll CErMeHT CeTU Nu
y3es YyCTaHaBAMBAKTCA areHTbl CACTEMbI, HE MeloL e BO3MOXKHOCTM obMeHa
NHopMaLmen Mmexay cobon, a TakXXe He MMelLwme BO3MOXKHOCTUY YNpaBiaTbCA
LeHTpPasn30BaHO C e4NHON KOHCONU. JaHHbIX He4OCTaTKOB JIMLWLEHa apXUTeKTypa
«areHT-meHen)xep». B ee cnyvyae B pacnpeaneneHHom cucteme obHapy>xeHusa atak diDS,
COCTOSLLEN N3 MHOXXECTBA PACMnO/IOXKEHHbIX B pa3/iIn4yHbIX y4acTkax 6onbwown cetu IDS,



LLeHTPaJIbHbIN aHaIN3UPYIOLWNIA CEPBEP N CcepBepbl COopa AaHHbIX OCYLLECTBAAIOT
LLEeHTPa/IN30BaHHbIA aHanM3 n cbop perncTpmpyemMsix gaHHbIX. YIpaBaeHne Moaynsamm
dIDS ocywecTBnseTca € LeHTpasbHON KOHCOM yrnpaBsieHus. Ona KpynHbIX
opraHmsaumnn, rge guananbsl pasHeceHbl MO pa3HbiM TEPPUTOPUSAM N LarXKe ropoaam,
NCNOJIb30BaHME TakKoM apXUTEKTYpbl UMeeT NpUHUMNuasabHoe 3HavYyeHne[40].

Oblwas cxeMma pyHKUMOHMpPoBaHMA dIDS npuBeneHa Ha pUcyHke 1.
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Puc. 14.5. ODtan cxema pyHKnROHHPOBIHKA pacnpeacneiHon diDs
Puc. 1. ObLyas cxema pyHKLMOHMPOBaHNSA pacripegeneHHon dIDS

HaHada cucTtemMa No3BonseT yCUAUTb 3alULLEHHOCTb KOPNOPaTUBHOM NOACETH
bnarogaps ueHTpanmsaymum nHpopmaumnm ob atake oT pasnnyHbix IDS. PacnpeneneHHas
cucteMa obHapyxeHus atak dIDS cocTouT M3 ceayowmx NoACUCTEM: aHaIU3NPYIOLWNX
cepBepoOB, KOHCOJIN yrpaBseHuns, cepsepoB cbopa nHpopmaunm ob aTake, areHTOB CeTHU.
LleHTpanbHbIN aHanM3npyoLwmn cepeep obbivHO cocTonT n3 Web-cepsepa 1 6a3bl
OAHHbIX, YTO MO3BOJIET COXPaHATb MHOPMaLMIO 06 aTakax N MaHUNYINPOBaTb
OaHHbIMK C NoMoLblo yaobHoro Web-nHTtepdenca. AreHT ceTu aBNsaeTCs 0OgHUM U3
Hanbosiee BaXkHbIX KOMNOHeHTOB dIDS. OH NpeacTasnaseT cobon HeboNbLUYO NPOrpamMmmy,
LLesibio KOTOPOW ABIAETCA MHpopMmpoBaHme 06 aTake Ha LeHTpasibHbIN
aHanusunpytowmnn cepep. Cepsep cbopa nHdpopmaumnm 06 aTake ABNAETCA YaCTbio
cuctemsl dIDS, KoTopasa norm4eckn 6asmpyeTcsa Ha LEHTPASIbHOM aHaIN3UPYIOLLEM
cepsepe. CepBep onpenenseT napameTpbl, MO KOTOPbIM FPYNMNMPYIOTCA NOJIyYeHHble OT
areHToB CeTU AaHHble. [pynnNMpPoBKa AaHHbIX MOXET OCYLWeCTBAATLCSA MO C/eayoumnm



napameTpam:

e MOPTY NoNyyaTens;
IP-agpecy aTakyouwiero;
naTe, BpeMEeHU;
HOMepY areHTa;

TUNY aTakwy;
npoTtokony[41] [6, 9].

2.4. MeToAbl pearmpoBaHus

ATaKa He TOJIbKO A0JI)KHa 6bITb 0O6Hapy)XeHa, HO 1 HeE06X0AMMO CBOEBPEMEHHO U
NpaBWJIbHO CpearmpoBaTb Ha Hee. B cyllecTByOWMX cCUCTEMAX MPUMEHSETCA LUMPOKNIA
CNeKTp MeTONO0B pearnpoBaHuns, KOTOPblE MOXXHO pa3fesinTb Ha TPU KaTeropuu:

e COXpPaHeHue;
e YBEOM/NIEHUE;
e AKTMBHOE pearnpoBaHue.

MpnMmeHeHne ToON U UHOWN peakuun 3aBUCUT OT MHOrMx pakTopos[42] [10].
2.4.1. YBepomMmneHune

CaMbIM LUMPOKO PacCNpPOCTPAHEHHbLIM N NPOCTbIM METOA0M YBEAOMJIEHUS ABNAETCS
oTnpaBJsieHne aaMUHNCTpaTopy 6esonacHocTn coobuweHnn ob aTake Ha KOHCOJb
cucTtembl obHapyxeHns aTak. [laHHas KOHCOJ/Ib MOXKET BbiTb YCTaHOBJIEHA HE Y Ka>KO0ro
COTPYAHWKA, KOTOPbIN B OpraHM3aunm oteevyaeT 3a 6€30MacHOCTb, KpOMe Toro, AaHHbIX
COTPYAHUKOB MOryT MHTEpecoBaTb He BCe cobbiTuUs 6e3onacHOCTK, N0 3TOW NMpUYnHEe
HeobXxoAMMO NPUMEHEHNE UHbIX MEXAHN3MOB yBeAOMJIeHUS. JaHHbIMN MeXaHU3MaMu
MOryT ObITb OTNPaB/eHNe COOBLWEHNN Ha Nena)xxep, NO /IEKTPOHHOW NoYTe, no
TenedoHy nnm pakcy[43].

K KaTeropum yBeaoMsieHUn OTHOCAT TakK>XXe MOCbINIKY YNpaBisioLLmMX
nocrnefoBaTe/IbHOCTEN K APYrUM cucTeMaM, K npumepy, K M3 nnm Kk cuctemMam ceTesoro
ynpasneHus[44] [7, 10].

2.4.2. CoxpaHeHune

K KaTeropmm coxpaHeHnsa OTHOCATCA OBa BapWaHTa pearnpoBaHn4.



e BOCMpPOM3BEAEHNE aTakn B peasibHOM MacliTabe BpeMeHu;
e pernctpayna coboitns B 6ase aaHHbIX[45].

BTopoi BapuaHT LUMPOKO PacnpoCTPaHEH U B APYrnx cucteMax 3awmnTbl. Ans
peannsaumnn nepBoro BapnaHTa bbiBaeT He06X0AMMO NMPONYCKaTb aTaKyloLEero B CeTb
KOMMaHuUM Ons pukcaunum ero 4encTen. JaHHbIN METOA NO3BONSAET aAMUHNCTPATOPY
6e3onacHoCcTM B Byayuiem BOCNpoOn3BOANTb C 3aaHHOW CKOPOCTbIO NN B P€aJibHOM
MaclwTabe BpeMeHn BCe AENCTBUSA, KOTOPbIE OCYLLECTBEHbI aTaKyOLWNM,
aHaN3MPOBaATb YCNeELUHbIE aTakn U NpeaoTBpalLaTh NX B AasibHENLLEM, a TakKXe
ncnosb3oBaTb COBpaHHbIE AaHHbIE B Npouecce pa3bupatenbcTBal46] [8, 9].

2.4.3. AKTUBHOE pearnmpoBaHue
K OaHHO KaTeropmm oTHOCATCSA crefylowme BapnaHTbl pearmnpoBaHms:

e 3aBepLUEHME CECCUN C aTaKYHOLWMM Yy3J10M;
e 6/10KMpoBKa paboTbl aTaKylOLWLEro;
e yNpaB/ieHNeM ceTeBbIM 060pyA0OBaHMEM U CpeacTBaMn 3alNTbI[47].

IDS MOryT NpensioXxXnTb TaKMe KOHKPEeTHbIE BapuaHTbl pearmpoBaHns: aBToMaTn4eckoe
3aBepLleHme ceccmmn C aTakyrwmMm y3sioM, B1OKMpOBKa yH4EeTHOW 3annucuy aTakytouwero
nosib3oBaTens, pekoHpurypaumsa M3 n mapLipyTnsaTopos 1 apyrue nonobHble. laHHas
KaTeropusa MexaHM3MoB pearmpoBaHus, [OCTAaTOYHO 3¢hdpeKTUBHA C OAHON CTOPOHbLI, HO
TpebyeT akKypaTHOro UCMOJIb30BaHUA C APYrOMl CTOPOHLI, TaK KakK HernpasuibHOe
NMPUMEHEHNE MOXKET NPUBECTU K HapyLlleHnto paboTocnocobHOCTM BCen KOpropaTUBHOWN
MHpopMaumnmoHHOM cuctembl[48] [6, 10].

3aKJiloueHue

BOSILLUMHCTBO PAacCMOTPEHHbIX HEAOCTAaTKOB COBPEMEHHOIro obHapyXeHnsa aTak
SIBNAOTCA HEAOCTATKAMU, C KOTOPbIMU MOXKET CTOJIKHYTbCSl M0JIb30BaTesb B PeasibHbIX
KOMMbIOTEPHbIX CeTSAX. Bonbllas 4YacTb 3aMeYaHuin o cTeneHn 3pHEKTUBHOCTN U
HenocTaTKax pa3pabaTbiBaeMbiX CPEeACTB U METOA0B MPOUCXOANT U3 NPAKTUKM
NCMNOb30BaHNS cUCTEM OOHapy)XeHUs aTak B peasibHbIX KOPNOPATUBHbIX MHTPACEeTSX.

CylwecTByoLwme noaxoabl K peweHnto 3agay4y obHapyXeHns BTOPXXEHUW 3a4acTyio
OT/ZIMYAlOTCH He TOJIbKO peasin3aumnen MeTonoB obHapy>XeHns, HO N CBOEN
APXUTEKTYpPON, TUNamm obHapy>XeHNA BTOPXKEHUIN N YPOBHEM AeTannsaumu.
PasymeeTcs, Yy KaXX40N CUCTEMbl eCTb CBOU HEO0CTATKU U OOCTONHCTBA. HO, HecMoTps



Ha NOCTOSIHHOE pPa3BUTME MPUMEHSEMbIX NPK Pa3paboTKe TEXHOIOMUIN 0OHAPY>KEHWNS
aTakK, 0 IerkoCcTu pa3BepTbiBaHUSA, MOANPUKALMN 1 SKCMyaTaUUn CUCTEM
obHapy>XKeHnsi BTOp)XEHUI NpuaeTcs 3abbiTh, BCe CyLleCcTBYOWMNE pa3paboTku nmeoT
TEeHOEHUMIO INLb K YCJIOXKHEHMIO. TEXHOIOrMM B3/I0Ma NOCTOSIHHO COBEPLLUEHCTBYHOTCS,
aTaKM PacnpoCTPaHATCS C 04eHb 60bLLION CKOPOCTbIO M CTAHOBATCSA
KOMOWHNPOBAHHbLIMU, MO3TOMY K COBpeMeHHOMY 0OHApY>XeHUI0 aTak BblABUraloTCs BCe
6osiee cunbHblE N XXecTKne TpeboBaHus.

Ecnun paccmaTpuBaTbh MeToabl OOHapy>XeHUs aTak, TO, 04EBUAHO, YHTO OHW AO0J/IKHbI BbITb
peann3oBaHbl CUCTEMAMN, BKAOYaOWMUMN B ceba MHOXKECTBO MOy 1en, KOTOpbIe
peanun3yloT pa3sInyHble MoAX0Abl — C YY4ETOM Pa3/IMyHbIX TUMOBbIX CEFrMEHTOB
3alMLaeMbIX ceTen.

Taknm obpa3zom, ocobeHHOCTU 1 TpeboBaHNS COBPEMEHHbIX KOMMbIOTEPHbIX CETEN,
TaKue KaK NOBbILEHNE HAaAEXHOCTN CeTEen, nepapxmieckasa CTPyKTypa ceTen,
noBblLLeHNne MOBNAbLHOCTK, pa3nnydHble TpeboBaHMA K 6e30MacHOCTN — BCE 3TO
HaknagblBaeT O0TNe4YaToK Ha NoAXo4bl U TEXHONOIMN, KOTOPbIE A0/IKHbI BbITb yXKe
cerogHs peannsoBaHbl B CMCTeMax obHapyXxeHns aTak.

Mooxon K o6Hapy>KeH|/no ceTeBbIX BTOp)KeHVIIZ " BbIABJIEHNIO MPN3HaKOB KOMIMbOTEPHbIX
aTaK Ha MHPOPMaLMNOHHbIE CUCTEMBbI MOJIOH yﬂ3BVIMOCTeIZ N HegOoCTaTKOB, KOTOpPblIe
MOo3BOJIAKOT 3JIOHaMepeHHbIM BO30ENCTBUAM ycrnewHo npeoaosieBatb CNCTEMbI 3allTbI
NMHpopMauunn. lNepexon K BbIIBJIEHUIO NMPeAnOCbI/IOK BO3SHUKHOBEHMNS Yrpo3
I/IHq)OpMaLI,VIOHHOI‘/'I 6e3onacHOCTM OT NOUCKa CUrHATYpP aTaK O0JI)KEH cnocobcTBOBaThH
TOMY, 4yTObbI B KOPpHE U3MEeHUTb OaHHYIO CUTYaUWnto, COKpaTuUB ANCTaHLUWNIKO OTCTaBaHNA B
pPa3BnTnmMm CUCTEM 3alllnTbl OT CUCTEM X MNMpeonosiIeHNA.

Tak>xe Takon nepexon O0J1KeH CrocobCcTBOBATb MOBbLILLEHMIO 3PPEKTUBHOCTH
ynpaBaeHus nHpopmaumoHHom 6e30nacHOCTbIO N, HaKOHeL, 6o1ee KOHKPETHbIM
npuMepam rMPUMeHEeHNs PyYKOBOAALLMX N HOPMATUBHbIX OOKYMEHTOB y>XKe CTaBLUNX
CTaHaapTaMu.
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