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BBepneHue

AKTYasibHOCTb TeMbl uccnenosaHusa. CerogHsa LUMPOKOe NCMOoJib30BaHue
NHPOPMALLMOHHbBIX TEXHOJIOM NI CTano 06bekTUBHOM HeobxoanMMocCTblo. unana3oH
obnacTten, B KOTOPbIX UCMOJIb3YOTCA MHPOPMaLMOHHbIE TEXHOIOM U, Ype3BblHaANHO
wmnpok. OgHon 13 cgpep, rae ux 3HavyeHue TpagnumMoHHO BbI1I0 340POBO C CaMOro Havyana
nx 6bICTPOro pa3BuTus, aBnseTcs pnuHaHcoBasa chepa. HecMoTpsa Ha TO, YTO OKOJI0
hecaTn-nATHaguaTn NeT Ha3afl B KPeAUTHbIX YY4peXAeHUAX NCMOJIb30BaJINCb Py4dHble
MeToabl 06paboTKM NHpopMaunn, KOMMNbIOTEPDI, 2IEKTPOHHbIE TEPMUHASIbI, CPenCTBa
CBS3M 1 CBA3U, Tenepb bbin npakTnyeckn obssaTtenbHbiMm aTpubytamm noboro baHka.

B KOMMNbIOTEPHOWN TEXHMKE NOHATME 6E@30MacHOCTUN 04YeHb LLUMPOK. DTO NMoapasymeBaeT U
HaZleXKHOCTb KOMMbIOTEPA, @ TAaKXXE COXPAHEHWE LEHHbIX AaHHbIX U 3alWUTYy
NHMOPMaLMN OT BHECEHUS B HEEe N3MEHEHUNN HEABTOPU30BAHHBIMUY NLLAMU U
COXpaHeHMne CEKPETHOCTU KOPPECNOHAEHLMN B 3NEKTPOHHbIX cooblleHuax. PasymeeTcs,
BO BCEX LIMBUIN30BAHHbIX CTPAHaX 3aKOHbI 3alMLLatoT 6€30MacHOCTb rpaXkAaH, HO B
0671aCTN KOMMNbIOTEPHBIX TEXHOJIOFNIA NPABONPUMEHUTENIbHASA NPaKTUKa eLle
HeNOoCTAaTOYHO Pa3BUTA, @ 3aKOHOZATE bHbIN NPOLIECC HE NAET B HOTY C Pa3BUTUEM
KOMMbIOTEPHbLIX CUCTEM, B 3HAYUTEJIbHOWN CTEMNEHN 3aBUCUT OT Mepbl CAMOOBOPOHHI. [6,
69]

Bcerpa cywecTByeT npobnema Bbibopa Mexay HEO6X0ANMbIM YPOBHEM 3aLLNThI U1
3(hPEKTUBHOCTLIO paboThl B CETU. B HEKOTOPbLIX C/lyYanx rnosib3oBaTeNN UK
notpebutenn mep 6€30MNacHOCTM MOryT PacCMaTPUBATLCSA Kak Mepbl MO OrpaHNYeHunto
JoCTyna 1 3PeKTUBHOCTU. OIHAKO TaKe UHCTPYMEHTLI, KaK KpUNTorpadus, MoryT
3HAYUTENIbHO MOBLICUTbL CTEMEHb 3alMTbl, HE OrpaHN4YMBas AOCTYN MNoJib30BaTeNen K
NaHHbIM,

O6BbEeKTOM uccienoBaHnNs ABAsSeTCA MHPOPMaLMOHHas 6e30NacHOCTb.
MpeaMeToM UccnenoBaHns ABSETCS 3allunTa MHOopMaLmn

Llenb KypcoBon paboTbl - paCCMOTPETb TUMbI U COCTAB Yrpo3 B MHPpOpMaLMOHHON
BbesonacHoCTH.



Ncxops n3 uenn nccnenoBaHnsa, HeobxooMMo peLwnTb caeayrouwme 3agadn:
1) 3yyeHue 3awmnTbl MHGOPMaL UK

2) NMpoaHann3npoBaTb MexaHN3Mbl obecneyeHns 6eszonacHOCTN B

3) N3y4nTb TUNbl U COCTaB yrpo3 B MHGOPMaLMOHHON 6e3onacHOCTN.

NcToYHMKamMm nccnenosaHmsa dbisi HOpMaTUBHBLIE MPaBOBbLIE aKTbl POCCUINCKOWN
depnepaunmn, KOMMEHTaAPUN 3aKOHOAaTeNbCTBa, y4ebHasa u cneuvasbHas nuTepaTypa,
MaTepuasibl MOHOrpaduinm n Nnybamkaunim pasandHbiX aBTOPOB, CTaTbW OPUANYECKMX
XXYPHaNI0B, 3N1IEKTPOHHbLIE pPecypChl.

B nccnenoBaHuUm UCNOJb3yeTCS KoJilaTepasibHO-NPaBOBON MeTo[, 3/1EMEHTbI MeToaa
aHann3a 1 popMasibHbI LICTOPUYECKNIA MeToa.

KypcoBasi paboTa COCTOUT U3 BBEAEHUS, ABYX FNaB, 3aKJIO4YEHUS, CNNCKa
NCNOJIb30BAHHOM NINTEpaTypbl.

1. ObecneuyeHue 3aWUTbl UHPOPMALNOHHOM
be3sonacHocTM

1.1 Mepbl 3awmnTbLl MHPOPMALUN

B KOMMbIOTEPHbIX CETAX CKOHLLEHTPUPOBaHa NMHPOPMaLUA, NCKNOYNTENIbHOE NPaBo Ha
NCNoJib30BaHMe, KOTOPOW NPUHAANEXUT onpeAeneHHbIM aruuamM Win rpynnam aud,
DEeNCTBYOLWMNX MO JIMYHOW MHNLMATUBE NN B COOTBETCTBUU C AO0JIKHOCTHBIMU
obsa3aHHOCTAMMN.

Takas nHopMaLms O0JKHA ObITh 3aliuMLeHa OT BCEX BUAOB NOCTOPOHHUX NMOMEX:
4yTeHue INLaMnN, KoTopble He UMEIDT NpaBa AoCTyna K MHopPMaLnUM U HAMepPeHHOo
n3MeHsLWen nHPopmauuto. Kpome Toro, B BC gosiXKeH NpUHATbL Mepbl 415 3aLUThbl
BbIYNCINTEJIbHbIX PECYPCOB CETU OT X HECAHKLIMOHUPOBAHHOIO NCMOJIb30BaHUS, TO €CTb
NCKIOYUTb JOCTYN K CETU NINL, KOTOPbIE HE UMeloT NMpaBa bbiTb NCKITIOYEHHBIMU.

dun3mnyeckas 3alimTa CUCTEMbI U AAHHBIX MOXET BbINOJIHATLCS TOJIbKO B OTHOLLIEHWN
pabounx KOMMNbLIOTEPOB U Y3/10B CBA3M U HEBO3MOXXHA AJ15 LUMPOKOBELLaTEbHbIX
HocuTenen 6onbLLION ANMHLL. o 3Ton NpuyinHe Boopy>KeHHble Cusibl 00/IKHbI



MCNONIb30BaTb CPeACTBa, KOTOPbIE UCKYAT HECAaHKLMOHNPOBAHHbIA JOCTYN K
OaHHbIM 1 obecneymBaloT X CEKPETHOCTb. [10, 152]

N3y4yeHure NpakTuUKM paboTbl cuctem 06paboTKnM AaHHbBIX U KOMMAbIOTEPHbLIX CUCTEM
NMOKa3aJsio, YTO CYLLECTBYET MHOXXECTBO BO3MOXXHbIX HaMpaBJIEHUI YyTeYKM UHPopMaLmn
N HECAHKLUMOHWPOBAHHbLIX MyTen AOoCTyNa B cuctemMax un cetax. Cpean Hux:

* YTeHne oCcTaTOYHON MH(pOPMALIMM B CUCTEMHOWN NaMATWN MNOC/IE BbIMOJIHEHUSA
pa3peLleHHbIX 3anpoCcoB;

* KONMpPOBaHME Meana N MHPOPMALIMOHHbLIX ANNOB C NPeonosieHNEM Mep 3aLUNThI;
* MaCKMPOBKa A1 3aperncTpupoBaHHOro Nnosib3oBaTens;

* MaCKMpOBaHME CUCTEMHOIO 3anpoca;

* ICMOJIb30BaHMe MPOrpamMMHbIX JIOBYLLEK;

* CNO/Ib30BaHMe AedeKToB onepaLnoHHON CUCTEMbI;

* He3akoHHOe nogkatyeHne K 060pyaoBaHNIO N IMHUAM CBA3N;

* BpedoHOCHOe OTKJIIo4HeEHNE MEXaHN3MOB 3allUThI,

BeefeHve n ncnosib3oBaHMe KOMMNbIOTEPHbLIX BUPYCOB.

ObecneyeHune 6e30nacHOCTM UHGOPMaLMKN B Boopy)KeHHbIX Cniax 1 aBTOHOMHO
paboTalWmMX KOMMbOTEPaX AOCTUrAETCA KOMMJIEKCOM OPraHM3aLNOHHBbIX,
OPraHn3aUMOHHbIX, TEXHUYECKUX, TEXHUYECKMX N MPOrPaMMHbIX Mep.

OpraHmn3aunoHHbIE MepbI MO 3aWnMTe NHHOoPMaLUN BKIOYAOT:

* OrpaHu4yeHne JocTyna K NOMeLEeHNsaM, B KOTOPbIX OCYLLLIECTBAAETCS NMOArOTOBKA U
obpaboTka nHpopmaumnu;

* Npmem Ha 06paboTKy N Nnepenavy KoHpMoeHUMANbHOWN MHHOPMALMN TOJIbKO
MPOBEPEHHbIX A0JIKHOCTHbIX JINLL;

* XpaHeHNe MarHUTHbIX HOCUTENIeN U PErMCTPALMOHHbBIX XXYPHAJI0B B 3aKPbITbIX A5
[OCTyrMa K HECaHKLUWOHMPOBAHHbLIM NnLaM cendax;

* UCKJIIDYEHME NPOCMOTpa ayTcangepamm cogep>xmmoro obpaboTaHHbIX MaTepunasnoB
yepes amcnnaen, NpuHTep u T.4.;



* CMOIb30BaHME KPUNTOrpanyecknx KogoB A5 nepenaym LeHHon nHpopmaumm no
KaHajlaM CBA3W;

* YHUYTOXEHME KpacaLmX NeHT, bByMmarn n opyrmx Mmatepmason, COaepKaLlynx
parMeHTbl LeHHOW nHJopMaLnn.

OpraHn3auUnoHHbIe N TEXHUYECKME Mepbl Mo 3almMTe NUHHOPMALMN BKITOYAIOT:

* cnnosoe obopynosaHmne, kKotopoe obpabaTbiBaeT LEHHYO MHGOPMaLMIO OT
HE3aBUCMMOro UCTOYHUKA NUTaHUA NN Yepe3 cneynabHble ceTeBble PUIbTPbI;

* YCTaHOBKa KOOOBbIX 3aMKOB Ha OBepAX rnoMeLleHni;

* icnonb3ynte gnsa otobparkeHns nHpopMaumm Nnpu Bxoae n Bbixoae XK-gucnnes nnu
Nnaa3MeHHbIX ANCMNIeeB, a TakXXe AN NOJyYEHUS NeYaTHbIX KOMUIM - CTPYMHbIX
NMPUHTEPOB N TEPMOMNPUHTEPOB, NMOCKOJIbKY Ha AMCJIee NoABASETCSA Takoe
BbICOKOYACTOTHOE 3/IEKTPOMAarHUTHOE U3slyvyeHune, 4To ndobpakeHne c ero aKpaHa
MOXKeT ObITb NOJSIYYEHO Ha PACCTOSHUMN HECKOJIbKMX CTO KNJIOMETPOB;

* YHUYTOXKEHME UHpopMaummn, xpaHawencs B N3Y 1 Ha XXeCTKoOM AUCKe, Npu CrincaHnm
nnun otnpaske K Ha peMoHT;

* YCTaHOBKA KJlaBMaTYypbl U MPUHTEPOB Ha MATKNX NPoKagkax, YTobbl yMEHbLUNTb
BO3MO>XHOCTb YaaneHns nHpopMaLmm akyCcTUYeCKMM cnocobowm;

* OrpaHuYeHne 31eKTPOMArHUTHOIr 0 U3JTy4YEeHUS SKPAHNPYOLWNMKN NMOMELLLEHUSMN, Fae
obpabaTbiBaeTCs MHOPMaLIMSA, MEeTAIINYECKNE JINCTbl W CNeLNanbHbIA NNACTUK.

TexHn4YeCKnMun cpencTteamMmm 3alnTbl MHGPOPMaLNKU ABAAIOTCA CUCTEMbI 3aLlUUThI
TeppI/ITOpI/II‘/'I N NOMEeLLEeHNN nyTeMm CKpMHMHIra KOMMbOTEPHbLIX KOMHAT U OpraHn3aunn
CNCcTemMm KOHTpPOJIA AO0CTYMNa. 3awumTa MHOopMaUnn B CETAX N BbIYHNCINTENIbHbIX
cpencrtBax C NMOMOLLUBIO TEXHUYECKNX CpenCcTB OCyLLeCcTBNAeTCA Ha OCHOBE A0CTYIa K
MnaMAaTU C UCMNOJIb30OBaHNEM!:

* KOHTPONIMPOBATbL AOCTYM K PAa3/IN4HbIM YPOBHAM NaMATU KOMMbIOTEPA;
* ByioKMpoBKa AaHHbLIX U BBOA KJto4a; [4, 186]
* pacnpegesieHne KOHTPOJIbHbIX BUT oNna 3anucen anga uenen ngeHtTugukaumm n 1. 1.

ApXnTekTypa nporpaMmMHoro obecneyeHus gns 3alnTbl MHGOPMaLNK BKIKOYaAET:



* KOHTpPOJIb 6€30MacHOCTK, BKJI0OYAsi KOHTPOJIb PErncTpaunum Bxoga B CUCTEMY,
brKcauunio B CUCTEMHOM XKYpPHae, KOHTPOJIb AeNCTBUI NoJIb30BaTENS;

* OTBET (BKJ/IOYAs 3BYK) Ha HAapyLUEHNE 3aLLNTbl KOHTPOJIS AOCTYyNa K CETEBLIM
pecypcam;

* KOHTPOJIb MaHOAaTOB A0CTYMNa,

* (hbopManbHbIN KOHTPOJIb HaZ 6e30MacHOCTbLIO onepaUnoHHbIX cucteM (6basoBas
obwecncrteMHasa n cetTeBas);

* KOHTPOJIb aJIFCTOPUTMOB 3alLLNThI;

* [IpoBepKa 1 noaTBEepXXAeHne NpaBuibHOro PyHKLMOHUPOBAHUA TEXHNYECKOro U
nporpamMmmMHoOro obecneveHus.

Ona Hage>XXHoW 3aWwnTbl MHPOPMaUUKM 1 0bHapyXeHnsa cnyvYaeB HECAaHKLMOHNPOBAHHbIX
OENCTBUN OCYLLLECTBAAETCH pernctpaunsa paboTbl CUCTEMbI: CO34al0TCA CneynasibHble
OHEBHUKM N NPOTOKOJIbl, B KOTOPbLIX PErUCTPUPYIOTCSA BCE OENCTBUSA, CBA3aHHbIE C
3aWKnTON NHGPopMauum B cncteme. icnpasneHo BpeMs NOSyHeHUNS NMPUIOXKEHNSA, ero
TN, NMSA NONb30BaTENA U TEPMUHAN, C KOTOPOro NHMLMANN3UPOBAHO NPUIOXKEeHKe.

Mpu BbibOpe COObLITUIA, KOTOPbIE HYXKHO 3apPerucTpupoBaTh, CeayeT UMETb B BUAY, YTO
Nno Mepe yBesIM4yeHns KOJIMYeCTBa 3aperncTpupoBaHHbIX COBbLITUI TPYAHO NPOCMOTPETL
OHEBHUK U 0OHAPYXUTb MOMbITKX NMPEOA0SIEHNS 3aALUNTHI.

B 3TOM cny4yae Bbl MOXXETEe NPUMEHSATb aHaIM3 NPorpamMmmMHoro obecnevyeHns v
3amnncbiBaTb COMHUTENbHbIE CObbITUSA. CneynanbHble MPOrpaMMbl TaKXXe NCMOJIb3YTCS
INS TEeCTUPOBAHUSA CUCTEMbI 3aLLUTHI.

NMepnoanyeckn Uam B CiyyHanHoe BpeMs oHU NpoBepsAlnT paboTocrnocobHOCTb
annapaTHOro n nporpaMMHoro obecrnevyeHus.

OTaenbHas rpynna mep no obecnevyeHnto 6€3o0nacHOCTU UHopMaL MK K
NOeHTNPNKaLMmM HeCaHKLMOHNPOBAHHbIX 3aMNpPOCOB BKJ/IIOYAET NporpaMmbl 0bHapyxeHus
HapYyLEeHNN B peXxnume peasibHOro BpEMeEHMW.

MporpamMmbl 3TOW rpynnbl 06pasyloT cneumnasnbHbIA CUFHaN NpU perucTpaunm 4encTeun,
KOTOpble MOTyT MPUBECTUN K HE3aKOHHbLIM OENCTBUAM B OTHOLLUEHUN 3aLLMLLEHHON
WHopMaLUmnN.



CurHan MoXxeT coaep>kaTb MHPOPMaLMIO O XapaKTepe HapyLWeHUs, ero
MECTOMOJIOXKEHUN U APYTUX XapaKTePUCTUKaX.

Kpome Toro, nporpaMmmbl MOTYT JIMWNTL A0OCTYN K 3alWNLLIEHHON MHDOPMaLNN NN
NUMUTNPOBATb TaKOW pexxmnm paboTbl (HanpuMep, HeMeOJIeHHYI0 3arpy3Ky yCTPONCTB
BBOZa / BbIBOAA), KOTOpasa byaeT naeHTUMOULUMPOBaTL NpPaBOHapyLLNTeNsa U 3agep)XaTb
ero CoOOTBeTCTBYHOLLEN CiyXbon.

OaHUM 13 HanboJsiee pacnpPoOCTPaHEHHbIX CNOCOO0B 3alLNThLI ABASETCA ABHOE YKa3aHue
CEKPEeTHOCTU BbIBOAA.

B cuctemax, nognoep>XmBarLmMX HECKOJSIbKO YPOBHEN CEKPETHOCTU, BbIBOA Ha dKpPaH
TepMuUHana nnm npuHTepa nobon egnHMLbl MHGOPMauum (Hanpmumep, danna, 3annUcK n
Tabnuubl) cCONpoBoOXXAaeTcsa cneymabHbIM LITAaMMOM, YKa3biBalOLWMM YPOBEHb
CeKpeTHOCTK. ITo TpeboBaHne peanmlyeTcsa C MOMOLLbIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecnevyeHuns.

OToenbHoOM rpynne BblaenseTcs 3awmnTa OoT HeCaHKLMOHUPOBAHHOIMO UCMNOJIb30BaHUS
nporpammHoro obecneyvyeHns. OHu nprnobpeTatoT ocoboe 3HavYeHne Bnarogaps LWMPOKO
pacnpocTtpaHeHHOMY [1K.

1.2 Bupabl yrpo3 uHdopMauMoHHON De3onacHoOCTH

yrposa nHopMaLMoOHHON 6e30MacHOCTM BOCMPUHMMAETCS Kak NOTEHLNAIbHO
BO3MOXXHbl€ OEACTBUS, ABNEHUS WX NPOLIECChI, KOTOPbIE MOTYT UMETb HeXXenaTeslbHble
nocneacTBuUs Ans CUCTEMbI UM MHPOPMALUKN, XPaHSLLENCS B HEN.

Takune yrpo3sbl, BAUSIOLWME Ha pecypChbl, MOTYT MPUBECTU K NMOBPEXAEHNIO AaHHbIX,
KOMMWPOBAHWIO, HECAHKLIMOHNPOBAHHOMY PAcrpPOCTPAHEHMIO, OFPAHUYEHNIO NN
610KMpOBKe AOCTYyMNa K HUM. B HacTosiLee BpeMs N3BECTHO AOCTaToO4YHO 6onbluoe
KOJINYECTBO Yrpo3, KOTOpble KNAaCCUPULIMPYIOTCSA MO Pa3IMYHbIM KpUTEPUAM.

Mo ceBoen npmpoae pa3jindaloTcqa eCTeCTBEHHbIE, NCKYCCTBEHHbIE YIPO3bl.

MepBas rpynna BKJOYAET T€, KOTOPbIE Bbl3BaHbl BO3AEACTBMEM Ha KOMMbIOTEPHYIO
cncTeMy 06 beKTMBHbBIX (U3NYECKMX NPOLLECCOB U MPUPOLOHbIX SBEHUIA. BTopas
rpynna - Te yrpo3bl, KOTOPble Bbi3BaHbl AeATEIbHOCThLIO Yes/I0BEKa.



Mo cTeneHn NMHTeHUMOHAIbHOCTU npodaBsneHnsda yrpo3bl pa3aendaroTcd Ha Cﬂy‘-IaVIHble n
npegHamMepeHHbIE.

CyliecTByeT TakXXe pasgesieHne B 3aBUCMMOCTU OT UX HEMOCpenCcTBEHHOr0 NCTOYHUKA,
KOTOPbIN MOXET ObITb NPMPOAHON Cpeaon (Hanpumep, CTUXNNHBIMKN BeaCcTBUAMK),
NNLOM (packpbliTne KOHPUAEHUMANbHbIX aHHbIX), NPOrpaMMHbIM U annapaTHbIM
obecrneyeHneM: aBTOpM30BaHHbIM (OLLIMBOKa onepaumMoHHON CUCTEMbI) U
HeaBTOPM30BaHHbLIM (BUPYCHas UHEKUUSA cucTema).

NCTOYHMK Yyrpo3 MOXKET UMEeTb pa3Hblie No3uynn. B 3aBUCMMOCTKM OT 3TOro dakTopa
BbIAENATCSA TAaK)XXe TPU rpynnbi:

- Yrpo3bl, UCTOYHUK KOTOPbIX HAaXOAUTCS 3a npeaenaMmm KOHTPOJIMPYEMON Fpynnbl
KOMMNbIOTEPHOW CUCTEMbI (Hanpumep, NepexeaT AaHHbIX, NepefaBaeMbliX N0 KaHaslaM
CcBSA3U)

- Yrpo3bl, ICTOYHMK KOTOPLIX - B NMpeaenax KOHTPOJIMPYEMOW 30Hbl CUCTEMbI (3TO MOXKET
6bITb KpaXka cpeaCcTB MacCoBOW MHpOpMaLnm)

- Yrpos3bl, KOTOpble HaX04ATCA HENOCPeACTBEHHO B camMonm cucteme (HarlleMep,
HernpaBwJibHOEe NCMNoJib30BaHNe pecypcos).

Yrpo3bl MOryT MOBANATH HA KOMMNbIOTEPHYO CUCTEMY MO-PasHOMY. 3TO MOryT BbIThb
naccuBHble 3hheKTbl, peanmsauns KOTOpbIX He BieYeT 3a cobolr n3MeHeHus B
CTPYKTYpEe OaHHbIX (HanpuMmep, KONMpoBaHUe). AKTUBHLIMU Yrpo3aMu SIBAAIOTCS Te,
KOTOpble, HANPOTUB, MEHSIOT CTPYKTYPY U COAEPXKUMOE KOMMbIOTEPHON CUCTEMDbI
(BBEOEHME CneunanbHbiX NporpaMm).

B cooTBETCTBUM C pa3aeneHneM yrpos rno stanam AocTyna nosib3oBaTenen nnm
NMPOrpaMm K CUCTEMHbIM pecypcaM CYLLeCTBYIOT TakMe onacHOCTU, KOTOpPbIe NMOSBASIOTCS
Npun OOCTyNe K KOMMNbOTEPY N 0OHAPY>XXMBAOTCHA Mocsie 4oCTyrna K pa3speLLleHmnto
(HeCaHKLMOHMPOBAHHOE UCMNOJIb30BaHNE PeECYpPCOB).

Knaccugukaums no MecTornosioXXeHno B CMCTEMe NoApa3syMeBaeT pa3feneHne Ha Tpu
rpynmnbl: Yrpo3bl AOCTYMNa K MHQOPMaLMKN, XPaHSLLLENCS Ha BHELIHUX YCTPONCTBAX
XpaHeHus, B O3Y 1 B TOM, YTO pacnpoCTpaHAeTCs Mo JIMHUAM CBA3MW.

Yrpo3bl MOTyT UCMOJIb30BaTb NPSIMON CTaHAAPTHbLIN NYTb K pecypcaM yepes He3aKOHHO
NoJlyYeHHble Napoan UM NyTem 3aoynotTpebneHns TepMnHanamMmm 3aKOHHbIX
noJsib30BaTesIen NN OHN MOFYT «0BX0ANTb» CyLLlecTByloLMe CpeAcTBa 3almThbl No-

Opyromy.



Takue OEencTBus, Kak Kpaka MHpopMaLnn, KNacCMpuumnpyroTca Kak yrpossbl,
NMPosABAALLNECA HE3AaBUCUMO OT AeATesIbHOCTU cucTeMsl. N, Hanpumep,
pacnpocTpaHeHne BUPYCOB MOXKET BbiTb 0OHapyXeHO NCKIIYNTENBLHO BO BpEMS
06paboTKN AaHHbIX.

Cny4vaiiHble NN HenpegHaMepeHHbIe - 3TO Te Yrpo3bl, KOTOPblEe HE CBSA3aHbI C
NeNCTBUSAMU 3N10YMbILLJIEHHUKOB. MexaHn3M X peann3auunm nsyyeH oCTaToOYHO
XOPOLLO, N03TOMY pa3paboTaHbl MeTOAbl MPOTUBOAENCTBUS.

Hec4acTHble cny4anm n cTuxuinHeole 6eacTems NpeacTaBasatoT ocobyto onacHOCTbL ANnd
KOMMbIOTEPHbIX CUCTEM, MOCKOJIbKY OHU BJIEKYT 3a COBOMN CaMble HeraTUBHbIE
nocnencTeus. M13-3a rU3NYeCKoro paspyLleHna CUcTemMm NMHQPOPMaLNS CTAaHOBUTCS
HeOoCTynHOM nnn TepsieTca. KpoMme TOro, HEBO3MO>XHO MOJIHOCTbIO n3bexxaTb Uan
npenoTBpaTUTb cbon n cbon B CIOXKHBLIX CUCTEMAX, B pe3y/ibTaTe 4Yero, Kak nNpasuo,
NHMOPMaLMA, XPaHALLAACA Ha HUX, NCKaXkaeTCs Uan paspyLllaeTcs, aairoput™ paboThbl
TEXHUYECKUX YCTPONCTB HapyLllaeTCs.

Ownbkm, KoTopble MOryT BbITb cAenaHbl Npn pa3paboTKe KOMMNbIOTEPHOW CUCTEMBI,
BKJIl0OYAA HENpPaBUJIbHbIE aIFTOPUTMbI PaboThbl N HEMNPaBUJIbHOE NPOrpaMMHOe
obecrneyeHne, MOryT NMPUBECTMU K MOCNEACTBUAM, KOTOPbIE aHAIOrMYHbl TEM, KOTOPbIe
nponcxonaT B ciyvae cbos nnm cbos B paboTe TexHU4eCKnxX cpeacTB. bosee Toro, Takue
OWKNBKM MOryT NCMOJIb30BaTbCA 3/1I0yMbILUIEHHUKAMW A1 BO3AENCTBUSA Ha pecypcChl
CNCTEMBbI.

OwmnbKM Nosb3oBaTenen NPpUBOAST K ocnabneHnto nHHopMaLMoHHON 6e30NacHOCTY B
65% cny4yaeB. HekomneTeHTHoe, Hebpe)KHOoe NI HEBHUMATEJIbHOE BbINO/IHEHWE
pYHKUMOHaNbHbIX 06513aHHOCTEN COTPYAHUKAMN NpeanpusTUA NPUBOAUT K
pa3pyLUEeHNIO, HAPYLUEHWUIO LEJIOCTHOCTM U KOHUAEHUMANbHOCTN MHOPMaLUN.

CyLLeCcTBYIOT TakXKe npefHaMepeHHble Yyrpo3bl, CBA3aHHbIe C LefieHanpaBiaeHHbIMN
NeCTBUSAMU NPaBoHapyLWnTens. M3yyeHune 3Toro Kaacca 3aTpyAHEHO, NMOCKOJIbKY OHO
HOCUT OYE€Hb AVHAMWUYHbLIN XapaKTep U MOCTOAHHO MOMOJIHAETCS HOBbIMU TUMAMW YrPo3.

ONs NPOHUKHOBEHUS B KOMMbIOTEPHYO CUCTEMY C LIEbIO Aa/IbHENLLEro KPparkKn Nau
YHUYTOXEHNSA MHHOPMaLMM NCMOMb3YIOTCA METOAbI U CPEeACTBa LUMNOHAaXa, Takne Kak
MpocCayLwmBaHMe, Kpaxka nporpamMmm, aTpmbyTbl 6€30NacHOCTU, LOKYMEHTLI U CpencTBa
MaccoBon MHopMaumm, Bu3yasbHoe HabnwgeHue n gpyrue.

Koraoa HeCaHKLI,I/IOHI/IpOBaHHbIVI OOCTyn K AaHHbIM 06bI4HO MCMoJib3yeTCHA 06bIYHbIM
afrnapaTHbIM U NMPOrpaMMHbIM obecnevyeHnem KOMMbIOTEPHbLIX CNCTEM, B pe3yJibTaTe



4ero HapyLalTCa YCTaHOBJIEHHbIE NMpaBuia Ana gugpgepeHunaymm octyna
nonb30BaTeNIEN NN NPOLLECCOB K MHPOPMALIMOHHBIM pecypcam. Hanbonee
pacnpoCcTpaHEHHbIMU HapPYLUEHNAMU ABAAIOTCA NepexBaT naposien (BbINOJHAETCA CO
cneynasnbHO pa3paboTaHHbIMK NpOorpaMmMamMu), BbinosHeHne nobbix 4encTBUN Nog,
MMEHEM APYroro 4YesioBekKa, a Tak>Xe NCMoJib30BaHUE 3/10YMbILUIEHHUKOM MNPUBUAErnin
3aKOHHbIX MOJIb30BaTeNEeN.

CneuwnanbHble BpeOoOHOCHbIE MporpamMmmebl

- KKOMMbIOTEPHbIE BUPYCbI» - 3TO HEBOMbLUNE NPOrpaMMbl, KOTOPbIE MOTYT
CaMOopacnpoCTPaHATLCA NOC/e BHEAPEHNSA B KOMMbIOTEP NYTEM CO34aHNA COBCTBEHHbIX
Konun. Mpn onpepeneHHbIX YCI0BUSX BUPYCbl OKa3blBAlOT HEFAaTUBHOE BJINSIHNE Ha
cucTemy;

- «4epBU» - YTUINTbI, KOTOPbIE aKTUBMPYIOTCSA KaXKabIl pa3 Npu 3arpy3ke KoMnbloTepa.
OHN MOryT NepeMeLLlaTbCs BHYTPU CUCTEMbI MW CETU U YMHOXXATbCS aHaIOrMYHO
BUpycaM. JlaBnuHoobpasHoe BoCNpon3BeaeHne NnporpaMm NpMBoOAUT K Neperpyske
KaHaJl0B CBA3K, NAaMATK, a 3aTeM K BJ1oKMpoBKe paboThl;

- «TPOSAHCKNE KOHU» - TaKmMe NnporpamMmbl «CrpsaTaHbl» Noh BUAOM NOJE3HOro
MPUIOXXEHNS, HO Ha CaMOM feJsie NMOBPEeEXAAT KOMMbIOTEP: YHUYTOXKAT NMPOrpamMMHoe
obecneyeHmne, KONMPYOT 1N OTNPaBASAIOT Palbl 310YMbILLUIEHHMKA C KOHPUAEHUWATbHON
MHopmMaumen.

CnyyanHble BUAbl YA3BMMOCTEN

9TK hpakTopbl 3aBUCAT OT HENpeaBUAEHHbIX 06CTOATENbCTB U 0COBEHHOCTEN OKPY)KEHUS
NH(OPMaLIMOHHON cpeabl. IX MPakTUYeCKN HEBO3MOXXHO NpeayranaTh B
NH(OPMaLIMOHHOM NPOCTPAHCTBE, HO Ba)XHO ObITb FOTOBbLIM K UX BLICTPOMY YCTPAHEHMUIO.
YCTpaHUTb Takne Henoslaikn MO>XKHO C MOMOLLbIO NPOBEAEHUSI UHXXEHEPHO-
TexXHM4Yeckoro pasbmpaTenscTBa 1 OTBETHOIO yaapa, HaHECEHHOro yrpose
NHopMaLMoHHOW 6e3onacHOCTK:

1. C6oun n oTkasbl paboTbl cucTeM:

e BC/IeACTBME HEUCMPABHOCTN TEXHNYECKUX CPEACTB Ha Pa3HbIX YPOBHAX 06paboTKu
N XpaHeHus nHhopmaumn (B TOM 4YMCe N TeX, YTO OTBEYaloT 3a
paboTOoCNOCOOHOCTb CUCTEMBI U 38 KOHTPOJIb A0CTYMNa K Hen);

e HENCMPABHOCTU N YCTapeBaHUA OTAEJIbHbIX 3/1IEMEHTOB (pa3MarHnynBaHue
HOCUTEeNen JaHHbIX, TAaKUX KaK ANCKeTbl, Kabenun, coeANHNTENbHbIE JINHUN U



MUKPOCXEMbl);

e cboun pa3HOro nporpamMmmHoro obecnevyeHuns, KOTopoe NOAAEPKMBAET BCE 3BEHbLS B
uenu xpaHeHusa n 06paboTkn MHpopMaLmn (aHTUBUPYCbI, MPUKAALHbIE U
CepBUCHbIE MPOrpamMmbl);

e nepebon B paboTe BCNoMoraTesbHOro obopynoBaHns MHGOPMaLMOHHBLIX CUCTEM
(HenonaZkM Ha YPOBHE 3/1eKTponepenayn).

2. Ocnabnsatowme nHHOPMaLNOHHYIO 6e30MacHOCTb (haKTopbI:

e NOBpPEXAEHNE KOMMYHUKaLMN BpOoAe BOOOCHAbXeHNA nnm anekTpocHab>xeHuns, a
TakK)Xe BEHTUIALNN, KaHaIn3aunu;

e HENCNpaBHOCTK B paboTe orpa>kgarowmx ycTponcTs (3abopbl, NepekpbITS B
3aHMK, Kopnyca obopyaoBaHus, rae XpaHUTCca nHpopMaumns).

O6beKTUBHbIE PAa3HOBUAHOCTU YS3BUMOCTEN

3TOT BUA HAMPSAMYIO 3aBUCUT OT TEXHUYECKOro NoCTpoeHns obopynoBaHMs Ha 06beKTe,
TpebylolleM 3aLlUnThbl, U ero XapakTepucTuk. MonHoueHHoe n3baBneHne oT 3TUX
(hakTOpPOB HEBO3MOXXHO, HO UX YAaCTUYHOE YCTPAHEHNE AOCTUIrAeTCs C MOMOLLbIO
NHXXEHEPHO-TEXHMYECKUX MPUEMOB, CrieayrLmnmMm cnocobamu:

1. CBsA3aHHbIE C TEXHUYECKUMN cpencreBamMmn n3nyveHuma:

e 3JIEKTPOMArHUTHbIE METOAUKW (MOBOYHbIE BapMAHTbI U3J/TyHYEeHUSA U CUFHaNoB OT
KabenbHbIX TMHUA, 3/IEMEHTOB TEeXCPencTB);

e 3BYKOBbIE€ BapuaHTbl (aKycTnyeckme nnm c gobasneHnem snbpocmnrHanos);

e J1eKTpuYeckme (Npockasab3blBAaHNE CUTHANOB B LIEMNOYKN IIEKTPUYECKOWN CETH, Mo
HaBOAKaM Ha JINHUX N NPOBOAHUNKN, MO HEPABHOMEPHOMY pacnpeneneHunto Toka).

2. AKTUBM3NpPYEMbIE:

e BpeaOHOCHbIE MO, HeneranbHbIE nporpamMmmMsbl, TeXHOJ1I0rM4eCKme BbiXoabl N3
nporpamMmm, 41O obbeaunHsaeTcs TEPMNHOM «MPOrpaMMHbIE€ 3aKJTaOKN>»;

e 3aKJlagKM annapaTypbl - PaKTOPbl, KOTOPbLIE BHEOPATCA HANPAMYIO B TeflePOHHbIe
NNHNN, B SN1EKTPUNHECKNE CETU UJIN NMPOCTO B NMOMELLEHNA.

3. Te, 410 co3patoTCca ocobeHHOCTAMM 0ObbeKTa, Haxo4ALlerocs noa 3alnTon:

e pacnosioxxeHne obvekTa (BUONUMOCTb N OTCYTCTBNE KOHTPOJIMPYEMOMN 30HbI BOKPYT
obbeKkTa nHpopmaumn, Hanm4ne BubPO- NN 3BYKOOTPaXKAKLWNX /IEMEHTOB BOKPYT
obbekTa, Hann4me yaaneHHbIX 31eMEHTOB 00bekTa);



e OpraHu3aumnsa KkaHanos obMmeHa nHpopmMmaumen (NpuMeHeHNne pagnoKaHasos, apeHaa
4aCTOT UM UCNONIb30BaHME BCeobLnx ceTen).

4. Te, 4TO 3aBUCAT OT 0COBEHHOCTEN 2/1IEMEHTOB-HOCUTENEN:

e fleTanun, obnagatoLime 31eKTPoaKyCTUYEeCKMMN MogNPNKaALNAMN
(TpaHchopMaTopbl, TeneOHHbIE YCTPOWUCTBA, MUKPOGOHbI 1 FPOMKOIrOBOPUTENN,
KaTyWKN MHOYKTUBHOCTMW);

e BElM, Nognagatowme nog BaANAHMUE 31eKTPOMarHUTHOro nossa (HocuTenu,
MWUKPOCXEMbl U OpYyrue 3/1eMeHThI).

Cy6'beKTI/IBHbIe YA3BUMOCTHU

9TOoT noasna B 6ONbLUMHCTBE Cly4aeB nNpeacTasnseT cobon pesynbTaT HenpaBUbHbIX
DEeNCTBUN COTPYOHNKOB Ha YPOBHE pa3paboTKu CUCTEM XPaHEHUS N 3aLNThbI
MHpopMaumnn. NosToMy ycTpaHeHne Takux pakTopoB BO3MOXKHO Mpu NOMOLLN MeTOAUK C
ncnosb3oBaHMeM annapaTypbl u MO:

1. HeTo4yHOCTU 1 rpybble oWnMbKK, HapyLlaowme NHpopMaLNOHHYO Be30MacHOCTb:

e Ha 3Tane 3arpys3ku roToBOro NporpaMmMHoOro obecnevyeHus Uan npenBapuTebHON
pa3paboTKM aNropnTMoB, a Tak)Ke B MOMEHT €ro UCrnoJsib30BaHns (BO3MO>XHO BO
BPEMSA eXXeOHEeBHOW 3KCnayaTalunm, BO BpeEMSA BBOAA AAHHbIX);

e Ha 3Tane ynpasjeHns NnporpamMmaMm n NHHPOPMaLMOHHBIMU CUCTEMAMM (CNNOXKHOCTW
B npouecce obyvyeHumsa paboTe c cucteMomn, HAaCTPOMNKN CEPBUCOB B MHANBUAYASIbHOM
nopsiake, BO BpeMs MaHUMYNSAUUIA C NOTOKaMU MHoOpMaLun);

e BO BPEMS MOJIb30BAHNS TEXHMYECKOWN annapaTypon (Ha 3Tane BKJIOYEHUS Un
BbIKJIIOYEHUS, SKCMyaTauMm YCTPONCTB AN nepeaadn Uan rnosyvyeHuns
MHopmMaumnn).

2. HapyweHunsa paboTbl cnctemMm B MIHPOPMAaLMOHHOM NPOCTPaHCTBE:

e pPeXMMa 3alMNTbl JINYHbIX AaHHbIX (MpobnemMy co3natoT yBOJNIEHHble paboTHUKN nan
AeNncTByoLWne COTPYAHUKN B Hepaboyvee BpeMs, OHU MoslyHatoT
HEeCaHKLMOHNUPOBAHHbIN JOCTYN K CUCTEME);

e peXMMa COXPAHHOCTU U 3aLLMNLLEHHOCTK (BO BpeMS MoJsly4eHUsa 0ocTyna Ha 06bekT
NN K TeXHUYECKUM YCTPOMNCTBaM);

e BO BpeMs paboTbl C TeXyCTPONCTBaMM (BO3MOXKHbI HAPYLUEHUS B
JHeprocbepexeHnn nnm obecneyeHnn TEXHNKN);



e BO BpeMs paboTbl ¢ AaHHbIMK (Mpeobpa3oBaHne NHpOPMaLNN, ee CoOXpaHeHne,
MONCK N YHUYTOXKEHME AaHHbIX, yCTpaHeHne bpaka n HETOYHOCTER).

PaH>XXnpoBaHue yFIBBI/IMOCTeIZ

Ka)xgasa ya3BMMOCTb A0OJ/KHA ObITb Yy4TEHa U OUEeHeHa cneunanncTtamn. Mo3ToMy Ba)KHO
onpenennTb KPUTEPUM OLEHKN OMAaCHOCTU BO3HUKHOBEHUSA YrpoO3bl U BEPOATHOCTU
NosIOMKN nnu obxoda 3awwmTbl MHPOPMaL UK. NokasaTenm NoACYNTLIBAKOTCA C MOMOLLbIO
NPUMeHEeHNS paHXnpoBaHnsa. Cpean BCeX KpUTEPMEB BbIAENAIOT TPU OCHOBHbIX:

e JOCTYNHOCTb - 3TO KPUTEPUIA, KOTOPLIA YYUTbIBAET, HACKOJIbKO YA0OHO NCTOYHUKY
Yyrpo3 UCrosib30BaTb OonpeaesieHHbI BUA YA3BUMOCTH, 4TOObI HAapyLWnTb
NHOpMaLMOHHYIO Be3onacHOCTb. B nMoka3aTesib BXOAAT TEXHUYECKNEe AaHHble
HocuTens nHpopMaumm (Bpoae rabapnuTos annapaTypbl, €e CJIOXKHOCTU U
CTOMMOCTMU, @ TaKXXe BO3MOXXHOCTN NCMOJIb30BaHUSA A1 B3/IOMa MHPOPMALNOHHbIX
CUCTeM Hecneunaan3npoBaHHbIX CUCTEM N YCTPONCTB).

e ®aTaNbHOCTb - XapaKTEPUCTUKA, KOTOpas oueHuBaeT rnybnHy BanaHuS
YA3BUMOCTWN Ha BO3MOXXHOCTW NPOrpaMMMUCTOB CANPaBUTLCA C MOCNeaCTBUSAMM
CO34aHHOM Yrpo3bl AN NHPOPMALMOHHBLIX cucTeM. ECnm oueHnBaTb TOJIbKO
06bEeKTUBHbIE YS3BMMOCTU, TO onpeaenseTcs nx MHPOPMAaTUBHOCTb - CNOCOBHOCTb
nepenaTtb B ApYyroe MecTo MoJsie3HbI CUrHan ¢ KOHpUaeHUna bHbIMU AaHHbIMY 6e3
ero gegopmMmauunn.

e Konn4ecTBO - XapakKTepucTuka noacyeTa AeTaslel CUCTeMbl XPaHEHUSA U
peanu3aumn NHpopMaLmmn, KOTOpbIM NMpucyLl sobon Bna ya3BUMMOCTU B CUCTEME.

Ka)kabin moka3saTenb obo3HavyaeTcs cumosaoM (Kon)f, n ero MoXXHO paccymTaThb C
noMoLLbio hopmybl. MakcuMasibHasa oLeHKa COBOKYMNMHOCTU yAa3BMMOCTen - 125, 3To
YNCNO U HaxoouTCa B 3HaMeHaTesne. A B yncanrene purypupyetT npomsseneHume mns Ki,
K2 n K3.

Y47106bI Y3HaTh NHHOPMALMIO O CTEMEHM 3aLUNTbI CUCTEMbI TOYHO, HY>XHO NPUBAEYb K
paboTe aHaNIUMTUYECKNA oTAen ¢ akcnepTaMn. OHM NPon3BeaAyT OLEHKY BCEX
YA3BMMOCTEN N COCTaBAT MHPOPMALIMOHHYIO KapTy No natubannbHon cucteme. EgnHmnua
COOTBETCTBYET MUHMMAJIbHON BO3MOXXHOCTU BAIMAHMSA Ha 3alUUTY MHOpPMaUnmn n ee
obxopn, a NnATepKa 0TBEYAET MaKCUMaslbHOMY YPOBHIO BANSHUSA U, COOTBETCTBEHHO,
onacHoCTW. Pe3ynbTaTbl BCEX aHA/IN30B CBOAATCS B OA4HY Tabauuy, cCTeneHb BANAHUSA
pa3brBaeTcs No kKnaccam ansa ynobcrtea noacyeta KoaduumeHTa ya3BMMOCTU CUCTEMBI.

Ecnm onncbiBaTb KNaccudumkaumioo yrpos, KoTopble 06XoasaT 3almnTy MHHOPMALMOHHON
6€30MacHOCTU, TO MOXKHO BbIAENNTb HECKOJIbKO K1acCoB. [MOHATNE K/1acCcoB



ob6s13aTeNbHO, Beb OHO YMNPOLLAET U CUCTEMATU3INPYET BCe hakTopbl 63 NncktoyeHns. B
OCHOBY BXOAAT Takhe napameTpsbl, KakK:

1. PaHr npegHamMepeHHOCTN COBepLUEHNA BMeLlaTe/IbCTBa B MUHPOPMALMOHHYIO CUCTEMY
3alllNThbI.

e Yrpo3a, KOTOPYIO Bbi3biBaeT HEOGPE)XXHOCTb NepcoHana B MHpopMaLNOHHOM
n3MepeHuu;

e Yrpo3a, MHNLMATOPOM KOTOPOW ABNAIOTCA MOLUEHHUKWU, N OeNatloT OHU 3TO C Lefbio
JINYHOW BbIrOAbl.

2. XapaKTepUCTUKN MOABIIEHUSA:

e Yrpo3a MHMopMaLMOHHON 6€30MacHOCTU, KOTOopas NPOBOLMPYETCS pyKamm
YyenoBeKa W SIBNSIETCSH UCKYCCTBEHHOM;

e MpUpoaHbie yrpoxatowme pakTopbl, HENOAKOHTPOJIbHbIE MHHOPMALMOHHbBIM
cMcTeMaM 3alnTbl U Bbl3blBaOLWMECS CTUXMAHBIMU 6eACTBUSMN.

3. Knaccudumkaumsa HenocpeacTBEHHOM NMPUYNHbI YrPo3bl. BUHOBHUKOM MOXXET ObIThb:

e Ye/I0BEK, KOTOPbLIN pa3rnalwaeT KOHpUAEHUMaNbHYO NHGOPMaLNto, opyays C
MOMOLLbIO MOAKYMa COTPYOHMUKOB KOMMNaHWUK;

e MPUPOAHBLIN haKTOpP, MPUXOOALWMNN B BUAEe KaTacTpodbl UM nokanabHoro 6encreuns;

e NMporpamMmmHoe obecrnevyeHme C NPUMEHEHNEM CNELNANN3NPOBAHHbIX annapaToB NUan
BHeApeHne BpeJoOHOCHOro Koda B TeEXCPenCcTBa, 4TO HapywaeT PYHKLUNOHMPOBaHME
CNCTEMBbI;

e C/lyvallHOe yaasieHne faHHbIX, CAaHKLMOHUPOBaHHbIE NPOrpaMMHO-annapaTHbie
doHAbl, 0TKa3 B paboTe onepauMOHHON CUCTEMBI.

4. CTerneHb akTUBHOCTWN OENCTBMSA Yrpo3 Ha MH(POPMaLMOHHbIE PecypChbl:

e B MOMeHT o6bpabaTbiBaHNS AaHHbIX B MH(POPMALMOHHOM NPOCTPAHCTBE (AencTBme
PaCCbIJIOK OT BUPYCHbIX YTUIINT);

e B MOMEHT MOJIy4EeHMNSI HOBOW MHOpMaLnN;

e HE3ABUCMMO OT aKTUBHOCTU pPaboTbl CUCTEMbI XPaHEHNSA MHDOPMaLUKM (B ciy4vae
BCKPbITUS WUMGMPOB NN KPUNTO3ALWNTbI MHPOPMALMOHHbLIX OAHHbIX).

CyuiecTByeT eLlle oHa Kaccnpukauma NCTOMHUKOB Yrpo3 MHGOPMaLNOHHON
b6e3onacHocTu. OHa OCHOBaHa Ha APYrux NnapamMmeTpax U TakXxe y4YnTbiBaeTCs BO BPEMS
aHasM3a HeUCrnpaBHOCTU CUCTEMbI NN ee B3N0Ma. Bo BHUMMaHuWe BepeTca cnegytoLlee:



CocToAHME UCTOYHMKa Yrpo3bl:

e B CAaMOM CUCTEeMe, 4TO NpmMBOANT K owmbkam B paboTe n cboam npu peannsaumm
pecypcoB AC;

e B npepenax sugnumoctun AC, Hanpmumep, NpuMeHeHne noacayLmsatoLlLen
annapaTypsbl, NOXULLEHNEe NHoPMaLMK B pacrnedyaTaHHOM BUAE NN KpaXka 3annucen
C HOCUTEesNien OaHHbIX;

e MOLUEHHMNYeCTBO BHe 30Hbl agenctemsa AC. Cny4dau, Korga nHdopmauyums
3axBaTbIBAe€TCA BO BPEMSA MPOXOXKAEHMSA NO NyTAM CBA3U, MOOOYHbLIN 3axBaT C
AKYCTUYECKNX NN SNEKTPOMArHUTHbIX N3TYYEHNI YCTPONCTB.

CTeneHb BANAHNS:

e AKTUBHas yrpo3a 6€30MacHOCTU, KOTOPas BHOCUT KOPPEKTUBLI B CTPYKTYPY
CUCTEMbI N ee CYLLIHOCTb, HanpuMep, UCNoJib30BaHNe BPeAOHOCHbIX BUPYCOB U
TPOSIHOB;

e MacCMBHAA yrposa - Ta Pa3HOBUAHOCTb, KOTOPAs NPOCTO BOPYET MHpOpMaLIUIO
CcnocoboM KonmpoBaHus, MHoraa ckpbiTas. OHa He BHOCUT CBOMX U3MEHEHU B
NHPOPMALMOHHYIO CUCTEMY.

BO3MO>XHOCTb AOCTYyMNa COTPYAHUKOB K CUCTEME NPOrpamMM Uan PeCcypCcoB:

e BpPeOJOHOCHOE BAMSAHME, TO €CTb Yyrpo3a MHPOPMaLNOHHBbIM OAaHHbIM MOXeT
peanin3oBaTbCs Ha Ware AocTtyna K cmcreMe (HeCaHKUMOHNUPOBAHHOIO);
e Bpej HAaHOCUTCA MocJsie corsacma 4ocTyna K pecypcamMm CUCTEMBI.

Cnocob gocTyna K OCHOBHbIM pecypcamM CUCTEMbI. BblaensoT crienyoumne yrposbi:

e MPUMEHEHNE HEeCTaHOAaPTHOro KaHaNa NyTn K pecypcaMm, 4To BKOYaeT B cebs
HEeCaHKLUMNOHUPOBAHHOE NCMNOJIb30BaHWE BO3MOXXHOCTEN ONepaunoHHON CUCTEMBI;

e 1ICNOJIb30BaHME CTaHOAPTHOrO KaHana A1 OTKPbITUA JOCTYyNa K pecypcam,
HanpuMmep, He3aKOHHOE MoJly4YeHne napoaen n Apyrux napamMeTpoB C AasibHenwen
MaCKUPOBKOW Mo 3aperncTpmpoBaHHOro B CUCTEME MNoJib3oBaTesns.

Pa3mMelleHne nHpopMaunn, KoOTopasd XPaHUTCA B CUCTEME:

e BMJ Yrpo3 AOCTYyMNa K MHopMaLnm, KOTopas pacrojlaraeTcs Ha BHELIHMX
YyCTPOWCTBaAX MamMmaTh, BpOAE HECAHKLMOHNPOBAHHOIO KOMNPOBaHMNSA MHGOpMaLnm C
)KEeCTKOro AncCKa;

e MOJly4eHne A0CTyMna K MHpopMaLnm, KOTopas NoKasbiBaeTCs TEPMUHANY,
HanpuMep, 3anNncb C BUAEOKaMep TEPMUNHAJIOB;



e HE3aKOHHOE NPOHMKaHMEe B KaHaslbl CBA3M U NOACOEeAVHEHNE K HUM C LieJblo
noJslyv4eHus KOHPUAeHUnanbHON NMHPOopMaLUn Nan A8 nogMeHbl peasibHO
cywecTBylOLWMX PaKToOB Noa BUAOM 3aperucTpupoBaHHOro COTpyaHMKa. BO3MOXXHO
pacrnpocTpaHeHue ae3nHgpopmaunu;

e MIPOX0[ K CUCTEMHOM 061aCTN CO CTOPOHbI MPUKAALHbLIX MPOrpaMM N CYUTbIBAHUE
BCEW MHGOopMaL K.

Mpn 3TOM He cToMT 3abbiBaTb 0 TaKUX Yrpo3ax, Kak CslyYalHble U NpeaHaMepeHHbIe.
iccnepoBaHWs foKasanun, 4To B CUCTEMAxX AaHHbIE peryasipHO NoABEPratTCs pa3HbiM
peakumnam Ha BCeX CTagusax umkia o6paboTkm n xpaHeHUs HGQOPMaLMK, a TakKe BO
BpeMs PYHKLUNOHNPOBAHNSA CUCTEMBbI.

B Ka4yecTBe NCTOYHMKA CJTyHaMHbIX PeakLni BbICTYMaloT TakMe pakTopbl, Kak:

e cOou B paboTe annapaTypbl;

e riepuognyeckme Wwymbl N POHbI B KaHaslax CBA3U MU3-3a BO3AENCTBUA BHELLHUNX
hakTopoB (y4nTbIBaE€TCA NPONYCKHasa CNocobHOCTb KaHana, nosoca Nponycka);
HETOYHOCTM B NporpamMmmHoM obecnevyeHunu;

ownbkun B paboTe COTPYAHUKOB NN APYIrUX CIY>XKALLUX B CUCTEME;

cneyndunka QyHKUMoHMpoBaHUa cpeabl Ethernet;

hopc-MaXKopbl BO BpeMS CTUXUNHBLIX BeACTBUIN NN HaCTbIX OTKJIIOYEHUN

NIEKTPOMNTaHNA.

MorpelwHoCcTn B PYHKLNOHMPOBAHMKN NPOrpaMMHOro obecneyeHns BCTpeYanTCa Yalle
BCEro, a B pe3ysibTaTe NoaBAseTCs yrpo3a. Bce nporpammbl paspabaTbiBatoTca Al0abMu,
MO3TOMY Heslb35 YCTPaHUTb YesioBevYeckunin hakTop 1 owmnbku. Paboyne ctaHuun,
MapLlIpyTU3aTopbl, CepBEPbl MOCTPOEHLI Ha paboTe noaen. Yem Bbiwe COXKHOCTb
nporpamMmbl, TeM 60NbLIE BO3MOXXHOCTb PACKpPbITUSA B HEM OLLINOOK 1 0bHapyxeHns
YA3BUMOCTEN, KOTOpPble NPUBOAAT K yrpo3amM UHgopmMaummoHHoN 6e3onacHoOCTN.

YacTb 3TUX OoWNOOK He NPUBOAMUT K HEXeNaTeslbHbIM pe3yibTaTaM, Hanpumep, K
OTKJIOYeHNI0 paboTbl cepBepa, HECaHKLMOHMPOBAHHOMY NUCMOJIb30BaHUIO PeCcypcCoB,
HepaboTocnocobHOCTU cncTeMbl. Takne NaaTgopmbl, Ha KOTOPbIX Bblla NoOXULLLEHA
NHopMaLMA, MOryT CTaTb NJOWAAKON ANSA Aa/IbHENLWNX aTakK U NpencTaBnAfioT yrposy
NHopMaLMOHHON Be3onacHOCTK.

YT06bI 0becneynTb 6e3onacHOCTb MHOPMaL MM B TaKOM ciyyae, TpebyeTcs
BOCMOJIb30BaTbCsA 0OHOBNEHUSAMU. YCTAHOBUTb UX MOXKHO C MOMOLLbIO NaKOB,
BbIMyCKaeMbIX pa3paboTymkamm. YCTaHOBIEHNE HECAHKLUMOHNPOBAHHbIX NN
HEJINLUEH3VNOHHbIX MPOrpaMM MOXXET TOJIbKO YXYALWUTb CUTyauunto. Tak>Xe BEPOSTHbI



npob6saemMbl He TOJIbKO Ha ypoBHe 10, HO 1 B LLesIOM CBSA3aHHbIe C 3almnTon 6e3onacHoCTuU
MH(pOopMaUnn B CeTHU.

MpenHaMepeHHasn yrposa 6e3onacHOCTN MHGOPMaLIMKM acCOLUNPYETCS C
HenpaBOMEpPHbLIMU AENCTBUAMUN MPecTynHUKa. B KayecTBe MHPOPMALIMOHHOTO
NPEeCTYMNHMKA MOXET BbICTyMNaTb COTPYAHUK KOMMAHUK, NOCETUTENb NHHOPMALMOHHOIO
pecypca, KOHKYPEHTbI UM HaeMHble nua. NMpuinH ANs CoBepLUEHUsa NpecTyrnyeHuns
MOXET ObITb HECKOJIbKO: JeHEXHbIe MOTUBbI, HEI0BO/ILCTBO PAabOTON CUCTEMBI U ee
6e30MacHOCTbI0, XXeJlaHne cCaMoyTBepaAnTbLCS.

ECTb BO3MOXXHOCTb CMO4EeNNpoBaTh nencTeuns 3JI0OYyMbIWJTIEHHNKaA 3apaHeeE, ocobeHHO
€CJIN 3HaTb €ro uejlb 1 MOTUBbI NMOCTYIMNKOB:

e Yenosek BnageeT nHpopmaumnen o PyHKLNOHUPOBAHUN CUCTEMBbI, €€ AAaHHbIX U
napameTpax.

e MacTepcTBO M 3HAHNA MOLLEHHMKA MO3BOJIAIOT eMy AeNCTBOBaTb Ha YPOBHE
pa3paboTymKa.

e [lpecTynHuUK cnocobeH BbIbpaTb cCaMoe yA3BMMOEe MeCcTO B cucteme n cBoboaHO
NPOHUKHYTb K MH(popMaL MK, CTaTb Yrpo3oM A1 Hee.

e 3aNHTEpPEeCOBaHHbIM NNLLOM MOXeT bbITb 060N YenoBek, Kak CBOW COTPYOHUK, TakK
N MOCTOPOHHUN 3/10YMbILUJIEHHUK.

Hanpumep, onsa pa6OTHVIKOB 6aHKOB MOXXHO BblAEINTb Takne HaMepeHHble YIrpo3bl,
KOTOpPbl€ MOXHO peaJZin30BaTb BO BpeMd 0edATEJIbHOCTU B yHpexxageHnn:

e O3HaKOMJIeHNEe COTPYAHNKOB NpeanpuaTna ¢ nHpopMaumen, HefoCTyrnHoOW Ans
HUX.

e JIN4yHblE AaHHbIe Naen, KOTopble He TPYOATCSa B JaHHOM BaHkKe.

e [lporpamMmHbIe 3aksiagkuy C yrpodaMmu B MHPOPMaLMOHHYIO CUCTEMY.

e KonnpoBaHue nporpaMmMHoro obecneyeHns n gaHHbix 6e€3 npegBapuTesibHOro
pa3peLlleHns B JINYHbIX Lensax.

e Kpa)ka pacrne4yaTaHHOW MHGOpMaLnn.

e BOpPOBCTBO 3/1IEKTPOHHbIX HOCUTENEeN NHpopmMaLnn.

e YMbILLINEHHOE yaaNneHne NHMOoPMaLUmnmn C Lesibio CKPpbITUA PaKTOB.

o CoBeplueHue I0KabHON aTakKn Ha UHPOPMALMOHHYIO CUCTEMY.

e OTKa3bl OT BO3MO>XHOI0 KOHTPOJIA yAaJZIeHHOro A0oCTyna nau otpuuaHue akrta

nosiyv4eHus OaHHbIX.

YnaneHne 6aHKOBCKNX JaHHbIX CAMOBOJIbHO U3 apXuBa.



e HecaHKUMOHMPOBaHHasa KoppeKuna BaHKOBCKMX OTHETOB JINLLOM, HE COCTaBAAOLWNM
oTYer.

e /I3mMeHeHne coobuieHnin, KOTopble NMPOXOAAT MO NYTSAM CBA3EN.

e CaMOBOJIbHOE YHUYTOXXEHNE AaHHbIX, KOTOpble NOBpeannCbk BCNenCcTBNE BUPYCHOMN
aTaku.

KOHKpeTHble NpMepbl HapYLWEHNS 3alWnTbl UHHOPMaLMN N AO0CTYyNa K AaHHbIM

HecaHKLUMOHNPOBAHHLIN AOCTYMN - OAMNH U3 CaMbIX «MOMYJISIPHbLIX» METOA0B
KOMMbIOTEPHbIX NMPaBoHapyLeHU. To eCTb JINYHOCTb, COBEpLUAtoLLAS
HEeCaHKLUMOHUPOBAHHbLIN AOCTYN K MHROPMaLWN YesloBeKa, HapyLlaeT npaBusia, KOTopble
3ahUKCUMpPOoBaHbl NONTUKOM Be3onacHOCTK. Mpu TakoM AOCTYyMNe OTKPbLITO MOJb3yloTCA
NMOrpeLHoOCTAMN B CUCTEME 3aLLUUTLI U MPOHUKAKT K A4PpY MHpopMaLnnM. HeEKOppeKTHbIE
HACTPOMKWN N YCTAHOBKM METOA0B 3alUNThl TaKXXe YBEJINYMBAOT BO3MOXHOCTb
HEeCaHKLUMOHNPOBAHHOIoO AocTyna. JocTyn n yrpo3a nHpopMaunoHHon 6esonacHoCcTun
COBEPLUAKTCA KakK NOKaJIbHbIMU MeToAaMn, Tak U creymasbHbIMK annapaTHbIMA
yCTaHOBKaMW.

C nomoubto 00CTyNna MOLWEHHNK MOXXEeT He TOJIbKO NPOHUKHYTb K UHpopMaLunm u
CKonumpoBaTb ee, HO N BHEeCTU N3MeHeHUd, yoannTb AaHHble. [lenaeTcsa 3TO C NOMOLLbIO:

e NepexBaTa KOCBEHHbIX 3/IEKTPOMArHUTHbIX U3/1I€4EHUIA OT annapaTypbl WK ee
3/1IEMEHTOB, OT KaHaJI0B CBA3W, 2/IEKTPOMUTAHNA NN CETOK 3a3eMJIEHUNS;

e TEXHONIOrNYECKUX NaHeNen peryanpoBKuy;

e JIOKAJIbHbIX IMHWIA JOCTYyNa K AaHHbIM (TepMUHas bl aAMUHNCTPATOPOB CUCTEMbI NN
COTPYOAHWUKOB);

e MeXXCeTEeBbIX 3KPaHOB;

e METOA0B OOHapy>XeHUs ownbOoK.

3 BCcero pa3Hoobpa3ns METOLOB AOCTYMNa U Yyrpo3 MHGpOPMALIMM MOXKHO YCIOBHO
BblAE€NINTb OCHOBHbIE NPECTYMNJIEHUS:

e He3akoHHOe noJsib30BaHMeE NMpuUBUIErUAMU.
e «Mackapap».
e [lepexBaT naponen.

MepexBaT Naponen - pacnpocTpaHeHHass MeToAMKa AOCTYMNa, C KOTOPOW CTasIKUBasioCh
60/IbLUNHCTBO COTPYAHUKOB 1 TeX, KTO 3aHMMaeTcs obecnevyeHneM MHHOPMaLMOHHOM
6e30nacHOCTU. DTO MOLLEHHNYECTBO BO3MOXKHO C y4aCTUEM ChneumnanbHbIX MPOrpamMm,
KOTOPblE UMUTUPYIOT Ha 3KpaHe MOHMUTOpPA OKOLLKO ANA BBOAA MMEHM U Napons.



BBeneHHble AaHHbIe MonafalT B PyKU 3/10yMbILLUJIEHHUKA, N faliee Ha aucnsiee
nossnseTca coobweHne o HenpasuabHOM paboTe cMCTEMbI. 3aTEM BO3MOXXHO MOBTOPHOE
BCMNJIbIBAHMeE OKOLLKa aBTopu3auun, rnocie 4yero JaHHble CHOBa MornagatoT B PyKU
nepexsaTymka nHpopmaumm, n Tak obecnevymBaeTcsa NOJHOLEHHbIA OOCTYN K CUCTEMe,
BO3MO>XHO BHECeHMNEe COBCTBEHHbIX N3MeHeHUn. ECTb 1 gpyrue MeToAnkn rnepexsaTa
napons, N0O3TOMY CTOUT NOJNIb30BaTbCA WNPOBAHMEM MNaposien BO BpeMs nepenayu, a
cAenaTb 3TO MOXHO C MOMOLLbIO CrieumnanbHbiX NnporpaMmm nam RSA.

Cnocob yrpo3sbl nHbopMaunm «Mackapag» BO MHOIFOM SIBJISA€TCS NPOAO/IKEHNEM
npegblayuwen metoankun. CyTb 3aKJlo4aeTca B AENCTBUAX B UH(POPMaALMOHHON CUCcTeMe
OT Nnua APYroro YyesioBeka B C€TU KoMMaHun. CylwecTBYOT TakmMe BO3MOXXHOCTU
peanu3aumnun naaHoOB 3/10YMbILLIJIEHHUKOB B CUCTEME:

e [lepenaya NOXKHbIX AAaHHbLIX B CUCTEME OT MMEHN APYrOoro YenoBeka.
e [MlonagaHme B NHPOPMALMOHHYIO CUCTEMY MO AAHHLIMU APYroro COTpyaHUKA W
hanbHenwee coBeplleHne aencTemm (C NnpeaBapuTesibHbIM NepexBaToM Maposs).

OcobeHHO onaceH «Mackapan» B 6aHKOBCKUX CUCTEMAX, rAe MaHUNyasuunm ¢
naaTeXxaMu NPUBOAST KOMMAaHUIO B yObITOK, @ BMHA M OTBETCTBEHHOCTb HAKJ1aAblBAOTCS
Ha Opyroro yesnoBeka. KpoMe Toro, cTpadatoT KJINeHThbl baHKa.

He3akoHHOE MCMoJIb30BaHWe NPUBUIErNA - Ha3BaHWe PAa3HOBUIAHOCTU XULLEHUS
NHopMaumn 1 noapbiBa 6€30nacHOCTU MHPOPMALIMOHHOM CUCTEMbI TOBOPUT CaMo 3a
cebs. UMeHHO agAMUHUCTPATOPbI HaJgeNneHbl MakCMMasbHbIM CMIUCKOM AENCTBUN, 3TU
JIIOAN U CTAHOBSITCS XKePTBaMM 3/10YMbILLJIEHHUKOB. MNPy NCNOJIb30BAHUM 3TON TaKTUKM
NPOUCXOANT MPOAOJIKEHME «MacKapada», Koraa CoTpyAHUK WU TpeTbe MU0 noay4vaeT
JOCTYMN K CUCTEME OT UMEHU afMUHUCTPATOPa U COBepLUaeT He3aKOHHbIE MaHMUMNYNALINN
B 06X0 CUCTEMbI 3aLMTbl MHOPMALIUN.

Ho eCTb HI0AHC: B 3TOM BapuaHTe NpecTYyrnJeHnsa HY>XHO nepexBaTuTb CNNCOK
r|p|/|B|/|J'|er|/||7| N3 CUCTEMbI NMpeaBapuTesiIbHO. DTO MOXKET CJ/IY4YUTLCHA U MO BUHE CaMOoro
agMUHWUCTpPaTopa. s aToro Tpe6yeTc9| HanNTN norpeHoCTb B CUCTEME 3allNTbl U
NMPOHUKHYTb B Hee HeCaHKUMOHNPOBAHHO.

Yrpo3a nHhopMaunoHHoM 6e30MacHOCTN MOXXET OCYLLECTBAATHLCSA HAa YMbILLJIEHHOM
YPOBHE BO BpeMS TPAHCMOPTMPOBKN AaHHbIX. DTO aKTyasibHO AJ1 CUCTEM
TeNeKOMMYHUKaLUNNA N MHHOPMALMOHHbBIX CETOK. YMbILLJIEHHOE HapyLlleHne He CTOUT
NyTaTb C CAHKUNOHUPOBAHHbLIMN MOANDUKALMAMN MHpopMauuKn. MocnegHWin BapnaHT
BbIMOJIHAETCS NMLUAMU, Y KOTOPbIX €CTb MOJIHOMOYMSA U 060CHOBaHHbLIE 3aa4u,
Tpebylouine BHeCeHNs U3MeHeHU. HapyLieHns NpuBOAAT K pa3pbiBYy CUCTEMbI UK



NMOJIHOMY yAdaJIieHNO OaHHbIX.

CyLlecTByeT Tak)Xe yrposa MHopMaLMoOHHON 6e30MacHOCTM, KoTopas HapyLllaeT
KOH(PUAEHLUNANBHOCTb AaHHbIX U UX CEKPETHOCTbL. Bce cBegeHUs nonyvaeT TpeTbe
NIMLO, TO eCTb NOCTOPOHHUI YenoBek 6e3 nNpaBa AoCTyna. HapyleHne
KOH(DUAEHLUNANbHOCTM NH(OPMaLMN UMeeT MeCcTo BCerga npu rnosiyyeHumn
HECaHKLIMOHNPOBAHHOI0 A0CTYrMa K CUCTeMe.

Yrpo3a 3awmnTe 6e30nacHOCTU NHGOPMaLUN MOXKET HapyLWnTb paboTocnocobHOCTb
KOMMaHUN UK OTAEJSIbHOr0 COTPYAHMKA. DTO CUTyaumun, B KOTOpbIX 6noknpyeTcs 4ocTyn
K MH(opMaLunm nnm pecypcam ee nonyvyeHnsa. O4ANH COTPYLAHMK Co30aeT HaMepeHHOo 1ian
C/ly4anHO BNOKMPYIOLW Y0 CUTYaL IO, @ BTOPON B 3TO BPEMS HaTblKaeTcsa Ha 6/IOKNPOBKY
1 nosy4yaeT oTKas B obcny>xmsaHmu. Hanpumep, cbo BO3MOXKEH BO BpeMs KOMMyTauum
KaHaJI0B UM MaKeToB, a TakXXe yrpo3a BO3HMKAET B MOMEHT nepenayn nHhopmMaumnm no
CNYTHUKOBbIM cncTeMaM. X OTHOCAT K NepBUYHLIM NN HENOCPEACTBEHHbIM BapMaHTaM,
NOCKOJIbKY CO34aHne BedeT K NpAMOMY BO3OENCTBUIO Ha AaHHble, Haxoasauwmecs nos
3aWNTON.

BbloenaioT Takme pa3HOBMAHOCTM OCHOBHbIX Yrpo3 6e30nacHOCTU NHopMaLmn B
JIOKaNbHbIX pa3Mepax:

e KOMMbIOTEPHbIE BUPYCbI, HapyLwatowmne nHpopMaunoHHyto 6e3onacHoCTb. OHKU
OKa3blBaAlOT BO34ENCTBME HA NHPOPMALMOHHYO CUCTEMY OLHOI0 KOMMbOTEpa nan
ceTtu lNK nocsie nonagaHnsa B NporpaMMy M CaMOCTOATESIbHOTO PAa3MHOXXEHUS.
Bupycbl CnocobHbI OCTaHOBUTbL OENCTBNE CUCTEMbI, HO B OCHOBHOM OHU OENCTBYIOT
JIOKaNbHO.

e «YepBu» - MoanpmnKaunsa BUPYCHbIX NporpamMm, npmeogsaas MHPOPMaLMOHHYO
CUCTEeMy B COCTOsiHME B6/I0KMPOBKM 1 Neperpyskun. NO akTuBMpyeTcs u
pa3MHOXXaeTCs CaMOCTOATE/IbHO, BO BpeMS Ka)kA0W 3arpys3kn KomMnestloTepa.
MpoucxoounT neperpyska KaHasioB NaMATU U CBA3WN.

e «TPOSAHCKME KOHU» - MPOrpamMmMbl, KOTOpble BHEAPATCA HA KOMMNbIOTEP Mo BUAOM
rnonesHoro obecneyeHnsa. Ho Ha caMoM gene OHM KONMPYIOT NepCoHasibHble hanbl,
rnepenarT NX 3/I0YMbILLUJIEHHNKY, Pa3pyLUaoT NoJIe3HY0 MH(OopMaumio.

[laxke 3alWlMTHasa cncTeMa KOMMNbloTepa NpeacTaBnseT cobon psg yrpos 3awmTe
6e3onacHocTu. Mo3ToMy NporpaMMmMcTaM HeobxXoAMMO YyYUTbIBaTb Yrpo3y oCMOTpa
napaMeTpoB CUCTEMbI 3alUnTbl. MHOraa yrpo3oi MoryT cTaTb U 6e306uaHble ceTeBble
aganTepbl. BaHO NpenBapuTesibHO YCTAaHOBMUTb NapaMeTpbl CUCTEMbI 3aLLMThI, €€
XapaKTEePUCTUKN U NpeayCcMOTPeTb BO3MOXHbIe NyTu obxoaa. Mocne TuaTenbHoro



aHasn3a MOXKHO MOHATb, Kakne cnctembl TpebyoT HanbonbLLen CTeENEHN 3aLlLNLLLEHHOCTH
(aKUEeHT Ha ys3BMMOCTSX).

PackpbiTve NapaMeTpoB CUCTEMbI 3aLWMTbl OTHOCAT K HEeNMpsAMbIM yrpo3am 6e3onacHoCcTw.
[leno B TOM, 4TO pacKpbITUE NapaMeTPOB He AAaCT Peasn30BaTb MOLIEHHMKY CBOW MaH n
CKOMUpPOBaTb MHMOPMALNIO, BHECTU B HEE U3MEHEHMS. 3/I0YMbILLUIEHHUK TOJIbKO MONMET,
MO KakoMy MPUHLMMNY HY>XHO AENCTBOBATb N KaK peasin3oBaTb NPSAMYI0 Yyrpo3y 3almThbl
6e30nacHOCTM MHGOPMaL UK.

2. TpeboBaHUA K COBPEMEHHbIM CpeacTBaM 3aLlMUThbl
nHopMaLum

2.1 Obecne4yeHue 0e30NaCcHOCTMU CpencTB 3aLUUTDI
nHopMaLuum

B cooTBeTCcTBUKU C TpeboBaHMAMU oCcyaapCcTBEHHOro komnteTa Poccunckon ®degepaumm
cpencTsa 3aWMTbl MHOPpMaunMmM OT HeECaHKLMOHMPOoBaHHOro goctyna (SIS NID),
OoTBeYatlolne BbICOKUM YPOBHSM 3allUThbI, A0JKHbI obecneymBaTh:

* INCKPELMOHHbIN 1 06a3aTesIbHbIN NPUHLKM KOHTPOIA O0CTYNa;

* O4yncTka namMaTy;

* M30nAauMa moaynen;,

* MAapKMpPOBKa LOKYMEHTOB;

* 3awmTa BBOAA N BbIBOAA HA OTYYy)XOaeMble hnusndeckne HoCUTenu;
* MMonb3oBaTeNLCKNI CONOCTaBNIEHNE C YCTPONCTBOM;

* NpeHTudpnkauma n ayteHTupukaumns;

* rapaHTUN NMPOEKTUPOBAHUS;

* MOCTAHOBKa Ha y4eT;

* B3aMMOOEeNCTBUNE NOJIb30BaTENA C KOMMJIEKCOM cpeancTB 3alllUThl;



HageXXHoe BOCCTaHOBJ/IEHME;
* LIeJIOCTHOCTb KOMIMJIeKCa 3alnTHOro obopynoBaHus;
* KOHTPOJIb MOANMDUKALINY;

* KOHTPOJIb pacrnpeaesieHnd;

rapaHTUN apXNUTEKTYPbI;

KomnnekcHble CAIN HPL 0o/1>XHbI CONPOBOXAATbCA NakKeToM C/ie4yLWmMxX JOKYMEHTOB:
* pykosoacTeo no NG;

* rna nosib3oBaTens;

* TeCToBasa OOKYMeHTauus;

* MpPoeKTHas (NpoeKTHada) LOKYMeHTauus.

Taknm obpa3om, B COOTBETCTBUU C TpeboBaHUsAMN [OCyaapCTBEHHONO KOMUTETA
Poccninckon ®epepaunn nHTerpmpoBaHHble CAP fo>KHbI BKAOYaTbh 6a3oBbin Habop
noacuctem. Cneymnduryeckme BO3MOXKHOCTN 3TUX NOACUCTEM B peasin3aumn pyHKUUN
3alMTbl UHOPMaL MM onpenensaoT YPOBEeHb 3alluThbl BbIYUCINTESIbHOrO ob6opynoBaHUS.
PeanbHasa apdpekTmBHOCTL TMNC NDD onpegnensetca QyHKUNOHANIbHOCTbLIO HE TOJIbKO
OCHOBHbIX, HO N OOMOJIHNTENbHbIX NOACUCTEM, @ TakXKe KavyecTBa UX peanmsauunun. [8,
196]

KoMnbloTepHbIE CUCTEMbI N CETU NOABEP)KEHbI LUMPOKOMY CMEKTPY NOTeHUMasbHbIX
NHMOPMALMOHHbIX Yrpo3, 4To TpebyeT npenocTaBaeHNsa 60AbLWOro CNNcKa PyHKUNIA 1
noacucTem 3awmnTbl. B nepByto ovepenb pekoMeHayeTCa 3aWmTnTb Hanbonee
NH(MOPMaTMBHbIE KaHasbl YTEYKN MHOPMaLIMN, KOTOPbIe ABNAIOTCA CAeAyoWMN:

* BO3MOXXHOCTb KOMUPOBaHUS AaHHbIX C KOMMNbIOTEPHbIX HOCUTENEN;
* KaHanbl Nnepefayn AaHHbIX;
* Kpa)ka KOMMbOTEPOB UM BCTPOEHHbIX ANCKOB.

Mpobnema nepekpbiTUA 3TUX KaHANOB OCJIOXKHAETCSA TeM, 4TO Npoueaypbl 3allnThbl
AAHHbIX HEe OOJ/IKHbI MPUBOAUNTL K 3HAYNTESIbHOMY CHVXXEHMIO MPON3BOANTENbHOCTH
BbIYNCNIMTENbHBIX CUCTEM. DTa 3ajiadya MOXXET bbiTb 3(h(HEeKTUBHO peLLieHa Ha OCHOBE
TexHonornm rnobanbHoOro WngpoBaHNa NHMOPMaLIUN, PaCCMOTPEHHON B NpeabligyLiem



pasgene.

CoBpeMeHHas cuMcTemMa MacCoBOM 3alUNTbl A0JI>KHA ObITb 3proHOMUYHON U UMETb TakKune
CBOMCTBA, KOTOpble 61aronpmnAaTCTBYIOT €€ LUMPOKOMY NPUMEHEHNIO, Hanpumep:

* KOMMeKCHoe - BO3MOXXHOCTb YCTaHaBAMBaTb pa3/inyHble crnocobbl 6esonacHom
06paboTKN AaHHbLIX C Y4€TOM KOHKPETHbIX TpeboBaHUM pa3/InyHbIX NOJSIb30BaTENIEN U
npenocTassiATb LUMPOKUA CNEKTP BO3MOXKHbIX OeNCTBUN npearnosaraeMoro
HapywuTens;

* COBMECTUMOCTb - CUCTEMA A0/IKHa BbITb COBMECTMMa CO BCEMU nporpamMmmMmamMu,
HanMCaHHbIMN OJ151 OTOW OI'IepaLI,I/IOHHOVI CUCTeMsbl, 1 OokKHa obecneynBaTb
3aLlUNLLEHHbIN pexmnm pa6OTbI KOMIbOTEpPAa B KOMI'IblOTepHOVI ceTn,

* MepeHoCNMMOCTb - BOBMOXHOCTb YCTAaHOBKW CNCTEMbI Ha pa3JiIndHble TUMbl
KOMMbIOTEPHbLIX CNCTEM, B TOM 4HUCJIE MNMEePEHOCHbIX;

®* MPOCTOTa UCMOJIb30BaHWNA - CUCTEMa O0J1KHa ObITb MPoCTa B NCMNoJib30BaHNN N HE
OOJIKHa N3MEeHATb NPMBLIYHYIO TEXHOMOI N0 rnoJsib3oBaTenewu;

* paboTa B pexxume peasibHOro BpeMeHu - Npouecchl npeobpasoBaHns MHDOpMaLINK,
BKJItOYAs LNPOBAHME, AOKHbI BbINOJIHATHLCS C BbICOKOW CKOPOCThIO;

* BbICOKWI YPOBEHb 3aLUNTbl MHOPMaLNK;

* MUMHMMaNIbHaA CTOMMOCTb CUCTEMDI.

2.2 MNMpobnemsl 3aUTbl MHPOPMALUK B
KOMNbIOTEPHbIX CUCTEMAX

LLInpoKoe UCMnoJsib30BaHNE KOMMbIOTEPHbIX TEXHOJIOMUIA B aBTOMAaTU3MPOBAHHbIX
cncteMax 06paboTkn 1 ynpasneHusa nHgopmaumnen ycyrybuno npobnemy 3alnThbi
NHMOPMaLUMN, PACMPOCTPAHSIOLENCA B KOMMbIOTEPHbLIX CUCTEMAX OT
HECaHKLUNOHNPOBAHHOIr0 A0CTYrMa. 3aWmMTa NHPOPMaLUMN B KOMMbIOTEPHbIX CUCTEMAX
nMeeT psag crneumduyecknx oCobeHHOCTeN, CBA3aHHbIX C TeM, YTO MHOPMALNA He
)KECTKO CBsi3aHa CO Cpeaol, ee MOXXKHO N1erko u 6bICTPO KONMPOBaTh U NepeaaBaTh Mo
KaHasiaM CBA3U. M3BECTHO 04eHb MHOI0 Yrpo3 MHgOopMaLIUK, KOTopble MOTryT ObIThb
peann3oBaHbl Kak Hapy>Xy HapyLIUTENSMU, TaK U BHYTPEHHUMUN HAPYLLUUTENAMN.



PaavkanbHoe pelweHne npobaem 3awmTbl SNEKTPOHHON NHpOpMaLMN MOXET BbITb
NOJIy4EHO TOJIbKO Ha OCHOBE MCMOJIb30BaHUA KpUNTorpauyecknx MeTonos,
NO3BONIAIOLLMX pelaTb Hanbonee BakHble Npobnembl 6e3o0nacHON aBTOMaTU3UPOBAHHON
06paboTKn 1 Nnepepayn gaHHbIX. B TO )Ke BpeMs COBpeMEHHbIe BbICOKOCKOPOCTHbIE
MeToAbl KpunTorpauyieckmx npeobpaszoBaHnNn NO3BOAAIOT COXPAaHUTb HavYasibHYIO
NPON3BOANTESNIBHOCTb aBTOMATU3NPOBAHHbLIX CUCTEM. KpunTorpadunyeckme
npeobpa3oBaHUa AaHHbIX ABNAOTCA Hanbonee achheKTnBHLIM CpeaAcTBOM obecnevyeHuns
KOH(PUAEHUNANBbHOCTN OaHHbIX, LEeNOCTHOCTU N ayTEHTUYHOCTU. TONbKO UX
NCMOsIb30BaHUe B COYETAHUN C HEOOXOAUMbBIMU TEXHUYECKUMN N OPraHn3aLMoOHHbIMU
MepaMm MoXKeT obecneynTb 3alnTy OT LUMPOKOro CNeKTpa NOTEHUNaIbHbIX Yrpo3.

Mpob6nemsbl, cBA3aHHbIE ¢ 6e30MacHOCTbIO Nepenayn nHdopmaumm npu paborte B
KOMMbIOTEPHbLIX CETAX, MOXXHO Pa3AesiNTb Ha TPU OCHOBHbIX TUNa:

* nepexsaT MHMPOPMALUM - LLeSIOCTHOCTb MHPOPMaLLMM COXPaHAETCH, HO ee
KOH(MOEeHUMaIbHOCTb HapyLLlaeTCs;

* U3MeHeHne nHpopmMaynm - NCXogHoe cooblieHne n3mMeHaeTCcs Nan NoJHOCTbIO
3aMeHAeTCA OPYIrM N oTnpaBideTCcd aapecaTy,

* 3aMelleHne aBTOPCTBa NHpopMauun. 3Ta npobreMa MOXXET MMETb CEPbE3HbIE
nocnencTemsa. Hanpmumep, KTO-TO MOXKET OTMPaBUTb MUCbMO OT Ballero MMeHn (3ToT Tun
obMaHa Ha3biBaeTCA CnyduHr), nan Beb-cepeep MoXXeT NPUTBOPATLCHA 3NIEKTPOHHbLIM
MarasmHOM, NPUHMMAaTb 3aKa3bl, HOMEpPa KPeAUTHbIX KapT, HO HE OTMPaBAATb Kakune-
nnbo ToBapsl. [3, 46]

MNoTpebHOCTN COBPEMEHHON NPAKTUYECKON MHPOPMATUKKN NMPUBEIN K BOSHUKHOBEHWIO
HeTpaoULUMOHHbIX 3a4ay 3alWNTbl JIEKTPOHHON NHAOPMaLUNK, OAHUM U3 KOTOPbIX
ABNSAETCA ayTEeHTUMPUKaLNA d/IEKTPOHHOW MH(pOPMaLnn B YCNOBUSAX, KOr4a CTOPOHHbI,
obmMeHMBawLwWmecs nHpopMaumen, He AOBePAOT APYr Apyry. 3Ta npobnema cBsi3aHa C
Co34aHNEM CNCTEM INIEKTPOHHON UM poBon nognucu. TeopeTn4eckom oCHOBOW A4
pelweHmnsa 3Ton Nnpobnembl 66110 OTKPbITUE B cepeanHe 1970-x ronos
OBYXKpUTEpManbHOW KpUNTorpadum aMepukaHckux nccnienosatenen Oudpgu v
XeMumMaHa, 4To CTasN0 bhecTAwmMM OCTUXKEHNEM MHOMOBEKOBOI0 3BOJTIOLLMOHHOIO
pa3BuUTUA KpnTorpadun. PEBOIOLMOHHbIE UAEN ABY3HAYHOW KpUNTOorpadum npnueenn K
PEe3KOMY YBEJIMYEHMIO YMCSIa OTKPbITbIX NCcnenoBaHnm B obnactu kpuntorpacgpum n
rnoKasaJin HoBble cnocobbl pa3paboTku KpunTorpagun, ee HOBbIX BO3MOXKHOCTEN U
YHUKAJIbHOIO 3Ha4YeHns ee MeTOL0B B COBPEMEHHbIX YC/I0OBMAX MacCOBOIro
NCNOJIb30BaHNSA dNIEKTPOHHbIE MH(POPMALNUOHHbIE TEXHOJIOMUN.



TexHN4Yeckom 0CHOBOW AN nepexona K MHHopMaLMOHHOMY 06LLeCcTBY SIBNSIOTCS
COBpPEMEHHblIe MUKPO3JIEKTPOHHbIE TEXHOJIOMMK, KOTOpble obecnevynBatoT HeENPEpPbIBHbIN
POCT KayecTBa BbIYUCNTENbHON TEXHUKM U CYy>XKAT OCHOBOW A1 COXPaHEeHMNS OCHOBHbIX
TEHOEHUMA ero pasBuUTUS - MMHMAaTIOPM3aL N, CHUXKEHUSA 3HepronoTpebneHuns,
yBennyeHuns obvema O3Y (NamMsAiTb) N EMKOCTb BCTPOEHHbIX 1 CbEMHbIX MPUBOAOB, a
Tak>XXe Hafe)XXHOoCTb, paclumpeHune chep n MaclwTaboB NpUMEHEHNs. TN TEHAEHLUWN B
Pa3BUTUN KOMMbIOTEPHbIX TEXHOJIOMNIA NPMBEN K TOMY, Y4TO Ha COBPEMEHHOM 3Tane
3alMTa KOMMbIOTEPHbIX CUCTEM OT HECAHKLMOHMPOBAHHOIO AOCTYyMNa XapakTepusyeTcs
yBEeNMYEHNEM PO NPOrpaMMHOro obecrnevyeHns n MeXaHNU3IMOB KpUnTorpadryeckom
3alUNTbI MO CPaBHEHMIO C annapaTHbIMU.

Bo3pacTatouwas posib MPorpaMMHbIX U KPUNTOrpauyecknx MHCTPYMEHTOB 3alUnTa B
TOM, 4YTO BO3HMKalLME HOBble MpobaeMbl B 06/1aCTK 3alMTbl KOMMbIOTEPHbIX CUCTEM OT
HEeCaHKLMOHNUPOBAHHOI0 AOCTYyNa TPebyT NCNO0/Ib30BaHMNSA MEXaHWU3MOB U MPOTOKOJIOB C
OTHOCUTENIbHO BbICOKON BbIYNCANTENBHOM CNIOXXHOCTbIO U MOTYT BbITb 3pHEKTUBHO
peLleHbl C UCNOJIb30BAaHUEM KOMMbIOTEPHbIX PEeCypCoB.

OLHOWM N3 BaXXHbIX COLMANbHbIX U 3TUYECKMX NMpobnem, Bbi3BaHHbIX BCe Hosiee LWNPOKUM
NCNoJsib30BaHMEM MeTOLO0B 3aLUMTbl KpUNTOrpamnyeckon nHpopMaLumu, assnseTcs
NnpoTMBOpEYne Mexxay XXelaHneM nosib3osaTesien 3awnLaTh CBOK MHGOPMaLNIO U
nepenavy cooblieHnn n XxenaHnem crneumnanbHbIX FrOCyJapCTBEHHbIX CIyX6 nmeTb
AOCTYN K MHPOPMaLMM OT HEKOTOPbLIX APYrnX OpraHu3aunim n oTAesIbHbIX UL B Lensx
npecevyeHns He3akKOHHON OeATeNbHOCTU. B pa3BuTLIX CTpaHax CyLeCcTByeT LWNPOKNI
KPYyr MHEHUA OTHOCUTEJIbHO NOAX0A0B K npobsieMe perysmpoBaHns UCMosb30BaHNSA
aJIrOPNTMOB LWLN(PpOBaHMNS.

MNpennoXxeHns BbICKa3bliBalOTCA NPOTMB NOJIHOIMO 3arnpeTa LWUPOKOro NpMMeHeHus
KpunTorpamnyeckMx MeTo4oB Ha NOJIHY cBOOOAY UX UCMOb30BaHUA. HekoTopble
npeasioXXeHUs KacarTCa NCNOJIb30BaHNA TOJIbKO 0clabneHHbIX aifopUTMOB U
yCTaHOBJIeHNA nopsaaka oba3aTeNnbHOM perucTpaunm Knoden wudgposaHus. KpanHe
CJ/IOXKHO HAaNTW Hamny4lee pelleHune 3Ton npobnembl. Kak oLeHUTb COOTHOLLEHMKE
noTepb 3aKOHOMOCYLUHbIX FPaXKAaH U opraHn3aumm oT HE3aKOHHOIM0 UCMNOJIb30BaHNA NX
WH(OPMaLLMM U TOCY0AaPCTBEHHbIX MOTEPb U3-3a HEBO3MOXXHOCTW NONYHYUTb AOCTYM K
3aWwmngpoBaHHON MHPOPMaLNK onpefeneHHbIX rpyrn, CKPbIBAOWNX X HE3aKOHHYIO
[esaTenbHOCTb? Kak MOXKHO rapaHTuUpoBaTh NpefoTBpaLleHne He3aKOHHOMro
NCMONb30BaHUA KPUMTOAJIFOPUTMOB JINLL @MU, HapyLUAOWMMN apyrue 3aKoHbl? Kpome
TOro, BCerga ecTb cnocobbl CKPbITOro XpaHeHUs 1 nepegadm nHpopmMaunn. 3Tm
npobnembl eLle NpencTonT pewmnTb coumoioram, NCUxosoram, KPUCTaM N NOJINTUKAM.



NossneHne rnobanbHbIX MHPOPMALMOHHLIX ceTen, Takmx Kak MHTEPHET, asnsaeTcs
Ba>XHbIM JOCTVXXEHNEM KOMMbIOTEPHbIX TEXHOJIOM MW, OAHAaKO ¢ UIHTepHeTOM CBA3aHO
MHOI0 KOMMbIOTEPHbIX MPeCcTyrnJeHun.

Pe3ynbTaToM onbiTa ncnonb3oBaHnsa cetn INTERNET aBnsieTcs BbigBNIeHHasA CnaboCTb
TPaAUUVNOHHbLIX MEXaHWU3MOB 3alLNTbl MHPOPMaLMK N OTCTaBaHUeE B NMPUMEHEHUN
coBpeMeHHbIX MeToaoB. Kpuntorpadgunsa obecnevymBaeT BO3MOXXHOCTb obecnevyeHuns
6e3onacHocTn nHpopmaunm B INTERNET n B HacTosLee BpeMsa akTUBHO paboTaeT Haa
BHeApeHneM HeobXxoOnMbIX KPpUNTOrpanyecKknx MexaHM3IMoB B 3TOM ceTu. He oTka3 oT
rnporpecca B MHpopMaTU3aLMKU, HO UCNOJIb30BAHNE COBPEMEHHbIX LOCTUXXEHUN B
KpunTorpapun asnaeTca cTpaTernvyeckn npaBuiibHbIM pelieHneMm. Lnpokoe
ncnosib3oBaHme rnobanbHbiX MHPOPMALMOHHbBIX CETEN U KpUnTorpadus - 3To
OOCTUXKEHNE N NPU3HaK AeMoKpaTMyeckoro obwecTsa. [1, 37]

BnageHne ocHoBaMu KpunTorpadum B MHMOPMaLNOHHOM obLiecTBe He MOXXeT
00beKTMBHO BbITb NpMBUAErnen onpenesieHHbIX roCyAapCTBEHHbIX CY>KD, HO ABsSeTCS
HaCyLHON HeOobXoAMMOCTbIO A5 WWMPOKUX C/I0EB HAaYYHO-TEXHNYECKMX paboTHUKOB,
KOTOpble NPUMEHSI0T KOMMNbIOTEPHYI0 06paboTKy AaHHbIX nnn paspabaTbiBatoT
MHGPOPMaLMOHHbLIE CUCTEMBI, CNY>XObl 6&€30MacHOCTM N MeHeO)XepOoB OpraHmM3aunin n
npeonpuaTUin. TONIbKO 3TO MOXKET NOCAYXXUTb OCHOBOW AJ18 SPPeKTUBHON peanmsaunm n
NCMONb30BaHUA CpeacTB MHOopMaLMoHHON 6e3onacHOCTN.

OfOHa KOHKpeTHasi opraHu3aunst He MoXxeT obecneynTb 4OCTATOYHO MOJHbIA U

3 PEKTUBHBIN KOHTPOJIb HaZlL MHHOPMALIMOHHBIMM NOTOKAMM BO BCEM FOCYapCTBE U
obecneynTb Hagsiexallyo 3aWnTy HaUNoHaIbHOro MHOPMALIMOHHOIO pecypca.
OOHaKO HEKOTOPbIE FOCYAapCTBEHHbIE OpraHbl MOryT CO34aBaTb YCJIOBMS OJiA
opMunpoBaHua pbiHKa ans obopynoBaHMsS 3alNTbl Ka4ecTBa, 06y4aTb AOCTAaTOYHOE
KOJIMYECTBO CNELMAINCTOB M OCBaNUBaTb OCHOBbLI KPUMTOrpaun 1 3alunaThb
NH(OPMaLMI0O OT MaCCOBbIX MO/Ib30BaTENEN.

B Poccun n gpyrux ctpaHax CHI B Ha4ane 1990-x roaoB siBHO Habnoganacb TeHAEHUUS
onepexaTb pacwmpeHmne MacwTaboB 1 obbemMa MHPOPMALMOHHBIX TEXHOJIOMNI B
pPa3BUTUN CUCTEM 3aLlUUTbI AaHHbIX. 3Ta CUTyaumsa B onpeaeneHHon cteneHun bblia n
XapakTepHa 4718 pa3BUTbIX KanNnNTaJIMCTUNYECKNX CTPaH. DTO eCTeCTBEHHO: CHa4Yana
OOJKHA BO3HUKHYTb nMpakTudeckas npobnema, a 3atem peweHnsa byayT HangeHsbl.
Ha4yano nepecTtponkm B CUTyaumMn CUIbHOIo oTCTaBaHusA B cTpaHax CHI B obnactu
nHdopmMaTmM3aumm B KoHLe 1980-x rogos co3aano 6bnarogaTHYO NMOYBY A1 Pe3Koro
rnpeoaosieHnNs CyLecTBYOLWEero paspbiBa.



NMpnuMepoM pa3BUTbIX CTPaH, BO3MOXHOCTbIO NpuobpeTeHns CUCTEMHOI0 MPOrpaMMHOro
obecneyeHnsa N KOMMNbIOTEPHON TEXHUKN ABAAIOTCA BHYTPEHHME MOJib30BaTeWN.
Bknto4yeHne maccoBoro notpebutens, 3anHTepecoBaHHOro B bbictpon obpaboTke
[AaHHbIX U APYrnx NnpenmyLliecTBax COBPEeMeHHbIX MHMPOPMaLNOHHO-BbIYNCNTESIbHbIX
cucTeM B peweHun npobsieMbl KOMMbOTEPU3ALUN, MPUBENIO K 04EHb BbICOKMM TeMnaMm
pa3suTuA 3Tom obnactm B Poccum n apyrux ctpaHax CHI. OgHako ecTecTBeHHas
coBMeCTHas pa3paboTka cpencTB aBTOMaTU3auum ansa obpaboTkm nHgpopmaummn n
3alMTbl MHOPMaLMKM B 3HAYNTENIbHOW cTeneHn bbinia HapyLeHa, 4TO NPUBeNo K
MaCCOBbIM KOMMbIOTEPHbIM NPEeCcTYrnJieHNAaM. He cekpeT, YTO KOMMboTEPHbIe
npecTynJeHns B HacTosLWee BpeMs ABAAITCHA O4HOW U3 CaMbIX HaCyLHbIX npobaem.

Micnonb3oBaHMe CUCTEM 3aLUTbl UHOCTPAHHOIO NPON3BOACTBA HE MOXET YCTPAHUTb 3Ty
npeaB3sTOCTb, MOCKObKY MPOAYKLIMS TAaKoro Tuna, NocTynatLLas Ha POCCUACKUIA
PbIHOK, HE COOTBETCTBYET TpeboBaHUAM M3-3a CYLLLECTBYHOLLMX IKCMOPTHLIX
orpaHuyeHunn, npnHATbIX B CLUA, OCHOBHbLIM Npou3BOAMTENIEM CPEACTB 3alUThl
nHpopMaumn. Eule oHMM aCNeKToM NepBOCTENEHHOMN BaXKHOCTU SABMSIETCS TO, 4TO
NPOAYKTbl TAKOro TMNa A0JKHbI MPOATU YCTAHOBJIEHHYO NpoLeaypy cepTudurkaumm B
YMNOJIHOMOY€EHHbIX OPraHn3aUnax oas Takon paboThl.

CepTudurKaTbl MIHOCTPAHHbLIX (PUPM 1 OpraHM3aLUA HE MOFYT 3aMeHUTb OTe4YeCTBEHHbIE.
CaM dakT ncnosib3oBaHUs 3apybe)xxHON cucTeMbl U NPUKNALAHOMO NPOrPaMMHOro
obecrneyvyeHuns co3gaeT NOTEHUMaNbHYO Yrpo3y Assi UHPOPMALIMOHHbBIX PECYPCOB.
icnonb3oBaHMe MHOCTPAHHbLIX CPEACTB 3alnThl 6e3 Hagexallero aHanmsa
cobnoaeHns BbINOHAEMbIX DYHKLWA U YPOBHS NMPeaoCcTaB/ISeMON 3alMTbl MOXKET
3HAYUTENIbHO YCNIOXKHUTb CUTYaLNIO.,

dopcupoBaHMe npouecca nHpopMaTusaunm TpebyeT agekBaTHOro NpenocTaBaeHUs
noTpebutenam cpencTs 3awwmnTbl. OTCYTCTBME OOCTATOYHbLIX CPEACTB 3allnThbl
NHOPMaLMK, LMPKYJINPYIOLWEN B KOMMNbIOTEPHbIX CUCTEMaX Ha BHYTPEHHEM pblHKE, B
TeYeHne 3Ha4YNTeNIbHOro BpeEMEHU NpenAaTCTBOBaIO OCYLLECTB/IEHNIO Mep 3alnThbI
OaHHbIX B Heobxoanmom macwTtabe. Cutyaumnsa ycyrybnsanacb oTCcyTCcTBMEM
[O0CTaTOYHOro Yncsa crneunanncTos B 0671aCTn 3aLMTbl MHPOPMaLUN, MOCKOJIbKY
nocnegHune, Kak npasuno, 6bIIM NOArOTOBJIEHbI TOMIBKO AN CNeuMasbHbIX OpraHn3aunm.
PecTpykTypusaumsa nocnegHero, CBi3aHHas ¢ U3SMeHeHUaMu, npoucxoaawmmm B Poccun,
npueena K CO34aHMI0 HE3aBMCUMbIX OpraHu3auuin, cneumanninpyowmnxca B obnactum
3alMTbl UHOPMaL MU, KOTOPbIE NOrN0TUIN 0CBODOXKAEHHbIN NEePCOoHal, N, Kak
pe3yfnbTaT, BO3HUKHOBEHME OyXa KOHKYPeHUUN, KOTOPbIA NpuBes K NosBJ/IeHne
[0CTaTo4YHO 60/1bLIOro KosIM4ecTBa CepTUPULNPOBAHHBLIX CPEACTB 3alNTbl 414
OTeYyeCTBEHHbIX pa3paboT4YMKOB.



OAHOM N3 Ba)XHbiX 0COBEeHHOCTEeN MaCcCOBOro NCMOJIb30BaHUSA MHPOPMaALMOHHbIX
TEXHOJIOM NN ABNAETCS TO, 4TO AN5 3PPEKTUBHOIO pelleHmnsa npobnems! 3aWnThbl
rocyfapCTBEHHOr0 NHPOPMALIMOHHOIO pecypca HeobXxoaAnMO pacrnpoCTPaHATb Mepbl
3allMThl AaHHbIX Cpean MacCoBbIX Nosib3oBaTesnen. MHpopmaumsa aonxxHa 6biTb
3aluMuleHa B NepBylo o4epenb TaM, rae oHa co3gaeTtcs, cobupaeTtcs n obpabaTbiBaeTcs
TEeMN OpraHn3aunsMm, Ha KOTOpble HENOCPEOCTBEHHO BINAET HECAHKLMOHNPOBAHHbIN
AOCTYN K A@HHbIM. DTOT NPUHLUMNN ABNAETCHA paunoHanbHbIM U 3P PEKTUBHbLIM: 3aLlLUnTa
WHTEPECOB OTAE/IbHbIX OPraHM3aunin ABASETCA COCTAaBHOW YacCTbio peannsaunm 3aWnThbl
WHTEpPEeCOoB rocygapcTBa B LE/I0M.

3aKJslo4YyeHue

Mocne MaccoBOro NCNoJib30BaHMA COBPEMEHHbIX MHPOPMALMOHHbLIX TEXHONOM N
KpunTorpadus BTOpraeTcsa B XXN3Hb COBPEMEHHOro YyesnoBeka. icnonb3oBaHune
3/IEKTPOHHbIX NJIaTeXeN 0OCHOBAHO Ha KpUNTorpanuyeckmx MetTonax, BO3SMOXKHOCTH
nepenayn KoOHpUAEHUNANbHON MHPOPMALIUM NO OTKPbLITHIM CETAM CBSI3U, @ TaKXe
peweHnn 60abLWOoro Yncaa apyrux npobaem 3awmnTbl MHPOPMaLNM B KOMMNbIOTEPHbIX
cncTeMax n MHPOPMaUMOHHbBIX ceTAX. TpeboBaHMA K MpakKTUKe NMpuBenn K
HeobXxo4MMOCTM MaCcCOBOr0 MPUMEHEHNSA KPUMTOrpadhnyeckmx MeTonos u,
cnepnoBaTesibHO, HE0BX0AMMOCTU pPaCLLUNPEHNS OTKPLITLIX MCCNenoBaHUi n pa3paboTok B
3Tol obnacTn. BnageHne ocHoBaMu KpuntTorpadumm CTAaHOBUTCS BaXKHbIM A1 YYEHbIX U
NHXXEHepOoB, CNeunann3npyoLnxcs Ha pa3paboTke COBPEMEHHbIX CPEACTB 3aLMUThI
NHGpOPMaUMK, a TakXXe B chepax 3KCryaTauum n NpoeKTUPOBaAHNA MHPOPMALIMOHHbBIX U
TEeNEKOMMYHUNKALMOHHbIX CUCTEM.

OQHOWN N3 aKTyasbHbIX MpobaeM coBpeMeHHON NMPUKIagHON KpunTorpahum seaseTcs
pa3paboTKa BbICOKOCKOPOCTHbIX MPOrpaMMHbIX LWUNGPOB 6JI04YHOIro TUMa, a TakxXe
BbICOKOCKOPOCTHbIX YCTPONCTB LWIMMPOBAHUSA.

B HacTosLee BpeMsa npeanaraeTcsa psa MeTonoB LWNPOBaHUS, 3aLMLLEHHbIX
naTeHTamn Poccuinckonm degepaumm 1 OCHOBAHHbIX HA NOESAX UCMOJIb30BaAHUS:

* [MbKun rpacdmnk BoiIBOPKN CoeaNHEHWNN;

* Co3paHne anropuTMa WNPPOBaHNA ONA CEKPETHOro KJ4a;



* 3aMeHbl, KOTOPbIE 3aBUCAT OT Npeobpa3oBaHHbIX AAHHbIX.
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