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BBepneHue

AKTyaJlbHOCTb TEMbI UCCaea0BaHMs. Ha coBpeMeHHOM 3Tane pa3Butusa obuiecTsa,
CBSAA3@aHHOM C MAaCCOBbIM MCMOJIb30BaHMEM UH(POPMALMOHHbLIX TEXHONOMMA N CO30aHNEM
€ONHOro NHPOPMaLIMOHHOIO NPOCTPAHCTBA, B KOTOPOM MPOUCXOANT HAKOMJeHue,
obpaboTka, xpaHeHne n obmMeH nHpopmaumen, npobremMmbl MHHOPMALNOHHON
6e3onacHocTM NpnobpeTaloT NepBOCTENEHHOE 3Ha4YeHne BO BCex chepax obLecTBEHHOMN
n obLecTBEHHON AeATENbHOCTN.

Yrpo3bl UHHOPMaLMOHHON 6€30MNacHOCTM NPeACcTaBAsaT cobol COBOKYMHOCTb YC0BUI 1
(hakTOpOB, CO3AAMOLNX OMACHOCTb XXM3HEHHO Ba)KHbIM MHTEpPecaM NMYHOCTK, obuiecTBa
N rocynapcTBa B MHMOPMaLMOHHON cdepe.

B coBpeMeHHOM 06uecTBe MMEHHO MH(OPMaLNSA CTAHOBUTCSA Ba>KHENLLNM
CTpaTernyeckmm pecypcom, oCHOBHOW NpPon3BOACTBEHHON cuon, obecnevymBatoLlLen ee
hanbHenwee passmtue. MIMeHHO No3ToOMy, Kak 1 ntobon gpyron TpaamUMOHHbIR pecypc,
MHOPMaLIMA TakXXe Hy>KaaeTcsa B ocobon 3awmTte. Hapagy ¢ TepMUHOM
"MHpopMaLMOHHaa 6e30MacHOCTb" TakXXe WNPOKO UCNOJIb3yeTCsa TEPMUH
"MHpopMaumnoHHasa besonacHocTb". Ecnm nHdpopmaunoHHasa 6e3onacHoOCTb
XapakKTepusyeT npouecc co3aaHmsa ycnosumn, obecnedmsatowinx Heobxognmyto
6e30MacHOCTb MHOPMaLMK, TO MHPOPMaLMOHHaa 6e30nNacHOCTb OTpaXkaeT
OOCTUrHYTOE COCTOSsHME Takon 6e3onacHoOCTM.

Mpobnema nHpopmaymoHHom 6esonacHoCcTN Npuobpena ocoboe 3Ha4YeHMe B
COBPEMEHHBbIX YCJ/IOBUAX LLUNPOKOro UCMNOJSIb30BaHNA aBTOMATU3NPOBAHHbIX
MHPOPMALMOHHbLIX CUCTEM, OCHOBAHHbIX Ha NCMOJIb30BaHUN KOMMbIOTEPHbIX U
TeNeKOMMYHUKALMOHHbIX CpeacTB. MNpun obecnevyeHun nHpopmMmaunoHHonm 6esonacHoOCTn
Yrpo3bl, BbI3BaHHbIE YMbILWE€HHbIMU (3/1TOHAMEepPEeHHbIMW) OeNCTBUAMU N0L4eN, CTaNun
BMOJIHE peasibHbIMU. NMepBble COObLLEHNSA O HECAHKLMOHMPOBAHHOM A0CTYyNe K
MHopMaLumn BblIM B OCHOBHOM CBSi3aHbl C XakepaMu, Uan "31eKTPOHHbLIMU
pa3bonHnkamn". NMocnegHee gecatTunieTme HapyweHus NHopMaunoHHon 6esonacHoOCTU
MPOrpeccupytoT C NCMOJIb30BaHNEM NMPOrpaMMHOro obecnevyeHns un yepes rnobanbHyo
ceTb NHTepHeT. [10BOJSILHO pacnpocTpaHEeHHON Yyrpo30Mm MHHOPMaLIMOHHOW
6e30MacHOCTM Tak>Xe CTasio 3apa>KeHne KOMMbITEPHbIX CUCTEM TaK Ha3blBaeMbIMU



BUpYyCaMu.

Takum obpa3om, B CBA3M C BO3paCTaloLLEN POJIbIO MHPOPMALIMOHHbBIX PECYPCOB B XXMN3HMU
coBpeMeHHOro obLecTsa, a Tak)Xe B CBSA3U C peasibHOCTbI0 MHOMOYUCSIEHHbIX YIPO3 B
niaaHe nx 6e3onacHocTun, npobnemMa NHpopMaumoHHom 6e3zonacHocTu TpebyeT
NOCTOSIHHOI O U MOBbILLEHHOr0 BHUMaHUSA. CUCTEMHbI XapaKTep BO3AENCTBMS Ha
NH(OPMaLMOHHYI0 6€30MacHOCTb H0MbLLIOF0 MHOXKECTBA Pa3/IMYHbIX 0O6CTOSATENLCTB,
NMELNX K TOMY XKe pa3JInyHyo (U3NYeCcKyo npupoay, npecienyoumx pasHole Leam un
BbI3bIBAOLLINX pPa3Hble MOCAeaCcTBUs, NPUBOAAT K HE0OHX0AMMOCTN KOMMIEKCHOT O
noaxofna B pelleHun gaHHon npobriemsl.

Ob6BbeKkT uccnepgoBaHus: yrpo3bl MHoOpMaLMoHHOM 6e3onacHoOCTN.
MpeamMmeT nccnenoBaHUA: CocTaB Yrpo3bl MHpopMayMoHHOW Be3onacHOCTN.

Llenb paboTbl cOCTOUT B onpeneneHnn BugoB yrpos nHpopmaunoHHom 6es3onacHoOCTU 1
MX cocTaBa.

Ona pocTmxeHns uenm paboTbl He06X0OMMO BbIMOJHUTBL Ceaytoune 3aaadn:

- onncaTb NpobaemMbl OLLEHKN NHPOPMaLMOHHON Be3onacHoCTW;

- paccMOTpeTb MOHATUE N CTPYKTYpa Yrpo3 3almuiaemMon nHpopmMaunu;

- YKa3aTb UCTOYHUKK, BUObI N cnocobbl gectabnnminpytowiero Bo3aencTeuns;
-NpmnBecTn YOpMbl U BNUObI NPOSABAEHUSA YA3BUMOCTU 3alumLaeMon nHpopmauunn;

- NpOaHaNN3NpPoBaTb NCTOYHUKMN YIrpo3 NHpopMaLnoHHoM Be3onacHOCTU Poccmimckonm
depepauunn.

NnaBa 1. TeopeTudieckue OCHOBbI Yrpo3
MHpoOpMaUMOHHOU De3onacHOCTH

1.1 MNpobnembl ouEeHKN UHPOPMALLMOHHOMN
besonacHocTM



KayecTBO 1 3(pheKTUBHOCTb PYHKLMOHUPOBAHUSA MHPOPMALNOHHON CUCTEMBI
onpenensieTcd ypoBHeM ee 3aliMULeHHOCTN OT BHELIHero U BHyTpeHHero Bo34encTeui.
[daHHbIe MUPOBOW M OTEYeCTBEHHOW CTAaTUCTUKN CBNOETEsNIbCTBYIOT O TEHAEHUUN poCcTa
MacwTaba KOMMNbIOTEPHbIX 3/10ynoTpebsieHnin, KOTopble NPUBOAAT K 3HAYUTESIbHbIM
nHaHCcOBbIM NOTEPAM CYOBHEKTOB XO3ANCTBOBaHMSA Pa3HOro YPOBHSA. YCTpaHeHne v
rnpenoTBpaLleHne MHPOPMALMOHHBLIM Yrpo3aM Pa3/IM4YHOro xapakTepa npeanosiaraeT
NOCTPOEHNE YeTKON CUCTEMbI AMAarHOCTUKN, KOTopasa A0JI>KHa 6a3mpoBaTbCA Ha OUEHKe
NHPOPMaLMOHHbLIX PUCKOB U OLLeHKE N3MEHEHUNA SKOHOMNYECKUX, COLMabHbIX, TEXHUKO-
TEXHOJIOTNYEeCKNX N APYrux nokKasaTesien, BbiI3BaHHbLIX U3MEeHEeHeM COCTOAHMUA
NHOPMaLMOHHON cucTeMbl NpeanpusaTna. OueHke MHGPOPMaLNOHHOM Be3onacHOCTH
3aHMMAIOTCA C HaYasa NosaBAEHUSA NHPOPMALMOHHBIX TEXHONOMUA.

Mo 3Ton TeMaTnKe eCTb MHOro paboT, HO Hanbonee akTyaslbHbIMU U
pyHOaMeHTasibHbIMU TpyOgaMu ABNSAIOTCA HOPMATUBHbIE AOKYMEHTbI, KOTOPble BHEC/N
BECOMbI TEOPEeTUYECKUA N NMPaKTUYeCKUiA BKIa4 B pelleHme 3agad obecneyeHuns
nHdopMaumoHHOW 6e30onacHOCTM, a UMeHHO: «OpaHXXeBas KHuUra» [1], B KoTopon
N3J10)KEHbl 1 CUCTEMATU3UPOBAHbI KPUTEPUN OLLEHKU 3aLLUUTbl KOMMNbIOTEPHbIX CUCTEM;
EBponenckue kpnutepun oueHkn 6e30nacHOCTN MHHPOPMALMOHHBLIX TeXHoNorum [2], 4to
Y411 BCE HEAOCTaTKN U OrpaHUYeHmns, N3NoXKeHHble B «OpaHXXeBON KHUre»; KaHagckue
KpnTepmmn oueHkn 6e30nacHOCTN HaAEeXHOCTN KOMMbIOTEPHbIX cuctem [3];
depepanbHblie KpuTepun CLUA [4], pa3paboTaHHble No 3aka3y npasutenbcTtea CLUA n
HanpaB/ieHbl Ha YCTPaHeHne orpaHnyYeHnin, n Tomy nogobHoe.

OfOHako, KoHUenTyalbHble OCHOBbI OLLeHKU MHMOPMaLNOHHON 6e30MacHOCTN BO3HUKIIN
ewe B 70-x rr., npn oopMnpoBaHMM Mogenn 6e30nacHOCTU C MOJIHbIM NepeKpbITUEM
(Mopenn KnemeHTca-XotpcdpmaHa) [14]. B cBoeM nepBoHava/lbHOM Bnae Moaesb
KnemeHTca-XohdpmaHa bbina «naeannsnpoBaHHas», 04HaKO MMEHHO B npouecce
aHann3a AaHHOM MoOesnn N BO3HMKNAA npobnema HeobXoAMMOCTU OLLEHKN
MHOPMALIMOHHBIX Yrpo3. Moaenb NOCTpoOeHa UCXoAa N3 NocTysaTa, 4YTo cMcTeMa
MHOpPMaLMOHHOW 6e30MacHOCTM O0/1>KHA UMETb, N0 KpanHen Mepe, 04HO CpencTBo AN
obecne4vyeHns 6e30MacHOCTM Ha Ka>K40M BO3MOXXHOM MNyTWN BO3AENCTBUSA HApYyLUUTENS Ha
MHOPMaALMOHHYIO cncTemMy. Lng onncaHns CUCTeMbl 3alWnTbl MHpoOPpMaLMn C NMOJTHbIM
nepekpbITUEM pacCMaTpUBaOTCA TpU NnoaMHoXXecTBa [14]:

MHoXecTBo yrpos: U = {Ui},i=1, m;
MHO>ecTBO 06bekToB 3awmnTbl O = {0j},j =1, n;

MHO>X€CTBO MeXaHu3MoB 3awunTtbl M = {Mk}, k=1, r.



InemMeHTbl MHOXeCcTB U 1 O HaxoosaTca Mmexay cobol B OTHOLLIEHUAX «yrpo3a - 06 beKkT».
Ilyra MHO>XeCcTBO CyLlecTBYyeT Toraa, korga Ui - cpeacTBo nonyvyeHus oocTyna K
ob6bekTy O;j.

B3rnanbl COBpeMeHHUKOB Ha npobsieMbl OLEeHKU MHPOPMALMOHHON Be30nacHOCTN NMEKDT
APYryo HanpaBJIeHHOCTb B OT/IN4ME OT OCHOBOMOJIAramoLWmx KOHLUENUWi.
CneposaTenbHO, PeBepyyk H. V. npennaraeTt ncnosnb3osaTb NoKa3aTenun
NHgopMaLMoHHON 6e30NacHOCTN NPeaNPUATNA KaK NPON3BOANTENbHOCTbL NH(OpMaLmN,
KO3 PUNLMNEHT MHPOPMALMOHHOW BOOPY)XXEHHOCTU N KOIPPUUMEHT 3alLULLEHHOCTH
nHpopmaumm [13]. Takon nepedyeHb KO3 PULNEHTOB ABNAETCA LOCTAaTOYHO
orpaHnyeHHbIM. CTOUT OTMEeTUTb, YTO BCE TPU NOKa3saTesis OTParkatloT TOJIbKO
(PMHaAHCOBbLIN acneKT NMHpopMaUMOHHON 6e30NacHOCTU, NOCKOJIbKY B Ka4eCcTBe UCXOAHbIX
OaHHbIX ON5 pacyeTa YKa3aHHbIX NoKa3aTeNnen BbiICTynatoT 3aTpaThl Ha npuobpeTeHne
MHOPMaLMOHHLIX pecypcos [7].

B npoTmneoBec NnbsAweHko C. M. ypoBeHb MHMopMaLnoHHoM 6e3onacHOCTK onpeaenseT
00Nen HeMoJsIHOW, HETOYHOM N NPOTMBOPEYNBON MHPOPMaLIMK, KOTOpas NCMOJb3yeTCs B
npouecce NPUHATUA yrnpassieHYeCKMX peLleHnin, TO eCTb AaeT OLEeHKY JIMWb B KavyecTBe
MHOopMaumMK, NpeaocTaBAgeMON AnuLam, NPUHUMaOLWKUM peLlleHuns. NepevyerHb
WHOWKATOPOB HY>XOAaeTCH B AOMNOJIHEHUN Pa3/INYHbLIMN NOKa3aTensamu,
XapaKTepusyLwmnmMm coCTosHUE NPOrpaMMHO-TEXHUYECKOMN 3aLLMNLLLEHHOCTH
MHopMaLMK N NHPOPMALLMOHHON HaAEeXHOCTM nepcoHana [8].

KpaBuyykK E. . n KpaBuyk I. {. 4N oueHKn ypoBHS MHGpOopMaLmMoHHON Be3onacHOCTH
npepnaratT pacCHNTbIBaTb NATb NMOKasaTeslen, XapakKTepusyrLwmnx ypoBeHb
MH(OPMaLMOHHO-aHAJINTNYECKOro CONPOBOXAEHUNA AeATEeNIbHOCTU NpeanpuaTuns,
3alWNTbl KOMMEpPYeCKon nHpopMaunm n 6e3onacHOCTN AOKyMeHToobopoTa, YPOBEHb
nenoBon penyTtauum n nmnaxka npoaykumm [10].

MyTemM covYeTaHMNs BbILLIEYNMOMAHYTbIX METOONYECKUX NOAXO0L0B K OLLeHKe YPOBHSA
nHdopmMaumoHHon besonacHocTum XKypasenb H.HO., MNMono3osa T.B., CTopo)xeHko A.B.
NCNosb3yeT ANArHOCTUKY YPOBHSA MHGOPMaLMOHHOW 6e30nacHOCTM NPOBOANTL MO TPeEM
KNIO4YeBbIM HaNpaB/IeHUAM: OLEeHKa MPOrpaMMHO-TEXHNYECKON 3alULLEHHOCTH
MHpopMaLmMKn, oueHKa NHPOPMaALMOHHON HAagEeXXHOCTW rnepcoHana, oueHKa nHgopMauuuy,
npenocTassigeMon nmuam, NpUHNMaOLWNM peLleHns, nHpopMaunoHHon cnyxbon
npegnpuatua [7].

Benurypa A. B. npegnaraeTt npu oueHKe NCNoJ1b30BaTb TPY OCHOBHbIX MOKa3aTens.
[MepBbIM NOKa3aTesieM CNYyXXUT OLUeHKa ornacHocTen, C KOTOPbIMN CTaJIKUBAETCHA



npegnpuaTue. NyTemM oUeHKN ornacHOCTen onpeaensaoTcsa yrpo3bl A9 MHGPOopMauumn, ee
YSI3BMMOCTb M BEPOSATHOCTb BO3HUKHOBEHUSA YIp0O3, @ TakXXe BO3MOXHbIN yuiepb. BTopon
rnokKasaTe/slb - 3TO 3aKOHOAATe IbHble, HOPMAaTMBHbIE N LOroBOpPHble TpeboBaHuMA,
KOoTOpble A0J»)KHa cobnogaTb opraHu3auns, ee napTHepbl Mo 6usHecy, NOAPALYNKN U
MOCTaBLMKKN yCyr. TpeTun nokasaTesib - 3TO onpeaeneHHbin Habop NpUHUKMMOB, Lenen
n TpeboBaHum K obpaboTke MHopMaummn, paspaboTaHHbIX OpraHnsaymnen ons
noanep>XXKn cBoen AeAaTeNbHOCTHU.

OnpepneneHve TpeboBaHU K 6&@30MacHOCTM NMPOBOANTCSA NMYTEM METOANYECKON OLEHKM
pUCKOB. Pacxoabl Ha nogaep»xaHue 6e30nacHOCTM HeobxoanmMo cb6anaHCUPOBaATh C
BpenoM ana busHeca, KOTOPbI MOXKET BO3HUKHYTb NpU HapyLleHnn 6e30nacHoCTM.

MeTobl OLEHKN OMACHOCTEN MOryT NPUMEHATBLCS KO BCEN OpraHn3aummn Uam K ee
4acTaM, @ TakXXe K OTAesIbHbIM MHPOPMALMOHHBIM CUCTEMAM, CUCTEMHBLIM KOMMOHEHTOB
N CEPBMCOB, B 3aBMCMMOCTN OT TOr0, YTO OKa)KeTCs Hanbosiee NpPakTUYHbIM,
pPeasIMCTUYHBLIM 1 noJsie3HbIM [6]. Tak)xe oHa obpallaeT BHMMaHMe Ha LenecoobpasHoCTH
METO[OM NPUMEHEeHNe MeToda KPUTUYECKUX CLIEHApUEB, KOraa B CLeHapusax
aHaANN3NPYIOTCA CUTYaUUN, KaK MHUMbIN NPECTYNHUK HaHOCUT yulepba
NHMOOPMALMOHHON CUCTEME MPEearnpUsTUS U COOTBETCTBEHHO CHUXXAET CNOoCOBHOCTb
noanep>XnBaTb YNpaB/eHUS B npeaesiax onTUMasbHbIX NapaMeTpos [6].

B 3aBMCMMOCTK OT BbiIBpaHHOIr 0 And oueHKn Kputepusa AHgpraHoB B. B. paszgenser
Cnocobbl OLEHKN NHOPMaUVOHHON 6e30NacHOCTY NPeaAnpPUATMA Ha OLEHKY 3a
3TaJIOHOM, PUCK - OPUEHTUPOBAHHYIO OLLEHKY U OLLeHKY MO 3KOHOMNYECKUM
rnokasaTtensam. Cnocob oueHKN NHPOopMaLUnoHHON 6e30MacHOCTY 3a 3TaJIoOHOM CBOOUTCS
K CPaBHEHWUIO AeATEeNbHOCTN U Mep No obecnevyeHnto NHPOPMaUMoHHON 6e30nacHOCTH
opraHmsaummn c TpeboBaHUAMN, 3aKPEMNEHHbLIMUK B 3TaJloHe. TO eCTb NPOBOANTCS OLEHKA
COOTBETCTBUA CUCTEMbI OpraHmM3aunm MHpopMaunoHHon 6e3onacHOCTK NpeanpuaTms
YCTaHOBJIEHHbIM 3TaJZIOHOM.

MNopn oueHKon COOTBETCTBUSA MHpOPMaLMOHHON 6e30NacHOCTM OpraHM3aumm
YCTAHOBJ/IEHHbIM KPUTEPUAM MOHUMAETCH OeATENbHOCTb, CBSAI3aHHAs C MPAMbIM NN
KOCBEHHbIM OnpeneneHnem BbIMOJIHEHNS U HEBbLINOJIHEHNSA COOTBETCTBYHOLLNX
TpeboBaHMM MHGOPMaLMOHHON B6e30nacHOCTN B opraHm3aumnn. C NOMOLLbIO OLLEHKN
COOTBETCTBUA MHPOPMALMOHHON 6e30MacHOCTN N3MepsaeTCsa NPaBUIbHOCTbL peannsaunm
npoLeccoB cnctembl obecneyeHns MHopMauMoHHON 6e30MacHOCTN opraHmn3aunm, u
NOEHTUPNLMPYIOTCA HEQOCTATKN Takon peanmsaumn. PUCK - OpneHTUpoBaHHas OLEeHKa
opraHm3aumu npencrtasnseT cobom cnocob oueHKU, NpyU KOTOPOM pacCMaTpPUBAOTCS
PUCKW, BO3HUKalOWMe B MHPOPMaLMOHHON cdhepe opraHm3aumnn, u CONnoCTaBAAOTCA



cywecTByloLmMeE PUCKKN MHPOPMaLNOHHON 6e30MacHOCTN N MPUHATBIX Mepax Mo nx
obpaboTke. B pe3ynbTaTe Ao/KHa 6bITb chopMMpoBaHa oLeHKa cnocobHoCcTun
opraHmsaumm 3HEKTUBHO YNpPaBaATb pUCKaMn MHpopMaunoHHon besonacHoOCTK ans
DoCTMXeHuns ceoux uenen. Cnocob oLeHKN Ha OCHOBE 3KOHOMUYECKUX NoKa3aTenen
onepupyeT NOHATHbIMK ONa 6u3Heca apryMeHTaMun o HeobxoammMocTn obecnevyeHus n
CoBepLeHCTBOBaHUA NHopMaunoHHON 6e30nacHOCTM.

Ona npoBefeHnsa oLueHKU B KavyecTBe Kputepmne SPPEKTUBHOCTN CUCTEMbI OpraHmM3aumnm
NHPOPMaLMOHHON 6e30MacHOCTM NCMOJIb3YIOTCS, HanpuMep, NoKa3aTes I COBOKYMHOWN
ctoumocTu BnageHus (Total Cost of Ownership - TCO) [5].

Mopo3oBa B. ., Bpybnesckun K. 3. yTBEPXXAAOT, 4TO 3PPEKTUBHOCTb KOMMJIEKCHAS
cucTema 3aWnTbl MHOPMALMK OLEHNBAETCA Kak Ha dTane pa3paboTku, Tak u B
npouecce skcnayatauun. B npouecce oueHkU 3pHEeKTUBHOCTU KOMMIIEKCHOW CUCTEMBI
3aWKUTbl MHOPMAaLUWKW, OHWU BbIAENAT TPU NOAX0AA: KJTaCCUYECKNI, opnLMaNbHbIN,
3KCnepuMeHTasibHbIK [12]. o4 Knaccn4yecknm NoAxX0A0M K oueHKe 3 eKTUBHOCTH
MOHMMAETCA NCMOJIb30BaHUe Kputepmnes 3PPEKTUBHOCTN, 3HAYEHNS KOTOPbIX
Nosy4arTCHa NyTEM MOLE/IMPOBAHNSA UKW ONpeaensaTCsa No XapakTepucTukam peasibHom
WH(POPMALLIMOHHOW CUCTEeMbl. Tako Noaxoa NCMosib3yeTcs rnpu paspaboTke un
MOOEepPHM3ALNN KOMMIEKCHOW CUCTEMBI 3alUTbl MHOpMaLUN.

OdwmumanbHbIN NoAX04 NpefnoiaraeT, 4TO NoANTUKa 6e30nacHOCTN NHPOPMALIMOHHbIX
TEXHOJI0r M NPOBOANTCA NOCYyLAPCTBOM U O0J/KHA ONMPATbCA HA HOPMaTUBHbIE aKThl.
Takne OOKYMeHTbl O0J/DKHbI cogep>XaTb TpeboBaHUA K 3aLMUWLEHHOCTN MHopMaLLMK
pPa3/INYHbIX KaTeropmm KOHPUAEHLUMNANBHOCTU U BaXXHOCTU. TpeboBaHUA MoryT
3aaBaTbCA NepevYHEM MeXaHU3MOB 3alUTbl MHPOPMaLWKN, KOTOpble HeoB6X0AMMO NMETb
B MH(POPMALMOHHOW cucTemMe, 4Tobbl OHa COOTBETCTBOBasIa onpefeeHHOMY Kaccy
3aWKnTbl. HECOMHEHHbBIM NPeNMYLLLECTBOM KJTaCCUPUKATOPOB (CTaHAAPTOB) ABAAETCH UX
MPOCTOTa MCNONb30BaHMA. Bo Bcex pa3BUTbIX CTpaHax pa3paboTaHbl CBOM CTaHAAPTHI
3aWNLLEHHOCTN MHAPOPMALMOHHBIX CUCTEM. Tak, B MuHucTepcTBe obopoHsl CLUA
ncnonblyetcsa ctaHgapT TCSEC, KoTopbin n3BecteH Kak OpaH>xeBas KHura. CornacHo
OpaH)XeBOW KHUre ons oueHKN MHGPOPMaLMOHHbLIX CUCTEM pacCMaTpPMBAETCS YeTbIpe
rpynnel 6e3onacHocTu: A, B, C, D [11]. NMofa a3kcnepMMeHTa ibHbIM NOAXOA0M MOHMMAETCH
opraHusaums npouecca onpegeneHnsa aPPEeKTUBHOCTU CYLLECTBYIOWNX KOMMJIEKCHOM
CUCTEeMbI 3alLUTbl MHPOPMaLUUKX NMyTEM MOMNbITOK NMPeofosieHUs 3aWNTHbIX MEXaHN3MOB
CUCTeMbl cneumnanmcTamm, BbICTyNamoWmMMnN B POSIN 3/10yMblLLIeHHUKOB. COCTaBiAeTCH
rnJjaH nposefaeHns skcrnepnMmeHTa. B HeM onpepensioTca o4epeaHOCTb N MaTepuasibHO-
TexHn4yeckoe obecrnevyeHne NpoBefeHNA SKCNEPUMEHTOB NO onpeaeneHuto cnabbix
3BEHbEB B cucTeMe 3awmnTbl. Cny>xba 6e3onacHOCTM 4O MOMeHTa NPeoAosIEHNS 3aLNThbI



«3JI0YMBbILUJIEHHUKAMW» OOJ/1)XKHA BBECTU B KOMIMJIEKCHOW CUCTEME 3alLnTbl MH(MOPMaLUK
HOBbIE MEeXaHW3Mbl 3aLLUNTbl NN U3MEHUTbL CTapble, YToObl n36eXaTb «B3JIOMa» CUCTEMbI
3aWnTbl. OOHUM U3 HEQOCTATKOB TakKoro nNoaxonda sIBAsieTcst To, 4TO aBTOP
paccyMTbiBaeT 60MbLIMHCTBO NOKa3aTesieil Ha OCHOBE 3KCMNEPTHOro MeToaa, 4To
3HAYUTENIbHO YCUIMBAET BAUAHNE CYOBEKTMBHOIO pakTopa Ha KOHEYHbI pe3ynbTaT
pacyeToB. Tak)xe npensioXkeHa CUCTEMA MHOMKATOPOB He YYMThIBAET BCEX AaCMEKTOB
NHMOPMaLMOHHON 6e30nacHOCTN NpeanpuaTusS. B YacTHOCTU, Kak U NnpeacTaBsieHHas
MeToAMKa He BKJIlOYaAeT NnokasaTesiei, XapakKTepu3syoLmnx NHHPOPMALIMOHHYO
HaOeXXHOCTb NepcoHasa 1 NnporpaMMHas 3allnLLeHHOCTb MHOoPMaLMN.

MakcumeHko B. H. n fctok E. B. BbigenstoT gBa OCHOBHbIX MoAxXo4a K OLleHKe
MHopMaumoHHoW besonacHoCcTM npeanpuaTng [11]. NepBbii OPUEHTUPYETCS Ha
OCHOBHble CTaHOapTbl B 06/1aCTK MHpopMaLMOHHON B6e30nacHOCTU uan gpyron Habop
TpeboBaHMn. Toroa KpUTEpUin fOCTUKEeHUS uenu B obnactn 6e3onacHOCTM - 3TO
BbIMOJIHEHNE 3a4aHHOro Habopa TpeboBaHun. Kputepuin ahpeKTUBHOCTH -
MWHUMaJIbHble CyMMapHble 3aTpaThbl Ha BbIMNOJIHEHME MOCTaBJ/IEHHbIX (PYHKLMNOHaJIbHbIX
TpeboBaHMn. OgHaKo HeOBXOANMBIN YPOBEHb 3aLUULLEHHOCTM B AaHHbIX JOKYMEHTax He
BCerga CTporo onpeneneH, no3TomMy onpeaenntb 3pdeKTUBHbLIN YPOBEHb
3aWNLLEHHOCTN NHPOPMALMOHHON CNCTEMbI OCTAaTO4YHO CNOXKHO. BTOpon noaxon
CBSi3aH C OLEeHKOW 1 ynpasieHnemMm puckamm. CHa4vana oH onpenensncs B COOTBETCTBUM C
MPUHLMNMNOM «pPa3yMHON OOCTAaTOYHOCTM» NPUMEHEHHOro K chepe obecneyeHuns
NHOPMaLLMOHHOW Be30nacHOCTM NpPeaAnpuAaTnA. TOT NPUHLKUN ONUCbIBAeTCA Habopom
yTBEpPXXAEHNIN: abCONMOTHO HEMPEO40/IMMON 3aLlUNTblI AOCTUYb HEBO3MOXXHO; NbO
HeobxoamMo cobnoaaTh banaHCc Mexay pacxogaMuy Ha 3alLUTy U NoJslyYaemMbiM U
rnosy4yaemMbiM 3pPeKTOM; CTOMMOCTb CPEACTB 3alNThl HE AO0JIKHA NpeBbIWaTb
CTOUMOCTW MHOPMaLMK, KOTOpas 3alMwaeTCcs; pacxoibl HapyLwnTens Ha
HEeCaHKLUMOHUPOBAHHLIA AOCTYMN K MHOPMaLUUM O0/DKHbI NpeBbIaTbh TOT 3¢ gdeKT,
KOTOPbIA OH MOJY4YUT, OCYLLEeCTBMB No00HbIN JoCcTyn. Hapsaay € BaXXHenWwmnm
Ha3Ha4YeHneM OLEeHKN MHGOPMaLMOHHOW Be30onacHOCTM - co3aaHne NHpopMaLMOHHON
noTpebHOCTM ONS COBEPLUEHCTBOBAaHUA NMHPOPMaLMOHHON 6€30NacHOCTU, BO3MOXXHbI U
apyrme uenu npoBeneHms oueHkn nHpopmaunoHHomn 6e3o0nacHOCTU Takne, Kak:
onpeneneHmne cTeneHn CoOoTBETCTBUS YCTAaHOB/IEHHBbIM KPUTEPUAM OTAeSIbHbIX obnacTen
obecneyvyeHmnsa nHpopmMmaunoHHon 6esonacHoCcTU, Npoueccos obecnevyeHuns
NHOPMaLLMOHHOW Be30NacHOCTU, 3aLLUMTHbBIX Mep; BbISBJIEHMNE BANAHUA KPUTUYECKUX
3/1IeMeHTOB ((baKTOpPOB) U UX COYETAHUE; N CPAaBHEHME 3PesIoCTM Pa3/INYHbIX MPOLLECCOB
obecneyeHnsa nHpopmMaunoHHON 6€30NacHOCTU U U CPaBHEHUS CTeneHn COOTBETCTBUS
Pa3/INYHbIX 3aWNTHbLIX Mep yCTaHOB/IeHHbIM TpeboBaHuam [5, 7, 8, 121].



Taknm obpa3om, NPOBEeOEHHbIN aHaN3 MO3BOINA ONPenesinTb ABa OCHOBHbIX MOAX04a K
oueHKe NHpopMaunoHHoN 6e30nacHOCTM NPeaAnpuATUSA: NEPBbIN - HA OCHOBE
XapaKTEPUCTMK 3aLlUNTHbIX 419 06beKTa OLEHKN MEXaHNU3MOB N AOCTAaTOYHOCTUN CUCTEMBI
3awmnTbl. CyTb noaxona B TOM, 4TO BbiBOA 06 ypoBHE MH(OPMALIMOHHOW Be3onacHOCTH
OCYLLLeCTBNAETCA Ha OCHOBaHMM 3Ha4YeHUsA nokasaTensa 3pPeKTUBHOCTU CUCTEMDI
3aWnThl. [pyn 3TOM B paMKax AaHHOro noaxoda BHMMaHWe yaensaeTcs Nvilb 0OgHOMY U3
aCrneKkToB MHGOPMaLMoOHHON 6e3onacHOCTK - 3aWwmnTa nHhopMauum oT
HeCaHKUWOHNPOBAHHOIrO AoCTyna. BTopon nogxoa oCHoOBaH Ha TECHOW CBSA3M CUCTEMBbI
rnokasaTenen KoJIM4eCTBEHHbIX OLLEeHOK MHOPMaLMOHHON Be30nacHOCTH C
3(pheKTMBHOCTbIO PYHKLUMOHUPOBAHNSA MHRPOPMALMOHHON CUCTEMbI B YC/TIOBUAX
BO34EeNCTBUSA BCEX BUOOB Yrpo3 nHpopmaunoHHon 6esonacHocTu. BTopon noaxon
ABNAETCA MeTonon0rn4eckm bosiee NpaBuIbHbIM C TOYKN 3PEHUS CUCTEMHOIO aHaan3a,
TaK KaK B 3TOM CJly4ae BbIMOJIHAETCHA OONH N3 OCHOBHbIX MPUHLMIMOB CUCTEMHOIO
noaxona, KOTOPbIM 3aKIl04aeTCA B TOM, 4TO Ka)KAbll 9/1IEMEHT CUCTEMbI, BbIMOJIHASA
onpeneneHHy QyHKLUMIO, CNocobCcTByeT JOCTUXKEHUIO Lenn (BbIMOJIHEHUIO
obwecncrtemHon pyHkynmn). Obobuwas popmbl, MeToabl U NOoAXoObl LenecoobpasHo
npennoXuTb rpynre nokasartesnen oueHKn nHpopMaLmmoHHon 6e3onacHoOCTH,
6a3mMpyoLWMXCA Ha OCHOBHbIX HanpaB/eHUAX 3alWnTbl MHHOPMALNM N YYUTLIBAKOT:
OLLEeHKY NPOrpaMMHO-TEXHUYECKON 3aLLUNLLEHHOCTN NHOPMaLMN, OLEHKY 3aTpaT Ha
obecnevyeHne nHpopMaLMoHHOM 6Be30NacHOCTH, oueHKa MHHPOPMALMOHHON HALEXXHOCTH
rnepcoHana, oueHKy nHhopmauunm, NnpenocTasaseMon nmuam, NpUHNMaKLWNM peLleHns,
MHGOPMaLMOHHOW CNy>XO0on NpegnpuaTUs, OLEHKa PUCKaA, HAaAEXHOCTU, TMBKOCTU 1n
YyNpaBASAEMOCTN CUCTEMbI 3alWUTbl MHGPOPMaLNN.

1.2 NMoHATUE U CTPYKTYpa yrpos sawmuaeMomn
nHcpopMauunm

CywecTByeT TPM Pa3/INYHbIX NOAX04a K BbISIBJIEHUIO Yrpo3::

1. yrpo3a paccMaTpumBaeTCsa Kak NoTeHUMaIbHO CyLLeCcTByloWas CuTyaumns
(BO3MOXXHOCTb, OMACHOCTb) HapyLweHns nHopmMaunoHHon 6e3onacHoCTH, a
MHopMaumMoHHasa 6e30NacHOCTb O3HAYaeT, 4TO MHGOPMaLMA HaXOAUTCSA B TaKoNn
3aWmLLeHHon hopMe, KoTopas crnocobHa NPoTMBOCTOATL NObbIM aecTabunmninpyrowmm
BO34ENCTBUAM;

2. yrpo3a TpaKTyeTcs Kak sBsieHune (cobbiTne, cnyyan nam BO3SMOXHOCTb UX
BO3HWKHOBEHMUSA), CNeaCTBMEM KOTOPOro MOryT BbiTh He)XenaTesibHble BO34ENCTBMSA Ha



MHpopMauunio;

3. yrpo3a onpenensieTcs Kak peasibHoe UM rnoTeHunasbHoe AeNCTBUE NN yCJoBUE,
npueoasiliee K Toh UM NHon popMe MHPOPMaLIMOHHON YSA3BMMOCTN.

Jliobasa yrposa He CBOAUNTCA K YEMY-TO OAHO3HAYHOMY, OHa COCTOUT U3 OnpeaeneHHbIX
B3aMMOCBSI3aHHbIX KOMMOHEHTOB, Ka>XAbll N3 KOTOPbLIX caM No cebe He co3gaeT yrposy,
HO aBsSeTCH YacTbio ee. CamMa yrpo3a BO3HUKAET TOJIbKO MPU COBOKYMHOCTU N UX
B3aMMOOEeNCTBUN.

Yrposbl 3aWmaemMon nHhopMaLmm CBsi3aHbl C ee YyA3BMMOCTbIO, TO eCTb
HeCnoCcobHOCTbIO MHGOPMaLMK CAaMOCTOATE/IbHO MPOTUBOCTOATL AeCTabnansmpyowmm
BO34ENCTBUAM, HapyLlaoLWmMM ee cTaTycC. A HapyLleHne cTaTyca 3alnLLaeMon
MHOpMaLMK - 3TO HapyLlleHne pusnyeckomn 6€30nacHOCTU, NOrMYECKON CTPYKTYPbI U
conep>XaHud, 4OCTYNHOCTU AN aBTOPU30BaHHbIX NOJib30BaTeNen,
KOH(NOEHUMANBLHOCTN (CEKPETHOCTU A1 MOCTOPOHHUX JINL,), N Bblpa>kaeTcs
rnocpencTBOM peasmsaynm WwecTn popM NposBIeHUA YA3BUMOCTU MHGpopMaLunn.

Mpexxae Bcero, yrpo3a AoJ/KHa UMeTb Kakne-To CyLLeCTBEHHbIE NPOABAEHUS, a Ntoboe
NPOSsIBJIEHNE Ha3blBaeTCA ABJEHNEM, MO3TOMY OAHUM U3 NPU3HAKOB M OLHOBPEMEHHO
OOHOW N3 COCTaBASAIOLWNX YrPo3bl A0JKHO BbITb SiBNIeHME.

B ocHoBe ntoboro sBneHnsa nexxaTt rnybunHHbIE MPUYNHBbI, KOTOPbIE ABJIAIOTCS ero
ABUXKYLLEN CUNION N KOTOPbIE B CBOKO O4Yepeb Bbi3BaHbl onpeneneHHbIMU
obcToATENbCTBAMM MU NPE[NOChINIKAMN. DTU NMPUYMHBI U 06CTOATENLCTBA ABIAIOTCS
hakTOpamMu, Co3faroWMMMN BO3SMOXKHOCTb AecTabnnnsvpytouiero Bo3gencTems Ha
nHpopmMaumio. Takum obpa3oM, hakKTopbl ABAAKTCA ee 04HOW U3 ocobeHHoCTen 1
coCTaBnsOWeEN Yrpo3bl.

Ewe ogHnM onpepesieHHbIM NPU3HAKOM Yrpo3bl ABASETCHA ee HanpaBJIeHHOCTb, TO eCTb
pe3ysbTaT, KOTOPbIA MOXET NMPUBECTU K AecTabnnnsmpytoweMmy Bo3AeNCTBUIO Ha
NHopmaumio.

Yrposa 3alniaemMon MHpopMaLMn - 3TO COBOKYMHOCTb ABEHWNIA, (DAKTOPOB 1 YCNOBUIA,
CO34aloLLMX ONACHOCTb HApYyLUEHUA cTaTyca NHpopMaLun.

[Onsa BbIIBIEHUSA CTPYKTYPbI YIrpo3 HE0BX0OMMO yKa3aTb MPU3HaKW Yrpo3 no
cofep>XaTeslbHOW 4aCTu, 4TO B CBOIO o4Yepenb OO0JIKHO BbIABUTb MPUPOLY ABAEHUA U
haKTopoB, onpenesinTb COCTaB N COCTaB YyCJ/IOBUI.

K cyLwecTBeHHbIM NPOABI€HUAM YrpO3bl OTHOCATCA:



1. ncTo4YHUK gectabnnusmpytoLlero B0O3gencTBma Ha MHGOPMaLMIO (0T KOro n oTkyaa
NCXOOAT 3TN BO3OENCTBUSA);

2. BUObl AecTabunn3npytoLlero Bo3AencTBns Ha MHQopMaLuuio (Kak);

3. MmeToAabl Aectabunmisnpytowero BO3AenCcTBUs Ha MHpopMaLmio (Kakme MeToapbl,
OEeNCTBUSA OCYLLECTBAATCS U peannsyroTcsa Buabl gectabunnsmpyrowmx Bo3gencTenm).

K pakTOopam, OTIMYHBIM OT NPUYUH N 0O6CTOATENBLCTB, OTHOCUTCS HaJIMYNE KaHaJIOB U
MeTO[0B HECAHKLIMOHMPOBAHHOIO A0OCTYMa K KOH(MUAEHUaNIbHOW NHopMaLnn C Lefbio
BO34ENCTBUSA Ha MH(MOPMALUIO NNLL, HE UMEIOLLMX K HEeW pa3peLlleHHoro AocTyna.

FnaBa 2. Yrpo3bl MH(pOPMAaLMOHHON Oe30NacHOCTH

2.1 ACTOYHUKMU, BUAbI U CNOCODbI
Aectabmnusupylowiero Bo3aemcTema

K nctovyHukam gectabmnmsmpyrouiero BoO3aencTeng Ha MHGPOPMaLMIO OTHOCATCS:
1. noon;

2. TeXHnYeckumne cpencrtea otobpa>keHuns, xpaHeHus, obpaboTku, BOCNpon3BeaeHus,
nepegayn nHgpopmaumnm, cpencTea CBA3N;

3. cuctembl obecnevyeHUs PyHKLUMOHUPOBAHUSA TEXHNYECKNX CPeacCTB;
4. TeXHOIOrnYecKme npoLecchbl OTAENbHbIX KaTEeropun MPOMbILL/IEHHbIX 0O BbEKTOB;
5. npuponHoe aBneHue.

Jlloawn sBNsTCA Hanbosiee pacnpoCcTPaHEHHbIM, MHOr00Opa3HbIM N OMNaCHbIM
NCTOYHMKOM AecTabunumsmpytowero Bo34enCcTBMS Ha 3alluuLLaeMyto MHpopMaLuuto. 3To
CBSI3aHO C TEM, YTO BAUSAHNE Ha 3aLUMLLAEMYI0 MHHOOPMALIMIO MOTYT OKa3biBaTb pa3Hble
KaTeropuun noaen, kak paboTtarowmx, Tak 1 He paboTatloWmMX Ha NPeanpUATUNn.

3TOT UCTOYHUK BKJIOHAET B cebs:

(a) paboTHUKKM NpennNpuUATUS;



0) nuua, He paboTaloLwme Ha NpeanpuUaTUN, HO UMerLWwKne OCTYN K OXpaHaeMon
NHOPMaLMK B CUNY CY>XeBHOro noso)XeHuns;

B) cOTpyOHUKWN FrOCyAapCTBEHHbIX pa3BedblBaTes/bHbIX OPraHOB APYrux CTPaH u
KOHKYPUPYOLMX NpeanpusaTui;

r) MU N3 KPUMUHaNbHbIX CTPYKTYP.

TexHn4eckme cpencTBa ABASAKTCSA BTOPbIM Hanbonee Ba>XKHbIM UCTOYHUKOM
nectabunmnsnpytowero BO3AeNCTBUA Ha 3allmaemMyto MHpopMaunto B CUy mx
MHoroobpa3us.

ITOT UCTOYHUK BKJIIOHaET B cebs:

a) 9IEKTPOHHO-BbIYNCTINTENbHbIX;

0) aneKkTpmnyeckme n aBToMaTUYeCKME MalLUWHbI N KONMPOBaJibHble annapaThbl;

B) CpefCcTBa BUAEO-N 3BYKO3aMNUChbIBalOWEN N BOCNPOM3BOAALLEN annapaTypbl;

r) cpencTBa TenedoHHon, TenerpaHon, PakCUMNIbLHOW CBA3U, TPOMKOrOBOPUTENN;
0) paovo-un TeneseulaHue,;

€) paanocBs3b.

TpeTnin NCTOYHUK gectabunmnsnpytolero BO3AeNCTBMA Ha MHPOPMaLMIO BKOYaeT
CUCTEeMbI 3N1eKTpocHab>xxeHns, BooocHabXeHuns, TensocHabXXeHns, KOHANLMNOHNPOBAHUSA
BO3A4yXa. OTOT UCTOYHUK NPUMbIKAET K BCOMOraTe/IbHbIM 3JIEKTPUNYHECKUM U
3NEKTPOHHbIM CUCTEMAM N YCTAaHOBKAM.

YeTBEpPTHIN NCTOYHUK BKJIIOYAET TEXHONOrMYEeCKne npouecchl nepepaboTKm pasanyHbIX
06BHEKTOB aTOMHOM SHEPTreTUKN, XUMNYECKO NPOMBbILLIIEHHOCTW, PaAN03IEKTPOHMKN, a
Tak>Xe 06BEKTOB MO NPON3BOACTBY OTAEJ/IbHLIX BUAOB BOOPYXXEHUSA N BOEHHON TEXHUKW,
N3MEHSAIOLWNX €CTECTBEHHYIO CTPYKTYPY OKPY>KaloLLen cpeabl.

MATbIN NCTOYHUK - MPUPOAHbIE ABNIEHNS, KOTOPbIE BK/OYalOT B cebs ABe coCcTaBnsAloLWMeE:
a.) cTuxnnHoe bencreue;
0) aTmMocepHble ABNEHNUS.

Co CTOPOHbI NtoAen BO3MOXXHbI c/ieayolme Buabl 4eCTabunmsnpyoLlmnx Bo34encTBUA:



1. npsiMoe BO34eNCTBME Ha 3allULLEHHbIE HOCUTENN;
2. HECAHKLUMOHMPOBAHHOE pPacnpoCcTpPaHeHne KoHuaeHUanbHOW NHGOPMaLnn;

3. HapyLweHne pexnma paboTbl TEXHNYECKUX CPenCTB 0TOBpakeHns, XpaHeHus,
obpaboTku, BOCNpousseneHns, nepenadn nHGoOpMaumm, CBA3N U TexXHoNornm obpaboTkm
NHpopMaumnm;

4. BbIX0[ CNCTEMbI TEXHUYECKNX cpencTB 1 CpencTB CBA3N,

5. BbIX0OA N3 CTPOSA CUCTEMbI N HapYyLUEHWE peXXMa paboTbl CUCTEM NOALEPKKN
(PYHKLMOHMPOBAHNA YKa3aHHbIX CPeacTB.

MeToAbl MPAMOro BO3AENCTBUA Ha HOCUTENN 3allMWaeMon nHpopMaunm MoryT bbiThb:
a) husnyeckoe yHNYTOXXeHne cpencTB MacCoOBON MHGOpMaLNK;

0) co3paHmne YypesBblHaNHOW CUTyaunn AN NEPEBO34MKOB;

B) yoaneHune nHgpopmauynm ns CMHU;

) co3laHNe UCKYCCTBEHHbIX MarHUTHbIX MONAeN O/ pa3MarHU4YMBaHNA HOCUTeENen;
0) BBo4 hasibCNPNLNPOBAHHON NHOPMaLUN.

HecaHKLUWOHNPOBAHHOE pacnpocTpaHeHne KoHPNAeHUNaNbHON NHpOPMaLIUN MOXKET
ObITb:

a) BepbanbHag KOMMYHUKauna (pasmbiTne);

0) nepenaya Konum HocuTensa NHgopmauunu;

c) oTtobpakeHne meamna;

r) BBOA MH(OPMaLMN B KOMMNbIOTEPHbIE CETU N CUCTEMBI;

e) onybnmkoBaHne MHGOPMaL MK B OTKPbITOW NevaTu;

(e) ncnonb3zoBaHme MHMOPMaLMKM B MYBANYHLIX 3a9BNEHUSX;

XK) yTpaTa HOoCUTenem NHopMaLUnm MOXXeT TakXe NMPUBECTU K HECAaHKLMOHUPOBAHHOMY
pacnpocTpaHeHnto MHpopMaLnin.



Crnocobbl HapyLleHust paboTbl TEXHUYECKNX CpeacTB 1 06paboTkn MHpopMaum MoryT
ObITb:

(a) noBpexaeHne oTAeNIbHbIX KOMMOHEHTOB 0b0opynOBaHMSA

6) HapyweHne NpaBua 3KCNayaTaunum cpencTs

B) U3MeHeHnsa nopsanka obpaboTkmn nHpopmaunm

) 3apa>xeHue nporpamm ob6paboTkn MHpopMaLum BpeaoHOCHbIMU NporpaMmmMamm
€) BblAa4a HenpaBWJbHbIX KOMaHA MPOrpamMmbi

€) NpeBbIlEeHNE pacy4eTHOro YMcaa 3anpocoB

r) noMexu B paamno-3cupe C NoMoLLbI AOMNONHUTENBHOIO 3BYKOBOIr0 MW LLIYMOBOMO
¢oHa, N3MEeHeHMs (Hano)XXeHUs) 4acToT nepenaym nHPopMaumm

0) nepepnaya NOXXHbIX CUTHA0B

1) nogaBnsaollee coegnHeHne MuabTPoB B MHOOPMALIMOHHbBIX LEenax, Lernovyke nuTaHus
1 3a3eMJIeHUn

K) HapyLlueHne pexxnma pa6OTbI cuctem obecneyeHmns PYHKLUMNOHMNPOBaAHUSA CpeacTs
L'|eTBepTI:>II‘/'I TN BKJIKOYaEeT cnengyrouimne MeToibl:
a) HeMnpaBumjibHad YCTaHOBKa TEXHUYECKOIo O60py,£l,OBaHVIF|;

0) pa3pyweHune (0bpbIB) CpencTs, B TOM 4Yucne, noBpexaeHme (pa3pbiB) KabenbHbIX
JINHUA;

B) co3maHume 4YpesBblHaWHbIX CUTYaUMN NS TEXHUYECKUX CpencTB.,;
) OTKJIIOYEHME CPenCcTB OT dIeKTpoceTen;

) OTKJKOYEeHME Nnun HapyLleHne pexnMa pa6OTbI cpeacTB CUCTEM Nnoaanep>XKn
3KCNAyaTaunn,

€) YyCTaHOBKa pa3pyLlalolmx 3aK1agok paano 1 nporpaMmMHoro obecreyeHns B
3/IEKTPOHHbIX KOMMbIOTEPAX.

K cnocobam oTkto4eHns n HapyweHus paboTbl cnctem obecneyvyeHuns
DYHKLNOHNPOBAHNSA TEXHUYECKNX CPEACTB MOXKHO OTHECTMU:



a) HenpaBWJIbHbIN MOHTaX CUCTEM;

0) pa3pyweHne nnam nosoMKa CUCTEM NN UX OTAEJIbHbIX 3/1EMEHTOB,;

B) co3naHne aBapuUnHbIX CUTyaunnm oaa CUCTeM;

) OTK/tOY4EHNE CUCTEM OT UCTOYHUKOB NUTAHUS;

) HapyLleHusa npasua 3KCrnslyaTayumum CUCTeM.

K Bungam gectabunnsvpyiowero BoO34eNCTBUS BTOPOr0 MCTOYHNKA OTHOCATCS:
a) OTKa3 YCTaHOBOK;

6) HencnpaBHOCTN CPEACTB,;

B) CO3JaHMe 3/1IeKTPOMAarHUTHOIr 0 U3JIy4eHns.

OcHoOBHbIMK cnocobamu ,D,ECTa6I/IJ'II/I3I/Ipy}OLLI,eI'O BO34EeNCTBUA BTOPOro NCToO4YHMKa
ABJIAIOTCA:

TeXHUYeCcKune NooMKN 1 aBapuu;
BO3ropaHune TeXHUYeCKnx cpencTs;

BbIX04 U3 CTPOsi cucTteM obecnevyeHns GyHKLNOHNUPOBAHNSA CPeaCTB;
HeraTMBHblE BO3AENCTBUS NPUPOAHbLIX SBIEHWUIA;

BO34ENCTBUS N3MEHEHHOW CTPYKTYPbl OKPY>KalOLLEr0 MAarHUTHOMO MOJIS;
BO3EeNCTBUA BPEOOHOCHbIX MPOrpaMMHbIX NPOAYKTOB;

pa3pyLUeHne Namn rnoBpexxaeHne HocuTens nHpopmMaumu;
BO3HUKHOBEHME TEXHUYECKUX HEUCTMPABHOCTEN 3/IEMEHTOB CPeaCcTB.

© N U kA WwNH

Bunoamuy Tpetbero NCTOYHMKA J:l,eCTa6|/|n|/|3|/|pyrou.|,ero BO30ENCTBUA Ha MHopMaumnio
ABNIAOTCA:

1. BbIXO4 CUCTEM U3 CTPOS;
2. cboun B paboTe cucrtemsl.

K cnocobam 3Toro Buga OTHOCATCSA:

BO3ropaHus;
NOJIOMKU 1 aBapuu;

BO3ENCTBUS NPUPOOHbLIX ABNEHUI;
BbIXO/l U3 CTPOSA UCTOYHUKOB MUTAHUS;

W



5. nosiBNeHne TeXHU4YECKNX HENCTNPABHOCTEN 3/IEMEHTOB CUCTEMBbI;

6. N3MEHEHNA XMMMNYECKOro COCTaBa OKpyXKatoLwen cpeabl (Ha 06bekTax XMMU4ECKon
MPOMbILLIEHHOCTW);

7. U3MEHEeHNA eCTeCTBEHHOIN0 paanaLmMoHHOro hoHa OKpy>KatoLen cpeabl (Ha
obbekTax A4epHON SHEPreTUKN);

8. N3MeHeHNs NoKaabHON CTPYKTYPbl MarHUTHOMO MoJA MPOUCXOASLWEero BcaencTeme
DeATeNbHOCTN 0ObEKTOB PaAMN0O3/IEKTPOHUKN U MPUN N3FOTOBNEHNN HEKOTOPDIX
BUAOB BOOPY>XXEHUSA N BOEHHOW TEXHUKE.

K cTuxuitHbiMm 6e4CTBUSIM M OJHOBPEMEHHO BMUAAM BO3AENCTBUSA C/ieayeT OTHECTU
HaBOLAHEHUSA, 3eMNEeTPACEHNSA, OMNOJI3HW, yparaH (CMepY), IaBUHbI, NU3BEPXKEHUSA
BYJIKAGHOB.

K aTMochepHbIM ABMIEHNSM (BMAaM BO3OENCTBUSA) OTHOCATCA: rpo3a, O0XKAb, CHer, rpag,
MOpPO03, XXapa, N3MEHEHMNS BNA>XHOCTN BO34yXa U MarHUTHbIe bypwu.

2.2 ®opMbl U BUAbI NPOABJIEHUA YA3BUMOCTHU
3awmMuwiaeMom nHpopmauuum

Buabl ya3BMMOCTK 3alimiaemMon nHhopMaunu:

1. Kpa)xa HocuTena nHpopmaunn nan nHhopmaumm, otobpakaeMom Ha HEM (Kparxka);
2. noTeps HoCcUTena nHpopMauum (noteps);

3. HECAHKLMOHUPOBAHHOE YHNYTOXEHME HOCUTEeNa NHpopMaunm nim otobpa>kaemom Ha
HeM MHGpOoPMaLNK (YHUHTOXKEHNE);

4. nCKa>keHne nHpopMaunm (HeCaHKUMOHNPOBaHHOE U3MeHeHne, MogudunkKaumns,
nognenka, panbcnpukauma u T. 4a.));

5. 6/10KMpoBaHMe MHMOpPMaLUK (BPpEMEHHOE UL MOCTOSIHHOE);

6. pasrnaweHune nHpopMaunm (HeCaHKLNOHMPOBaHHOE pacrpoCTpaHeHne Ui
packpbiTue).

Bunabl yrpos nHgpopmauymoHHon 6esonacHocTn Poccunckon depepaumnm

Mo obwien HanpaBAEHHOCTW Yrpo3bl MHhoOpMaLUMOHHON Be3onacHoCTN Poccunckon
depepaynn noapasfensaoTCcsa Ha cneayowme TUnbl:



1. yrpo3bl KOHCTUTYLMOHHbLIM NpaBaM 1 ceobofam 4YenoBeka 1 rpa>kaaHnHa B 061actu
LYXOBHOW »XXU3HN N MHPOPMALMOHHON AeATEeNIbHOCTU, MHAMBUAYAIbHOrO, FPYNMNOBOro v
06LLEeCcTBEHHOr0 CO3HaHMSA, AYXOBHOIO BO3poXKaAeHnsa Poccuu;

2. yrposbl MHpopMaUNOHHOMY obecrnedyeHmnio rocy4apCTBEHHON NOANTUKK Poccunckom
depepaunu;

3. yrpo3bl pa3BUTUO OTEYECTBEHHOMN UHAYCTPUM NHPOPMALMN, BKIOYAS UHOYCTPUIO
nHpopMaumn, TeneKkoMMyHUKaLUM 1 CBS3b, A1 YA0BIeTBOPEHUA noTpebHocTeln
BHYTPEHHEro pbiHKa B €e NpoayKUUK N BbIXoAy 3TON NPOoAYKLWUM Ha MUPOBOW PbIHOK, a
Tak>XXe obecnevyeHnto HaKOMIEHNA, COXPAHHOCTU 1 3hHEKTUBHOIO NCMOJIb30BaHUS
0TeYeCTBEHHbIX NHHOPMALMOHHbIX PECYPCOB;

4. yrpo3bl 6€30nacHOCTN NMHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBIX 06 BEKTOB N CUCTEM,
KaK y>Xe pa3BepHYyTbIX, TaK U CO3[4aHHbIX Ha TeppuTopun Poccuu.

Yrpo3bl KOHCTUTYLMOHHBLIM MpaBaM 1 cBobonaM 4yesoBekKa U rpa>kaaHuHa B obnacTum
AYXOBHOW »XXU3HN N MH(POPMALMOHHON AeATEeNIbHOCTU, MHAMBUAYAIbHOrO, FPYNMNOBOro u
06LeCcTBEHHOr0 CO3HaHMS, AYXOBHOIO BO3poXXaeHns Poccnm moxeT BbiThb:

1. npuHATHe hepepasibHbIX OPraHoOB rocyapCTBEHHOW BNaCTU, OPraHoB
rocyfnapCcTBeHHOM BNacTu cybbekToB Poccunckon depepaymm HOpMaTUBHbBIX NPaBOBbIX
AKTOB, YLWEMAAOLWMX KOHCTUTYLLMOHHbIE NpaBa 1 cBoboabl rpa>kaaH B obnactu
OYXOBHOW XXWU3HN U NHPOPMALMUOHHOW OeSATEeNbHOCTY;

2. Co3aHne MOHOMOINN Ha (hOPMUPOBAHME, NOJTyYEHNE N PacNpPOCTPaHeHne
nHhopmaumm B Poccuiickon degepaun, B TOM YUcsie C UCMNOJIb30BaHNEM
TeNIeKOMMYHUKALIMOHHBIX CUCTEM;

3. NPOTMBOAENCTBMNE, B TOM YMNCJIE U OT KPMMMHAJIbHbLIX CTPYKTYpP, peasam3aumm
rpa>kgaHaMn KOHCTUTYLMOHHbIX MPaB Ha JINYHYIO U CEMENHYI0 TalHy, TallHy Nepernncku,
TenedOoHHbIX NEPEeroBOPOB N NHbLIX COOBLLLEHN;

4. HepaumoHaibHOe, Ype3MepHoe orpaHnyeHne aoctyna K obuiecTBeHHO HeobxoaAnmMomn
MHopMaumnm;

5. HE3aKOHHOE NCMOoIb30BaHWEe cneumnasnbHbiX CPeaCcTB BO3AENCTBUS Ha
WHAWBMAOYaNbHOE, rpynnoBoe 1 obuecTBeHHOe CO3HaHueE;

6. 0TKa3 heaepasibHbIX OPraHOB roCyAapCTBEHHOW BNAaCTW, OPraHOB rocyaapCTBEHHOWN
BnacTu cybbekToB Poccuinckon denepaumn, opraHaMmm MECTHOIN0 CaMoyrnpaBieHuns,



opraHm3aumsamMm 1 rpa>kgaHammn TpeboBaHnin denepasbHOro 3aKoHOA4aTENbLCTBA,
peryanpytouero oTHoWeHNa B MHOPMaLIMOHHON ciepe;

7. HeENpaBOMEpPHOE OrpaHnYeHne [OoCTyna rpakaaH K OTKPbITbIM NHPOPMALMOHHbBIM
pecypcam efepasibHbiX OPraHOB roCcyfapCTBEHHOW BNAaCTU, OPraHOB roCcyapCTBEHHOMN
B/acTu cybbekToB Poccuimnckon depgepaynm, opraHoB MECTHONO caMoyrnpaB/ieHus, K
OTKPbITbIM apXUBHbIM MaTepuasamM u APyron OTKPbITOM COLMasbHO 3HAYMMOWN
NHopMaLumnm;

8. me3opraHm3auns n paspyLleHne CUCTEMbI HAaKOMIEHNS N COXPaHEHNSA KYNbTYPHbIX
LLeHHOCTEN, BKJII0Yasa apXuUBbI;

9. HapyLLeHMe KOHCTUTYLMOHHbIX MpaB 1 cBobof YenoBeKka N rpakaaHnHa B obnactu
MaccoBOW MHGopMaLnm;

10. BbITECHEHNE POCCUNCKNX NHPOPMALMOHHbBIX areHTCcTB, CMWU ¢ BHYyTpeHHero
WH(POPMALLMOHHOIO PbIHKA N YCUJIEHUS 3aBUCUMOCTU AYXOBHOW, SKOHOMUNYECKOWN U
nonnMTnYecKom cpep obuiecTBeHHOM XNU3HU Poccum oT 3apyberxHbIX NHPOPMALMOHHbIX

CTPYKTYD;

11. peBanbBaLMsA AYXOBHbIX LLEHHOCTEN, NponaraHaa MacCoBOW KybTypbl, OCHOBAHHbIX
Ha KyJibTe HaCWUNS, Ha AYXOBHbIX M HPABCTBEHHbIX LLEHHOCTSX, MPOTUBOPEeYaLl X
LLEHHOCTAM, MPUHATBLIM B POCCMNCKOM 06LLIEeCTBE;

12. CHM>XXeHne oyxXxoBHOro, HPaBCTBEHHOI 0 U TBOPYECKOro NoTeHumMasra HaceseHus
Poccum, 4TO CcyLecTBeHHO OCJ/IOXKHUT NOATOTOBKY TPYAOBbIX PeCypCoB A1 BHEAPEHUA U
NCMOJIb30BaHNA HOBbIX TEXHOJIOM NI, B TOM 4YuUcne MHopMauunn;

13. MmaHunynnpoBaHne nHdopmaumen (aesmHpopMmayns, COKpbITUE NN NCKaXKEHUE
MHopMaumnn).

Yrpo3bl MHPOPMaLMOHHOMY obecnevyeHnto rocyaapCTBEHHOW MOMNTUKN POCCNINCKON
depepaynm MoxeT bbIThb:

1. MOHOMOIN3aLMS NHOPMALIMOHHOIO PbiHKA Poccumn, ero oTaesbHbIX CEKTOPOB
OTe4YeCTBEHHbIMU 1 3apybe)XXHbIMU MHPOPMALMOHHBIMU CTPYKTYpPaMU;

2. bnoknpoBaHme fesaTesibHOCTUN rocyaapcTBeHHbIX CMW no nHGoOpMUpoBaHUIo
POCCUNCKOW 1 3apybexxHoW ayanTtopuu;



3. HM3KaA 3P PEKTUBHOCTb MHPOPMaLMOHHOIo obecnevyeHnsa rocynapCTBEHHOMN
nonnTuku Poccnmnckon depepauynm scnencrteme gemnunmta KBaampuunpoBaHHbIX
KagpoB, OTCYTCTBUA CUCTEMbI POPMUPOBAHNA N peasin3aumnm rocyjapCTBeHHON
MH(OPMALMOHHOW MOJINTUKMN.

Yrpo3bl pa3BUTUIO OTEYECTBEHHOW MHAYCTPUM UHPOPMALMK, BKIOYAS UHOYCTPUIO
NHpopMaumn, TeeKoMMyHUKaLUM N CBS3b, AJ1S YAOBeTBOPEHUA noTpebHocTeln
BHYTPEHHEro pbiHKa B €e NpoayKUUM 1 BbiIXxoay 3TON NMPOoAYKLUM Ha MUPOBOI PbIHOK, a
Tak>Xke obecnevyeHnto HAKOMIEHNSA, COXPAHHOCTU 1 3hHEKTUBHOIO NCMOJIb30BaHUS
OTe4yeCTBEHHbIX MH(POPMALIMOHHbLIX PECYPCOB MOryT ObITb:

1. npoTmnBogencTeue foctyny Poccuinckon depgepaumm K HOBENWNM UHPOPMALMOHHbLIM
TEeXHOJIOrnaAM, B3aUMOBbLIFOAHOMY W PaBHOMPAaBHOMY Yy4aCTUO POCCUNCKMX
NpPon3BOAUTENEN B MUPOBOM pa3aesieHnn Tpyaa B UHAYCTPUM NHPOPMALMOHHBIX YCAyT,
NHMOPMALMOHHbIX, TEIEKOMMYHUKALNOHHbIX, NHROPMALMOHHbLIX MPOAYKTOB, @ TaKXe
co3faHune yCcnoBui Ans ycuaeHns TeXHONornyeckon saBncumocTu Poccum B obnactu
COBPEMEHHbIX NH(OPMALMOHHbLIX TEXHOJIOTUIA;

2. 3aKyrnkKa opraHaMmu rocyjapCcTBeHHON BAAaCTU MMMNOPTHbIX CPeACTB MHOopMaTmn3aumu,
TenekoMMyHUMKaLUM N CBA3MN NPU HaJIMYUKN OTEeYEeCTBEHHbLIX aHaN0roB, He YyCTynatoLwmx
Mo CBOMM XapakKTepucTtukam 3apybexHolM obpasuam;

3. BbITECHEHME C BHYTPEHHEr0 pPblHKa POCCUNCKMX MPON3BOANTENEN MHGPOPMaLUN,
TENEKOMMYHUKaALUWNA U CBA3K;

4. yBeNYNIICA OTTOK CNeunanncToB n npasoobnagatenen NMHTENNEKTYalbHON
CcobCTBEHHOCTN 3a pybexxom.

Yrpo3bl 6e30nacHOCTN MHOPMALIMOHHO-TEJIEKOMMYHUNKALUNOHHbLIX 06 bEKTOB U CUCTEM,
KaK Y>Xe pa3BepHYyTbIX, TaK U CO3A4aHHbIX B Poccun, MoryT ObIThb:

1. He3aKOHHbIN cbop M NCNONb30BaHME UHOPMALLK;
2. HapyweHunsa TexHonorum obpaboTkm nHbopmauum ;

3. BBeLleHMe anmnapaTHble U NPOrpaMMHbIe U3LENA KOMMIOHEHTOB, peann3yoLmx
PYyHKLMN, HE NPenyCMOTPEHHblIe AOKYMEHTaUNEN Ha 3TN U34eNns;

4. pa3paboTka 1 pacnpocTpaHeHne NporpaMMm, HapyLlamLwmx HopMaabHoe
pyHKUMOHMpPOBaAHME NHPOPMALMOHHbLIX N NHHOPMALMOHHO-TEIEKOMMYHUKALMOHHbIX
CUCTEM, B TOM 4ucyie cucteM MHGOOpPMaLMoHHOM 6e3onacHoCTy;



5. YHUYTOXXEHNE, NoBpexXaeHne, 31IeEKTPOHHOE MOoAaBJIEHNE NN YHUYTOXXEHNE CPeacTB
n cuctem 06paboTkm nHhopMaLnm, TENEKOMMYHUKALNIA N CBA3N,

6. BJINSIHME HA CUCTEMbI NMAPOJIbHOW 3aLLUUTbl aBTOMATU3NPOBAHHbLIX cCUCTEM 06paboTkM 1
nepenayn nHpopMaumu;

7. KOMMpOMEeTauUunsa KYen n CpeacTs Kpuntorpamnyeckon 3awmTbl MHpopMayun;
8. yTe4kn nHgopmaumm rno TeXHNYeCKUM KaHaslaMm;

9. BHEApEHMe 3/IeKTPOHHbIX YCTPOMCTB A/ NepexBaTa MHpopMaumm B TEXHUYECKMX
cpencTBax 06paboTKM, XpaHEHUS N Nepefayn MHpopMaL MM NO KaHalaM CBA3M, a Takxe
B OpraHax rocyapCTBEHHOMN BNACTWN, Ha NPeanpusaTUaX, B y4peXaeHNAX 1
OopraHn3aumsax He3aBMCUMO OT POPM COBCTBEHHOCTU;

10. yHMYTOXKEHUE, NOBPEXAEHMNE, YHUYTOXKEHNE UIN XNLLEeHNEe MALLUVH N APYruX
CpefCTB MaccoBOM MH(poOpMaLnn;

11. nepexBaT MHpOPMaLUNM B CeTAX Nepefadn AaHHbIX N IMHNAX CBA3U, OelngpoBaHme
3TON MH(OPMaLNN N HaBA3bIBaHWE JIOXKHON NHOopMaUnu;

12. ncnonb3oBaHue HeCcepTUPULNPOBAHHbBIX OTEYECTBEHHbIX U 3apybexXHbIX
NH(POPMALIMOHHBIX TEXHOOrNI, NHHOPMaLNOHHOM Be3onacHOCTU, MHoPMaL K,
TeneKoOMMyHUMKaLUnM N CBA3U NMPU CO34aHUN U Pa3BUTUN POCCUNCKON MHPOPMALLIMOHHOW

NMHPPaCTPYKTYPbI;

13. HECAaHKLUMNOHMPOBAHHbIN A0CTYN K MHGOpMaunm B 6aHKax 1 6a3ax AaHHbIX;
14. HapyweHVe 3aKOHHbIX OrpaHUYeHNn Ha pacrnpocTpaHeHne nHgopMaunn.
2.3 ICTOYHUKN Yyrpo3 nHopmMaumnoHHon besonacHoCcTn Poccumnckon depepaunmn

NCTOYHUKM yrpo3 nHgpopmMmaymnoHHon besonacHocTn Poccmnckonm degepaumm
noapa3nesnaioTCs Ha BHELWHNE U BHYTPEHHNE.

K BHEWHNM NCTOYHUKAM OTHOCATCSH:

1. cTpeMneHune psiga CTpaH K AOMUHUPOBAHWUIO 1 YLLEMIEHUIO MHTepecoB Poccum B
MUPOBOM MH(pOPMALMOHHOM MPOCTPAHCTBE, BLITECHEHUNIO ee C BHELLHEro u
BHYTPEHHEro MHOPMaLMOHHbIX PbIHKOB;

2. NesTeNbHOCTb MHOCTPAHHbLIX MOAUTUYECKNX, IKOHOMUYECKNX, BOEHHbIX,
pa3BenbliBaTENIbHbIX 1 MHPOPMALMOHHLIX CTPYKTYpP, HanpaBieHHas NpoTuB



MHTepecoB Poccuimnckon depepaumm B MUHGpopMaLMOHHOW cepe;

3. 0eATeNbHOCTb MeXXAYHAPOLAHbIX TEPPOPUCTUYECKNX OpraHu3auni;

4. obocTpeHne MexayHapoaHOM KOHKYpeHUun 3a obnagaHne nHOOpPMaLMOHHbIMU
TEXHOJIOMTNAMU U pecypcamu;

5. 0eATeNbHOCTb KOCMUYECKNX, BO3AYLHbIX, MOPCKUX N HAa3EeMHbIX TEXHUYECKNX N
WHbIX CPpencTB (BMOOB) pa3BeakKn MHOCTPaAHHbIX FOCYAapCTB;

6. yBesn4eHmne TexXHOJI0rM4eckoro oTpbiBa BEAYLLUMX AEPXKaB MUPA U HapallmMBaHUe nx
BO3MOXXHOCTEN Mo NPOTUBOAENCTBUIO CO3AAHNI0 KOHKYPEHTOCMOCOOHbIX
POCCUNCKNX NHPOPMALMOHHBLIX TEXHOJIOMNNA;

7. pa3paboTKa psAAOM rocyaapcTB KOHUENUUN NHPOPMaLMOHHbLIX BOWH,
npenycMaTpumBaloLWmMx co3gaHne cpecTB 0NnacHOro BO3AencTBmsa Ha
MHOPMaLUMOHHLIE Chepbl APYrnMX CTpaH MMpa, HapyLleHne HopMaJibHOro
PYHKLMOHUPOBAHNSA MHPOPMALMOHHBIX N TEIEKOMMYHUKAUWOHHbIX CUCTEM,
COXPaHHOCTUN MH(OPMALMOHHbBIX PpeCcypCcoB, NoJly4eHNe HECaHKLWOHMPOBAHHOIO
A0CTyna K HUM.

K BHYTP@HHUM UCTOYHNUKAM OTHOCATCH:
KpuUutn4eckoe CcoCtoaHne ote4eCTBeHHbIX 0Tpacne|7| MPOMbIWLWNEHHOCTN,

1. HeBnaronpmaTHaa KpUMMHOreHHas ob6CTaHOBKa, CONMPOBOXKAAOLLLASACS
TEeHOEHUNAMU CpalLMBaHMNA rOCyAapCTBEHHbIX N KPUMUHAbHbBIX CTPYKTYP B
MHOPMaLMOHHOWN chepe, MNoJIyYeHUA KPUMUHANIbHBIMU CTPYKTYPaMM J0CTyNa K
KOH(UAEHUMaNbHON MHGOPMaLMKN, YCUIIEHNS BIINSHNSA OPraHU30BaHHOWN
NPecTynHOCTU Ha XXU3Hb 00 ecTBa, CHUXXEHNSA CTENEeHN 3aLUNLLEHHOCTN 3aKOHHbIX
WHTEepecoB rpakaaH, obuiecrtsa n rocygapcrea B MHPOPMaLMOHHON cdepe;

2. HefoCTaTo4YHasa KoopaAuHaUMA OeaTeNbHOCTU (hefepasibHbIX OpraHoB
rocyfapCTBEHHOW BNACTU, OPraHOB rocyfapCTBEHHOW BAACTN CyObeKTOB
Poccunckonm ®epepaumnu no GopMmMpoBaHMIO N peasinsaunm eguHON
rocyfapCTBeHHOM NONUTUKK B obnactn obecnevyeHns MHGPOPMaLMOHHON
be3sonacHocTn Poccnnckon depepaunu;

3. HepocTaTo4YHasa pa3paboTaHHOCTbL HOPMATMBHOW NMpPaBoBOW Ba3bl, peryanpytoLien
OTHOLWEHNSA B MH(pOPMaLMOHHOW Cchepe, a TakXKe HefoCTaTo4YHas
rnpaBonpuMeHnUTeNIbHaa NPaKTUKa;

4. HEpPa3BUTOCTb MHCTUTYTOB rpaKAaHCKOro obuwiectsa N HeLOCTATOYHbIN
roCcyfapCTBEHHbIN KOHTPOJIb 3a pa3BUTUEeM MHMOPMaLMOHHOIO pbiHKa Poccuu;

5. HepocCcTaTo4YHOEe (pMHaHCUPOBaHME MeponpuATMIA No obecnevyeHuno
nHpopMaumnoHHoM 6esonacHocTn Poccunckon denepaynm;

6. HegoCTaTo4YHas SKOHOMUYeCKas MOLLb rocyAapcTBa;



7. CHMXeHune 3(pheKTUBHOCTN CNCTEeMbl 06pa3oBaHUA N BOCNUTAHUSA, HELOCTAaTOYHOe
KOJINYEeCTBO KBannpunLmMpoBaHHbIX Kagpos B obnactn obecnevyeHuns
nHdopMaLmMoHHON Be3onacHOCTY;

8. HepocTaTo4YHasa akKTUBHOCTL (hefepasibHbIX OpraHoB roCy4apCTBEHHOM BAaCTH,
OpraHoB rocygapCcTBeHHON BacTn cybbekToB Poccmnckon depepaumnm B
NHopMUpoBaHnM obuiecTBa 0 CBOEN AeATe/IbHOCTU, B Pa3bACHEHNN NPUHUMAEMBbIX
pelweHnn, B GOPMMPOBAHUN OTKPLITbIX TOCYAapCTBEHHbIX PeCypCoB N pa3BuUTUn
CUCTeMbl 40CTYyMNa K HUM rpa>knaH;

9. oTcTaBaHue Poccuu OT BeAyLuX CTPaH MMpa No YPOBHIO MHOpMaTM3aLmnmn
hefepanbHbIX OPraHOB roCcygapCTBEHHOW BNAaCTU, OPraHOB rocyfapCTBEHHON
B/1laCcTn cybbekToB Poccuimnckon depgepaymm n opraHoB MeCTHOro caMoynpaB/ieHuns,
KpeaAuTHO-PUHAHCOBOW Chepbl, MPOMbILLUJIEHHOCTHN, CeNbCKOro X03ANCTBa,
obpa3oBaHug, 34paBooxpaHeHns, cepbl ycayr un bbiTa rpakaaH.

NHdopmMaumna cTana Npom3BoAUTESIbHOW CUIOM U TOBAPOM, KOTOPbLIV NMpoLaeTCs v
MOKynaeTCcs, OOHOBPEMEHHO ABNAACL CPeACTBOM 3alUUThl U HanageHnsa B OTCTauBaHun
rocylapCTBEHHbIX, KOPMOPaTUBHbLIX U JINYHbIX UHTEPECOB CyOBHEKTOB B/IaCTHbIX
OTHOLIEeHMN. HopMasibHasa XU3HeneaTesIbHOCTb YesnioBeka, obuwecTBa 1 rocygapcTaa
CTasla LesInkoM onpenenaTbCa YPOBHEM Pa3BUTUSA, KA4eCTBOM (PYHKLVMOHUPOBAHUS U
6e30nacHOCTbI0 MH(OPMALMOHHOW chepbl, rAe pelaowmMMn SBAAIOTCSA KaYyeCTBO U
ckopocTb 06paboTkm MHopMmaunmn. CnenyeT 3aMeTUTb, YTO pa3BUTME MHPOPMALMOHHON
chepbl He NpU3HaeT HaUNOHaIbHO-rOCYyAapCTBEHHbIX FPaHnL, 1 BeaeT K obpa3oBaHuIo
rnobanbHbIX NHPOPMALMOHHBLIX PECYPCOB, KOHTPOJIMPYEMbIX MEXIOCyAapCTBEHHbIMU
opraHmsaumaMu u KoprnopaumaMm, KOTopble HaBA3bIBAOT CBOU CTaHOAPThl MOBEAEHNS U
MblwieHUs. No3TomMy Bbipa>keHne "KTo BnageeT nHpopMaumen - ToT BrageeT MUMpom" -
CMOJIHa NMOATBEpP)XXAAETCA NOJINTUYECKON N SKOHOMUYECKON NPakTUKon. CTOUT Takxe
00bpaTuUTb BHUMAHUE Ha TO, YHTO B COBPEMEHHOM reornoJIMTUYECKON CUTyaunm MeHsaeTCs
NMOJINTUKA MPaKTUYECKU BCEX EBPOMENCKNX CTPaH, a Tak>Ke poJib 1 MEeCTO BOEHHO-
NOJINTUYECKNX MexaHU3MoB obecnevyeHns 6e3onacHOCTU N 060POHbI.

Ha nepBbIn nnaH BblABUraeTcsa npobsema cTponTesibCTBa HOBOW CUCTEMbl €BPONencKom
N HauMoHasnbHOM 6e30NacHOCTU, KOTOpasa A0JIXKHa BKJI0YaTb BCE CyLleCcTBYyOLWMe
WHCTUTYTbl 6€30NacHOCTN 1 0O0POHbLI 3a YHEeTKOro pasaesieHnsa nx pyHkumnn. C
reonosIMTUYECKON TOYKN 3peHUS HOBas NMHMOPMALMOHHAA 3pa MeHsAeT TpaAUuLMOHHbIe
npeacTaB/eHNsa 0 CMMBOJ1Iax MOryulecTBa U cnocobbl JOCTUXKEHUSA MUPOBOIO
rocnoncTtBa. ICNOKOH BEKOB peyb Lijla 0 Ha3eMHOM MNPOCTPaHCTBE, 3aTEM - O BO34YLLUHOM
N MOPCKOM, a HblHe peyb naeTt 06 akTyanmsaumm poanm MHOPMaLMOHHOIO NPOCTPaHCTBA
N O HOBOM rOJ1e reonoJMTNYeCKoOro NnpoTnesobopcTBa - NHOPMaLMOHHON chepe.



Cenyac ewe nayT cnopbl 0 egnuHON rnobanbHON NHPOPMALIMOHHON MHAPACTPYKType, 06
YHUBEpPCaibHbIX cnocobax AOCTaBKU MHOPMaLMK, HO CKa3aslaCb BMOJIHE onpeaesieHHas
TeHOeHUWNs: rocnoacTeytowen poan npuobpetaeT MHTEPHET, HEOCNOPMMbIM JINGEPOM
ocBoeHuns Kotoporo asnaetca CLUA. OgHako y)Xe cerofiHs CyLecTByeT MHeHune o
HeobXxoAMMOCTKN oNTUMM3aUUKN NyTen rnobanbHbIX MHHOPMALMOHHBLIX MOTOKOB. TO eCTb
y>K& MOXXHO FOBOPUTb O TOM, 4TO MUP CTOUT Ha NMOPOre HOBOM CXBAaTKWM 3a KOHTPOJIb HaA
NH(POPMALLMOHHBIM MPOCTPAHCTBOM U «TPAHCMOPTUPOBKOW UH(OpMaunmn». be3zycnosHo, B
COBpPEMEHHbIX MreonoJINTNYECKUX YCNOBUAX pacTeT 3HavYeHne MHGPOPMaLMOHHOIo
hakTopa. HeTKO NpocsexmBaeTca TeHAEHUUA NOBbILLIEHNSA POJIN MHHOPMALLMOHHOIO
pecypca rocynapcTts B obuwien cncteme o60poHHOro noteHymana. K BaxxHenwmnm ero
3/1eMeHTaM OTHOCATCA MHPOPMALMNOHHbIE CUCTEMbI U CpeaCcTBa CTpaTern4eckoro
npenynpexaeHuns, ynpasieHUsa BOMCKAMN N OPY>XUEM, HaBUraumun, pasBenku,
paanos3neKTpoHHOM 60pbbbl. LOCTMXKEHNE NHPOPMALMOHHOIO NpenmMyLecTBa
(AoMUHMpoOBaHMe) obecnevynBaeT BO3MOXKHOCTb onepe)xaTb CONepHUKa B MPUHATUN
BOEHHO-MOJIMTUYECKNX PeLueHNn N ABISeTCH OCHOBOM M BO MHOIMOM 3aJ10rOM ycrexa B
BOEHHbIX AeNCTBUAX. Kak 0TMevaloT COBPEMEHHbIe OTe4YeCTBEHHbIE uccsenoBaTenu,
Hay4YHO-TEXHNYeCKasa peBoaoumnsa cosgana rnobanbHoe MHpopMaLNOHHOE
MPOCTPaHCTBO, B KOTOPOM obslagaHne MHPOPMaLMOHHbLIMN pecypcaMn CTaHOBUTCH
rnaBHbIM PAaKTOPOM reonoJINTUYECKON KOHKYPEHLNN, MO3TOMY UMH(OPMaLMOHHas
OTpPac/lb OTHOCUTCSH K CTpaTerndecknum nHTepecam nbon ctpaHbl n TpebyeT ocoboro
BHUMaHUA. TexHonornyeckmim otpblie CLUA, AnoHnn n paga eBponenckux cTpax,
pa3BepTbiBaHNe UMM paboT No co3gaHnto Ha 6ase CoBpeMeHHbIX MHPOPMALMOHHbIX
TEXHOI0M N MHPOPMALMOHHOI O OPY>XKNS N BOEHHON TEXHUKN HOBOIO MOKOJIEHMSA BEOYT K
Ka4YeCTBEHHO HOBOMY 3Tarny rOHKN BOOPY>XXeHUW. NprnopuTteTHOE pa3BuUTmnE CUCTEM U
CpencTB npeanynpexgeHnsa o pakeTHo-agepHom HanageHun, NBO u MPO, opy>Xunsa Ha
HOBbIX (PU3NYECKNX MPUHLMMNAX B COBOKYMHOCTU NPUBOONT K KPUTUHECKOMY CHUXKEHWUIO
posIN A0EPHOro Caep>XUBaHUA. Pe3yibTaThl UCCNeA0BaHUN HEKOTOPbLIX YYEHbIX
CBMAOETENbCTBYIOT, 4TO BO3AENCTBME HAa MHHPOPMALMOHHLIAN PecypC MOXXeT CTaTb OAHUM
M3 NCTOYHUKOB OMNACHOCTU AJ19 HauMOHaIbHbIX MHTepecoB. B nocnenHme roasl Hanbonee
CJIOXXKHOW (OPMOW BIIUAHUSA CHUTAETCH ped/IeKCUBHOE yrpaBsieHME NMPOoLLeCcCoOM MPUHATUSA
BOEHHO-MOJINTUYECKNX PEeLUEHNI C MOMOLLbIO LesIeBOro oOpMmMpoBaHnsa MHpopmaumm
nnu gesmHdpopmaumm, 4To noby>xgaeT coBepllaTh XeflaeMble oencTemnsa. Hanpumep,
3TOMY BOnpocy yaensetcs 6onbLlioe BHUMMaHMeE B paMkax npuHaTon B CLLA
CTpaTern4yeckom KoHUenumn conepHmnyecTBa.

Pe3ynbTaTbl NPOBEeOEHHbIX NCCEef0BaHN NO3BONSAIOT BblAE/NTb ClieayoLlme 0OCHOBHbIE
reononnTmnyeckme n3MeHeHnsa B MHPoOpPMaLMOHHOW cepe:



1) nHopMaUMOHHOE NPOCTPAHCTBO 3anafHbIX rOCYyAapCTB CTPEMUTESIbHO
npeBpallaeTcsa B eanHoe rnobanbHoe MHHOPMaLMOHHOE NPOCTPAHCTBO, rae
OOMUHNPYIOLLYIO POJIb B KOHTpPOJ1E€ Ha4 MH(POPMaLMOHHBbIMM NOoTOKaMu nrpatotT CLUA v
CTpaHbl EC;

2) dhopmupyeTcsa rnobanbHas NHPOPMaUMOHHAA NH(PACTPYKTYypa Ha OCHOBE CEeTH
NHTepHeT, 4TO MOXXET pacCMaTpMBaTbLCH KaK yCUJIEHNE NPOCTPAHCTBEHHOWN
B3aMMO3aBUCNMOCTMN FrOCy0apCTB;

3) cyweCcTBEeHHO pacLunpuca BOEHHO-UMH(OPMaLMOHHOE NPOCTPAaHCTBO,
KOHTpoampyemoe ctpaHamu HATO;

4) B COBPEMEHHOM NH(MOPMALMOHHOM MPOCTPAHCTBE YCUINBAIOTCS MPOLIECCHI,
CBSI3aHHbIE C PAa3BUTUEM OTHOLLUEHWUI MapTHEPCTBA U rnobasibHOro MHMOPMALIMIOHHOIO
NPOTUBOCTOSIHUS;

5) 04HOM N3 OCHOBHbIX Chep reonoIMTUYECKOro NPoTUBOBOPCTBa CTAHOBUTCS
NHOPMaLIMOHHOE NMPOCTPAHCTBO rnobanbHOro, permoHasbHOro U HauMoHaIbHOIr O
YPOBHEN.

Mpwv 3TOM ero NpUopnUTET Ha YKa3aHHbIX YPOBHAX 3aBUCUT OT KOHKPETHbIX Lesen
rocyapcTBa U MOXET MNOCTOAHHO MeHATbCA. 10 OrOCPOYHBIM NPOrHoO3aMm,
nepcneKkTMBbl MUPOBOIro pa3BuTusa byneTt onpenenaTtb rnobanbHoe neperpynnupoBKa
Cunn B pesynbTaTe MHpopMmaunoHHoro nporpecca B CLUA, EC, AnoHunn, Kntae, NHouu n
Poccuun. MpepycMmaTpuBaeTcsa pas3BUTme Tpex MOLLHbIX MHPOPMALMOHHBIX «LLEeHTPOB
Mupa»: amepukaHckoro (CLUA), esponenckoro (Eesponenckuin Coto3) n aamaTckoro
(Kntan, NHgns, dnoHuns).

NofobHbIM LEHTPOM UHOPMALIMOHHOIO BAUAHUS B COBPEMEHHbIX YCJI0BUAX MblTaeTCH
cTaTb N Poccuninckas depepaums. MNMpm 3TUX yCI0BUAX B pa3sIMYHbIX CTPaHax Mupa, B
4aCTHOCTK B Poccumn, akTUBHO pa3pabaTbiBalOTCA N MPUMEHSAIOTCA Ha NPaKTuKe
WH(OPMaLIMOHHO-NCNXOJIOrNYeCcKue cpencTea segeHns rnobasbHOro MHMOPMaLNOHHOIO
npotuBobopcTBa. MNMpexxae Bcero, oOHN KacatTCsa chepbl NCNOJb30BAHNA NHHOPMaLUN
MPOTUB YeJsI0BEYECKOro MHTeNNeKTa.

HecMoTps Ha To, 4TO cpeacTBa BO34encTBMA (Ae3nHgopmaums, Cyxmn, nponaraHaa,
arnTaums, MUdbl U T. M.) OCTAINCb NPEXHUMUN, NPUHLNMNNANBHO HOBbLIM 3JIEMEHTOM
CTann cpencTBa NOJly4eHUss U 4OCTaBKN MHdpopMaumn. 3To, B HaCTHOCTU, CUCTEMbI
rnobanbHOro n MeXxpermoHabHOro TesiepaanoBeLLAHNS, C MOMOLLbI KOTOPbIX
peasibHble COObITUS C COOTBETCTBYOLWNUMN KOMMEHTAPUAMN 1 CNeunanbHo nogobpaHHble



haKTbl U1 APryMeHTbl CTAHOBATCS AOCTYMHbI ayANTOPUM BO MHOIMMX CTPaHax MuUpa.
KpaHe Ba)XHOW B KOHTEKCTEe MHpopMaunoHHON 6e3onacHoOCTK Yenoseka, obwecTBa 1
rocypapcTBa fBnseTca npobnema NnpoTUBOAENCTBUA MHHOPMALMOHHOMY HaCUNIO,
WHOPMALIMOHHBIM onepaunam n rnobanbHOMYy NMHPOPMaLUNOHHOMY MPOTUBOBOPCTBY
(BOMHaM).

Knto4vesble npobnembl MHpopMaLmMoHHON Be3onacHOCTK:

- B MUH(pOopMaLIMOHHON Cchepe YenoBevyecTBa NPONCXOAAT PEBOJIIOLMOHHbLIE U3MEHEHUS U
TpaHCchopMaLUnKn, KOTOPbIE aKTUBU3NPYIOT HOBbIE r106asibHble BbI30BbI U YIrpO3bl;

- 6OSIbLUIMHCTBO CTPAH MUpa yXXe CTOJIKHYyack ¢ npobneMamu knbepteppopusma,
KnbepnpecTynHoCcTu 1 apyrumu npobremamm MHHOpMaLMOHHOW 6e30MacHOCTY;

- B Te4YeHne nocaeaHux gecaTunetTuin HabnogaeTcs TeHAEHUNS K pacnpoCTPaHEeHUIo
NH(OPMALIMOHHOW arpeccun N Hacuus;

- MNOoJIy4HaloT pacrnpoctTpaHeHune nonbiTkKn maHnnyadaumm Co3HaHmMeM 4esioBekKa,
arpeccuBHas pekJsjiama, nepunoamnmyveckn rnpoBoasaTca MHPOPMaLMNOHHO-NCUXONI0rnYecKkune
onepaunn,

- noyTn B 120 cTpaHax Mupa BeayTcsa pa3paboTkm MHPOPMALMOHHOIO OPYXXNS U ee
3/1IEMEHTOB (4719 CpaBHEHUA - pa3paboTKM OpPyKMA MaCCOBOIr0 YHUYTOXKEHNS
ocyLwlecTBnaTCA noyTm B 20 cTpaHax);

- NocneacTBUSA NCNOJSIb30BaHNS COBPEMEHHOW MH(POPMaALMOHHON OPYXKNS (CornacHo
3aKJII04EHNIO YYEHbIX N KCMEepPTOB eBponencknx ctpaH, PO n CLUA) MoryT 6bITb
COMNOCTaBUMbIMUN C MPUMEHEHNEM OPYXMNA MAaCCOBOI0O MOpParkeHuns;

- HOBEWLLNE BbI30Bbl U Yrpo3bl B UHOPMALMOHHOW cepe NpeacTaBnaoT peasibHYyio
yrpo3y 6e30MmacHOCTU YesloBe4YeCcTBa U MeXXAyHapOoAHOro npaBonopsaka.

Mo HalWM OUEHKaM, HN OAHO roCcyaapCcTBO MUpPa B YCNOBUAX MHHOPMALIMOHHON
rnobanmsaumm He cnocobHa camocToaTeNbHO obecnevynTb COOCTBEHHYIO
NH(OpPMaLMOHHYO 6e30MacHOCTb.

Ob6o6Las xapakTep BHELWHNX Yyrpo3 nHpopMaumnoHHon 6esonacHocTn PP, K nx
OCHOBHbIM UCTOYHMKAM crieayeT OTHeCTu: 1) AesaTesIbHOCTb MHOCTPAHHbIX
MOJINTUYECKNX, DKOHOMUYECKNX, BOEHHbIX, pa3BeblBaTesIbHbIX N MHHPOPMaLMOHHbIX
CTPYKTYpP, HanpassieHHas NpoTuB MHTepecoB PP B MHpOpMaLNOHHON cdepe; 2)
cTpeMsieHne psafa CTpaH K AOMUHNPOBaHUIO U yLeMIeHUo nHTepecos P® B MMPOBOM



MHPOPMALMOHHOM MPOCTPAHCTBE, BbITECHEHUIO €€ C BHELLUHEro N BHYTPEHHEro
MHPOPMALIMOHHbIX PbIHKOB; 3) 060CTpeHne MeXxayHapoaAHON KOHKYPEeHL MU 3a
obnagaHne NHPOPMALIMOHHBLIMN TEXHONOMNAMN N pecypcamMu; 4) yBennyeHume
TEXHOJIOrMYECKOro OTpbIBa BeAYyLINX AEpP)XaB MUPa U HapallMBaHME UX BO3MOXKHOCTEN
Mo NPOTUBOAENCTBUIO CO34AHMNIO KOHKYPEHTOCMOCOHOHbIX 0TEeYeCTBEHHbIX
MHPOPMALMOHHbLIX TEXHOIOMUW; 5) AeATeNbHOCTb KOCMUYECKNX, BO3AYLWHbIX, MOPCKUX,
Ha3eMHbIX TEXHUYECKMNX U UHbIX CPencTB (BMOOB) pa3BedKn MHOCTPAHHbIX rOCYyAapCTB;
6) pa3paboTka psaoomM rocygapCcTB KOHUENUNA NHDOPMALIMOHHBIX BOWH,
npegycMaTpuBaloLWmMxX co3gaHne CpeacTB onacHOro BO3AencTBMa Ha MH(POPMaLMOHHbIE
cepbl Apyrnx cTpaH, HapyLweHne HOpMasibHOro PYHKLUMOHNPOBAHUSA NHADOPMALIMOHHbIX
N TENEKOMMYHUKALMNOHHbIX CUCTEM, MH(POPMALMOHHbLIX PECYpPCOB, NOJly4YeHne
HEeCaHKLMWOHUPOBAHHOIO AOCTYMa K HUM.

Kpome 3Toro, B KOHTEKCTE OaHHOIro UCC/IeA0BaHNA CTOUT 06paTuTb BHUMaAHME Ha
OCHOBHbI€ BUAbI YFP0O3 NHPOPMaLMOHHON 6&30NacHOCTU: - BbITECHEHNE O0TeYEeCTBEHHbIX
MH(OPMaLMOHHbLIX areHTCTB, CpefCcTB MacCOBON MHOPMaLUU C BHYTPEHHEro
WHPOPMALLMOHHOIO PbIHKA N YCUJIeHUe 3aBUCUMOCTU AYXOBHOW, SKOHOMNYECKON U
nonnTu4eckon cgep obLecTBEHHOM XN3HN OT 3apybeXXHbIX MHHOPMALMOHHbIX
CTPYKTYpP; - MaHMNyAUpoBaHMe nHpopMmaumen (gesnHgpopmaumns, COKpbITnE NIn
NcKakeHne nHpopmaumnmn). N3 yncna BHeWHUX yrpo3 nHpopmMmaynoHHom 6e3onacHoOCTn B
cthepe BHELIHEN NOAUTUKN HaNBOIbLUYO ONAaCHOCTbL NPenCcTaBAAT: - UHPOPMaALMOHHOE
BO34ENCTBUE NHOCTPAHHbIX NOJINTUNYECKUX, SIKOHOMNYECKNX, BOEHHbIX U
NHOPMALIMOHHBIX CTPYKTYP Ha pa3paboTKy 1 peannsaunto BHELUHEN NOUTUKN
rocynapcTBa; - pacnpocTpaHeHne 3a pybexxom gesnHgopmaunm o0 BHeELIHeW NoINTUKe
P®; - HapyLweHna npas rpa>kgaH v npuanvyeckmnx nuy B nHpopmaunoHHon cpepe B PO 1
3a py6e>xoM; - NonNbITKN HECAHKLVWOHNPOBAHHOIO AOCTYMa K MHoOpMaLmn w1
BO34ENCTBUA HA MH(POPMALMOHHbIE pecypcCbl, MHPOPMALNOHHYIO MH(PPaCTPYKTYpPY
OpraHoB rocygapCTBeHHON BaCTU, peasin3yoLlmnx rocy4apCTBEHHYO BHELLUHIOW
MNOINTUKY.

Takum obpa3oMm, B nocnegHee gecatTuieTme cKkasaJMCb OCHOBHbIE NOTEHLMaIbHbIE
yrpos3bl MHpopMauUnoHHon 6esonacHocTn PO. B Mmupe nponsownm onpeneneHHbie
MO3NTUBHbIE N3MEHEHUNS, KOTopble 61aronpruAaTHO CKa3aJiMCb Ha FreonoINTUYECKOM
MOJIOXKEHMWN MOCTCOBETCKMX CTPaH, O4HaK0, COBPEMEHHbIN MUP BCe-Taku He cTan bonee
CTabunnbHbIM 1 Be3onacHbIM. Ha CMeHy nNpeXXHeMy ngeonorn4eckoMy npotTmeobopcTBy
MPULLJIO reornoinTU4ecKoe ConepHN4YeCcTBO HOBbIX LLEHTPOB CUJbl. MHOpMaunoOHHOE
MPOTUBOCTOSAHME 3THOCOB, PEUTNA N LUBUAN3ALNIA CTasI0 BbIXOAUTb Ha nepegHnin niaH
B CMCTEME MEeXIroCcyaapCTBEHHbIX OTHoweHnn. Cneundurka neprnoaa, KOTOpbIN cenyac



nepexupaeT PO, xapakTepunlyeTcsa NONCKOM BEKTOPA NONNTUYECKON OpUeHTaunum B
MeXroCyAapCTBEHHOM U reonosIMTUYECKOM NPOCTpaHCcTBe. Tak, nocse obpeTeHns
HE3aBUCMMOCTWN Ka4YeCTBEeHHO YXYALWWNINCb ee SKOHOMNYECKNEe, BOeHHble BO3MOXXHOCTHN,
BO3HUKJ/1I0 MHO>XE€CTBO CBA3aHHbIX C arpeCcCUBHOCTbIO (DaKTOPOB, KOTOPbIE YrpoXaloT
HaLMOHaJIbHbIM MHTEpecaM N CNoCcobHbIX Npu fasibHenwem HebnarornpusaTHOM
pasBUTUN COBbLITUI TPaHCHOPMUPOBATHLCA B peasibHble Yrpo3bl X 6e3onacHoCTU. Yrpo3bl
TakKoro Tuna sABAAKTCA NOCTOAHHBIMU U MPUCYLLUUMU KaK CTabunbHbIM, Tak 1
TPAH3UTUBHbLIM COoUMaNIbHbIM cucTemam. OQHAKO B YCI0BUAX COLMOKYIbTYPHOI O
TpaH3uTa nossaseTcs 60sbLIOe KOJIMYECTBO HOBbIX YIPO3, KOTOPbIe pa3spyLUarT OCHOBbI
NHgopmMaumoHHoOM 6e3onacHOCTN Yenoseka, obuwecTsa 1 rocynapctsea. B obuem,
TPaAWUUWOHHBLIN NOAXOA K onpeaesieHnto yrpos nHpopmayumoHHom 6e3onacHOCTH
No3BONSEeT BblAe/INTb ciefyoLlme OCHOBHbIe rpymnmbl Yyrpos.

MepBas rpynna cBsizaHa ¢ 6ypHbIM pa3BMTMEM HOBOIO KJlacCa OPYXUS -
NHMOPMALMOHHOI0, KOTOPOEe CNOCOBHO 3(HPEKTUBHO BO3AENCTBOBATL N Ha NCUXUKY,
CO3HaHWe noaen, N Ha MHPOPMALIMOHHO-TEXHUYECKY MHPPACTPYKTYpPY obliecTBa u
apMuu.

BTopas rpynna - MHPOPMaLMOHHO-TEXHNYECKME YIrpo3bl A9 YenoBeka, obuiecTBa v
rocyfapcCTBa - 3TO HOBbIN KJlaCC COUMabHbIX NPEeCTYNJeHNN, KOTOPasd OCHOBbIBAETCS Ha
NCMoJIb30BaHNN COBPEMEHHON MHHMOPMALMOHHON TEXHOOM NN (MaxnuHauum
3/IeEKTPOHHbIMN AEHbraMun, KOMMNbIOTEPHOE XYJIMFAHCTBO 1 ToOMy noaobHoe).

TpeTbsa rpynna - 3/IEKTPOHHbINA KOHTPOJIb 33 XXN3HblO, HACTPOEHMSMU, NSIAHAMM
rpa)kaaH, NoIMTUYECKUX OpraHn3aLnA.

YeTBepTada rpynna - UCNOJIb30BaHNE HOBbIX NHPOPMALMOHHBIX TEXHONIOMUIA C
MONIMTUNYECKON Lenblo.

MpeanoXXeHHbIn NoAXo K aHaln3y CUCTeMbl MHOPMaLMOHHOro obecnevyeHns n
NHgopMaLMoHHON 6e30NacHOCTM NO3BONSET BblAENTb C/efyoLmne OCHOBHbIE FPynmbl

yrpos:

1) yrpo3ssbl, CBsi3aHHbIe C pa3pyLlueHnemM nnan gerpagauven 6asmcHon MHpopMaLNOHHOM
noacuctembl obuiecTsa, obecneymBaroLlen COXpPaHEHNE U pa3BUTUE ero
MHOPMALMOHHO-KYIbTYPHOr0 apa. PeanbHbIM HOCUTENEM U XpaHUTEeNeM 3TOro sapa
ABNSETCA cncteMa obpasoBaHMA N BOCMNTAHNA HOBbIX MOKOIeHUN obuiecTBa. PeanbHoOM
yrpo3on ons Hee SBAsSeTCH, C O4HOW CTOPOHbI, HEAOCTAaTO4YHOE BHMMaHMeE CaMoro
obuiecTBa K 3aWMTe U Pa3BUTUIO CBOEIro MHPOPMaALMOHHO-KYIbTYpHOro 6asunca, a
OPYron - NUWHUA N He BCerga nofoXXunTesbHOe NHpOpPMaLNOHHOEe BO3OENCTBME Ha 3Ty



CUCTEMY CO CTOPOHbI APYrUX rocyAapCTB, 3aMHTEPECOBaHHbIX B ee TpaHchopMaLum B
npuemMsIeMoOM OJ1S HUX HanpaB/ieHUN;

2) yrpo3bl, CBA3aHHbIe C pa3pyLUeHneM Unn gerpagaunen ouHaMm4eckomn npoayKTUBHOM
NHPOPMALMOHHOW NoAcuUCcTeMbl 0bLLecTBa. PeasibHbIMM NPON3BOANTENAMU B 3TOW chepe
SIBNSIIOTCA BCE HAaY4YHble, TEXHUYECKNE, aHANINTNYECKME, UOE0IOrNYecKme LEHTPSI,
cospatoLime UM MNopTUpPYoLLME COOTBETCTBYHOLLYIO MHPOPMALIMOHHYIO MPOAYKLMIO U
NHMOOPMALMOHHbIE TEXHONOIMW. B yCcnoBuax AMHaMmnyeckoro opMmMpoBaHUs N pasBuTums
NHMOPMaUMOHHOro obwecTsa 1 rnobasbHOro MHGOPMALMOHHOIO NPOCTPAHCTBA
NPaKTUYECKN HEBO3MOXKHO OMpeaesnTb NcYepnbiBaloWniA nepedyeHb yrpos
NHMOPMaLMOHHON 6€30MacHOCTM.

3aKJiloueHue

NHdpopmMaunoHHasa 6e30nacHOCTb ABASETCS CJIOXKHbIM, CUCTEMHBLIM, MHOFOYPOBHEBbLIM
SIBJIEHMEM, Ha COCTOSAHME KOTOPOro BAMUSAIOT BHELWHNE N BHYTPEHHME (DaKTopbl, B
4aCTHOCTW NMonTMYEeCcKasa obCTaHOBKa B MUpe; BHYyTpunoanTnyeckas obCctaHoBKa B
rocyaapCTBe; COCTOSHME N YPOBEHb MHPOPMALNOHHO-KOMMYHUKALLMOHHOIO Pa3BUTUS
CTpaHbl 1 TOMY NogobHoe. Yrpo3bl nHPopMaunoHHOM 6e30NacHOCTU B OCHOBHOM
COMPOBOXXAAT BO3SHUKHOBEHME N Peanm3aLnio yrpo3 B 3KOHOMNYECKON U MOJINTUYECKOWN
cthepax, B cchepe ncnonHeHnUs PYyHKLUNIA rocygapcTBa U T.4., U NpUYNHEHME Bpeda B
NHOPMaLIMOHHbIE Cchepe ABMAETCH, Npexxae BCero, CpeacTBOM AOCTUXKEHUA APYrnX
uenen. Hapany € 4MCTO KOPbLICTHOM LieNbio B COBPEMEHHbIX YC/I0BUAX MH(POPMaLMOHHbIE
Yyrpo3bl CBSI3aHbl C Pa3>XUraHMeM MeXXHaUuNOHaIbHOW, MeXKOHM(EeCCMOHaNbLHOM U APYron
BpaXkAbl, ANCKpPeaAnTaLVen NPaBoOOXPaAHNTENBHON CUCTEMbI 1 OPraHOB roCyapCTBEHHOWN
B/1IaCTW B LL€JIOM, MPUYNHEHNEM Bpeda YeCTn, 4OCTOUHCTBA 1 OeJ/I0BOM penyTaunm
dursnyecknx nuu, B ToM ymcne nybamyHbix, opMmmpoBaHnem «obpasa Bpara»,
«30MbMpoBaHMEM» HaceNneHnsa Ons co3faHns yCaoBUN NO YrNpaBieHNO MaCCOBbIM
CO3HaHueM. Mpu 3ToOM NoTeHUMan NHPOPMaLMOHHON Chepbl N3-3a €€ UHTErPUPYEMBbIX
XapaKTep M CNOCOBHOCTb «MNPOHNKHOBEHME» B ApYyrue cepbl XNU3HeLeATeNbHOCTH
obuwecTBa BCneacTeme nx MHPOPMaLMOHHOIro 06CNy>XMBaHNA NMOKa HEAOCTAaTOYHO
0CO3HaeTCs MOJINTUKAMMN N NPaBOOXPaHUTENSAMUN (3a NCKIOYEHNEM MPOSABIEHUI
KnbepnpecTynHOCTK), OAHAKO YCMELWHO NCNosb3yeTCa NpeacTaBuTeNaMm
OpPraHM30BaHHbIX NPECTYMNHbIX COOOLWECTB 1 NOUTUYECKMMIN NPOTUBHUKAMWN Hallero
rocygapcTBa.



OcobeHHOCTbIO NpepjlaraeMon CNCTEMbI NOKa3aTenen oOUueHKN NHHOPMaLMOHHOMN
B6e3o0nacHOCTM NpefnpuaTUsa ABASETCA TO, HTO OHa OXBaTbIBAaE€T IKOHOMUYECKNE
rnokasaTenun, TexHn4yeckne n NnporpaMMHble NapamMeTpbl CUCTEMblI MHPOPMALLMOHHON
6e30nacHOCTM 1 NpenoCcTaBAseT OUEeHKY nepcoHasna, OCyLecTBAAOLWEro ynpasaeHue
yKa3aHHbIM NOACUCTEMON. TakXXe Takasd cucTtemMa nokasaTesien OLeHKN
MHOPMaLUMOHHOW Be30nMacHOCTM NPennpmuAaATNUa MoXXeT BbiTb NpUMeHeHa Ha sitobom
npeonpuaTUn, He3aBUCMMO OT ero pasMepa, cpepbl M HanpasJieHUA OeATeNIbHOCTU, Y4TO
henaeT ee yHMBepCasibHOW. B To e BpeMs, CTOUT OTMETUTb, YTO B 3aBUCUMOCTU OT
Lesn MarHoCTUKN YPOBHA MH(OPMaLNOHHON 6e30MacHOCTN NoKa3aTenn B KaXk 40N
rpynne MoryT ObiTb AOMNOSHEHbI UKW 3aMeHeHbl. Ba)xHon npobnemon octaeTcs
B3aMMOCOIr/laCoOBaHHOCTbL MpeasiaraeMblX NoKasaTesien B rpynne n mexxny cobon, a
Tak>Xe pa3paboTKa MHTerpasibHOro rokasaTesns MHPOPMaLMOHHON B6e30MacHOCTH
npeanpuaTus, U aBNsSeTCa NepcnekTUBHbIM HanpasieHneM gasibHeENLWNX NCCNeaoBaHUN.
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