Copnep>xaHue:

BBepeHue

Mpobnema obecneyeHns TpebyemMoro ypoBHS 3alMTbl JaHHbIX B HbIHELLHEE BPEMS
O0XBaTbIBAET LIESI0E MHOXKECTBO MapaMeTpoB, K NpuMepy, hU3nvecKyo 3alunTy
CUCTEMHBbIX NPOrpamMM 1 MHGOpMaLUK, 3alNTy OT NPefoTBPaLLEeHNS
HEeCaHKLUMOHNUPOBAHHOI0 AO0CTyNa K nHdopMaumn, nepegaBaemMbiM Mo KaHanaM CBS3U U
Haxo4AWNMCS HEMNOCPEACTBEHHO Ha HAaKONUTENSX, ABNAOLWEroca pe3ysibTaToM paboThbl
NOCTOPOHHUX JINLL U CrielMasbHbIX MPOrPaMMHbIX NPOAYKTOB - BUPYCOB.

Ecnnm npyHMMaTb BO BHMMaHWe TOT (pakT, 4TO A4POM UHGPOPMaLMoHHon cuctemsbl (UC)
ABNSETCA cuctemMa ynpasneHus 6aszamum gaHHbix CYBI, To obecneyvyeHue Tpebyemoro
YPOBHS UHopMaLmoHHOW 6e3onacHOCTM nNpnobpeTaeT onpefenstouiee 3Ha4YeHe npu
HenocpeACTBEHHOM BbIDOpe KOHKPETHbIX MHCTPYMeHTOoB obecnevyeHns 6e3onacHOCT B
LLesIoM OpraHm3aunm.

J[laHHble, KOTOpPbIE NCMOJb3YIOTCSA B KOMMbIOTEPHOWN hOopMe COCpenoTavMBatoTCs B
HebONbLLIOM U PU3NYECKM JIOKaJIbHOM obbeMe (K NpuMepy, Ha (J3L-KapTe) OrpOMHble
MACCUBbI CTPYKTYPUPOBAHHbBIX AaHHbIX, HECAHKLMOHNPOBAHHbIN AOCTYMN K KOTOPbLIM U
NX pa3pyLLUeHMe MOryT NMPUBOANTD K yLLepby 1 KaTacTpopnieckmum nocneacTBuam.

BO3MOXXHOCTb KOMMPOBaHNSA 3a KOPOTKOE BPEMS, MOANDUKALNN NN YOANIEHNS
MACCWBOB [laHHbIX, YTO HaXOASATCS B KOMMNbIOTEPHOW hopMe, Un yaaneHHo
PacronN0)XeHHbIX, MPOBOLMPYET 3/10YMbILUIEHHMKOB AOMNOJHUTENbHO Ha
HECaHKLUNOHNPOBAHHbIN OOCTYM K XpaHMMOW MH(OPMaL M, BbINMOJIHEHNE ee
MoandUKaLUM UK paspyLUueHune.

CTOuUT OTMeTUTb, YTO TeopeTndeckasa npopaboTka BONpPocos rno obecnevyeHumo
6e30nacHOCTM MH(OPMaLNK, a TakXKe NX NpakTu4eckasa peasansauns oTcTaBaam goaroe
BpeMs OT YPOBHSA Pa3BUTUA BCE COBOKYMHOCTU NporpamMmHon nHayctpum CYBL, npn 4em
B KOMMepYeCKMX NpoaykTax Takme metoabl obecneyeHmnsa 6€30nacHOCTM AaHHbIX Havaam
MnoABNATLCA TOJNIbKO B 90-X rogax XX cTosieTus.

MNepBble nccnenoBaHUA NMPaKTUKKM U Teopun obecnedvyeHmnsa 6ezonacHOCTN NHGOPMaLNN B
KOMMbIOTEPHbIX CUCTeMax 0bycnaBanBannce, npexxae scero, noTpebHocTAMM 060POHHON
Chbepsbl, raoe NOCTOAHHO cyuwlecTByowWasa npobaema KoMmnbloTEPHON HE30NacHOCTU CTOUT



ocobeHHOo ocTpo.

Havano gaHHbIM NpoueccaM Bbis1I0 NOIoXKeHO paboTamMm NO 3aNTE KOMMNbIOTEPHON
MHopMaumnmn, KotTopble NpoeBeneHbl B KOHUe 1970-x rogos HauMOHa/IbHbIM LLEHTPOM
be3onacHocTn MuHucTepcTea obopoHbl CLLA.

[NaBHbIM pe3ynbTaToOM 3TUX UCCAenoBaHU 66110 n3gaHne MUHUCTEPCTBOM 060POHbI
JIOKYMeHTa NnoJ, HauMeHoBaHneM «KpuTepum oLeHKN KOMMNbIOTEPHbIX CUCTEM>.,

CTOUT OTMETUTb, YTO OH BblNla OAHUM C CaMbiX NMEPBbIX JOKYMEHTOB, KOTOPbIN
pernaMeHTUpoBasa MHCTPYMEHTbI No obecnevyeHuto TpebyemMoro ypoBHS 3alUTbl AaHHbIX.

AKTYaNIbHOCTbIO pPaboThbl ABNAETCSA PAaCCMOTPEHNE BUIbI U COCTaBa yrpos
NHMOPMaLMOHHON 6e30MacHOCTU, Tak KakK AaHHas npobnemMa ABAseTcs 0AHON C CaMbIX
OCHOBOMOJIOXKHbIX B HACTOSLLEe BpeMs.

Llenb KypcoBon paboTkl - paCCMOTPETb OCHOBHbIE TUMbI U COCTAB MHMOPMALIMOHHOWN
6e30MacHOCTU, a TakKXXe PacCMOTPETb MHCTPYMEHTbI Ans obecnevyeHne 3alimTbl AaHHbIX.

B cooTBeTCTBUU C Le/Iblo MOCTaBJ/IeHbl Takue 3a4aun:
- PaCCMOTPETb OCHOBHbIE NMOHATUA MO TEOPUN I/IH(i)OpMaLI,I/IOHHOVI be3onacHocTy;
- onucaTb yrpo3bl b B 3aBUCMMOCTM OT MCTOYHUKOB N MOTUBaLNK;

- 0aTb XapaKTepUCTUKY TuUnam BO3AENCTBUIA, KOTOPbIE NPeacTaBAAOT Yrpo3y B
BbIYNC/INTENbHbIX CUCTEMAX;

- pacCMOTpPEeTb OpraHnU3aUNOHHO-NPAaBOBbLIE N TEXHNYECKNE CPeaCcTBa 3alNTbl AAHHbIX;
- onNucaTb KpunTorpadgunyeckme n annapaTHO-NPOrpaMMHbIe CpeacTBa 3alMTbl JaHHbIX.
O6bekT paboThbl - Teopua NHOOPMaLNOHHON Be3onacHOCTK;

MpeameT paboThbl - KNaccnpmkaumsa yrpos nHpopmaunoHHom 6e3onacHoOCTMN.

KypcoBasi paboTa COCTOUT C BBeEeHUSA, OCHOBHOW YaCTW, 3aKJIl04EeHNS U CN1CKa
NCMNOJ/Ib30BaHHbIX UCTOYHUKOB.

1.0CHOBHbIe@ NOHATUA 00 MH(POPMALLMOHHOMN
be3sonacHocTH



1.1. OnpepneneHme uHpopMaLNOHHON De3onacHOCTH

NMpnMeyaTenbHasa 0COBEeHHOCTb HbIHELLHEro nepuoga - 3To nepexon oT
MHOYCTPUaabHOro counyma K MHPoOpMaLMOHHOMY, B KOTOPOM MHOpMauunsa ganee
CTAaHOBUTCS Ba)KHbIM peCypCcoM, YEM SHEpPrmnyeckme nnm MmatepuasbHble pecypchl.
Pecypcamm Ha3bIBalOT dJ1IEMEHTbI U3 SKOHOMNYECKOro NoTeHUnana, KoTopbiMn obLecTBo
pacnofnaraeT n KOTopoe MOoryT 6bITb NCMOJIb30BaHbl NPN HEOOBXOAMMOCTN AN
OOCTUMXKEHNSA KOHKPETHbIX Lesien X039NCTBEHHON AeATeNIbHOCTN.

Tak)xe faBHO CTanu obuweynoTpedbnTenbHbIMU U MPUBbLIYHLIMU TaKUe KaTeropmm, Kak
hnHaHCoOBbIE, TPYAOBbLIE, MaTepuasbHblie, MPUPOAHbLIE PECYPChl, YTO BOBJIEKAIOTCSH B
X039NCTBEHHbIE 060POThI, U UX Ha3Ha4vYeHMe byaeT NMOHATHO Ka>kaoMmy. [5]

Mocne nosasneHMa NOHATUA "MHPOPMALIMOHHbIE pecypcCbl" - OHO Y3aKOHEHO, HO MoKa eLle
OCO3HaHO HeJOoCTAaTO4HO.

NHpopMauUnOHHbIE pecypcCbl - 3TO OTAesIbHble AOKYMEHTbI UK OTAe/IbHble MacCUBbI
OOKYMEHTOB A1 MHOPMALMOHHbIX CMCTeM (bnbnmotekax, apxmBax, baHKax OaHHbIX,
doHAOax, opyrmx MHPopmMauMoOHHbIX cnctemax). [10]

NHpopMaUKnOHHbIE pecypcChl TakXe ABAATCA COOCTBEHHOCTbLIO, U HAXOOATCSA B BEAEHUNM
OpraHoOB M OpraHM3aunin, TakXe nognexaT y4yeTy, 3almTe, NOCKOJIbKY MH(popMauunio
MO>XHO NPUMEHATb He TOJIbKO 15 YC/IYr U TOBApOB, HO U NpeBpaLlaTb €e B HaJINYHOCTb,
KOMY-HMOYyab MPOAaB, UK, YHTO XYXKe, YHUYTOXUTb. MHhopMauns ana nponsBoanTens
TakXXe npeacrtaBnsaeT 3Ha4YNTENbHYO LEHHOCTb, MOCKOJIbKY HEPeaKOo nosiydyeHue (mnuv
co3faHune) Takom MHopMaumm - 3TO BECbMa TPYyAOEMKUN O0POroCcToAWMM npouecc.[15]

NHpopMaunoHHasa 6e30nacHOCTb — COCTOAHME COXPAaHHOCTU MHAPOPMaLIMOHHbIX
pecypcoB 1 3alULLEHHOCTN 3aKOHHbIX NpaB JIMYHOCTU N obLecTBa B MHPOPMaLMOHHOMN

chepe.

NHdpopMaLmoHHasa 6e30nacHOCTb - 3To npouecc obecrneyeHnss KOHPUAEHLNATBHOCTH,
LeJIOCTHOCTU U OOCTYMHOCTU NH(OPMaLN.

MopennpoBaHMe NPOLLECCOB HapyLleHnsa Takon 6e3onacHoOCTN nHhopMaunm
ocyLwecTBnATb LenecoobpasHo Ha Ba3e pacCMOTPEHUSA IOFMYECKOM LEeNnoYKn Tmna:
«yrpo3a - UICTOYHUK Yrpo3bl - CNocob peanmsaumnm - ysa3BMMOCTb - pe3ysbTaT» (PUCYHOK
1.1).
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PucyHok 1.1. Mogenb peanusaumm yrpo3 ansa nHgpopmaumnoHHonm 6esonacHocTtun (Mb)

B xone aHanm3a Hafo ybeanTbCs, 4TO BCE UCTOYHUKM BO3MOXKHbIX YIrpo3
NOeHTUPULMPOBAHbI, TaKXXe BCe BO3MOXHbIe YA3BUMOCTU UAEHTUPULNPOBAHbI,
COMocCTaBJieHbl CO BCEMU UAEHTUDPUNLMNPOBAHHBIMU NCTOYHNKAMN Yyrpo3, a BCEM
NOEHTUPULMPOBAHHBIM YA3BUMOCTAM ((PaKTOpaM) U UCTOYHUKAM Yrpo3 CONOCTaBJIEHbI
MeToAbl peannsaumnn.[20]

Mpn 3TOM Ba>XHO MCMNOJIb30BaTb BO3MOXXHOCTb, MPX HEO6X0ANMOCTMN, BOBCE HE MeHSS
CaMoro MHCTPYMEHTapus, BBOONTb HOBblE€ TUMbl NCTOYHMKOB Yrpo3, yS3BMMOCTEN,
MEeTO[0B peann3aunm, KoOTopble CTaHYT U3BECTHbLIMU B pe3ysibTaTe Pa3BUTUS YYEHUN B
3Ton obnacTu [4].

Kak BUOHO, aHaNn3 AN HEraTUBHbIX MOCNEeACTBUN peann3aLmnm pasHbixX yrpos
npeanonaraeT obs3aTesNbHY0 1 6€30roBOPOYHYIO NAEHTUGUKaLMIO (K NpumMepy,
NPUCBOEHME YHUKANIbHOI0 KoZla) AJ1st BCEX BO3MOXXHbIX UCTOYHUKOB Yrpo3, pa3HbIX
YySA3BMMOCTEN, CNoCOBCTBYIIOLWNX NPOSBJIEHMNIO UX U METOLO0B peasn3aLunn.

Cam noaxopn AN aHaNM3a U OLEHKe COCTOSAHMSA no 6Be3onacHOCTM nHhopmaunn
OCHOBbIBAETCSA TaK)Xe Ha BblYMNCJIEHNN HEKOTOPbIX BECOBbLIX KOIPMULIMEHTOB OMACHOCTH
MPU NCTOYHUKAX Yrpo3 N YA3BUMOCTEN, a TaKXXe N CPaBHEHUS 3TUX KO3IPULNEHTOB C
3a[laHHbIM 3apaHee KPUTEPUEM M NOCIe0BaTENIbHOM NCKJTIOYEHNN MOJIHOMO NMepeyHs
BO3MOXXHbIX HaTypaJibHbIX NCTOYHNKOB Yrpo3 40 MUHMMaNIbHO aKTyaJIbHOro npu
KOHKpeTHOM obbekTe.[12]

PucyHok 1.2. AnropuT™M npoBefeHnsa aHanmsa



Mage nofpund or type unknown

Pe3ynbTaTbl NPOBeAEHUSt aHaNN3a U OLEHKUN (PUCYHOK 2) MOTyT BbITb MCMNOJIb30BaHbI AN
Bbibopa afgekBaTHbIX OMTUMaJIbHbIX METOL0B NPM NapMpPOBaHNA Yrpo3, a TakXXe npwu
BbINMOJIHEHUM ayOuTa peasibHOro coctoaHusa b obbekTa aAns pasHbiX Lenen ero
CTPaxoBaHus.

1.2. MoHATMe HapywuTensa 0e30nacHOCTH

Mopaenb BEpPOSATHOro HapyLwwmntTensa gna 6esonacHoctn NC Heobxoanma B OCHOBHOM A1
cucTeMaTusaumm nHpopMaunm No TUNax n BO3MOXKHOCTAX Pa3HbIX CYObEKTOB, Lensax
BbIMOJIHEHUSI HECAHKLIMOHNPOBAHHbIX BO3OENCTBUN, @ Tak)Xe BblpaboTKM afgekBaTHbIX
TEXHUYECKUX N OpraHn3auMOHHbIX Mep NPOTUBOAENCTBUS.

Mpwn pa3paboTke mogenn anga Hapywutensa NC y4uTbiBatoTCa akTopbl:

- NPeAnosIOXKEHNS 0 KaTeropusax pasHoro poaa nu, K KOTOpbIM MPUHAANEXUT
HapywwuTens; [1]

- TUNbI HApyLWNTenNs;

npeanojoXXeHnda MOTMBOB nencTeuni HapyLwimnTens,

npeanosioXXeHnsa o Keanngukaunm HapyLIJI/ITEJ'IeVI nero aI'II'IapaTHOI7I OCHalWeHHOCTW,

OrpaHNYEeHNs 1 NPEANnoSIoXKEHMS MO XapaKTepy BO3MOXXHbIX AENCTBUIA HapyLIMTeNnen;

HenocpeaCTBEHHbIA XapaKTep MH(POPMALMOHHbIX Yrpo3.

CTOMUT OTMETUTb, YTO MO HAJZIMYMIO NMPaBa Pa30BOro UM MOCTOSHHOIO AOCTYynNa
HapyLMTenu noapa3nensaiTcs Ha 2 Tuna:

- HapyLwmnTenun, 4To He uMelT aocTtyna K NC, Ho peannsylime yrposbl C BHELWHUNX ceTen
CBSA3M oNs obuwero Nosib30BaHUS;

- HAPYLWNTENn, MMerLLme ypoBeHb 10cTyn K UC, npu 3ToM BKJIHOYas NOJib30BaTesIEN, YTO
peann3yloT yrpo3bl HenocpencTBeHHo B MO, BHYTPEHHNE HapYLLUUTENN.



1.3.MMpaBoBbIie OCHOBbLI MO EeJIen HapywuTensa
0e30nacHOCTM NPaBOBbIX AAaHHbIX

CornacHo [10] BHeLWHUN HapyLlnTelb UMEEeT TakKne BO3MOXXHOCTU:

— BbIMOJIHATDb HeCaHKLI,I/IOHI/IpOBaHHbIIZ OOCTYyNn K pa3HOro poaa KaHaJlaM CBA31, 4TO
BbIXOOAT 3a Mnpeaesbl pa3HblX CJ'Iy)Ke6HbIX rnoMeLLeHnin;

— BbIMOJIHATDb HecaHKLI,I/IOHVIpOBaHHbIVI 0DOCTyn 4yepe3 TaK Ha3blBaeMble
aBTOMaTU3NPOBaHHbIE pa60t-||/|e MeCTa, YTO NOAKJ/IIOYEHbI K CETAM CBA3M ANna obuwero
MnoJib30BaHUA N CETAM MeXXOYHapOoaAHOIro obMeHa AaHHbIMUY;

- OCYLLECTBASATb HECAHKLMOHMPOBAHHbIN AOCTYMN HEMNOCPEACTBEHHO K MHOPMaLUK C
NPUMEHEHMEM CheLnasbHbIX NPOrPaMMHbIX BO3AENCTBUIA NPU MOMOLLM BPEAOHOCHbIX
nporpamMmm, NPorpaMMHbIX BUPYCOB, anropUTMMUYECKUX M NPOrpaMMHbIX 3aKIanoKk;

- BbINOJIHATb HECAHKLMOHUPOBAHHbIN AOCTYN Yepe3 KOMMOHEHTbI MHHOPMaLIMOHHON
NHppacTpyKTypbl MC, 4TO B NMpoLEecce XXN3HEHHOr0 LUMKIa (CONMPOBOXAEHNS, PEMOHTA,
MOAEepHM3aLMKN, YTUAN3aLMN) OKa3biBalOTCA 3@ rPaHULaMMN KOHTPOJIMPYEMOWN 30Hbl;

- peann3oBaTb HECAHKLIMOHUPOBAHHbLIV AOCTYM ¢ noMoLlbio NC B3anMogencTBYOLWMX
BEJOMCTB U YUYpeXXAeHNN.

BHewHUn TN Hapywutens:[7]
- KPUMUHaJIbHbIE CTPYKTYPbI;
- pa3BepnblBaTeNbHble CNYyX6Obl FOCYAapCTB;

- NPeACTaBUTENN KOHKYPUPYIOLWNX OpraHn3aunim nam amua, 4To A4eNCTBYIOT Mo UX
3a4aHuIo;

- Tak Ha3blBaeMble He0OPOCOBECTHbIE NapTHepPb;
- pa3Hble KJINeHThI (Frpa)kgaHe, npenctaBuTenin opraHusaunn);
- noceTuTenn (NpurnaleHHble No HEKOTOPOMY MoBoaYy);

- NpeaCcTaBUTeNN OpraHn3aumnin, 4TO B3aMMOAENCTBYIOLLNX MO BONPOCaM YPOBHS
obecrneyvyeHns XN3He[eaTeNbHOCTU OpraHn3aunm;

- IMUA, YMbILWAEHHO UAN CNY4YaHO HapyLUMBLUME MPOMYCKHON PEXUM.



BHYTpPEHHUI TN HapyLWNTens:

nonb3oBatenn UC;

agMmnHucTpatopsbl UC;

nepcoHarn, O6CJ'Iy)KI/IBaPOLLI,I/II7I TeXHn4eckmne cpeancrTtBa (I/IH)KeHepr, TEXHUKW);

COTPYOHUKWN OTAENOB;

- TeXHU4YeCKun nepcoHasn, obcny>xmsarowmin 3gaHna (ybopLimnky, sneKTpuku,
CaHTEeXHUKN 1 apyrme cCoTpyaHUKN, nMmerLime OCTyn B 34aHUA U NOMELLEeHNA);

- COTPYAHUKMN CcNy>Xbbl 6€30MacHOCTN; PYKOBOOAMUTENN Pa3/INYHbIX YPOBHEN A0JIXKHOCTHOM
nepapxmu.

B pe3ynbTaTe pacCMOTPEHMA NepBON rnaBbl KYypcoBon paboTbl ONMcaHbl OCHOBHbIE
MOHATNA Teopun MHPOPMaLMOHHOW 6e30MacHOCTN, AaHa XapaKTepUcTnkKa NOHATUIO
HapywwunTenen Nb n nx npaBoBbie OCHOBHI.

2. Yrpo3bl besonacHocTtn uHpopMmauum, ux
Knaccupukaumsa

2.1. Yrpo3bl B 3aBUCMMOCTU OT MOTUBaLLUM

MNop yrpo3on 6e30nacHOCTU A5 UHOPMaL MM NMOHMMaeTCs BCEBO3MOXXHOoe cobbiTue,
ABJIEHNE NN NMPOoLLecC, KOTOpoe MOXET NMPUBOANTL K YHUYTOXKEHMUIO, yTpaTe YPOBHSA
LLesIOCTHOCTUN, KOH(PUAEeHLNaIbHOCTM U OCTYNHOCTU MHopMaLun. NMosHOCTLIO BCe
MHO>XEeCTBO MoTeHUMaNbHbIX Yrpo3 asa 6e3o0nacHOCTU MHGOoPMaLNM MOXET BbITb
pa3nesieHo Ha HeCKOJ1IbKO KJ1aCCOoB.

Yrposbl, KOTOpPble HUKaK He CBA3aHbl C MOJIHOCTbIO NMpeaHaMepeHHbIMU OeNCTBUAMU
3/I0YMbILLUJIEHHNKOB, @ TakKXXe peasin3yrTCs B NOJIHOCTbIO Clly4YalHble MOMEHTbI BpEMEHMN,
Ha3bIBAOT C/Iy4auHbIMKN (HenpegHaMmepeHHbIMK).[3]

K TakuM cny4alHbIM yrpo3aM MO>XKHO OTHECTM:

- CTUXUNHble bencTBUA;



- aBapuu;
- OTKa3bl TEXHNYECKUX CPEACTB;

- cbouy;

- owmnbkn npu paspabotke KC n gpyrue.

Peanusaunsa yrpos gaHHOro kjacca npuBognT HENOCpenCTBEHHO K HAanboibLLInM
noTtepsam AaHHbIX (0o 85 % oT Bcero yuwepba, HaHocumoro pecypcam KC Bcemn
yrposamm).

Mpn 3TOM MOXKET BbIMOJIHATLCSA YHUYTOXEHME, @ TaKXXe HapyLlleHne AOCTYMHOCTU U
LLeNIOCTHOCTU MHGopMaLnn.

Pe>xe HapyLllaeTcs ypoBeHb KOHPUAEHLMANBbHOCTb AaHHbIX, O4HAKO NPW 3TOM MOryT
CO340aBaTbCy MpennocCbiZIKn ond BO30EencTBus 3/10yMbILLIJIEHHUKa Ha UHOpPMaLUuio.

CornacHO CTaTUCTUYECKUM OaHHbIM TOJIbKO Nocsie ownboK nosib3oBaTesien v
obcnyXnBaLWmnx COTPYAHNKOB NponucxoanT 0o 60% cnyvyaeB HapyLeHUs YPOBHS
6e3onacHOCTM NHopMaunn.

Takxe, cfiefyeT OTMETUTh, YTO MEeXaHN3Mbl Peasm3aLnmn Cly4amHbIX Yyrpo3 nsyyeHsi
JIOCTATO4YHO XOPOLLO, @ TaKXKe HAKOMJEH 3HAYNTE/bHbI OMbIT B MPOTMBOAENCTBUN STUM
yrposam.

Tak>xe BCe COBpeEMEHHas TeXHOI0rns pa3paboTKn NPorpamMMHbIX U TEXHUYECKUX
cpencTs, 3pHeKTUBHaAA CMCTEMA UX SKCMJyaTauum, BKaYaowasa obs3aTensHoe
pe3epBUpOBaHNE AaHHbIX, MO3BOJIAIOT 3HAYUTEJIbHO CHUXXAaTb MOTEpU OT peanmsaumm
BCEX Yrpo3 AaHHOro KJjacca.

Yrpo3bl, 4TO CBSI3aHbl C 3/I0YMbILLJIEHHbIMU OEACTBUAMU NEpPCoHana, a 3TN AeNCTBUS yXKe
HOCSIT HE MPOCTO HernpeaHaMepPeHHbIN XxapakTep, a ABMSITCA NpegHaMepeHHbIMU.

K npefHaMepeHHbIM Yyrpo3aM YacTO OTHOCATCSA TPAAULIMOHHBIN UK XKe YHUBEpPCaslbHbIN
LUMMOHAX, ANBEPCUN, BbINOJIHEHNE HECAHKLUMOHNPOBAHHOIO A0CTYMNa K MHGOopMaLun,
HaABOOKW W 3/IEKTPOMArHUTHbIE N3JTy4YeHUSsl, HECAaHKLIMOHMPOBaHHAA MoanpuKaumsa
CTPYKTYP, @ Takxe BpeanTenbCKne nporpaMmbl.

B KayecTBe NCTOYHUKOB OJ19 HeXXenaTesibHOro BO34ENCTBUS Ha Pa3HOro poaa
MHOPMaLMOHHLIE PeCYpPCbl aKTyaslbHbl MO-MPEXHeMY CpeacTBa N MeTOAbl LWNMOHaXa U
anBepcun.



CTOUT OTMETUTb, 4TO K MeTOA4aM ONBEPCUIN N LUMNMMNOHAXKa OTHOCATCA:[6]

BU3yanbHoe HabnwoaeHwve,

noacnywmBaHMeE,

XmweHmne oOKyMeHTOB U HoCUTenen MHpopMauunm;

XUleHne aTpnbyToB CUCTEM 3aLUNTLI U MPOrpaMm;

NoAKYyMn W LWaHTaX NepcoHana;

cbop N aHaNM3 MaWKWHHbIX HOCUTENEen NHPOPMALIMN, @ TakXXe MOLXKOru, B3PbIBbI;

HanageHNa OUBEPCUOHHbIX FPynm.
Tak>xe, CTOUT OTMEeTUTb, YTO OCHOBHbIE HenpeaHaMepeHHble yrpo3sbl ansa JIBC Takue:

- HEYMbILWJIEHHbIE AENCTBUSA, 4TO MPUBOAAT NOHOMY O0TKa3y JIBC nnam pa3spyLleHmio
pecypcoB cmcTemsbl (Mopya obopynoBaHUA, yaaneHne, nckakeHue cdannos);[2]

- HeMpaBOMepPHOEe OTKJIIOYEeHME annapaTHON TEXHUKN U N3MeHeHne rpaduka
(PYHKLMOHMPOBaHNA NpOrpamm;

- Mnop4a HoCUTenen AaHHbIX;

- 3aMNyCK CTOPOHHUX NporpamMMm ans notepu pabotocnocobHocTn JIBC nnu
OCYLLECTBASAIOWMX B HEN KPUTUYECKNE N3MEHEHUS;

- HenerasbHoe BHeAPEeHNE HEJIMLLEH3VUOHHbLIX MPOrpaMm;
- 3apa)kKeHune BUpycamm n gpyrue.

Cnepnyet 3aMeTUTb, 4TO NPU OOCTUXKEHNN NOCTABIEHHbIX Lesnen vyawe Bcero
3J1I0YMbILLUNTIEHHUKIW UCMOJIb3YIOT Cpa3y COBOKYIMNHOCTbL C Bbllle nepevyncieHHbiX MeTonoB.

2.2. Yrpo3bl N0 UICTOYHUKAM

NCTOYHUKIM Yyrpo3 - ycnoBums u akTopbl, 4TO TaAT B cebe yrposbl, a Npu onpeneneHHbIX
YyCNOBUSX B Pa3/IMYHON COBOKYMHOCTN 0BHapy>XMBalOT HEKOTOpPbIe BpaKaebHble
HaMepeHns, AeCTPYKTUBHYIO MPUPOAY U BpeAOHOCHble CBONCTBA. ICTOYHUKN yrpo3
MO>XHO Pas/inynUTb MO TaKMM (haKTopaM:



- TEXHOT€HHOMY;
- @CTeCTBEHHO-NPUPOLAHOMY;
- coumanbHoOMYy.

AHTPOMNOreHHbIMU UCTOYHUKaMK yrpo3 3awmnTbl JIBC BbiICTynaT CybbekTbl, KOTOpble
BbINMOJIHAIOT OENCTBUSA, YTO KBA/IMPULMNPOBAHbI KaK YMbILLJIEHHbIE UK CJlyYalHble
npectynsieHus (pucyHok 2.1).

|. AHTPONOreéHHbLIE HETOYHHKMN

ofycnoeneHHble gedcTBMAMW cybLekTa, KoTopkle MOMYT NpUBECTH K
HapylweHwmo GesonacHocTn WHcopmauumy. [advHbie AeWCTBUA MOrYT
BbiTe  KBANWPUUMPOBAHHLI KAk  YMBILNEHHBIE WAW  cnydYaiHble

NpecTynneHuns.
I
BHewHue BHyTpeHHue

- ,
# EpPUMWHANEHBIE CTRYKTY Pl #OCHOBHOW NepcoHan (NonNe30BaTen,
#NoTeHUManksHbIe NpecTynHUKN U Xakepbl, paspaboTymnku u ap.);
?HE,ﬂDﬁpDEDEI-ECTHbIE NnapTHepk, }HPEAETEI BWUTENWA I:Flj,l'ZI{E 3alWTEI
»TeXHWYECKWI NepcoHan NocTaBLYMKoB WHGopMaLK;
TEneKoMMYHWKaLWMOHHBIX YCnyr; #BCMNoMOraTeneHsIn NepeoHan (YeopLywkn,
FNpefcTaBuTen HAO30PHLIX OpraHuaaLMi oxpaHa u ap.),
1 aBapuiHbIX cnyxb,; #TeXHUYECKWI NepcoHan
FNpejcTaBUTENN CUNOBLI CTRYKTYP. {(#usHeobecnedverwe, aKcNNyaTaLWA u gp.).

PucyHoK 2.1. AHTpOMNOreHHble UCTOYHUKN YyIrpo3

ToNbKO B 4@HHOM CJly4ae MOXXHO BECTU peyb 0 npuinHeHun yuiepba. Takme rpynnbi
Hanbonee obLLINPHBLI N NPeacTaBNAT HanbonbLNN NHTEpEC AN peopraHusaunumn
3alUNTbI, TaK Kak OeNCTBUA Taknx CybbekTOB MOXXHO BCeraa NporHo3npoBaThb.

B KayecTBe aHTPOMNOreHHbIX NCTOYHMKOB 4YaCTO pacCMaTpPuUBalOT Cy6beKTbI, HTO UMEIDT
00oCTyn (Kak HECAHKUMOHMPOBAHHbLIN, TaK N CAHKLNOHUPOBAHHbLIN) K BbIMOJIHEHUIO
paboThbl C WTAaTHbIMKN CpeacTBaMm s 3awmwaemoro obbekta 6e3onacHoCTL.

BTopas rpynna B cebe cooep)XUT Takne NCTOYHUKN, KOTOpble onpenensioTcs Tak
Ha3bIBAEMOWN TEXHOKPATUYECKON AeATes/IbHOCThbIO NII0AEN, a TakXe U PasBUTUEM
LUMBUAIM3ALNN.



B pe3ynbTaTe nx nocnencTBus, Bbi3BaHHbIE TaKOW AeATENbHOCTbIO, BbILLJIN NU3-M0L4,
KOHTPOJIS YeSIOBEKA Y>XKe AaBHO, OHWU CYLLECTBYIOT B AaHHbIN MOMEHT caMun no cebe. [4]

YKa3aHHbIE UCTOYHUKUN YrPO3 HAMHOIO C/I0OXKHEE CMPOrHO3MPOBATh, @ TAKXXE OHU
HaMpsIMy0 3aBUCAT OT CBOMCTB anmnapaTHOro ceteBoro obecnevyenuns (pPUCYHoOK 2.2).

Il. TeXHOreHHbIE MCTOYHMKN

oBycnoBneHHbIE TEXHWYECKWMIA CPEACTBAMY, KOTOpEIE MOMYT NPUBECTY
K HEpYLWEHWH Ge30NacHoCT WHAORME LMW,

BHewxune BHyTpeHHHE
»CpeqcTea CBA3N, FHEKaYecTEEHHEIE TEXHUYECKWE cpeqcTEa
FCETH MHEEHEDHBIX KOMMYHUKEALWA oG paboTEn UHpopMaLK,
(BofocHabkeHWe, KaHaNWaaUMa U ap.); FHekavYecTBEHHBIE NporpaMMHEIe CpeacTea
#TPaHCNoRPT. oG paboTin nHgopMawan;

FBCNOMOraTentHeble cpecTea (OXpaHsbl,
CUrHanusaumu, TenedoHuM u gp.);
#Opyrie TEXHWYecKkne cpeacTea.

PucyHoK 2.2. TexHOKpaTnyeckme NCTOYHUKMN yrpos

3TOT KJIaCcC UCTOYHUKOB 0COBEHHO aKTyasieH B flaHHOE BpeMsl, MOCKOJIbKY B
CJIOXKUBLLNXCS CNIOXKHbIX YCIOBUSIX BCE TaKUE 3KCMePThl OXKNAAT 3HAYNTENIbHOIO
YyBENNYEHNSA YNCNEHHOCTU TEXHOMEHHbIX KaTacTpod, KOTopble 6yayT Bbi3BaHbI
pn3nyecknm yctapeBaHMeM annapaTHOro cetesoro obopynosaHms B8 OBC opraHusauuni.

TpeTbs rpynna onncbiBaeMblX NICTOYHUKOB Yrpo3 B cebe obbeanHaeT npakTUYeCcKn Bce
ob6cTOATENLCTBA, KOTOPbIE COCTABAAIOT HEKYIO HEMPEOAOIMMYIO CUJTY, @ TaKXe
obcToATENbCTBA, HOCAWME OO BLEKTUBHLIN XapaKTep N PacrnpoCTPaHATCA NOJIHOCTbIO Ha
BCe CpeAcTBa NPOrpaMMHOro Uian annapaTHoro obecne4yeHns HEKOTOPOM MECTHOCTMU
(pncyHok 2.3).



lll. CTHXHMMHBLI® NCTOYHWMEKMN

{oDcToRTENLCTEE, KOTODBIE HEBO3MOMHO

NpeaoTBpaTUTE). Takwe obcToATeneCTBa

| oBcToATENBCTBE, COCTaBNAKLWWeE HENPEo4onMMY O
npegycMoTpeTh
HO HEBOIMOMHO
HOCAT OOLEKTUBHBIA
. abCcoNKTHEIA xapakTep, pacNpocTPaHAKWMWACA Ha BCEX.

NpegoTBpaTTE WNM  BO3MOMHO NpedycMoTpeTh,

L 3§

FNOMapk;

F3eMNeTpACEHNA;

FHABOOHEHWRA,

FyparaHel,

# paznW4HbLle HeNpedBKaeHHble 0DCTOATENLCTEA;
#HeEODBACHUMEIE ABNEHNSA,

F npyrve chopc-MaKopHele 0DCTORTENLCTEE.

PucyHok 2.3. CTUXUNHbIE NCTOYHUKWN

B 3aKoHomaTenbCcTBE PO K AAHHOM KaTeropum oTHOCAT CTUXUNHbIE BeaCcTBUS, a TakXe
NHble 06CTOSATENbCTBA, YTO NPAKTUYECKN HEBO3MOXKHO NpeaycMaTpuBaTh,
npenoTBPaTUTb NMPU HbIHELLIHEM YPOBHE 3HAHUS U BO3MOXHOCTEN.

CTuXmnimnHbie NCTOYHUKWN BCeraa sBAsTCHA BHELWWHUMN HenocpengCTBeHHO K 3allnlaeMOMy
06'beKTy, a TaK>Xe NMoOHMMalTCA noa HAMNM NpupoaHbie KaTakKJIN3Mbl U KaTaCTpOCpr.

2.3. Tunbl BO3OEeUCTBUN, KOTOpPbLIE NpencTaBnfAloT
Yrpo3y B BblYUCJ/IUTEJIbHbIX CETAX

Bce yoaneHHble aTaku Ha 3awmTy JIBC MOXKHO KnaccuuumpoBaTb MO TaknUM

npn3HakKaM.

B 3aBMCMMOCTM OT XapakTepa U Tuna Bo3aencTens Ha paboTy JIBC yaoaneHHble aTaku

MOT'YT pa3aenaTbCd Ha TakKne KaTteropumn:



- NaCCunBHbIE,;
- aKTUBHbIE.

NMaccneBHOe BO3AENCTBUE A5 pacnpeneneHHOn BblYUCANTENIbHOW CUCTEMbI HE CBSA3aHO C
BJINIHNEM HEMNOCPEeACTBEHHO Ha pPaboTy CUCTEMbI, XOTS HapyLllaeT ee NoJINTUKY
6e3onacHoCTW.

K npumepy, npocnywmBaHmne KaHana cBsasu, kotopbin npucytcTeyeT B JIBC. [5]

Mpwn 3TOM, aKTUBHbIM BO3AENCTBUEM Ha BbIYUC/INTENbHYIO pacnpeneneHHyo CUcTeMy
Ha3blBalOT BO3AENCTBME, KOTOPbIE OKa3blBAlOT HEMOCPEACTBEHHOE BNSHME Ha
(pyHKUMOHMpPOBaAHME CUCTEMbI (HapyLieHne paboTocrnocobHOCTN, NSMEHEHME
KOH(Urypauum n npoyee) n HapyllawLllee B HEM NPUHATYIO NOANTUKY 6e30MnacHOCTMW.

B coBpeMeHHOe BpeMA NnpakKTndeCkKn BCce KJlaCChbl yaaJieHHbIX aTaK CHUTAOTCA
aKTUBHbIMU BO30ENCTBUAMU NO TaKUM npn4nMHaM.

- B 3aBMCUMOCTU OT KOHEYHOW Lesin OCYLLIeCTBIEHNS aTakn OHN MOryT pacrnpeaensTbcs
Ha Yrpo3bl, YTO CBSA3aHbl C HAPYLIEHNEM KOH(PUAEHLUNANbHOCTY, LLeSIOCTHOCTH
NHMOPMaLUMN 1 OTKa3a B ero 06cnyXxnuBaHuu.

Camas oCcHOBHas uenb aas NMpPakKTN4eCKn nobon atakm - aTo MnoNyyHYnTb
HecaHKLI,VIOHI/IpOBaHHbIIZ OOCTYyNn K HY>XHbIM OaHHbIM.

Tak>Xe B TEOpUM 3aLlUNTbl MHOPMALMM CYLLECTBYIOT 2 MPUHLUMNANIbHbIE BO3MOXXHOCTU
A5 BbINOJIHEHNA AOCTYyNa K MHopMaumn - 3To:

- NepexBar,;
- UCKa)KeHue.

Mpy 3TOM BO3MOXKHOCTb NepexBaTa MHpopMaumn nog cobor noapasyMeBaeT NojyvyeHme
JOCTYMa K Hel, HO HEBO3MOXXHOCTb B ee MoAnduKaLunm.

Knaccn4ecknm npmMMepomMm rnepexsaTta AaHHbIX MOXKET C/Y>XUTb NPOC/yLlmnBaHue
TeneoHHOW NNHUN.

BO3MOXHOCTb UCKa>XeHUSA AaHHbIX 3HAYUT, 4TO OOCTUTHYT WX MNOJIHbIM KOHTPOJIb Ha g
MOTOKOM MHGopMaunn mexay obvekTamu JIBC, ninm BO3MOXXHOCTb Nepefaydn gaHHbIX OT
NMEeHWN NHOro obbekTa.



CToNT OTMETUTb, 4TO Npu HapyweHnn paboTocnocobHocTn JIBC ocHOBHaA uenb ons
aTakywuwero - nobntbcs, 4Tob ceTteBasd OC Ha aTakyeMOM 06bekTe NOSIHOCTLIO BbILIA
N3 CTPOS, a 419 BCEX OCTasIbHbIX CyObeKTOB CUCTEMbI AOCTYN K BCEM pecypcaM Obin Obl
HEeBO3MOXeH.[2]

Tak>xe BO3MOXHbI U MHble KNlacCudmnkaunm yganeHHblX aTtak, K npuMepy: B 3aBUCUMOCTU
OT YC/I0BUI BO3AENCTBUSA, OT Hann4ms obpaTHOM CBA3U, OT MeCTa PacnosIoXKeHUs
cybbekTa.

3. MHcTpyMeHTbl obecneyeHus TpedbyeMoro ypoBHA
3aWMUTbl OAaHHbIX

3.1. OpraHm3auMoHHO-NpPaBOBbIe U TEXHUYECKue
cpepncTBa

Bonpochkl 3aWmnTbl MHPOPMaLUMOHHbLIX MHGopMauun B JIBC caMbiM TeCHbIM 06pa3om
CBSA3bIBAOTCA HE TOJIbKO C peLlleHneM TeXHNn4Yecknx rnpobsiem, HO 1N C pasHbIMK
BOMNpPOCaMn NMpaBoOBOro peryJnpoBaHns B npoLecce nepenadm aHHbIX U
MHopMaTmM3aLnn.

HeobxoanmMoCTb OpraHn3aLMOHHO-MPaBOBOro NMHCTPYMEHTapUA O 3anThl
MHOpMaUnn BbiITeKaeT HenocpenCcTBeHHO 13 pakKTa NpU3HaHUA MHPOpPMaL My ToOBapoM,
npoaykTa obLecTBEHHOro NPoM3BOACTBA, @ TakXXe YCTaHOBJIEHUSA B NOPSAKE 3aKOHOB
npaBa COOBCTBEHHOCTM Ha Hee.

Takas nocTaHoBKa npuobpeTaeT CMbIC/T U XapakTep HenocpeaCcTBEHHO B YCJI0BUSX
AemMokpaTusaumm gna obuwectsa, PopMUPOBaHNSA SKOHOMUKU, BKJIlOYEHUA PO B MMpoBoOe
coobuiecTso.

OpraHm3aunoHHo-NpaBoBoe obecneyeHmne YNTaAaeTCa MHOMr0acneKTHbIM MOHATUEM,
KOTOpOE BKJIIOYAET 3aKOHbI, pPeLlleHns, a TakKe HopMaTuBbl 1 npasuia. CTOUT OTMETUTD,
4YTO NPUMEHNTESIbHO K 3awmTe faHHbIX, obpabaTeiBaeMmon B AUC, oHO nMeeT uenbin pag
NpUHLMNManbHbIX 0cobeHHOoCTeN, KoTopble 00yCNoBNEHbI CeayoLnMin
obcToATENbCTBAMM:

e NpencTaB/eHNEM AaHHbIX B HEMPUBbLIYHOWN 019 YenoBeKa hopMe;



e 1ICNOJIb30BAaHMEM PA3HOro poga HocuTesien NHPopMaLmnn, Ha KOTOPbLIX MPOCMOTP He
ABNAETCA 04eBUOHbLIM;[9]

e BO3MOXXHOCTbO MHOIOKPaTHOIr0 NCMONAb30BaHNA nHpopMayum 6e3 octaBneHns
cnenos,;

e JIErKOCTbIO KOPPEKTUPOBKIN NOObLIX 3/1IEMEHTOB AaHHbLIX 6e3 oCcTaBeHUs
ncnpasieHns;

e HaMymem 60N1bLIOro KoJIMYeCcTBa HETPAAULMNOHHLIX (PaKTOPOB, OKa3bIiBatOLLNX
BANSAHME Ha Be3onacHOCTb MHopMaLun.

N3 npakTndeckmnx C006pa)KEHI/II7I CTaHOBUTCA ACHO, YTO TaK Ha3blBaeMaf
OopraHM3auUlMMOHHO-MPaBOBasA 6a3a 3aWmnThbl AaHHbIX OOJ/IXKHA BKJIl0OYaTb B ceb4:

e OnpepneneHne nogpasnesieHnn, OTBETCTBEHHbLIX 3a opraHmn3ayunto 6e3onacHoCTun
NHopMaumnm;

e PYKOBOLSALIME N MeTOANYEeCKNe, a TakK)Ke NnpaBoBble MaTepuasibl NO 3aWuTe
MHopMaumnu;

e pa3HOro pofa Mepbl OTBETCTBEHHOCTU 3a HENOCPeLCTBEHHOE HapyLleHne npasni
Bbe3onacHoCTK;

e MOPSAOOK pa3pelleHns KOHMPINKTHbIX CUTyaL M No BOMNPOCY 3alinUTbl MHGOPMaUnn B
J1BC.

Taknm 06pa3oM, NOSIHOCTbIO BCA COBOKYMHOCTb BOMNPOCOB, YTO BO3HMKAOT NPU peLleHnmn
npobnem B HanpasseHUN OpraHNU3aLNOHHO-NPaBoOBOro obecnevyeHus, NpeacTaBnsaeTCcs B
Bnae cxembl (pncyHok 3.1).[13]

Fpynna TeXHU4YeCcKnx CpencTB Ana 3alnTbl nHPopMaummn B cebe coBMeLlaeT Kak
annapaTHble, TaK U NPOrpamMmMHble CpeAcTBa. [NaBHbIE U3 HUX Takue:

- pe3epBHOE KOMMPOBaHME, a TakXXe yaasieHHOE XPaHEeHME CaMbIX Ba>XHbIX MaCCMBOB
NH(OPMaL N B KOMMbIOTEPHOW CUCTEME;

- nybnmpoBaHue, a Tak)xe pe3epBMpoBaHME NOACUCTEM CETEN, YTO MMEKT 3HaYeHMe B
CeKTope COXPaHHOCTU MHMOopMaLMK;

- CO3MaHNe BO3MOXKHOCTU AN15 NepepacnpeneneHmns pecypcoB ceTu B Cllydasx
HenocpeaCTBEHHOI0 HapyLLeHNs PaboToCcnocobHOCTN 3/1IEMEHTOB;

- obecnevyeHne BO3IMOXXHOCTU NPUMEHATbL pe3epBHble CUCTEMbI AN obecneyeHuns
3NEeKTPONUTaHNS;

- obecneyeHne 6esonacHoCTU NHGopMaLun 1 JIBC oT noXapa Uan HaBOAHEHU;



- YyCTaHOBKa Ka4decTtBeHHoro O, koTopoe obecne4ymBaeT 3awmnTy JIBC oT
HeCaHKLUMOHMpPOBaHHOIro goctyna.[7]
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PucyHok 3.1. OpraHu3aunoHHo-NpaBoBoe obecrnevyeHumne

3aMeTuM, 4TO B KOMMJIEKC TEXHUYECKMX MEpP TakK>Xe BXOAAT 1 Mepbl Ans obecnevyeHuns
dursmnyeckom HegoCTynHoCTN obbekToB JIBC, K npumepy, Takne npakTu4yeckme MeToabl,

KaK O60py,£l.OBaHI/Ie MOMeLLeHNSA CUrHaNn3aunen nin BngeokKamMmepamu.

3.2. Kpuntorpadjgpumuyeckue cpeancrsa

KpunTtorpadusa - 3TO Hayka O 3alluuTe AaHHble OT MPOYTEHNA UX MOCTOPOHHUMUN JINLLAMN.




Takaga 3aWwmnTa AoCcTuraeTca Mmetogamm WINPPoOBaHMA, TO eCTb, npeo6pa3OBaH|/|eM, 4TO
OenaloT 3alnleHHble NCXoaHble OaHHble TPYAHOPaCKpbiBaeMbIMU MO Ha4YaJibHbIM
OaHHbIM 6e3 3HaHUSA KJI4YEBOW MHOopMaUnn, 4HTO Ha3bIBAaeTCA KJKOYOM.

MoA KYOM MOHUMAIOT JSIEFKO M3MEHSIEMYIO YAaCTb KPUMTOCUCTEMBI, YTO XPAHUTCA B
TalHe, a TaKXe onpenenseTcs, Kakoe MMeHHO Lngpyoume npeobpa3oBaHne C
BO3MOXXHbIX BbIMOJ/IHAETCA B 3TOM CJlyyae.

KpunTocmctema - 3TO CEMENCTBO BblOMpaeMbIX NPM MCMNOJIb30BaHMSA Kto4a 0bpaTHbIX
npeobpa3zoBaHnin, 4TOo Npeobpa3yloT 3aLUMNLLLAEMbIN TEKCT B LUMGPOrpamMmy.

MeToAabl LULNPOBAHUA OOJIKHbI obnapaTb MUHNMYM 2-A CBOWNCTBaMMU:
- noJsiy4aTesib CMOXKET BbIMOJIHUTL AelngpoBaHme U paclundpoBaTb OAaHHbIE;

- KPUNTOAHANUTUK NPOTUBHMKA, YTO NepexBaTus coobLieHne, He CMOXET ero
BOCCTaHOBMTb 6e3 Taknx 3aTpaT CPeACTB M BPEMEHUN, KOTOPble cOoeNalT AaHHYo paboTy
HeuenecoobpasHomn.[1]

3aMeTuMm, To B COBpeMeHHOIZ Kpuntorpadum eCctb ABa TUMa aaroputmMoB, a UMEHHO:
- KJlaCCUYeCKnUN, 4TO OCHOBaH Ha nMPUMEHEHNN CEKPETHDbIX KJto4ewn;
- HOBbl€ a/IFTOPUNTMbI, KOTOPbIE UCMOJIb3YIOTCA KaK OTKPbITblIE NN 3aKPbITble K/THIOYN.

KpunTtorpaduieckme cpencTtsa An4 3alWnThbl MHPOPMaLUUKN, NPUMEHSAIOT BCe
BO3MO>XHOCTU N4 WNPPOBaHNA COOBLLEHNI, C MOMOLLLIO K/IOYEN, @ TaKXe U NMyTem
npUMeHeHUs reHepaTopoB NCeBAOCYHYaWHbIX YuCen.

3aMeTuM, 4TO NoCNeaHNIN MeTo 4 TakoW 3alMThbl JIErKO peasn3yeTcs, a Takxe
obecneymBaeT BbICOKYIO CKOPOCTb KaK LWN(POBaHNSA, Tak U AenppPOoBaHNs, HO He
BCerfa OH CTOeK K AelN(pPOBKe TakK Kak U HenpuMeHUM gns 60nbLnx
NHHOOPMALMOHHbBIX CUCTEM.

OnoHako camMbiMiU nepcnekKTnBHbIMM CpeacTeBamMmnm OJid 3alllnThbl KOHCpI/I,D,eHLI,I/IaJ'IbHOIZ
VIH(DOpMaLI,VII/I CHNTaKT aCMMMEeTPUN4HbIEe KPUNTOCUNCTEMbI C OTKPbLITbIM KJTOYOM.

OCHOBHas CyTb TaKON CUCTEMbI B TOM, 4TO BCE KJIHO4U OeWwnpoBKN U LWL POBaAHNSA He
COBMaaatoT.

C TakoM cny4vae, KpunTorpaguyeckme cpeacTtBa oas 3alnTbl MHGOpMaUnmn B
paccMaTpUBaAEMbIX KPUMTOCUCTEMAX 3aKJIl0YEHbI B TOM, 4TO NpU WNGpoBaHNN



NCNOJIb3YyeTCS TONIbKO OTKPbIThIA KJ1KO4Y, YTO U3BECTEH BCEM, a NpU gewndpoBKM
MPUMEHSAETCS CEKPETHbIN KJ1H0Y, YTO N3BECTEH TOJIbKO KOHEYHOMY rosiydaTesnto. DToT
Ccnocob 3amnTbl 04eHb dPPeKTNBEH ANF Nepenadn NHPopMaLnM U He YacTo NMPUMEHUM
npun eé XxpaHeHuu.

HapexxHasa Kpuntorpadumyeckas cucteMa COOTBETCTBYeET psaay TpebosaHum [10]:
- 3aWndpoBbIBaHMEe, AeWwNdPOBKa A0JIKHbI ABJAATLCA MOHATHBIMU U MPO3pPadYHbIMM.

- newngpoBKa KOHpUaeHUMaNbHbIX AaHHbLIX TPETBUMU NMLUAMU O0/KHA ObIThb
3aTpyAHeHa.

- coaep)xaHune nHpopMaunm CKasblBaTbCA HE OO0J/KHO Ha 3PPEKTUBHOCTH
anropnTtmMos.[8]

KpunTtorpaduieckmne cpeactsa s 3awinTbl MHPOPMaUnKM, 41o 6as3mpyroTca Ha
NMPUMEHEHUN KOLOB U KJIto4Yen, npecnenyoT uenmn 3pPeKTUBHONO YPOBHSA 3aLLUMNThI
OAHHbIX, @ TaK)XXe CHUKEHNSA TPYA0EMKOCTU BbINOJIHEHUSA paboTbl C MHOPMaLnen,
HenocpencTBeHHoro obecnevyeHus 6ouicTponn 06paboTkK, SKOHOMUN 06BLEMOB NAMATU
KOMMNblOTepa, a TakXxe popManmiaumm onncaHnsg nHpopmMmaumm, oCHOBbIBASAChH Ha
cucTeMaTusauum ux n Knaccnukaumm.

B HacTosiwee BpemMsa B PO gencTBytoT 3 roCcyaapCTBEHHbIX CTaHA4apTa s
KpunTtorpadunyeckon 3awmTbl MIHPOPMaLUMK, 4To onpenenstoT 6a3oBbie
KpunTtorpapunieckme aaropnTMbl, a UMEHHO:

- CUMMeTpu4Hoe WnNgpoBaHue;
- X3W-PYHKUNS;

- 3J/IeKTPOHHas undpoBas NoaNUCh.

3.3. AnnapaTHO-NporpaMMHbie cpeancTBa 3alluMUThbl
nHcpopMauunm

MNepBble onepaunoHHble cucTeMbl ansa MK He nMenn Kaknx-To CoObCTBEHHbIX CPeaCcTB
3alNTbI, @ 3TO Nopoanno Nnpobnemy cosgaHNa MHCTPYMEHTapUSA ANs OaHHbIX.

AKTYasIbHOCTb 3TON NpobaeMbl HE YMEHbLUMAACh NPAKTUYECKN C NOSAB/IEHNEM MOLLHbIX
OC, 4TO nmenun passuTble NoACUCTEMbI 3aWwnTbl, K npuMepy, OC Windows NT.[9]



3T0 006YyCJ/IOBJIEHO TaKXKe TeM, YTO MHOXXECTBO CUCTEM He CMOCOOHbI 3alMLLATb AaHHbIE,
HaxoAALWMecs NoJHOCThLIO 3a ee NpeaenamMu, K Npumepy, NP UCNob30BaHNM
NH(OPMALMOHHOI0 ceTeBoro obmeHa.

AnnapaTHO-NporpaMMHble CpeacTBa 3almTbl JaHHbIX, obecneymBatoLlie NoBbILWEHHbIN
ypoBeHb 6&30MacHOCTM MOXKHO pa3buTb Ha 5 OCHOBHbLIX rpynn (PUCYHOK 3.2).

ANNAPATHO-NPOrPAaMMHsI8
CPEACTER JAUMTLI MHDODM ALK

CUCTeMb! NG eHTHDUKALW
W aYTEHTHOUKALMA NoNBIoBaTENeNd

Cucremnl umdposarnn
AVCKOBBIX 4aHHbLIX

Cucrems! WMPPOBAHNA AarHHbIX,
nepefasaeMbix NO CETAM

CucTembl ayTeMTHdMKaUmm
INEXTPOHHLIX A AHHLIX

CpejcTEa ynpasneHus
Knoveson nHgopmaument

PucyHok 3.2. AnnapaTHO-NporpaMMHble cpecTBa 3alWnTbl AaHHbIX

MepByto rpynny obpa3yloT cneynasnbHble CUCTEMbI ayTEHTUDUKALNN N NOAEHTUNDUKALNN
nosib30oBaTeNen.

ITN CUCTEMbI MPUMEHSAIOTCA TONILKO OJ19 OrpaHNYeHnsa A0CTyNna He3aKOHHbIX
noJsib30oBaTeNen HenocpeacTBeHHO K pecypcam JIBC. Obwmnin anropnt™ paboTbl CUCTEM
3aKJ/t04aeTcsa B TOM, 4To6 Noay4YnTb OT NOJIb30BaTeENA BCO MHOPMaLMIO, KOTopas
y0OCTOBEPSAET €ero JIMYHOCTb, @ TakKXXe NPOBEPUTb €e NOAJIMHHOCTb, 3aTeM
npeaocTaBUTb NOJIb30BATENO BO3MOXKHOCTb paboThl C HEN.

Mpn NnocTpoeHnn NogobHbIX CMCTEM HYaCTO BO3HMKaET npobnema B Bbibope nMHhopmMaumu,
Ha 6a3e KOTOpPOW OCYLWEeCTBAAITCA BCe Npouenypbl nOeHTUMUKaLuMm Nosib3oBaTens.



anI 3TOM MOXXHO BblOe/INTb TaKne TUuMbl.

- CeKkpeTHas nHgpopMauus, 4To obnagaeT nosb3oBaTesb (MepPCoHaNbHbIN
NOEHTUPUKATOP, MapPosib, CEKPETHLIN KIOY);

- hM3MOsIorMveckmne napamMeTpbl YesnoBeKa (PUCYHOK pagy»XHom 060/104KK, OTNeYaTKun
nanbues) nnam ocobeHHoCTU NnoseaeHUsa cybbekTa.[6]

CucTeMbl NAEHTUMUKaLWN, YTO OCHOBaHbI Ha NMepBOM BUaE NHHOPMaLIUN, ABNSIOTCS
TPaAULNOHHbLIMW.

Bce cuctembl naeHTUMOUKALNN, YTO NPUMEHSIOT BTOPOW TUM AaHHbIX, HAa3biBAlOTCS
bnomeTpunyecknmn.

Tak>Xxe crieqyeTt OTMETUTb B NocieqHee BpeMs HaMeTUBLLYIOCA TeEHOEHUMNIO pa3BUTUSA
6I/IOMeTpI/I‘-IeCKI/IX CUCTeM ona naeHtTundpukaymumn noJsib30BaTeNnen.

BTopyto rpynny cpencTs, 4To obecneymBatoT MOBbILUEHHbIA YPOBEHb 3alUThI, coaep»xaT
CUCTEMbI WINGPOBAHMSA TaK Ha3blBaeMbIX AUCKOBbIX AaHHbIX. [NaBHas 3agava, pewaemas
AAaHHbIMUN CUCTEMaMK, COCTOUT HENnocpeaCcTBEHHO B 3allMTe OaHHbIX OT
HEeCaHKLUMOHNUPOBAHHOIO NCMOJIb30BaHMSA, PACMON0XKEHHbIX HA HOCUTENSX.

ObecneyeHne KOHPUAEHUNANBHOCTU NHOPMaLIMK, pacnosiaraeMbiX Ha pa3HbIX
MArHUTHbIX HOCUTENAX, BbIMOJHAETCA NyTeM UX WNHPOBAHNSA C MPUMEHEHNEM
CUMMETPUYHbBIX a/IFOPUTMOB LI POBAHUS.

[(NMaBHbLIM KNAaCCUPUKALMOHHBIM MPU3HAKOM KOMMJIEKCOB LLUN(POBAHNSA CIIY)XUT CTeneHb
nx BctpamsaHuga B JIBC.

PaboTa pa3HbIX NpUKNaAHbIX MPOrpaMM C HAKOMUTENAMM COCTOUT U3 2-X 3TaAMNOB:
- JIOrNYeCKoro;
- on3n4yeckoro.

Jlornyeckuin aTan ncnosib3yeTcsa Npu COOTBETCTBUN YPOBHIO B3aUMOLENCTBUSA
onpeneneHHon npukaagHonm nporpammel ¢ OC (HanpuMep, BbI30B PYHKLNN YTEHUS
OaHHbIX).

®n3NYEeCKNA 3Tan COOTBETCTBYET CTENEHN B3aUMOAENCTBUSA ONEPALLMOHHON CUCTEMBI, a
Tak>xe annapaTypbl.



B KayecTBe pa3HOro poaa o6beKTOB AaHHOIO YPOBHS BbICTYMAlOT pa3/indHble CTPYKTYPbI
hn3nyHecKon opraHmsaumm MHpopmMaumnm - cekTopa ancka. [3]

Mocne 3Toro, cncTtemMbl LN POBaAHNA MHPOPMALMN MOFYT OCYLLEeCTBAATbL pPa3finyHble
KpunTtorpadunyeckne npeobpasoBaHns MHPopMaLMM Ha YpoBHeE (hanioB 1 Ha YPOBHE
PU3n4eCcKnx OUCKOB.

K TpeTben kaTeropumn cpencts, obecne4ynBarowmnx yBesIM4eHHbIN YPOBEHb 3aLlLUThI,
OTHOCSAT CUCTEMBbI WN(ppoBaHUA MHPOPMaLNK, NepenaBaeMon Mo KOMMbIOTEPHLIM CETSM.

Mpwn 3TOM pa3nmyatoT ABa rnaBHbIX cnocoba wngpoBaHus:
- KaHa/lbHoe;
- OKOHeYHoe

B cnyyvae KaHanbHOro MeToga 3aliuuaeTcs BCA NO KaHaly CBA3M NepefaBaeMas
MHOopMauMa, BKOYaa Takxe cnyxebHyto nHgpopmauuto. CooTBeTCTBYOWME
npouenypsbl WNGPOBaHNS TakXXe MOryT peasim30BaTbCs C MOMOLLbIO MPOTOKOJ10B
KaHaJIbHOro ypoOBHS 3TaJIOHHON Moaenn B3anmoaencteusa cucrtem OSI.

NaHHbIN cnocob wndpoBaHna obnagaeT TakMM AOCTOMHCTBOM - BCTPaMBaHMeE pa3HbIX
npoueayp W1ppPOoBaHNS Ha HEKOTOPbLIN YPOBEHb MO3BOJIAIET MPUMEHATL anmnapaTHble
cpencTBa, CnocobCcTByOLME MOBbILLEHNIO NPOU3BOAUTENIbHOCTY BCEN CUCTEMBI.

OnHako, B A4aHHOro noaxona ecTb cywecTBeHHble HeOOCTaTKN.

- WN(pPOBaHNIO HA YKa3aHHOM YPOBHE MOANEXUT NPaKTUYECKN BCSA MHopMaLns; 3TO
OCNOXXHSIET MeXaHM3Mbl MapLLUPYTU3aLNM CETEBbIX MAKETOB AaHHbIX N TpebyeT
pacwmndpoBaHN