Copnep>xaHue:

BBepneHue

Mpobnema obecneyeHns TpebyemMoro ypoBHs 3alUTbl JAaHHbLIX B HbIHELLIHEE BPEMS
OXBaTbIBAET LIE/I0€ MHOXKECTBO MapaMeTpoB, K NpuMepy, hU3NYecKyo 3alunTy
CUCTEMHbIX NPOrpaMM 1 MHOPMaLIMK, 3aLUUTY OT NPeaoTBPaLLEeHNS
HEeCaHKLUMNOHNPOBAHHOIr0 A0CTYyMa K MH(opMaumn, nepefaBaeMbiM Mo KaHaslaM CBSI3U U
HaxoASALWMMCA HENOCPEACTBEHHO HA HAKONUTENSX, SBNSIOLWErocs pe3ysibTaToM paboThl
NOCTOPOHHUX JINLL U CleumnalibHbIX MPOrpPaMMHbIX MPOAYKTOB - BUPYCOB.

Ecnn npnHnMmaTb BO BHUMaHUeE TOT PaKT, 4TO S4POM UHpopMaunmoHHon cuctemsbl (UC)
ABNSETCA cucTtemMa ynpasneHusa 6aszamum gaHHbix CYBI, To obecneyvyeHue Tpebyemoro
YPOBHSA MH(pOpMaLMOHHOM Be3onacHOCTM nNpuobpeTaeT onpeaensioliee 3Ha4YeHne npu
HernocpenCcTBEHHOM BbIbOpPEe KOHKPETHbIX MHCTPYMeHTOB obecnevyeHns 6e3onacHOCTLM B
LLesloM opraHu3sauunmu.

[laHHble, KOTOpPbIE NCMOJ/Ib3YIOTCS B KOMMbIOTEPHON (hopMe coCcpeaoTaduMBalOTCS B
He60/IbLLIOM U (hU3NYECKM NIOKaIbHOM 0bbeMe (K Npumepy, Ha (p3Ll-KapTe) OrpoMHble
MACCUBbI CTPYKTYPUPOBAHHbIX AaHHbIX, HECAHKLMOHNPOBAHHbLIN AOCTYMN K KOTOPbLIM U
NX paspyLUeHne MOryT MPUBOANTD K YLLLepOy 1 KaTacTponiyeckmumM nociaeacTBusaMm.

BO3MOXXHOCTb KOMMPOBaHUA 3a KOPOTKOE BpPEMS, MOANDUKALNN NN YOANIEHNS
MACCMBOB AaHHbIX, YTO HAXOAATCA B KOMMbOTEPHON hopMe, AN yOaNeHHO
PaCNOJI0XKEHHbIX, MPOBOLMPYET 3/I0YMbILLIEHHUKOB AOMNOJIHUTENbHO Ha
HECaHKLMNOHNPOBAHHbLIN AOCTYM K XPaHMMOW NH(OPMaL MK, BbINMOJIHEHNE ee
MoandUKaLnUM Uan paspyLleHune.

CToNT OTMETUTb, YTO TeopeTu4eckas npopaboTka BONPOCOB No obecrnevyeHmno
6e30nmacHOCTM NHpopMaUKnn, a TakXXe UX NPaKTUYeCcKasa peannsayns oTcTaBaam gonaroe
BpeMSA OT YPOBHSA pa3BUTUSA BCE COBOKYMHOCTU nporpaMmmMHon nHayctpum CYB, npn 4yem
B KOMMEpPYECKUX NpoAyKTax Takme metoabl obecnevyeHmnsa 6€30nacHOCTU AaHHbIX HavYanm
NoABAATLCA TONbKO B 90-X rogax XX cToneTus.

MepBble UCCnenoBaHUs NPakTUKN 1 Teopumn obecnevyerHuns 6esonacHOCT MHGDoOpPMaL UK B
KOMMbIOTEPHbIX CMCTeMax obycnaBanBaanch, Npexae Bcero, noTpebHocTs MM 060poHHOM
chepbl, rae NoCTOAHHO cylecTBytowas npobaeMa KoMnbloTeEPHON 6e30MacHOCTY CTOUT



ocobeHHOo ocTpo.

Havano gaHHbIM NpoueccaM Bbis1I0 NOIoXKeHO paboTamMm NO 3aNTE KOMMNbIOTEPHON
MHopMaumnmn, KotTopble NpoeBeneHbl B KOHUe 1970-x rogos HauMOHa/IbHbIM LLEHTPOM
be3onacHocTn MuHucTepcTea obopoHbl CLLA.

[NaBHbIM pe3ynbTaToOM 3TUX UCCAenoBaHU 66110 n3gaHne MUHUCTEPCTBOM 060POHbI
JIOKYMeHTa NnoJ, HauMeHoBaHneM «KpuTepum oLeHKN KOMMNbIOTEPHbIX CUCTEM>.,

CTOUT OTMETUTb, YTO OH BblNla OAHUM C CaMbiX NMEPBbIX JOKYMEHTOB, KOTOPbIN
pernaMeHTUpoBasa MHCTPYMEHTbI No obecnevyeHuto TpebyemMoro ypoBHS 3alUTbl AaHHbIX.

AKTYaNIbHOCTbIO pPaboThbl ABNAETCSA PAaCCMOTPEHNE BUIbI U COCTaBa yrpos
NHMOPMaLMOHHON 6e30MacHOCTU, Tak KakK AaHHas npobnemMa ABAseTcs 0AHON C CaMbIX
OCHOBOMOJIOXKHbIX B HACTOSLLEe BpeMs.

Llenb KypcoBon paboTkl - paCCMOTPETb OCHOBHbIE TUMbI U COCTAB MHMOPMALIMOHHOWN
6e30MacHOCTU, a TakKXXe PacCMOTPETb MHCTPYMEHTbI Ans obecnevyeHne 3alimTbl AaHHbIX.

B cooTBeTCTBUU C Le/Iblo MOCTaBJ/IeHbl Takue 3a4aun:
- PaCCMOTPETb OCHOBHbIE NMOHATUA MO TEOPUN I/IH(i)OpMaLI,I/IOHHOVI be3onacHocTy;
- onucaTb yrpo3bl b B 3aBUCMMOCTM OT MCTOYHUKOB N MOTUBaLNK;

- 0aTb XapaKTepUCTUKY TuUnam BO3AENCTBUIA, KOTOPbIE NPeacTaBAAOT Yrpo3y B
BbIYNC/INTENbHbIX CUCTEMAX;

- pacCMOTpPEeTb OpraHnU3aUNOHHO-NPAaBOBbLIE N TEXHNYECKNE CPeaCcTBa 3alNTbl AAHHbIX;
- onNucaTb KpunTorpadgunyeckme n annapaTHO-NPOrpaMMHbIe CpeacTBa 3alMTbl JaHHbIX.
O6bekT paboThbl - Teopua NHOOPMaLNOHHON Be3onacHOCTK;

MpeameT paboThbl - KNaccnpmkaumsa yrpos nHpopmaunoHHom 6e3onacHoOCTMN.

KypcoBasi paboTa COCTOUT C BBeEeHUSA, OCHOBHOW YaCTW, 3aKJIl04EeHNS U CN1CKa
NCMNOJ/Ib30BaHHbIX UCTOYHUKOB.

1.0CHOBHbIe@ NOHATUA 00 MH(POPMALLMOHHOMN
be3sonacHocTH



1.1. OnpepneneHue nHpopMaLMOHHON Oe30NacHOCTH

MpumevaTenbHass 0CobeHHOCTb HbIHELWHEro nepmoaa - 3To nepexon ot
MHOYCTPUaabHOro counyma K MHPoOpMaLMOHHOMY, B KOTOPOM MHOpMauUnsa ganee
CTAHOBUTCS Ba)KHbIM peCypCcoM, YEM SHEPrnyYeckmne nnm MmatepuasbHble pecypchl.
PecypcamMm Ha3bIBalOT 3J1IEMEHTbI U3 SKOHOMNYECKOr0 NoTeHUnana, KoTopbiMn obLecTBo
pacrosiaraeT 1 KOTOpoe MOryT ObITb UCNOJ/Ib30BaHbI MPU HEOB6XOAMMOCTU O
OOCTUXKEHNSA KOHKPETHbIX Lesiern X039NCTBEHHON AeATEeNIbHOCTN.

Tak>Xe faBHO CcTanun obuweynoTpebnTenbHbIMM U NPUBLIYHBIMU TaKMe KaTEeropumn, Kak
pnHaHCcoBble, TPYAOBbIE, MaTEPUAJIbHbIE, MPUPOAHbIE PECYPChl, YTO BOBJIEKAIOTCS B
X03AMCTBEHHbIE 060POThI, N UX HAa3HaYeHne ByneT NOHATHO Kaxkaomy. [5]

Mocne nosasneHMs NOHATUA "MHPOPMALMOHHbIE pecypcCbl" - OHO Y3aKOHEeHO, HO MoKa eLle
OCO3HaHO HeAOoCTaTO4HO.

NHpOopMaUVOHHbIE pecypcCbl - 3TO OTAe/IbHble OKYMEHTbI UKW OTAEe/IbHble MacCUBbI
OOKYMEHTOB A1 MHPOPMALIMOHHLIX cucteM (bubnmotekax, apxmBax, baHKax OaHHbIX,
oHAOax, Apyrmx MHPopMauMoOHHbIX cnctemax). [10]

NHpOopMaUVOHHbIE pecypChl TakXe ABAATCA COOCTBEHHOCTLIO, U HAXOOATCSA B BEAEHUNM
OpPraHoOB M OpraHM3aunin, TakXe nognexaT y4yeTy, 3almTe, NOCKOJIbKY MHpopMauuto
MO>XHO NPUMEHATb HE TOJIbKO 14 YC/Yr U TOBApOB, HO U NpeBpaLlaTb €e B HaJINYHOCTb,
KOMY-HUbyab Npoaas, UK, YTO XYXKe, YHUYTOXNTb. MHopMauns ana nponssoanTens
TakKXXe npeacTtaBaseT 3HAaYNTENbHYIO LEHHOCTb, MOCKOJIbKY HEPEeAKO nosiydyeHue (mnuv
co3faHune) Takom MHopMaumm - 3TO BECbMa TPYAOEMKUN O0POrocToAWMM npouecc.[15]

NHbopMaLoHHas 6e30MacHOCTb — COCTOSIHME COXPAHHOCTU UHAOPMALMOHHbIX
PEeCypCcoB U 3aLLMLLEHHOCTN 3aKOHHbIX MPaB JIMYHOCTU 1 0bLecTBa B UHHPOPMALMOHHOM

cepe.

NHdopmaumnoHHasa 6e30nacHOCTb - 3TO npouecc obecnevyeHns KOHPNOAEHLUNANIbHOCTN,
LesIOCTHOCTU U JOCTYNHOCTU NHGOPMaLnn.

MopaennpoBaHMe NPOLLECCOB HapyLleHnsa Takon 6e3onacHOCTN nHhopMauum
ocyLwecTBnATb LenecoobpasHo Ha Ba3e pacCMOTPEHUSA IOFMYECKON LENOYKKN TUNa:
«Yyrpo3a - UICTOYHUK Yrpo3bl - CNocob peanmsaumnm - yss3BMMOCTb - pe3ysbTaT» (PUCYHOK
1.1).
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PucyHok 1.1. Mogenb peanusaumm yrpo3 ansa nHgpopmaumnoHHonm 6esonacHocTtun (Mb)

B xone aHanm3a Hafo ybeanTbCs, 4TO BCE UCTOYHUKM BO3MOXKHbIX YIrpo3
NOeHTUPULMPOBAHbI, TaKXXe BCe BO3MOXHbIe YA3BUMOCTU UAEHTUPULNPOBAHbI,
COMocCTaBJieHbl CO BCEMU UAEHTUDPUNLMNPOBAHHBIMU NCTOYHNKAMN Yyrpo3, a BCEM
NOEHTUPULMPOBAHHBIM YA3BUMOCTAM ((PaKTOpaM) U UCTOYHUKAM Yrpo3 CONOCTaBJIEHbI
MeToAbl peannsaumnn.[20]

Mpn 3TOM Ba>XHO MCMNOJIb30BaTb BO3MOXXHOCTb, MPX HEO6X0ANMOCTMN, BOBCE HE MeHSS
CaMoro MHCTPYMEHTapus, BBOONTb HOBblE€ TUMbl NCTOYHMKOB Yrpo3, yS3BMMOCTEN,
MEeTO[0B peann3aunm, KoOTopble CTaHYT U3BECTHbLIMU B pe3ysibTaTe Pa3BUTUS YYEHUN B
3Ton obnacTu [4].

Kak BUOHO, aHaNn3 AN HEraTUBHbIX MOCNEeACTBUN peann3aLmnm pasHbixX yrpos
npeanonaraeT obs3aTesNbHY0 1 6€30roBOPOYHYIO NAEHTUGUKaLMIO (K NpumMepy,
NPUCBOEHME YHUKANIbHOI0 KoZla) AJ1st BCEX BO3MOXXHbIX UCTOYHUKOB Yrpo3, pa3HbIX
YySA3BMMOCTEN, CNoCOBCTBYIIOLWNX NPOSBJIEHMNIO UX U METOLO0B peasn3aLunn.

Cam noaxopn AN aHaNM3a U OLEHKe COCTOSAHMSA no 6Be3onacHOCTM nHhopmaunn
OCHOBbIBAETCSA TaK)Xe Ha BblYMNCJIEHNN HEKOTOPbIX BECOBbLIX KOIPMULIMEHTOB OMACHOCTH
MPU NCTOYHUKAX Yrpo3 N YA3BUMOCTEN, a TaKXXe N CPaBHEHUS 3TUX KO3IPULNEHTOB C
3a[laHHbIM 3apaHee KPUTEPUEM M NOCIe0BaTENIbHOM NCKJTIOYEHNN MOJIHOMO NMepeyHs
BO3MOXXHbIX HaTypaJibHbIX NCTOYHNKOB Yrpo3 40 MUHMMaNIbHO aKTyaJIbHOro npu
KOHKpeTHOM obbekTe.[12]

PucyHok 1.2. AAroput™ npoBeaneHua aHasusa
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Pe3ynbTaTbl MPOBEAEHNSA @aHaNMN3a U OLEHKN (PUCYHOK 2) MOryT ObITb NCMOIb30BaHbI AN
BblbOpa afeKBaTHbIX ONTUMaibHbIX METOLO0B NPX MapUpPoBaHNSA Yrpo3, a TakXxe npu
BbIMOJIHEHUM ayAnUTa peasibHOro cocTosAHMNA b obbekTa ON15 pa3HbIX Liesien ero



CTpaxoBaHus.

1.2. MoHATHE HapywuTensa 6e3onacHoOCTMU

Mooenb BEepOATHOro HapyLwwmnTena ons 6e3onacHocTn NC Heobxogmma B OCHOBHOM Ass
cucrtemaTmsaumm MHopMaLum No TMnax  BO3MOXXHOCTAX Pa3HbIX Cy6'bEKTOB, uendx
BbIMOJIHEHNA HECAHKLUMNOHUNPOBaHHbIX BO3OENCTBUN, a TakKXe BblpBﬁOTKI/I aleKBaTHbIX
TeEXHNYECKNX N opraHn3auMOHHbIX Mep I'IpOTVIBO,D,eVICTBI/IFI.

Mpwn pa3spaboTke mogenu gnsa Hapywmtena NC y4nTbiBatoTCA hakTopbI:

- NMPeAnoJyIOXKEHNS 0 KaTeropusax pasHoro poaa v, K KOTOpbIM MPUHAANEXUT
Hapywuntens; [1]

- TUNbl HAPYLUNTENS;

npennonoXXeHnsa MOTUBOB AENCTBUN HapyLInTens;

NpeanosioXKeHNsa 0 KBaNnuKauum HapyLmnTesnen n ero annapaTHOM OCHALLEHHOCTK;

OrpaHUYeHNsa N NPeanoIoKEHNS N0 XapakKTepy BO3MOXKHbIX AENCTBUIA HapyLLUNTENEn;

HEenocpenCcTBEHHbIN XapakTep NH(POPMALIMOHHLIX Yrpo3.

CTOUT OTMETUTb, 4TO MO HaJIMYMIO NpaBa Pa3o0BOro UM NOCTOSIHHOIO A0CTYynNa
HapyLwmMTenn noapasaenaoTcs Ha 2 Tuna:

- HAPYLUMTENN, 4TO He umetoT gocTtyna K NC, Ho peann3yloume yrpo3sbl C BHELHUX CeTeln
CBSA3M A215 06LLero rnosib30BaHUS;

- HApPyLWNTEeNn, MeLme ypoBeHb A4ocTyn K MIC, npu 3ToM BKJIIOYasi NOJib30BaTesEN, YTO
peann3ytoT yrpo3bl HenocpencTBeHHo B MO, BHYTPEHHNE HapyLLINTENN.

1.3.MpaBoBblie OCHOBLI MOAeJsiel HapyLwiuTens
0e3o0nacHOCTM NPaBOBbIX AAaHHbIX

CornacHo [10] BHeWHUX HapyLunUTeslb UMeeT TakKne BO3MOXXHOCTWU:



- BbIMOJIHATb HECAHKLMOHUPOBAHHbIA OOCTYMN K Ppa3HOro poJa KaHajlaM CBS3n, 4TO
BbIXOAAT 3a Npeaebl Pa3HbIX C/y>XKEOHbIX MOMELLLEHNN;

- BbIMOJIHATDb HecaHKLI,I/IOHI/IpOBaHHbIVI OOCTyn 4epe3 TaK Ha3blBaeEMble
aBTOMaTU3NpoOBaHHbIE pa60l-||/|e MeCTa, YTO NOAKJIIYEHBI K CETAM CBA3U Ansa obuiero
NMnoJib30BaHNA N CeTAM MeXXOyHapoaHOro obMeHa gaHHbIMU;

- OCYLLECTBNATb HECAHKLIMOHNPOBAHHbLIA AOCTYMN HENOCPEACTBEHHO K MHopMaLMn C
NPUMEHEHNEM CreLmnasbHbIX NPOrpPaMMHbIX BO34ENCTBUA NPU NOMOLLN BPeOOHOCHbIX
nporpamMm, MPorpaMMHbIX BUPYCOB, a/IFOPUTMUYECKNX N MPOrPaMMHbIX 3aKadokK;

- BbIMOJIHATb HECAHKLMOHMPOBAHHLIA AOCTYN Yepe3 KOMMOHEHTbI MH(POPMAaLIMOHHOM
NHPPACTPYKTYpPbl NC, 4TO B MPOLLECCE XKN3HEHHOIO LMK (CONPOBOXAEHWS, PEMOHTA,
MOJepHU3aLnN, YTUIN3aLNK) OKa3bIBAOTCS 3a FPaHULAMN KOHTPOJIMPYEMOWN 30HbI;

- peann3oBaTb HECAHKLMOHUPOBAHHbLIA AOCTYMN C noMolbio NC B3anMoaencTByowmnx
BEOOMCTB N y4YpeXx4eHUN.

BHewHnn Tun Hapywutensa:[7]
- KPUMUHaIbHbIE CTPYKTYPHI;
- pa3BedbliBaTesibHblE C/y>KObl FOCYy0apCTB;

- NpenCcTaBUTENIN KOHKYPUPYIOLWNX OpraHn3aunim nam nmua, 4To GENCTBYOT N0 UX
3a[laHnIo;

- TaK Ha3blBaeMble HelobpPOCOBECTHbIE NAapPTHEPHI;
- pa3Hble KANeHThl (FpaXkaaHe, NpeacTaBUTeN N oOpraHn3aumnin);
- noceTUTenn (NpuUrnaweHHbIe N0 HEKOTOPOMY MOBOAY);

- NpeacTaBUTENN OpraHM3aLniA, 4TO B3aUMOAENCTBYIOLLMX MO BONPOCaM YPOBHS
obecneyeHns Xn3HeneaTeNbHOCTM OpraHn3aLnm;

- IMya, YMbILLJIEHHO NN C/IYHaWHO HapyLUMBLUME NPOMNYCKHON PEXUM.
BHYTpEeHHUN TN HapyLwnTens:
- nonb3oBaTtenn UNC;

- aAMUHUCcTpaTopsbl UC;



- NepcoHan, obcnyXmBaroWmMn TeXHNYeCKne cpeacTsa (MHXXeHepbl, TEXHUKN);
- COTPYOHUKN OTAENOB;

- TEXHUYECKWNIA NepcoHas, obcny>XmBatoLwWmnin 3aaHns (yOopLUMKIN, 3NEeKTPUKMY,
CaHTEXHUKN U Opyrue COTPYAHUKN, UMELLNE OO0CTYMN B 34aHUS N MOMeLLeHNs);

- COTPYAHMKIN cnyxbbl 6e3o0nacHOCTN; pyKOBOAUTENN Pa3/INYHbIX YPOBHEN OOJIKHOCTHOW
nepapxumu.

B pe3ynbTaTe pacCMOTPEHUSA NepBO rnaBbl KYpcoBon paboThl oNMcaHbl OCHOBHbLIE
NOHATNA TEoPUN MHPOPMALIMOHHON BE30MacHOCTU, AaHa XapaKTEPUCTMKA NOHSATUIO
HapyLwutenen Nb n nx NpaBoBbIE OCHOBBI.

2. Yrpo3bl 6e3onacHocTn uHpopMmauum, ux
Knaccupukauums

2.1. Yrpo3bl B 3aBUCUMOCTU OT MOTUBaLLUMU

Moa yrpo3onm 6e3onacHOCTU Ans MHGopMaLMm NOHUMAETCs BCEBO3MOXKHOe cobbiTue,
ABJIEHNE NN NMPOLECC, KOTOPOE MOXET NMPUBOANTL K YHUYTOXXEHMUIO, yTpaTe YPOBHSA
LeNIOCTHOCTUN, KOH(PUAEHLUNaIbHOCTN U OCTYNHOCTU MHopMaLun. NMNosHOCTLIO BCe
MHOXXeCTBO MOoTeHUMaNbHbIX Yrpo3 ans 6e3onacHoCcTu MHGHOPMaLnm MoxXeT OblTb
pa3fesieHo Ha HeCKOJIbKO KJ1aCCoB.

Yrpo3bl, KOTOPbIE HUKAK He CBSA3aHbl C MOJIHOCTbIO NMpeaHaMepeHHbIMU OEeNCTBUAMU
3/I0YMbILLUJIEHHUKOB, @ Tak>Xe peasin3yTCcs B NOJIHOCTbIO C/ly4alHble MOMEHTbLI BPEMEHMN,
Ha3blBalOT C/lyHanlHbIMN (HenpeaHamMepeHHbIMKN).[ 3]

K TakuM cny4yaHbIM yrpo3aM MOXXHO OTHEeCTM:
- CTUXUNNHble 6enCcTBUS;

- aBapuu;

- OTKa3bl TEXHNYECKNX CPEeACTB;

- cbowu;



- owmnbkn npu pazpabotke KC n gpyrue.

Peannsaunsa yrpos 4aHHOro Kjacca npmMBognT HENOCPEOCTBEHHO K HAanbobLLINM
noTepsm AaHHbIX (00 85 % oT Bcero yuiepba, HaHocumoro pecypcam KC Bcemn
yrposamwu).

[Mpy 3TOM MOXXeT BbINOJIHATLCA YHUYTOXKEHNE, a TakKXXe HapyLleHne OCTYNHOCTU 1
LesIoOCTHOCTU MHopMaLumnn.

Pe>Xxke HapyLllaeTCcs ypoBeHb KOHPUAEHUNANBHOCTb AaHHbIX, OAHAKO NpY 3TOM MOryT
Co30aBaTbCs NPeAnocblIKM AN BO3AENCTBUSA 3/I0YMbILIJIEHHMKA Ha MHGopMauuio.

CornacHoO CTaTUCTUYECKNM AaHHbIM TOJIbKO NOCsie oWNOOK nosib3oBaTesnien u
06Ccny>XMBaoLWNX COTPYAHNKOB MPonUCcxXoanT 0o 60% cnyvaesB HapyLLEHUS YPOBHS
B6e3onacHOCTM NHpopMaLunn.

Tak>xe, cnegyeT OTMEeTUTb, YTO MEXaHU3Mbl peann3aunm CnyyY4amHbiX Yrpo3 nsyveHsbl
NOCTAaTOYHO XOPOLLUO, @ TaKXXe HAaKOMMEH 3HAa4YNTESIbHbIA OMNbIT B MPOTUBOAENCTBAN 3TUM
yrpo3am.

Tak)xe BCe COBPEMEHHAas TEXHONOr s Pa3paboTKM NPOrpaMMHbIX U TEXHUYECKUX
cpeancTB, 3pPeKTUBHASA CUCTEMA UX SKCMJyaTauuun, BKatoYatoulas obsa3aTensHoe
pe3epBMpoBaHME AaHHbIX, MO3BONAIOT 3HAYUTENBLHO CHMXXAaTb NOTEPU OT peann3auumn
BCEX Yrpo3 AaHHOro Kiacca.

Yrpo3bl, 4TO CBA3aHbI C 3J10YMbILUIEHHbIMA NencTBnaMu nepcoHasna, a 3T nencTeuns YyXe
HOCAT HE NMpPocCTO Heﬂpeﬂ,HaMepeHHblm XapaKTep, a ABNAKTCA npegHaMmepeHHbIMN.

K npegHaMepeHHbIM yrpo3aM 4aCcTO OTHOCATCS TPaAMUMOHHBIA U XKe YHUBEPCaJIbHbIN
LWNMOHAaX, ANBEPCUM, BbINOSIHEHME HECAHKLMOHNPOBAHHOIO A0CTYMa K MHopMaumu,
HaBOOKW W 3JIEKTPOMArHUTHbIE N3JTy4YeHUS, HECaHKLIMOHMPOBaHHAA MoaAnpuKaumsa
CTPYKTYP, @ Takxe BpeamTeNbCKne nporpaMmmbl.

B KayecTBe NCTOYHUKOB A1 HEeXXeNnaTeIbHOro BO3AENCTBUSA Ha pa3HOro poaa
MH(OPMaLMOHHbIE PeCcypCbl aKkTyaJlbHbl MO-NPeXXHeMy cpeacTBa U MeToAbl LWNNOHaXa 1
anBepcumn.

CTOUT OTMETUTb, 4TO K MeTOA4aM ANBEPCUIN N LUMMNOHAXKa OTHOCATCA:[6]
- BU3yasbHoe HabnwaneHve;

- nogciaywimBaHme,



XVLEHNe OOKYMEHTOB U HoCUTenen nHhopMauum;

XuueHne aTpmbyToB CMCTEM 3alUTbl U NPOrpamMmM;

noaKyn U LaHTa>X NnepcoHalla,

c6op M aHaIN3 MaLWNHHbIX HOCUTENEN MHoOpMaLUmnn, a TakKe NoOXKOru, B3pbIBbl;

HanageHnsa ONBEPCUOHHbLIX Fpymnm.
Tak>xe, CTOUT OTMEeTUTb, YTO OCHOBHblE HernpegHaMepeHHble yrpo3bl ona JIBC Takue:

- HEeYMbILWJIEeHHblIEe OEeNCTBUSA, 4TO NPUBOAAT NosHOMY oTKa3sy JIBC nnu paspyLwieHuo
pecypcoB cuctemsbl (Mopya obopynoBaHUS, yaaneHue, nckaxkeHue dannos);[2]

- HEMNPABOMEPHOE OTKJIIOYEHME anmnapaTHON TEXHUKN N U3MeHeHne rpadurka
PYHKLMOHMPOBAHNS NPOrpamm;

- Mop4Ya HOCUTENEWN AaHHbIX;

- 3aMyCK CTOPOHHUX NporpamMmm ons notepu pabotocnocobHocTun JIBC nnn
OCYLLECTBISOLWMNX B HEN KPUTUYECKNE U3MEHEHUS,

- HenerasbHOe BHeApeHne HeNULEH3UOHHbIX MPOorpamMmMm;
- 3apa)KeHune BMpycamn un gpyrue.

Cne,uyeT 3aMeTUTb, 4TO MpPn AOCTUXEHUN NMOCTaB/IEHHbIX Lenen vaule Bcero
3JTIOYMbILIJTIEHHUKN NCMNOJNIb3YHKOT CPa3y COBOKYIMNMHOCTb C Bbllle nepevyncieHHblIX MeTonoBs.

2.2. Yrpo3bl N0 UCTOYHUKaAM

NCTOYHUKIN Yyrpo3 - ycnoBus U akTopbl, 4TO TaAaT B cebe yrpo3bl, a Npun onpeneneHHbIx
YyCJIOBUSIX B Pa3JZIMHHON COBOKYMHOCTN 0OHApPY>XMBaOT HEKOTOPbIE BparkAebHble
HaMepeHus, AeCTPYKTUBHYIO NMPpUpoay U BpeaoHOCHble CBONCTBA. ICTOYHUKN yrpos3
MO>XHO Pa3/iNynTb NO TakKMM (haKTopaM:

- TEXHOreHHOMY;
- @CTEeCTBEHHO-MPUPOAHOMY;

- coumnanbHOMY.



AHTpPONOreHHbIMN NCTOYHNKaMIN yrpo3 3awmnTbl JIBC BbICTYyNatoT CyObeKThbl, KOTOpPbIE
BbINOJIHAOT AENCTBUSA, YHTO KBaJIMPUNLMPOBAHbI KaK YMbILUJIEHHbIE UIW Clly4YalHble
npecTynjieHusa (pUCcyHok 2.1).

|. AHTPONOreHHbLIE HCTOYHMKM

oSycnoBNeHHble JeACTBMAMA cybbeKTa, KOTopble MOMYT TMPWBECTH K
HapyweHnwmo OGesonacHocTn wHdopmauwu. [aHHbie AeWCTBMA MOryT
BeiTe  KBaAnUUUMpOBAHHE! KAk  yMbILMEHHBIE  WAW  CryYaiHble

NpecTynneHns.
I
BHewHue BHyTpeHHue

- *
FEPYMUHANEHEIE CTRYRTY P, #QCHOBHOW NepcoHan (nons3oeaTeny,
# NOTEHUWANBHEIE NPECTYNHNKW 1 XaKepbi; paspaboTinkn n ap.);
F HeaobpoCOBECTHLIE NapTHEpPLI, FrpedcTaBuTeny cnyxb sawuTel
7 TEXHWYECKMI NepcoHan NocTaBLYyMKoB WHd opMaLAN;
TENEeKoMMYHWKALWMOHHBLIX YCNyT; FBCNOMOraTeneHsIR NepcoHan (yoopLywen,
#NpeacTaBWTEN HAO30PHLIX OpraHW3aLWin oxXpaHa w ap.),
W aBapuiHBX cnywo, # TEXHWHeCKW NepcoHan
FNpeACTABWTENK CUNOBLIX CTRYETYP. (xwzHeobecnedenwe, aKcnnyaTaunMa n gp.).

PncyHok 2.1. AHTponoreHHble NCTOYHUKMN YIrpo3

ToNbKO B J@aHHOM CJly4ae MOXXHO BEeCTU peyb O npuinHeHun yuiepba. Takme rpynnbi
Hanbonee oOLWMPHBLI N NPeaCcTaBNAT HANBOObLWNN MHTEpPEeC AN peopraHm3aumnm
3alLMThl, TAaK KaK OENCTBUA TakKMX Cy6bEKTOB MOXKHO BCeraa nporHo3npoBaTh.

B Ka4yecTBe aHTPOMOreHHbIX NICTOYHNUKOB YaCTO pacCMaTpuBaloT Cy6'beKTbI, 4YTO UMEIOT
OOoCTyn (kak HecaHKLI,I/IOHI/IpOBaHHbIVI, TaK CaHKHMOHMpOBaHHbIﬁ) K BbIMOJIHEHWIO
pa6OTbI C WTaTHbIMK CpeacTBaMn onda 3aljniaemMoro obbekTa be3onacHocCcTN.

BTopas rpynna B cebe cooep>XnT Takne NCTOYHUKKW, KOTOPpble onpenensatnTcsa Tak
Ha3blBAaEMOWN TEXHOKPATUYECKOWN AEeATENbHOCTbIO JIIOAEN, @ TAaKXXE U Pa3BUTNEM
LUMBUAN3ALNNA.

B pe3ynbTaTe nx nocnencTtensd, Bbl3BaHHbIe TaKoON OeATesIbHOCTbIO, BbILWAN KU3-N04
KOHTPOJ14 YeJsi0oBeKa y>XXe€ OaBHO, OHU CYLLECTBYIOT B AaHHbIN MOMEHT camu no cebe. [4]

YKa3aHHble NCTOYHUKM YIrPO3 HAMHOIO CJI0XKHEe CMPOrHO3UpPoBaTh, @ TaKXe OHU
HanNpsAMYto 3aBUCAT OT CBOMCTB anmnapaTHOro cetersoro obecnevyeHuns (pUCyHoOK 2.2).



Il. TexHOreHHLI® HCTOYHHUKH

o6yCNoBNeHHBIE TEXHWYECKMMI CPEACTBaMMN, KOTOPEIE MOMYT NPHEECTH
K HEapyWeHWo Be3onacHocT WHAGORME LMK,

L
FCpegcTea CBA3IN,
FCETH MHKEHEDHBIX KOMMYHHKALMA
(BofocHabkeHWe, KaHaNWaaLWa W ap.);
#TPaHCNOPT.

BHyTpeHHHE

.

#HeKavyecTBEHHEIE TEXHUMECKHE CReacTEa
08 paboTen unpopmaLw,
FHekaYecTBeHHBIE NporpaMMHsle cpecTea
00 paboTEN MHOPMALAK,
FBCNOMOraTensHele cpedcTea (oXpaHL,
CUrHanusaUuuK, TenedioHUM U gp.);

#0pyrie TexXHWYecKne cpeacTea.

PUCyHOK 2.2. TexHOKpaTn4eckmne UCTOYHUKMN yrpo3

ITOT KNlaCC UCTOYHUKOB 0COBEHHO aKTyasieH B laHHOE BPEMS, MOCKOJIbKY B
CNNOXKMBLLNXCS CNIOXKHbIX YC/IOBMSAX BCE TaKME 3KCNEPTbl OXKNAAT 3HAYNTENbHOMO
yBeNNYEeHNS YNCNEHHOCTN TEXHOMFEeHHbIX KaTacTpod), KoTopblie 6yAyT Bbi3BaHbI
dunsnyecknmM yctapeBaHMeM annapaTHOro cetesoro obopynosaHuna B OBC opraHusauui.

TpeTbsa rpynna onucbiBaeMblX UCTOYHNKOB Yrpo3 B cebe o6beanHseT NpakTUYeCcKn BCe
06CcTOATENLCTBA, KOTOPbLIE COCTABASAIOT HEKYHO HEMPEOAOIMMYIO CUIY, @ TaKXe
obcToATENbCTBA, HOCALME 0O BEKTUBHBINA XapaKTep U PacnpoCTPaHSATCA MOJIHOCTbLIO Ha
BCe CpeACTBa NPOrpaMMHOro Uamn annapaTHoro obecneyeHns HEKOTOPON MECTHOCTM

(pncyHok 2.3).




lll. CTHXHMMHBLI® NCTOYHWMEKMN

abconoTHEIN Xa pakTep, PRCNPOCTPaHAKIWMACA Ha BCEX.

obcToATENBCTEE, COCTaBNAKLWWeE HENPEo4onMMY O

(obcToATENLCTEA, KOTOpLIE  HEBO3MOMMO  MpegycMOTPETL
NpeJoTBpaTTL WNW  BO3MOMHO NPedycMoTpeTs, HO HEBO3IMOMHO
NpefoTBpaTHTE). Takwe obcToATENBECTEBAE HOCAT OObLEKTUBHBIA

L 3§

FNOMaPL;

F3eMNeTpACEHNA;

FHABOOHEHWRA,

FyparaHel,

# paznW4HbLle HeNpedBKaeHHble 0DCTOATENLCTEA;
#HeEODBACHUMEIE ABNEHNSA,

F npyrve chopc-MaKopHele 0DCTORTENLCTEE.

PucyHok 2.3. CTUXUNHbIE NCTOYHUKWN

B 3aKoHomaTenbCcTBE PO K AAHHOM KaTeropum oTHOCAT CTUXUNHbIE BeaCcTBUS, a TakXe
NHble 06CTOSATENbCTBA, YTO NPAKTUYECKN HEBO3MOXKHO NpeaycMaTpuBaTh,
npenoTBPaTUTb NMPU HbIHELLIHEM YPOBHE 3HAHUS U BO3MOXHOCTEN.

CTuXmnimnHbie NCTOYHUKWN BCeraa sBAsTCHA BHELWWHUMN HenocpengCTBeHHO K 3allnlaeMOMy
06'beKTy, a TaK>Xe NMoOHMMalTCA noa HAMNM NpupoaHbie KaTakKJIN3Mbl U KaTaCTpOCpr.

2.3. Tunbl BO3OAEUCTBUMU, KOTOPbIE NpPeacTaBsfaloT yrposy B

BbIYMCJIMTEJIbHbIX CeTAX

Bce yoaneHHble aTaku Ha 3awmTy JIBC MOXKHO KNnacCMUUMPOBaTb MO TaKUM

nMpun3HaKaM.

B 3aBMCMMOCTM OT XxapaKTepa 1 Tuna Bo34encTBns Ha paboTy JIBC yaaneHHble aTaku

MOT'YT pa3aenaTbCd Ha TaKne KaTteropmn.

- NaCCunBHbIE,;



- aKTUBHbIE.

MaccmBHOE BO3OENCTBUE AN pacnpeneneHHoOM BblHNCINTENbHON CUCTEMbI HE CBA3AHO C
B/INSAHNEM HEMOCPeaCTBEHHO Ha paboTy CUCTEMBI, XOTS HApPYyLUAET ee NoJINTUKY
6e3onacHoCcTwW.

K npumepy, npocaylimMBaHne KaHana cBasun, kotopbln npucytcteyeT B JIBC. [5]

Mpn 3TOM, aKTUBHbIM BO34ENCTBMEM Ha BbIYUC/INTENBHYIO pacnpeaesieHHY CUCTeMy
Ha3blBalOT BO34ENCTBME, KOTOPbIE OKa3blBalOT HEMOCPEACTBEHHOE BAMSAHNE Ha
hYHKLMOHMPOBaHME cucTembl (HapyweHne paboTocnocobHOCTU, N3MEHEHNE
KOHUIrypauum n npoyvee) n Hapyllatowee B HEM NMPUHATYO NOINTUKY 6e30MacHOCTMW.

B coBpeMeHHOe BpeMsA NMpakTU4YeCKM BCe KJlacChl yaaNleHHbIX aTakK cYMUTaloTCA
AKTUBHbIMU BO34ENCTBUAMU NO TaKUM npMN4NHaM.

- B 3aBUCUMOCTM OT KOHEYHOW LIesIN OCYLLEeCTBIEHNA aTak! OHU MOTyT pacrnpenensitbcs
Ha Yrpo3bl, YTO CBA3aHbl C HAPYLUEHNEM KOHDUAEHLUMANBHOCTU, LIeSIOCTHOCTH
NHMOPMaLMN N 0TKa3a B ero ob6cay>XxnBaHum.

Camas OCHOBHasd uUesb N4 NpakTUNYecku nobon atakm - 3To noayyHY"nTb
HecaHKLI,VIOHl/IpOBaHHbIVI OOCTYN K HY>)XHbIM OaHHbIM.

Tak>Xe B TEOPUM 3aLUNTbl MHOPMAaLNM CYLLECTBYIOT 2 MPUHLUMNANIbHbIE BO3MOXXHOCTU
OJ151 BbINOJIHEHNA OOCTYyNa K MHopMaumn - 3To:

- NepexBar,;
- UCKa)KeHue.

Mpn 3TOM BO3MOXXKHOCTb NepexBaTa MHpopMaumn nog cobor noapasymMeBaeT NojyvyeHme
JOCTYyMNa K Hel, HoO HEBO3MOXXHOCTb B €e MoAuguKaLuunm.

Knaccn4ecknm npMMepomMm nepexsaTta AaHHbIX MOXKET CAY>XUTb NPOC/yLlmnBaHue
Tenne)OHHOW JINHNN.

BO3MOXXHOCTb NUCKa>XeHNA OaHHbIX 3HAYUT, YTO OOCTUTHYT WUIn MOJIHbIN KOHTPOJ1Ib Ha g
MOTOKOM MHOpMaLnn Mexxay obbekTamu JIBC, nnm BO3MOXKHOCTb nepegayvn gaHHbIX OT
NMEHWN NHOro obbekTa.

CTOUT OTMETUTb, 4TO Npu HapyweHnn pabotocnocobHocTm JIBC oCHOBHas uenb ans
aTakytwowero - gobutbcs, 4Tob ceTeBas OC Ha aTakyeMOM 06beKTe NOJIHOCTLIO BhiLIA



N3 CTPOS, a AN1A BCEX OCTaJibHbIX Cy6bEKTOB CMCTEMbI AOCTYN K BCEM pecypcam bbin bbl
HeBO3MOXeH.[2]

Tak>xe BO3MOXXHbI U MHble KNaccudumnkaunm yganeHHblX aTak, K npuMmepy: B 3aBUCUMOCTM
OT yCJ/IOBUI BO3AENCTBUSA, OT HaNM4mMsa obpaTHOM CBA3K, OT MeCcTa pPacnosIoKeHMUS
cybbekTa.

3. NHcTpyMeHTbl obecneyeHusa TpedbyeMoro ypoBHA
3alMUTbl OAaHHbIX

3.1. OpraHMBaLI,MOHHO-I'IpaBOBbIe U TeEXHN4YecCckKkume cpencrtBea

Bonpochl 3awmTbl MIHPOPMaLMOHHbLIX MHopMaumu B JIBC caMmbiM TeCHbIM 0b6pa3om
CBA3bIBAIOTCHA HE TOJIbKO C pelleHneM TeXHNYeCcKnx npobnem, HO U C pasHbIMU
BOMNPOCaMN NMpaBOBOIro perysmpoBaHnsa B npouecce nepenadm aHHbIX v
nHpopMaTm3aLnn.

HeobxoamMMoCTb OpraHmn3aunoHHO-NMPaABOBOro MHCTPYMEHTapUsa 414 3alnThI
MHOpPMaLUnn BbiITeKaeT HernocpenCcTBeHHO 13 pakTa NpU3HaHUa MHpopMaLunym ToBapomM,
npoaykTa obLecTBEHHOro NPoM3BOACTBA, @ TakXKe YCTaHOBJIEHUSA B NOPsiAKEe 3aKOHOB
npaBa cOBCTBEHHOCTMN Ha Hee.

Takasi NOCTaHOBKa NpuobpeTaeT CMbIC/ N XapaKTep HeMoCpeaACTBEHHO B YC/I0BUSAX
nemMokpaTusauum gna obuiectsa, GopMUPOBAHNS SIKOHOMUKU, BKtOYEHUSA PD B MMpoBOE
coobLlecTBo.

OpraHn3aunoOHHO-NpaBoBoOe obecnevyeHne YNTAETCSA MHOMOACNEeKTHbIM MOHATUEM,
KOTOpPOE BKJIOYAET 3aKOHbI, PELLEHNS, a TaK)Xe HOpMaTuBbI 1 Npasuia. CTOUT OTMETUTD,
4YTO NPUMEHUTESNILHO K 3alnTe AaHHbIX, obpabaTbiBaemon B AIC, OHO MMeeT uenbin psag
NPUHUMNaNbHbIX 0CObeHHOCTEN, KOTOopPble 00yCNOBNEHLI CleayoLnMN
obcToaTEeNnbLCTBAMMU:

e MpeacTaB/ieHNEM faHHbIX B HEMPUBBLIYHON 14 YesoBeka hopme;

e 1ICMNOJIb30BAHMEM PA3HOro poga HocuTesnen NHPopMaLnn, Ha KOTOPbLIX MPOCMOTP He
ABNAETCA 04eBUOHbIM;[9]

e BO3MOXXHOCTbIO MHOIOKPAaTHOIr0 NCMONAb30BaHNA nHpopMayum 6e3 octaBneHns
cnepnos,;



e JIErKOCTbIO KOPPEKTUPOBKN NobbiX 3/1IeMEHTOB AaHHbIX 6e3 ocTaBieHus
ncrpaBieHn4,;

e Hann4mem 60NbLLIOIro KOINYEeCTBa HeTpaaULUMOHHbIX DAaKTOPOB, OKa3blBaloOLWNX
BANSAHME Ha Be3onacHOCTb MHopMaumn.

3 npakTn4yecknx coobparkeHnii CTaHOBUTCS SICHO, YTO TakK Ha3blBaeMasi
OpraHn3auMoHHO-NpaBoBas 6a3a 3alWnNTbl AaHHbIX [0/XKHa BKJIlOYaTb B cebs:

e OnpepeneHve nogpasaeneHnin, OTBETCTBEHHbIX 3a opraHu3aunto 6e3onacHoOCTH
MHopMaumnu;

e PYKOBOLSALIME N MeTOANYECKNEe, a TaK)Ke NpaBoBble MaTepmasibl NO 3aWuTe
MHopMaumnm;

e Pa3HOro poaa Mepbl OTBETCTBEHHOCTM 3a HEMoCpenCcTBEHHOE HapyLUeHre npasun
Bbe3onacHoCTY;

e MOPAOOK pa3spelleHns KOHMPINKTHbIX CUTyaLmMin No BOMNPOCY 3alinTbl MHGOPMaUnn B
J1BC.

Takum o6pa3om, NOSHOCTbIO BCA COBOKYMHOCTb BOMPOCOB, YTO BO3HUKAKOT NPU peLueHnmn
npobsieMm B HanpasJieHUN OpraHM3aLMOHHO-NPaBoOBOro obecnevyeHuns, NnpeacTaBNaeTCsa B
BUAe cxembl (pnUCyHoK 3.1).[13]

Fpynna TeXHUYeCKNX CpencTs Aas 3almnTbl MHPOpMaLUnm B cebe coBMeLLaeT Kak
annapaTHble, TaK 1 NPOrpaMMHbie cpencTBa. [NaBHbIE N3 HUX TaKUE:

- pe3epBHOE KOMUPOBAHMNE, a TaKXXe yaaNeHHOe XpaHeHMe CaMbiX Ba)KHbIX MacCUBOB
NHMOPMaLMN B KOMMNbIOTEPHON CUCTEME;

- oybnmpoBaHume, a Takxe pe3epBupoBaHMe NoACUCTEM ceTeur, YTO UMeIOT 3HaYeHne B
CeKTope COXPaHHOCTN UHdopMaLnu;

- CO3aHne BO3MOXHOCTU 415 nepepacrnpenesieHns pecypcoB CeTU B Cay4Yasx
HenocpeaCcTBEHHOro HapyLLUeHNa paboToCnocobHOCTU 3/IEMEHTOB;

- obecnevyeHne BO3MOXXHOCTH NMPUMEHATL pe3epBHblIE CNCTEMbLI OJ14 obecnevyeHuns
SNEKTPONMNTaHUA,

- obecnevyeHune 6e3onacHoCTU MHpopMmayum n JIBC oT noXapa nam HaBoAHEHUI;

- YCTaHOBKa Ka4decTtBeHHoro MO, koTopoe obecne4ymBaeT 3awmnTy JIBC oT
HeCaHKUWOHWPOBaHHOro goctyna.[7]
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PucyHok 3.1. OpraHu3aumnoHHo-NpaBoBoe obecrneyeHumne

3aMeTuM, 4TO B KOMIMJIEKC TEXHUYECKMX Mep Tak>Xe BXOLAT U Mepbl Ana obecnevyeHus
dm3nyeckonm HegocTynHocTn obbekToB JIBC, K npuMepy, Takme npakTnieckme MeToabl,

Kak obopynoBaHue NoMeLLeHNs CUrHaAn3aumen nanm BumaeokamMepamu.

3.2. Kpuntorpadumieckue cpencrsa

KpunTtorpagusa - 3To HayKa 0 3aluTe gaHHble OT MPOYTEHNA UX MOCTOPOHHUMU INLAMN.

Takasa 3awmnTa gocTuraeTca Metogamm WNPpPoBaHMs, TO eCTb, npeo6pa3OBaH|/|eM, 4TO
nenatoT 3aneHHble NCXoaHble AaHHble TPpyOHOPaCKpbiIBaeMbIMU MO Ha4dYaJibHbIM

DaHHbIM Be3 3HaHUA KNKYEBOW I/IHCbOpMaLI,VII/I, YTO Ha3blBaeTCHA KJIKOYOM.




Mo KAYOM MOHUMAIOT NIErKO U3MEHSEMYI0 YaCTb KPUMTOCUCTEMbBI, YTO XPAHUTCA B
TallHe, a TakXXe ornpegensieTcs, Kakoe MMeHHO Wugpyllmne npeobpasoBaHune ¢
BO3MO>XHbIX BbIMOJIHAETCSA B 3TOM CJlyyae.

KpunTocmcTema - 3TO CEMENCTBO BbibMpaeMbiX NPM MCNOJIb30BaHMSA Kato4a obpaTHbIX
npeobpa3zoBaHnin, 41O Npeobpa3yloT 3aLUMNLLAEMbIN TEKCT B UM pOrpamMmy.

MeTonabl WndpoBaHNA OOKHbI 061agaTbe MUHUMYM 2-91 CBONCTBaMU:
- noJsly4aTeslb CMOXKET BbIMOJHUTL AewndpoBaHme U paclngpoBaTb AAHHbIE;

- KPpUNTOAHAINTUK NPOTUBHMKA, YTO NMepexBaTunsa cooblieHne, He CMOXET ero
BOCCTaHOBUTbL 6€3 Taknx 3aTpaT CPeaACcTB N BPEMEHMN, KOTOpbIE CAeNalT AaHHY paboTy
HeuenecoobpasHom.[1]

3amMeTuM, TO B COBPEMEHHOW KpUnTorpadum ecTb ABa TUMa aIfOPUTMOB, @ UMEHHO:
- KJIJAaCCUYECKUI, 4TO OCHOBaAH Ha MPUMEHEHNN CEKPETHbIX KJII0Yen;
- HOBbI€ aJIFOPUTMbI, KOTOPbIE UCMOJIb3YIOTCSH KaK OTKPbITbIE NN 3aKPbIThie KJTOYN.

KpunTorpaduyeckune cpeactsa ans 3aWwnTbl MHOPMaL N, MPUMEHSAIOT BCE
BO3MOXXHOCTU AN WMEPPOBAHNSA COOBLLIEHMIA, C MOMOLLbIO KJTIOYEN, @ TaKXKe U NyTeM
NPUMEHEHMNS FeHepaToOPOB NCEBAOC/YYANHbIX YNCeN.

3aMeTuM, 4YTO NMocieaHUIN MeTo/l Takol 3allUNTbl JIEFKO peasinlyeTcs, a TakxXe
obecrneyrBaeT BbICOKYIO CKOPOCTb KaK LUN(POBaHNS, TaK U AelUN(POBAHUS, HO He
BCErga OH CTOEK K AelIN(POoBKe TakK Kak 1 HenpuMeHuM ans 6oabLlumx
NHOPMALMOHHbIX CUCTEM.

O4oHaKo cCaMbIMN NepCcrneKTUBHbIMMN CpencTBaMuy /18 3alUThl KOH(.bI/Iﬂ,eHLI,I/IaJ'IbHOVI
MHOPMaLUNN CHNTAOT aCMMMETPUYHbIE KPUMTOCUCTEMbI C OTKPbITbIM KJTHOYOM.

OCHOBHa$l CyTb TaKo CUCTEMbI B TOM, YTO BCE KJIIOYMN AENPPOBKN N LWLINDPOBAHNSA He
coBnagator.

C TakoM cnyvae, KpunTtorpadguieckue cpencTtea 414 3alMTbl MHOpPMaL M B
paccMaTpMBaeMbIX KPUNTOCUCTEMAX 3aKJIK0OYEHbI B TOM, YTO Mpu WNpoBaHUn
NCMNOJIb3yeTCHA TOJIbKO OTKPbITbIA KJI0Y, YTO N3BECTEH BCEM, a NPU AeLndpPOoBKU
NPUMEHAETCA CEKPETHbIN KJIt0Y, YTO U3BECTEH TOJIbKO KOHEYHOMY MoJslyqaTento. 3ToT
crnocob 3almnTbl 04eHb 3pheKTnBEH A4 nepesadn NHPopMaLnM U He 4acTo NMPUMEHUM
npu eé xpaHeHuwu.



Hapoe)xxHasa KpunTorpaduieckas CucTemMa CoOoTBeTCTBYyeT paay TpebosaHun [10]:
- 3aWngpoBbiBaHMe, gewngpoBKa OO/KHbI ABNATbCA MOHATHBIMU U NPO3payHbIMN.

- AewngpoBKa KOHMUAEHUMANbHbIX AaHHbIX TPETBUMN TNLEAMU OO0JIKHA ObITh
3aTpyaHeHa.

- coaep>xaHue nHpopMaunm CKasblBaTbCA HE O0JIKHO Ha 3(PPEeKTUBHOCTH
anropntmMos.[8]

KpunTorpadudeckme cpenctea oasa 3awmTbl MHGOpMaunm, 4To basnmpyroTcsa Ha
NMPUMEHEeHUN KOOOB U KJoYen, npecnenyoT uenm 3pPekTUBHOro YpoBHS 3aLlUNThI
OAHHbIX, @ TaK)XXe CHUWXKEHNSA TPYA0EMKOCTUN BbINOJIHEHUSA paboTbl C MHOPMaLmen,
HenocpencTBeHHoro obecnevyeHus 6ouicTponn 06paboTkK, SKOHOMUN 0OBLEMOB NAMATU
KOMMblOTEpPa, a TakXe hopManmlaunm onnmcaHna MHopMaLnm, OCHOBbIBAsICb Ha
cucTemMaTusaumm nx n Knaccudmnkauunu.

B HacToswee BpemMsa B PO gencTBytoT 3 rocyaapCTBEHHbIX CTaH4apTa s
KpunTtorpadunyeckon 3awmTbl MHGPOPMaLMK, 4TO onpedenstoT 6a3oBbie
KpunTtorpaguyeckme aJropuTMbl, a UMEHHO:

- CUMMEeTpUYHoe WngpoBaHue;
- X3W-PYyHKUMNS;

- 3/1IeKTPOHHasA UncpoBas NOAMUCH.

3.3. AnnapaTHoO-nporpaMMHbie cpeacTBa 3aluTbl MHoOpMaL UM

[MepBble onepaunoHHble cucteMbl ansa MK He nMenn Kaknx-To COBCTBEHHbIX cpeacTs
3alWlThbl, a 3TO Nopoanno r|p06neMy CO3aHNA UHCTPYMEHTapUuda 014 daHHbIX.

AKTYyaNbHOCTb 3TON NpobsieMbl HE YMEeHbLUWIACh MPAaKTUYECKU C NOSIBJIEHUEM MOLLHbIX
OC, 4To nmenun pa3BuTble NogcucTeMbl 3aWnThl, K npuMmepy, OC Windows NT.[9]

3T0 06YyC/IOBJIEHO TaKXXe TeM, YTO MHOXKECTBO CUCTEM He CNOCOOHbI 3aliMLLaTh AaHHbIE,
HaxoAsLLMEeCs NMOJIHOCThLIO 33 ee npegenamu, K NpuMepy, Npu UCrosib30BaHuUmn
NHMOPMALMOHHOIO CeTeBoro obMeHa.

AnnapaTHO-NMPOrpaMMHbIe CpeacTBa 3alnTbl AaHHbIX, 06ecneynBatolme NOBbILLIEHHbIN
ypoBeHb 6&€30MacHOCTM MOXHO pa3buTb Ha 5 OCHOBHbLIX rpynn (PUCYHOK 3.2).



ANNAPATHO-NPOrPaMMHsIe
CPEACTER JAUMTEI MHDODM ALK

CUCcTeMs! ngeHTH@UKaLK
W aYTEHTHOUKALMA NONBIOBaTENEN

Cucremnl umdcposarnn
AVCKOBBIX 4aHHbLIX

CUucTeMsl WMPPOBAHNA faHHbIX,
nepefasaeMbix NO CETAM

CucTembl ayTeMTHdukaumm
INEXRTPOHHLIX A AHHBIX

CpejcTEa ynpasneHus
KNoYeson nHdopmaume

PucyHok 3.2. AnnapaTHO-NporpaMMHble CpeacTBa 3aluThbl AaHHbIX

MepByto rpynny obpa3yloT cneunasbHbie CUCTEMbI ayTEHTUDUKALNN N NAEHTUPUKALNN
nosib3oBaTeNen.

3TN CUCTEMbI NPUMEHSAIOTCS TOJIbKO AJI9 OFPaHNYEHUSA JO0CTYNa HE3aKOHHbIX
noJsib3oBaTesien HenocpeacTBeHHO K pecypcam JIBC. Obwmnin anropnt™ paboTbl CUCTEM
3aKJ/t04aeTcsa B TOM, 4TO6 Noay4YnThb OT NOJIb30BaTeENS BCO MHOPMaLIMIO, KOTopas
YyLOCTOBEpPSAET ero JIMYHOCTb, @ TaK>Xe NPoBepuTb ee NoAJIMHHOCTb, 3aTeM
npeaocTaBuUTb NOJIb30BATENIO BO3MOXKHOCTb paboThl C HEN.

Mpwn NnocTpoeHnn NoAobHbLIX CUCTEM YacTo BO3HUKaeT npobnema B Bbibope nHhopmauunn,
Ha 6a3e KOTOPOM OCYLLEeCTBAAIOTCA BCE npouenypbl UAeHTUPUKaLMM Nosb3oBaTens.

I'IpV| 3TOM MOXHO BblOe/NINTb TaKnNe TUMbl.

- CekpeTHas nHgopmaumns, 41o obnagaeT nonb3oBaTesb (NEePCOHAIbHbLIN
NnOeHTNPUNKATOpP, Maposb, CEKPETHbLIN KItOY);

- (husmonormyeckme NnapamMeTpbl HenoBeKa (PUCYHOK pady>XHoW 060104KM, OTNEeYaTKK
nasbLeB) UM ocobeHHOCTM noBeaeHnsa cybbekTa.[6]



CucTeMbl NAEHTUMUKaLKWN, YTO OCHOBaHbI Ha NMepPBOM BMaEe NHHoOPMaLWN, ABASIOTCS
TPaAULUNOHHbLIMN.

Bce cucrtembl ngeHTuuKaumum, 4To NPUMEHSI0T BTOpOIZ TN OaHHbIX, Ha3bIBalOTCHA
6I/|OMeTpI/I‘-IeCKI/IMVI.

Tak>Xxe cnefnyeTtT OTMeTUTb B NociieqHee BpeMs HaMeTUBLLYIOCA TeEHOEHLUMNIO Pa3BUTUSA
6VIOMeTpI/I‘-IeCKVIX CUCTeM Onsa naeHTunpukaymumn noJsib30BaTeNnen.

BTopyto rpynny cpeacTs, 4To obecneymBatoT MOBbILUEHHbIA YPOBEHb 3alUTbl, coaep>xaT
CUCTEMbI WIN(POBAHMSA TaK Ha3blBaeMbIX AUCKOBbIX AaHHbIX. [NaBHas 3afava, pewaemas
AAHHbIMUN CUCTEMAaMK, COCTOUT HEMoCpeaCTBEHHO B 3allMTe AaHHbIX OT
HEeCaHKLUMOHNUPOBAHHOIO NCMOJIb30BaHMSA, PACMONI0OXKEHHbIX HA HOCUTENSX.

ObecnevyeHne KOHPUAEHLUNANBHOCTUN NHGOPMALIMK, pacrnosiaraeMblX Ha pPa3HbIX
MArHMUTHbIX HOCUTENAX, BbIMOJHAETCA NyTeM UX WNHPOBAHNSA C MPUMEHEHNEM
CUMMETPUYHbBIX a/IFTOPUTMOB LN POBAHUS.

[(NMaBHLIM KNaCCNPUKALMOHHBIM MPU3HAKOM KOMIMJIEKCOB LLUN(POBAHNSA CIIY)XXUT CTeneHb
nx ectpamsaHua B JIBC.

PaboTa pa3HbIX NpUKNagHbIX MPOrpaMM C HAKONUTENAMM COCTOUT U3 2-X TaAMNOB:
- JIOTN4eCKOoro;
- pn3n4eckoro.

Jlornyeckum atan Ncnosib3yeTca Nnpm COOTBETCTBUN YPOBHIO B3aUMOOENCTBUSA
onpeneneHHomn npukaagHon nporpammel ¢ OC (HanpuMep, BbI30B PYHKLUNIN YHTEHUSA
OAHHbIX).

dun3ny4eckm 3Tan COOTBETCTBYET CTENEHN B3auMMO4EeNCTBUSA ONepayMOHHOW CUCTEMSI, a
Tak>Xe annapaTypbl.

B KayecTBe pa3HOro poaa o6beKTOB AaHHOIO YPOBHS BbICTYMAOT pa3indHble CTPYKTYpbI
Pn3nyYecKon opraHmsaumm MHpopmMaumnm - cekTopa ancka. [3]

Mocne 3Toro, cncTtembl LUNPPOBaHNA MHPOPMALMN MOFYT OCYLLEeCTBATbL pPa3jinyHble
KpunTtorpadunyieckne npeobpasoBaHna MHpoOpMaLLMK Ha YPOBHE (hbanioB 1 Ha YPOBHE
PU3nN4eCcKNx OUCKOB.



K TpeTben kaTeropum cpencts, obecne4ynBarOWwmnx yBesIM4eHHbIN YPOBEHb 3aLLUThI,
OTHOCAT CUCTEMBbI WN(ppOoBaHUSA MHPOPMaL K, NepefaBaeMon Mo KOMMbIOTEPHLIM CETSM.

Mpu 3TOM pasnunyaloT ABa rNaBHbIX criocoba WMppPoBaHUS:
- KaHaJlbHOE;
- OKOHEeYHoe

B csiydae KaHanbHOro MeToa 3almulaeTcsa BCA MO KaHasy CBA3M nepefaBaeMas
NHOopMaLMa, BKIOYasa TakxKe cnyxebHyto nHgpopmaumnto. CootTBeTcTBylOWMNE
rnpouenypbl WWNPPOBAHUA TaKXKe MOryT peasin30BaTbCA C MOMOLLbIO MPOTOKOJ10B
KaHaJIbHOro ypOBHSA 3TaJIOHHON Moaenn B3anmoaencteusa cucrtem OSI.

HaHHbIN cnocob wndpoBaHna obnagaeT TakMM AOCTOMHCTBOM - BCTPaMBaHMeE pa3HbIX
npouenyp WMpPoBaHNA Ha HEKOTOPbLIN YpOBEHb NO3BOJISET NMPUMEHSATb annapaTHble
cpencTBa, cnocobcTByOLWME NOBLILLEHUIO MPON3BOANTENIBHOCTU BCEN CUCTEMBbI.

OnHako, B aHHOro noaxona ecTb cywecTBeHHble HeEOOCTATKW.

- WWMPOBAHNIO HA YKA3aHHOM YPOBHE NMOAJIEXMUT NPAKTUYECKN BCA MHOPMALIUS; 3TO
OCJIOXKHSAET MeXaHU3Mbl MapLUPYTU3aLNN CETEBbLIX MAKETOB AaHHbIX U TpebyeT
pacwmndpoBaHNa MHPOPMALIUK B YCTPONCTBAX A8 MPOMEXXYTOYHOW KOMMYTaLUK;

- WKngpoBaHNE CNyXXebHbIX AaHHbIX, HEN36eXXHOe Ha 3TOM YPOBHE, MOXXET TaKXXe
NPUBECTN K HEMNOCPEACTBEHHOMY MOSIBNIEHNIO CTAaTUCTUYECKUX 3aKOHOMEPHOCTEN AN
LUNPOBAHHbIX AaHHbIX.

OKoHe4Hoe WwngposaHue no3esonseT obecnevymBaTb KOHPUAEHUNANBHOCTb AAaHHbIX, YTO
nepenarTcsa mexnay AByms obbvektamm (aboHeHTamn). [4]

OHO peannilyeTcs NpuM NCMoJib30BaHUN NPOTOKOIa NPUKNALAHOIO, a Takxe
npeactaBuTesnibHOro yposHa mogenun OSI.

‘-IeTBepTyro rpynny cpeancTts O0Jid 3aliTbl COCTaBJIAIOT TaK Ha3blBaeMble CNCTEMbI O1A
ayTeHTVIqDI/IKaLI,I/II/I SNEKTPOHHbIX AaHHbIX.

C TOYKM 3peHnsa obMeHa 3NEKTPOHHbIX AaHHbIX MO CETAM CBSA3W YaCTO BO3HMKAET
npobsieMa ayTeHTUHUKALNM aBTOPOB AOKYMEHTA, @ TAK)XXe CaMOro JOKyYMeHTa, TO ecTb,
yCTaHOBJIEHME NOAJIMHHOCTW aBTOPa, a Tak>XXe NpoBepkKa OTCYTCTBUSA N3MEHEHUN B
NOKYMEHTE.



Mpn ayTeHTUMNKaALUN SNEKTPOHHbIX AaHHbIX YaCTO NPMMEHSIOT KOO ayTEHTURUKAL NN
(MMNTOBCTABKY), @ Tak>XXe 3/IeEKTPOHHYI0 LM POBYO NMOAMNUCH.

AHaNorn4yHble BO3MOXKHOCTU NPefoCcTaB/fAeT U 0OTeYeCTBEHHbIN CTaHaapT AN
opraHmsaumm cMMMeTpUu4Horo wudgposaHuna nHgpopmauymm NOCT 28147-89.

OTOT aNropmuTM UCMONb3YyeT PeXUM BblpabOTKN MMUTOBCTaABKN, 4TO obecneynBaeTt
UMNTO3aLUNTY, TO €CTb, 3aWnNTy CUCTEeMbI LUINPOBAHHON OT HaBA3bIBAHUSA JIOXKHOW
NHopMaLUmnn.

MmMuTOoBCTaBKa BblpaﬁaTblBaeTCﬂ C OTKPbITbIX OaHHbIX MPUN NCMOJIb30BaHNW
creunasibHOro npeo6pa3OBaH|/|$| WwWundpoBaHa Npn NpUMeHeHUn CEKPeTHOro KJt4a, a
TaKXXe rnepenaeTcsd rno KaHaJlaM CBA3U B KOHLLE OaHHbIX.

MaTyto rpynny cpencTs, 4To obecneymBatoT MOBbILWEHHbIN YPOBEHbL 3alUTbI, COCTaBAAOT
cpencTBa ynpaBsieHnsa 6a3zoson nHpopMaymen. Noa Kao4YeBbIMU AAHHLIMU MOHUMAaETCH
COBOKYMHOCTb NPakKTU4YeCKN BCEX UCMOJIb3yEMbIX B CUCTEME WU CETU KIt0Yen
KpunTorpaguiecknx anropuTMos.

Be3onacHocTb noboro aJqropuTMa onpenenaeTcs npuMeHaeMbiMyU KpunTorpapuyiecKnumm
KJTIO4aMW.

CTOUT OTMETUTb, YTO B CJ/lyHae HEHAAEXHOr0 yrpaB/eHNs TaKUMN KKO4YaMun
3/I0YMbILLJIEHHUK MOXKET JIErKo 3aBJlafeTh KJKYEBOMN NHPOPMaLMEN, a TaKXe NOJTyHYUTb
MOJIHbIV MHPOPMALMOHHBIM OOCTYMN K BCEN MHOPMaLUN B CETHU.

OCHOBHbIM K/1TACCUMUKALMOHHBLIM NPU3HAKOM A1 CPeACcTB ynpaBneHns nHhopmaumnen
sBAsieTcs TUN QYHKLUWN ynpaBnaeHus.[3]

3aKJsiloueHue

YenoBevyecTBO HGLICTPO BXOAUT B HOBEWMLLYO 3MOXY MCMNOJb30BaHMSA MHdopMaumu,
MOCKOJIbKY CaMbIM CyLLLeCTBEHHbIM 06pa30M Havasm UCMob30BaTbCA BCE COCTABHbIE
4acTuW XU3HEe[eaTeNbHOCTU KakK OTAe/NbHbIX NI0AEN, Tak U BCero counyma.

B HbiHewHeM obuiecTBe pa3Hble YPOBHUN MHGOPMATU3aLWN NIOOEN XapaKTepusytoT
Tak>xe obLwmnin ypoBeHb pa3BuUTUSA N FrOCydapCcTBa B LLESIOM.

B HbIHeWHee BpeMsa pa3Hble creunasinCtbl MMEHYIOT CTOJIETUEM KOMIMbIOTEPHbIX
TexHonorun. NoeBcemecTHoe KapdunHaJibHOEe BO34ENCTBME TaKXXe KacaeTcsa U caMux



WHCTUTYTOB 0bLLIECTBa, pa3HbiX FOCYAapPCTBEHHbIX CTPYKTYP, HaYKN, SKOHOMNYECKOMN,
obpa3oBaTeNnbHON, COUManbHON CcAepPbl, KYNIbTYpPbl, @ TakKXe 1 camoro obpasa Xn3Hun
yenoBe4yecTBa.

MHorve passuBaroWmMecs CTpaHbl y>Ke AaBHO 0CO3HaIM B NOJIHON Mepe BCe
NOJIOXKUTENbHbIE NpenMyLLecTBa, YTO HeceT 3a cobon pacnpocTpaHeHne u pas3BnuTume
pa3Ho0bpa3HbIX KOMMYHUKAUWMOHHBIX U MHPOPMaLMOHHBLIX TexHonorunm (AT).

OTMEeTUM TaKXXe, YTO He Bbi3blIBAE€T COMHEHUSA HE Yy KOIro TOT aKT, 4To bbicTpoe
OBUXeHne K MHPOPMaLMOHHOMY TNy obllecTBa SABNAETCA NyTeM B cBeTnoe byayuiee
018 BCeN Halewn unBuamn3aunn.

HblHelWwHAA )XN3Hb BoobLLe HeMbiCIMMa 1 6e3 noboro apheKkTnBHOro yrnpasaeHus.
OcobeHHO Ba)kHeNLen KaTeropuen aBAATCA MHHOBALMOHHbIE CUCTeMbl 19 06paboTku
OaHHbIX, OT KOTOPbIX U 3aBUCUT BO MHOIOM CaMas HenocpencTBeHHas 3pPeKTUBHOCTb
paboTbl B 1I06OM NpeanpuaTun Nan y4pexx oeHun.

Mpob6rnema obecneyeHnst NOSIHOW N KAaYeCTBEHHOW 3aLLNTbl MHHOPMALUKN SBNISETCS OA4HOWN
N3 CaMbIX BaXXHbIX MPU MOCTPOEHNN MOLLHOWN CTPYKTYPbl YHYPEXAEHUS HA OCHOBAHWU
2BM.

B KypcoBoin paboTe paccMoTpeHHble MeToabl obecrnevyeHnsa b oxBaTbIBalOT Kak
hU3MYECKYIO 3alUNTY OaHHbIX, @ TakXe 6e30MacHOCTb CUCTEMHbIX MPOrpamMm, Tak n
3aWNTy OT pa3HOro poAa HECAaHKLMOHNPOBAHHOIO AOCTYMa K XpaHUMON NHgopMaumnn,
nepegaBaeMon No NPoBoAHbIM U BeCcnpoBOAHBIM NNHUSAM CBA3N.

Taknm o06pa3oM, B OCHOBHbIE MOHATUSA 3alMTbl aHHbIX Tak>XXe BKJII0YaKTCS BCe BOMPOCHI
MO XPaHEeHUIO LLeIOCTHOCTU AaHHbIX, @ TakXXe yrpaBiaeHns AOCTyrna K HUM (nnu
CaHKLUMOHMPOBAHHOCTD).

NHdopMaumoHHasa 6e30MacHOCTb MOXKET OTHOCUTCS K CEKTOPY TEXHOJIOMUI, YTO
pa3BMBAOTCS 04E€Hb OLICTPLIMU TEMMAMU. BceMy 3TOMy 3HaYMTEs/IbHO CNOCOBCTBYIOT Kak
YyPOBEHb Nporpecca B MHPOPMALMOHHbIX TEXHOJIOIMSAX, @ TakXXe NpPoTUBOBOPCTBO Tak
Ha3blBAaE€MbIX «HaMaAAOLWNX» N «3aLLUULLAIOLWLMXCS».

B paboTe BbINO/MIHEHbI TaKne 3aaa4u:
- PacCMOTpPEHbI OCHOBHbIE MOHATUSA MO TEOPUN NHHOPMaALIMOHHON 6e30MacHOCTK;

- OMncCaHbl YyIrpo3bl b B 3aBNCUMOCTU OT NCTOYHUKOB N MOTUBALINN;



- JaHa XapaKTepucTuka Tunam BO34EeNCTBUIN, KOTOPble NPeacTaBAAOT yrpo3y B

BbIHNCIINTEJIbHbLIX CUCTEMAaX,

- PaCCMOTpPEHbI OPraHNM3aLlMOHHO-MPaBOBbIE N TEXHUNYECKNE CpedCTBa 3allnTbl OaHHbIX;

- OMUCaHbl KpunTorpapnyeckme n annapaTHO-NpPoOrpaMMHbie cpeacTBa 3alUThl JAHHbIX.
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