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BBepneHue

CucTeMbl BbISIBJIEHUS MPU3HAKOB KOMMbIOTEPHbIX aTak U 0bHapy>XxeHns ceTeBbIX
BTOPXXEHUN AN NHPOPMALMOHHBIX CUCTEM y)XKe NaBHO NPUMEHSAIOTCA B KayecTBe
KJII04EBOIr0 N3 HeobxoamMbIx pybexxenn 060poHbI MHPOPMALLMOHHbBIX CUCTEM.
Pa3paboTynkamm cmctem 3aWnMTbl MIHPOPMALMU U KOHCY/IbTAHTaMM B 3TON obnactu
AKTUBHO MPUMEHSAITCHA TakKne NoHATUSA, KaK 3almMTa no nepumeTpy, AMHaMu4eckas v
CTaunoHapHas 3awmTa. NoMMMOo 3TOro, CTanu NoABAATLCA COOCTBEHHbIE TEPMUHDI,
Takume Kak, Hanpumep, NPOakKTUBHbIE CpeACcTBa 3allMnThl.

NccnepoBaHmsa B 06nacTn obHapy>XeHUsa aTak Ha KOMMNbOTEPHbIE CUCTEMbI N CETU MO
bosnblIOMY cHeTy BefyTCA 3a pybexom yxe 6onee 25 net: nccnenyoTca NpUsHaKky aTak,
a TaK>Xe 3KCMayaTUpyrTCca u pa3pabaTbiBaloTCa cpencTtBa U MeToabl 0OHapyxeHus
MOMNbITOK HECAHKLNOHUPOBAHHOIO MPOHUKHOBEHUSA Yepe3 CUCTEMbI MEXXCETEBOMN
JIOKaJIbHOM 3alNTbl — Ha (PU3MNYECKOM W1 JIOFTMYEeCKOM YPOBHAX. Ha camom pene cioga
MO>XHO OTHECTM B TOM 4Yucne nccnenoBaHusa B 061actm no60YHbIX 3NEKTPOMArHUTHbIX
N3/TY4EHUN N HAaBOAOK, TaK KaK 3JIEKTPOMArHUTHbIA TaMMepPUHr MeeT CBOU NpsiMble
aHasIorn B y)xe cTasLuen obbl4HON A9 PAOOBOr0 KOMMbIOTEPHOIr0 NOJib30BaTeNS
ceTeBOW cpene. Ha poCCUNCKOM pbIHKE LUMPOKO NpeacTaBsieHbl KOMMepYecKmne cCucTeMsl
obHapyXeHna aTak N BTOPXXEHUN OT MHOCTPaHHbIX KOMMNaHU, Takux Kak NetPatrol, ISS
RealSecure, Cisco, Snort n gpyruve, n B Toxxe BpeMs rnpakTU4eCckn He npeacTaBsieHbl
KOMMNJIEKCHbIE pelleHns oT pa3paboTynkos U3 Poccun. JaHHbIN acnekT Bbi3BaH TeEM, 4TO
MHOIrMe oTe4yecTBEHHbIE pa3paboTYNKM U nccnegoBaTesIn peasn3yoT CUCTEMSI
obHapyXxeHna aTak C COXpPaHEHNEM aHaJIOrMM TUMOBLIX PELUEHUN N apXUTEKTYP YxKe
N3BECTHbIX CNCTEM, HE CTapasiCb 0CO6eHHO yBeMNYNTb IPPEKTUBHOCTb MPEBEHTUBHOIO
obHapyxeHunsa aTak N anropnTMOB pearnpoBaHnsa Ha HUX. KOHKYpPEeHTHbIe
npenmyLlecTBa B JaHHOM CEerMeHTe POCCUNCKOro pblHKa AOCTUratoTCca 06bI4YHO 3a cHeT
CYLLECTBEHHOI0 CHMXXEHUS LieHbl U HagexXa Ha CTpeMJieHue NokynaTenenm K nogaepxke
OTeYyeCTBEHHOro Npon3BoanTens.

Ha cerogHAWHNN feHb cuCTeMbl 0OBHapy>XeHNs aTakK N BTOPXXEHUI 0BbIYHO ABASOTCSA
annapaTHO-NPOrPaMMHbLIMWN UK MPOrPAMMHbLIMUN PeLleHNAMN, KOTOPble aBTOMaTU3NPYIOT
NpoLecc KOHTPONA NPOTEKALWMNX B KOMMNBIOTEPHON CETU NN cucTeme cobbiTun, a
Tak>Xe CaMOCTOATENIbHO aHaNM3UPYIOT AaHHble COObITUS C LIeNbio MOUCKa NPU3HAKOB



npobnem 6e3onacHOCTW. Tak Kak KOJIMYECTBO Pa3/iMyHbIX cnocoboB 1 TUMOB
OpraHn3aunmnm HeCaHKLUMOHUPOBAHHbIX MPOHUKHOBEHU B Yy>XXKNEe KOMMNbIOTEPHbIE CETU 3a
nocsiegHne rogbl 3HAYNUTESIbHO YBEINYNIIOCH, CUCTEMbI OOHAPYXKEHUS aTak CTanu
HEe06X0ANMbIM KOMMOHEHTOM MHMPACTPYKTYpPbl 6€30nacHOCTM 6ONbLUNHCTBA
opraHusauuin. 3ToMy cnocobCcTByeT OrpoOMHOE KOIMYECTBO INTEPaTypbl N0 AAaHHOMY
BOMPOCY, KOTOPYIO NMOTeHUMabHbIe 3/I0YMbILLINIEHHUKM BHUMATENIbHO M3Y4aloT, @ Takxe
BCce 6oJsiee n3oLWpeHHbIE MEeTOAbl U CJIOXKHbIE MOAXO0Abl K 06HaPY)XEeHMIO NOMbITOK B3JIOMa
NHPOPMALMOHHbIX CUCTEM.

CoBpeMeHHble cMcTeMbl OBHapyXeHNA BTOPXXEHUN UMEIOT Pas/INYHYI0 apXUTEKTYPY.
Knaccndpukaunm cucteMm obHapy>XeHus aTak cienyeT yaesnTb oTAe/IbHOe BHUMaHue,
TakK KakK 4acTO MCNOoNb3ysa 0bLLenpuHATYI0 Knaccudukaumno cncteMm obHapyXeHus aTak,
crneuvanncTbl NPUHNMAIOT peLlleHne 0 TOM, KaKOW U3 NporpaMMHbIX NPOAYKTOB
NPUMEHUTb B TON UAUN UHOW CUTyauunn.

Ha OaHHbIN MOMEHT CyLlecTBYeT AesieHne BCeX CUCTEM Ha JIOKaJIbHbIE N CeTeBbIe.
JlokanbHble cncTeMbl 0BHapPYy>XXeHMS aTak pa3MeLLaloTCa Ha OTAENbHbIX HYXKAAOLWMXCSA B
3allMTe KOMMbIOTEPaX U aHaNN3NPYIOT pasinyHblie COObITUSA, TaKMe Kak NporpamMMHble
BbI30Bbl N OENCTBMUSA Mosib3oBaTens. CeTeBble CUCTeMbl 06bIYHO YCTaHaBAIMBAOTCA Ha
BblAENIEHHbIX OJ1 3TUX Lenen KoMnbloTepax Ans aHam3a Tpaduka, LMPKYJNPYOLWEro B
NTOK@NbHOW BbIHUCINTENBHON CeTU. Tak)Xe pa3inyaloT MeToanku obHapyxeHus
3/10YMbILLJIEHHOrO N @aHOMaJIbHOrO MOBEeAEHNS MOb30BaTeNeN.

CucteMbl 06Hapy>XeHNs aHOMaJIbHOro NOBEAEHNA OCHOBAHbI Ha TOM, YTO CUCTEMbI
0BHapy>XeHNA aTakK U3BECTHbI HEKOTOPLIE MPU3HAKK, KOTOPbIE XapaKTepusytoT
AoNycTMMoe unu npaBuibHoe nosegeHne ob6bekTa HabnogeHus. MNon NpaBUIbHBIM UN
HOPMaJibHbIM NMOBEAEHMNEM NMOHMMAIOTCHA AENCTBUSA, KOTOPbIE HE NPOTUBOPEYaT NONTUKE
6e30MacHOCTM 1 BbINOAHATCA 06beKTOM. CucTeMbl 0OHaPY)XEeHUSA 3710y MbILLJIEHHOI O
noBeneHnst OCHOBaHbl Ha TOM, 4YTO 3apaHee N3BECTHbl HEKOTOPbIE NPU3HaKK, KOTopbIe
XapaKTepPU3yT NOBEAEHNE 3/I0YMbILLU/IEHHWKA. DKCNEPTHbLIE CUCTEMbI ABAAIOTCS
Hanbosiee pacnpoCcTpaHEHHON peann3aunen TeXHONOrnm obHapyXeHuns
3/10yMbILLJIEHHOI O MOBEAEHUS.

Llenbto gaHHOW paboTbl ABNAETCHA U3yYeHne pa3HOBUOHOCTEN BUOOB 1 Yyrpo3
nHdopMaumoHHON Be3onacHOCTM N MmeToaoB 6opbbbl C HUMN.

Ob6bEKTOM MUCCefoBaHNA ABASETCS NMoHATNE yrpos H6e3onacHOCTK B LEIOM, npeamMmeToMm
ncariegoBaHMA - TEXHONOIMNN 06Hapy>KeH|/|;| OdaHHbIX YIrpos3.

B paMKax MccnenoBaHUA pacCMOTPEHbI 3a4a4u:



paccMoTpeHmne Kiaccuurkaumum cCeTEBbIX aTak;
n3yyeHne mMeToaoB obHapyXeHNa ceTeBbIX aTak;
Knaccmdumkauma cuctem obHapyXeHus aTak;
0630p METOZI0B pearnpoBaHns Ha aTaku.

1. TexHONOrMM OOHapy>XeHua aTak

NHpopMaUVOHHbIE N CETEBbIE TEXHOJIOMMN MEHSAOTCA TaK BbICTPO, YTO CTaTUYHbIE
3aWNTHbIE MEXAHN3Mbl, K KOTOPbIM OTHOCATCH CUCTEMbI ayTeHTUpUKaumm, M3, CUCTeMbI
pasrpaHMYeHnsa OOoCTymna BO MHOMMX Ciy4asax He MoryT obecneynTb ahheKkTnBHOM
3aWmnThl. 10 3TOM NpUYnHe TPpebyloTCs ANHAMUYECKNE METOAbI, KOTOPbIE MO3BONIAIOT
onepaTMBHO NpeaoTBpallaTh N 0bHapyXMBaTb HapyleHnsa beszonacHocTn. OgHon 13
TEXHOJIOrMIn, KoTopas no3eossieT obHapy>XMBaTb HapyLLUEHUS, HE UMeLne
BO3MOXXHOCTU ObITb MAEHTUDNLMPOBAHHBIMU MPX MOMOLLM TPAANLMOHHbBIX MOOENEN
KOHTPOIA A0CTYyNa, ABNSAEeTCHA TexHoN0rna obHapyXeHuns aTak.

Mo cyLwecTBy, Npouecc obHapy>XeHns aTak ABAAETCHA NMPOLLEeCCOM OLLEeHKU
Nnono3puTENIbHbIX AEACTBUN, MPOUCXOAAWNX B KOPNopaTUBHOM ceTu. IHa4ye roesops,
obHapy>XeHue aTak ABJIieTCs NpoLeccoM pearmpoBaHuUs U ngeHTnpunKaumnm
NOAO3PUTENLHON OeATeNIbHOCTU, KOTOopas HanpasJ/lieHa Ha CeTeBble Nu
BblYMCIUTESIbHbIE pecypchl[1] [2].

1.1. MeToAabl aHanIM3a ceTeBOU MHpopMauumn

3P HEKTUBHOCTb CUCTEMbI OBHapPY)XEeHUSA aTaK BO MHOFOM 3aBUCUT OT MPUMEHSEMbIX
MEeTO[0B aHa/n3a NnoayYyeHHoOW nHgpopMaynn. B nepBbix cuctemMax obHapy>XeHus aTak,
KoTopble bbiin pa3paboTaHbl B Havane 80-x rogos 20 BeKa, NCMNOJ1b30BaINCh
CTaTUCTUYeckne metoabl 0bHapy>XeHunsa aTak. B HacToswee BpemMs K CTaTUCTUHECKOMY
aHanu3y nobaBuncsa pag HOBbIX METOAMK, HA4YMHASA C HEYETKOM JIOFUKKN U SKCNEPTHbIX
CUCTEM N 3aKaH4YMBas UCNOJIb30BAaHNEM HENPOHHbLIX ceTen[2] [5].

1.2. CtaTucruueckum mertopn,

OCHOBHbIM MPENMYLLLECTBOM CTAaTUCTUYECKOrO NOoAX0oAa ABMAETCS UCMOJIb30BaHME YXKe
3apekoMeHaoBaBLlero cebs pa3paboTaHHOro annapaTta aganTauus K NoBeaeHno



cyObeKTa U MaTeEMaTUYECKON CTaTUCTUKM.

CHa4vana gns Bcex cybbekToB aHaIM3npyeMon CUCTeMbl onpeaensainTcs npoduin.
JTloboe OTKNIOHEeHWEe UCNoJIb3yeMoro npoduasa OT 3TaJIOHHOINo CYUTaeTCH
HEeCaHKLMOHNPOBAHHON AeATeNbHOCTbI0. CTaTUCTMYeCKe MeToAbl YHMBEPCabHbI, Tak
KaK 4715 NpoBeAeHMs aHanm3a He TpebyeTcsa 3HaHUA 0 BO3MOXKHbIX aTakax n
NCMONb3yeMbIX UMUK YA3BUMOCTAX. HO Npn NCcNosib30BaHNM 3TUX METOOUNK MOTyT
BO3HMKaTb Npobnemsi:

o KCTaTUCTNHeCKnme» CNCteMbl MOTyT ObITb C TEeYEHNEM BpeMeHN <<06yqub|>>
HapyLmTenaMmum Tak, 4TObbI aTaKkywLine nencTens pacCMaTpunBaJiMCb KakK
HOPMaJlbHbIEg,

e TPYOHO 3a4aTb N'PaHU4YHblE 3HAYE€HNA OTCJIEXXNBAEMbBIX cucTemon 06Hapy>KeH|/|;|
aTaK XapaKTepUCTmnkK ond afleKkBaTHOW naeHTnpukKaunumn aHOMasibHOW
0eATeNIbHOCTN,

o KCTaTUCTNHEeCKNeE» CNCTeMbl HE HYBCTBUTEJIbHbI K NMOPAAKY CJZieJO0BaHNA cobbITnN; B
HEKOTOPbLIX C/yHadX OOHUN N Te XKe cobbITnS B 3aBUCUMOCTU OT nopAankKa mnx
cnepnoBaHUa MOTYT XapaKTepun3ioBaTb UM HOPMaJibHYIO, W aHOMaJIbHYIO
0eATeNIbHOCTb.

CnenyeT TaK>Xe Yy4YnTbiBaTb HE NMPUMEHNMOCTb CTAaTUCTNYECKUX MeTOO0B B TEX CJlyHadX,
Koraa Aansd noJsib3oBatend Turnnm4Hbl HECaHKUMOHMPOBaHHbIE DEeNcTBUA NNn, Korga ans
noJib3oBaTesid OTCYTCTBYET lWwabnoH TUNNYHOro noseneHus[3] [5].

1.3. OKcnepTHbIe CUCTEMbI

DKCNepTHble CUCTEMbI COCTOAT U3 Habopa NpaBuJl, 0XBaTbIBAOLWMX 3HAHUA YesI0BEKa-
skcnepTa. Micnonb3oBaHMe 3KCNEPTHbIX CUCTEM NpeacTaBaseT cobol
pPacnpoCcTpaHeHHbIn MeTod 06HapyXXeHns aTak, NPy KOTOPOM MHGopMaLus 06 aTakax
dopmynmpyeTcs B Buae npasu. [aHHble npaBuia MoryT ObiTb 3anncaHbl, K NpuMepy, B
BUAE CUFHATYPbI WX B BUAE NOC/IeA0BaTENbHOCTU AeNCcTBUA. Mpun BbINOAHEHUM Nt060ro
N3 3TUX NPaBUA NPUHUMAETCS peLleHne 0 HaNNYUmn HeCaHKLMOHMPOBAHHOM
NeATeNnbHOCTUN. BaXKHbIM JOCTOMHCTBOM TakKoro noaxoaa fABAseTcs NpakTU4yecku nosHoe
OTCYTCTBUE JIOXKHbIX TPEBOT[4].

ba3a goaHHbIX 3KCI'IepTHOVI cnctemMbl goJ1IXKHa cogep>XaTb CLUeHapuun 6onbLWINHCTBA
M3BECTHbIX Ha CEroAHSALWHNN OEHb aTak. JKCNepTHble CUCTEMBI Tpe6yr0T MOCTOAHHOIO
obHoBNeHNA Ba3bl AaHHbIX C LEe/bio 0OCTaBaTbCA NOCTOAHHO aKTyaJibHbIMU. HecMoTp4 Ha



TO, 4TO 3KCMEPTHbIE CUCTEMbI NpeasaratoT XOPOoLLY BO3MOXXHOCTb AJ15 MPOoCMOTpa
OaHHbIX B XXypHanax peructpauynm, Tpebyemblie 0OHOBNEHNS MOTYT BbIMOIHATLCA
AOMUHNCTPATOPOM BPYYHYIO UM UTHOPUPOBATBLCA. DTO NPUBOAUT, KaK MUHUMYM, K
3KCMepTHOM cncteme ¢ ocnabsieHHbIMM BO3MOXXHOCTAMU. B Xyalwem ciyvae oTCyTCTBME
HaZJsieXallero CornpoBOXKAEHNS CHMXKaeT CTeneHb 3allMuLeHHOCTN BCen ceTu, BBOASA ee
nonb3oBaTesnien B 3abny>XaeHne OTHOCUTENIbHO OEeNCTBUTENIbHOIMO YPOBHSA
3aWNLLLEHHOCTMW.

OCHOBHbIM HEJOCTATKOM SIBJISETCSH HEBO3MOXXHOCTb OTPAXXEeHNS HEN3BECTHbIX aTak. Mpu
3TOM Aa)ke HebosbLIoe N3MEHEHNE YXKe U3BECTHOW aTakh MOXKET CTaTb CEPbE3HbIM
npensiTCTBMEM AN PYHKLNOHUPOBAHUSA CUCTEMbl 0BHapy>keHus aTak(s] [4, 5].

1.4. HenpoHHble ceTu

BO/IbLUMHCTBO COBPEMEHHbIX METOA0B 0OHAPY)XEHUS aTaK MCMOJIb3YIOT HEKOTOPYIO
opmMy aHanM3a KOHTPOIMPYEMOro NPOCTPAHCTBA Ha OCHOBE CTaTUCTUYECKOro nogxoaa
nnu Npasui. B Ka4ecTBe KOHTPOJIMPYEMOIro NPOCTPAaHCTBA MOXKET BbICTyNaTb CETEBOWN
Tpaduk nnm >KxypHanbl peructpaunn. AHanns onmpaeTcsa Ha Habop 3apaHee
onpeneneHHbIX NpaBus, co3gaBaeMbiX CaMON CUCTEMON ODHapy>XeHUSa aTak uan
aOMNHUCTPATOPOM[6].

Jlloboe pa3zpeneHne aTakm cpean HeCKOIbKMX 3710y MbILLJIEHHUKOB UJIX BO BPEMEHU
ABNSETCS TPYAHbIM ANst oObHapy>XeHNs NpY NOMOLLN 3KCMEPTHbIX cucteM. M3-3a
6onbworo pasHoobpasnsa XxakepoB N aTak Aa)ke cneynasibHble NOCTOAHHbIE 0OHOBIEHNS
6a3bl AaHHbIX MPaBU 3KCMEPTHON CUCTEMbI HUKOrAa He AafayT rapaHTUM TOYHOWN
naoeHTudmnKaumm BCero gnanasoHa aTak.

Ncnonb3oBaHME HEMPOHHBIX CETEN ABASAETCA O4HUM M3 CrocoboB NpeonosieHns
yKa3aHHbIX Mpo6sieM 3KCNEepPTHbIX CUCTEM. B oTaiM4mne oT 3KCNEepTHbIX CUCTEM, UMEIOLLNX
BO3MOXXHOCTb AaTb MNOJIb30BaTESO onpeaesieHHbI OTBET 0 COOTBETCTBUN
paccMaTpUBaAEMbIX XapaKTEPUCTUK 3aN0XKEHHbIM B 6a3y AaHHbLIX NpaBuaaM, HEMPOHHASA
CeTb NPOBOAUT aHaNN3 MHPOPMaLMK N NPenoCTaBNAsSEeT BO3SMOXXHOCTb OLEHUTD,
COrslacyloTCsa NN faHHbIe C XapaKTepucTUKaMmm, KOTopble OHa Hay4YeHa pacrno3HaBaTb. B
TO BpEMSA KaK CTeneHb COOTBETCTBUA HENPOCETEBOIO NpeAcTaBIeEHNS MOXET A0CTUraTb
CTa NMPOLLEHTOB, AOCTOBEPHOCTb BbiIBOpPa MONIHOCTbLIO 3aBUCUT OT KadecTBa CUCTEMbI B
aHasn3e NpMMepoB NOCTaB/IEHHOW 3afa4u[7].



N3Ha4vanbHO HeMpoHHaa ceTb oby4vaeT NpaBUIbHON NOEHTUPUKALNK Ha
npenBapuTensHo nogobpaHHom Bbibopke NpnMeposB npeameTHon obnactu. Peakyus
HENPOHHON CeTU aHaN3NpPyeTCs, U CUCTeMa HacTpamBaeTCs Tak, 4Tobbl 4OCTUYb
yOOB/IETBOPUTESIbHbIX pe3ynbTaToB. B AononHeHMe K HavyanbHOMY nepuopy oby4deHus,
HenpoHHas ceTb HabupaeTcs onbiTa C Te4EeHNEM BpeMeHU, No Mepe NnpoBeaeHuns
aHaIn3a CBA3aHHbIX C NpeaMeTHOW 061aCTbio AAaHHbIX.

Ba>XHbIM NpenMyLLEeCTBOM HEMPOHHLIX CeTeN Npun obHapy>xeHun 3s10ynoTpebneHnn
ABNAETCA UX CNOCOBHOCTb «N3y4aTb» XapPaKTEPUCTUKUN YMbILLIEHHbIX aTaK U
NnoeHTUPUUMPOBATL HE MOXOXKNe Ha HabntogaeMble B CETU Npexxae 3/1eMeHTbI[8].

Ka)kabin U3 onncaHHbIX MeToaoB obnagaeTt paooM HEAOCTATKOB U OOCTOUHCTB, NMNO3TOMY
cenyac MPaKTNYeCKN TPpyoHO BCTPETUTb CUCTEMY, pealn3yroLyo TOJIbKO OANH N3
OMUCaHHbIX MeToAO0B. KaK npaBwuio, AaHHble MeToAbl NCMOJIb3YHTCA B COBOKYMHOCTU[I]
[1, 3, 5].

2. Knaccndukauma ceTteBbiX aTak

ddheKTMBHASA 3aLLMTa OT NOTEHLMAJbHbLIX CETEBbLIX aTak HEBO3MOXXHa 6e3 nx
heTanbHOW Knaccudukaumm, kotopasa obneryaer 3agadvy NPOTUBOAENCTBUSA UM U NX
BbisiBJIeHMe. Ha cerogHsAaWwWHNM AeHb N3BeCTHO 60/1bLLOEe KOIMYECTBO Pa3/InYHbIX TUMOB
KJlaCCNPUKaLMOHHbIX MPU3HAKOB. B KayecTBe Takux NMPmM3HakoB MOXeT 6bITb BbiOpaHo,
HanpuMep, pa3aesieHne Ha akKTMBHbIE N NAaCCUBHbIE, BHYTPEHHME N BHELLHWE aTakKWy,
HeyMbILWIEHHbIE U YMbILWJIEHHbIE N ApYyrue nofobHble knaccnpukaumm. K coxxaneHuto,
HEeCMOTPS Ha Masio MPUMEHMMOCTb Ha NPAaKTUKE HEKOTOPbIX N3 CYLLECTBYHOLLNX
KJ1lacCnUKaLmnm, OHN aKTUBHO MCMNOJb3YIOTCA Npu Bbibope cncteMbl 06Hapy>XeHnsa aTak
N ux aKkcnayaTauymmiio] [1].

2.1. Knaccudpukauua lNurtepa Menna

PaccMOTpeHMe CyLLLeCTBYOLUX KnaccudmKaLnii CTOUT HavyaTb ¢ paboThl Mutepa Menna
nojA Ha3BaHueM: «KOMMNbIOTEPHbIE aTakKN: YTO 3TO U KaK UM NPOTUBOCTOSATb». B 3TON
paboTe BCe BO3MOXXHbIE CEeTEBble aTakWn OeNATCA Ha ceaylolne TUnMbl:

e yasieHHOE NPOHUKHOBEHME nNpeacTaBnsgeT cobon TN aTak, NO3BONIAOLMNX
peann3oBaTb yAaJIeHHOE yrpaBJ/ieHNe KOMMbIOTEPOM Yepes CeTb; B Ka4ecTBe
NMPMUMEepPOB MOXXHO MPUBECTU aTaKM C UCNOoJIb30BaHMeM nporpamm BackOrifice nnn



NetBus;

e JIOKaJIbHOE NPOHUKHOBEHNE ABJIAETCA TUMOM aTakK, MPUBOAALWLNX K NOJTYYEHUIO
HEeCaHKUVWOHNPOBAHHOIO AOCTYMa K Y3y, Ha KOTOPbIM OHW HarnpasJieHbl; B Ka4YecTse
npuMepa MOXXHO NPUBECTU aTaKy C NCNOJIb30BaHMEM nporpammbl GetAdmin;

e yOaNeHHbIN 0TKa3 B 00C/Iy)XMBaHUUN ABNSIETCA TUMOM aTak, MO3BOJIAIOWMM
HapyLWwuTb PYHKLMOHUPOBAHME CUCTEMbl B paMKax rnobasbHOW ceTu; B Ka4yecTBe
NnpUMepoB MOXXHO NpueecTn ataku trinO0 nnu Teardrop;

e JIOKaJIbHbIN OTKa3 B 00C/y>XUBaHUWN ABMASETCS TUMNOM aTakK, MO3BOASIOWMNM
HapyLWUTb PYHKLMOHUPOBAHNE CUCTEMbI B paMKaXx JIOKaJibHON ceTu. NpumMmepom
TakKoOW aTaKku ABNSeTCHA 3anyCK U BHeApeHue BpakaebHon nporpamMmbl,
3arpy>katoLLen LeHTpabHbIA npoueccop 6eCKOHEeYHbIM LIMKIOM, NMPUBOAALLUM K
HEBO3MOXXHOCTN 06paboTKM 3aNpoCcoB APYruUX NMPUIOXKEHUN;

e aTaKW C UCMOJIb30BaHMUEM CeTeBbIX CKAHEPOB ABJAIOTCHA TUMOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHMUN CETEBbIX CKaHepOoB, NpeacTaBnsfowmnx cobon
NporpamMmbl, aHasIN3NpPYyoLLKeE TOMOJSIOrM0 CETU U 0OHapPYXUBaOLWLUX AOCTYMHbIE
AN aTakKn CEPBUCHI; B KaYeCTBe NPMMepoB MOXKHO MPMBECTU aTaky C
NCNosib30BaHMEM yTUINTbl nmap;

e aTaKW C NCMOJIb30BaAHNEM CKAHEPOB YA3BUMOCTEN ABJIAIOTCA TUMNOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHUN CKaHEPOB YSA3BUMOCTEN, NpeacTaBasowmx cobonm
nporpamMmbl, OCYLLEeCTB/IAIOWME NMOUCK YA3BUMOCTEN Ha Yy3/1aX CETU, KOTOpPbLIE B
fanbHenweM MoryT ObiTb NPUMEHEHbI A1 peann3aunm ceTeBblX aTak; B KayecTse
NMPUMEpPOB CETEBLIX CKAHEPOB MOXXHO NpuBecTn cnctembl Shadow Security Scanner
n SATAN;

e aTaKW C NCMOJIb30BaHMEM B3/IOMLLMKOB Maposien ABAAITCA TUMNOM aTak, KOTopble
OCHOBaHbl Ha UCMNOJIb30BaHMN B3JIOMLLVKOB Napoaen, npeacTasnstowmx cobom
nporpamMmmel, noabupatouwme naposan nosb3oBaTesnen; Hanpumep, nporpamma Crack
ansa OC Unix nnm nporpamma LOphtCrack ona OC Windows;

e aTaKW C UCMOJIb30BaHMEM aHaIM3aTOPOB NPOTOKOJIOB SABAAOTCA TUMOM aTak,
KOTOpble OCHOBaHbl HA MCMOJIb30BaHNM aHaIM3aTOPOB NPOTOKOJIOB,
npencTaBnsoWmx cobonm nporpamMmmbl, «NpocayLlimBatowne» cetesonm Tpagumk. C nx
MOMOLLbIO MOXKHO aBTOMaTU3MPOBaTb NOUCK B CETEBOM Tpauke Takoun
NHopMaL KN, KakK NHPOpMaLIMIO O KPeAUTHbIX KapTax, U oeHTUMUKaTopbl N Naponun
nonb3oBaTesien n gpyrme nonobHele faHHble. B kayecTBe nNpnMepamoB
aHa/In3aToOpPOB CeTEBbLIX MPOTOKOJIOB MOXXHO NpuBecTu nporpamMmmbl NetXRay
koMmnaHun Network Associates, Microsoft Network Monitor nnu Lan Explorer[11].

[aHHaa Knaccngpukaumsa c I'IpaKTVI‘-IeCKOVI TOYKWN 3peHNA ABNAETCA 0OCTAaTO4YHO MoJIHOW,
TaK KakK OHa OXBaTbIBaeT MNOYTUN BCE BO3MOXXHble OEeNCTBUA 3/10yMbllWIEHHNKa. Ho oA



NPOTUBOAENCTBMSA CETEBbLIM aTakaM 3TON KJaCCUPUKaumm HegoCTaTo4yHO, 3a CYHeT TOro,
4YTO €e UCNoJib30BaHMe B 4aHHOM BUe He NO3BOJISeT onpenensaTb 3/IeMeHThbl CeTn,
KOTOpble NoABEP>XEeHbl BO3AENCTBUIO TON NN NHOW aTaKn, a TakXe nocaencTeus, K
KOTOPbIM MOXKET NPMBECTN yCrnewHaa peannsaumns atak. B 3ToMm cnyyae B aHanms He
BKJIIOYAETCSA CaMbll Ba>XHbIA KOMMOHEHT, KOTOPbLIN ABASETCA MOAENbIO YIrpo3
6e30MacHOCTK, C MOCTPOEHUA KOTOPOM A0JIXKHbI HAYMHATLCSA BCE MEPOMPUATUS NO
obecnevyeHmnio 3aWnTbl MHpopMaumnii2] [1].

2.2. Knaccucdbukauusa Internet Security Systems

AHanorm4HbIM Knaccngpumkaumm Nutepa Menna HefoCcTaTKkoM cTpagaeT u bonee
KOMMNaKTHasa Kjiaccngpunkaumsa, Kotopasa npennoxeHa komnaHmen IBM Internet Security
Systems, Inc., cogep>xauias BCero Jinb NATb TUMOB aTak:

e MOMbITKWN HECAHKLIMOHMPOBAHHOIO AOCTYNa;
cbop nHbopmauum;

CUCTEMHbIE aTaKu;

nono3puTenibHas akTUBHOCTh;

0TKa3 B 06cnyxmBaHum [13].

B cBoux npoaykTax, npefgHa3Ha4YeHHbIX 014 3alUTbl CeEPBEPOB, ceTen, n paboymx
CTaHUWnM (Taknx Kak, K npumepy, System scanner, Real Secure n gpyrmue nogobbiHe)
komnaHua IBM Internet Security Systems ncnosib3yeT HECKOJIbKO APYrunx
KJaCCUPUKALMOHHbBIX MPU3HAKOB BO3MOXXHbIX CeTeBbIX aTak, 6onee 3pPeKTUBHbIX C
TOYKM 3PEHMSA 3aLLUUTbI OT BTOP>XKEHUI. OnuwemM nx nogpobHee.

1. Knaccngpumkaumsa no creneHn pucka umeeT 6osbLIOe NpakTUYecKoe 3HavYeHune, 3a
CYeT BO3MOXXHOCTU paHXMUPOBaHUS OMacHOCTEeN aTak No TakKMM KJlaccaM, Kak:

o BbICOKWM KJ1aCC, NPY KOTOPOM, YCrNeLlHas peaansauna atakm no3sonseT
aTakylwemMy HeMeOJIeHHO NOoNYy4YUTh NpaBa agMUHUCTPATOpPa, A0CTYyN K
MallnHe nanm obonTn MmexxceTeBble 3KpaHbl. B KayecTBe NpUMEpPoOB MOXXHO
NPUBECTU aTaKy, KOTOpas OCHOBaHa Ha UCMOJ1Ib30BaHUN OLLINOKN B
nporpaMmmHoM obecnedyeHun Sendmail u NO3BONAET aTaKyOLWEMY UCMONHATb
nobyo KoMmaHAy Ha cepBepe;

o CpefHnn Knacc, Npy KOTOPOM ycnelwHasa peasam3aumsa aTakm noTeHunanbHO
MOXXeT AaTb aTakKyllweMy A0CTYyN K MawmnHe. B kayecTse npMMepoB MOXHO
npuesecTun owndbkn B cepsepe NIS, KOTopble NO3BONAIOT aTaKyoLeMy Mosy4nTb
hann C rocTeBbIM Maposem;



o HU3KWUW KNacc, NpyM KOTOPOM yCnelwHasa peasansaynm atakm gacT aTakylwemy
BO3MOXXHOCTb Noay4nTb obnervawwme 3agady B3sioMa ceegeHus. B kavecTse
npPMMepoB MOXXHO NMPUBECTU UCMNOJIb30BaHMe cepsBunca finger, ¢ NoOMOLLbIO
KOTOPOro aTaKyloLMn MOXXeT onpenennTb CMUCOK NoJib30BaTeNen cepepa U
MoMbITaTbCA NOJYYNTb AOCTYM K MalUMHE C UCNOJIb30BaHMEM aTaKun No
c/ioBapio.

2. Knaccudgpumkaumsa rno Tuny aTakym No3BONASET CyAUTb O TOM, MOXXET /I aTaka bbITb
OCyLLeCTBJIEHA TOJIbKO JIOKaJIbHO WU YOaN€HHO:

o oCyllecTBJiIseMble YyAAaJIeHHO;

o OCyLlecTB/iIieEMble NIOKAJIbHO;

3. Knaccngpumkaumsa no NnoABep>XeHHOMY AaHHOW aTake NnporpaMMHoMy obecneyeHuio.
Hanpumep: Microsoft Internet Explorer.

Kpome Toro, cywecTByeT Knaccudmnkaumsa no xapakTepy UCNosb3yeMbliX B aTake
OEencTBun:

e "YyepHble xoObl" — aTaky, KOTOPblIe OCHOBaHbI HA UCMOJIb30BaHUN
HeAOKYMEHTUPOBaHHbLIX pa3paboTymMKamMm BOSMOXXHOCTSAX MPOrpaMMHOro
obecnevyeHuns, MMeLNX BO3SMOXXHOCTb NPUBEAEHMNSA K BbIMOJIHEHMIO NOJIb30BaTENIEM
HEeCaHKLMOHUPOBAHHLIX OMepaunin Ha aTaKkyeMoM cepBepe;

e aTakW TuNa "0TKa3 B 06CNy>XMBaAHMN" — aTaKM, KOTOPbIE OCHOBAHbI Ha
NCNoJsIb30BaHUN OWNOOK, MO3BOIAIOLLMX aTaKyLWweMy caenaTb Kakon-nmbo cepeep
HeOOCTYMHbIM ONS IerUTUMHBIX NOJib30BaTesien;

e pacrnpepeneHHble aTakm Tuna "oTkas B 06cnyxmBaHnn", Npun KOTOPbIX HECKOJIbKO
MporpamMm Uam nosib3oBaTesien NocbialT B0NbLLIOE KOSIMYECTBO (PUKTUBHbLIX
3arnpocoB Ha cepBep, NPUBOASA ero TeM CaMbiM B Hepabo4vee cocTosiHME,

e HEABTOPM30BAHHbLIN OOCTYnM;

e MOTEHLMaNbHO He3alunLeHHasa onepaunoHHasa cuctemMall4l.

K HepoCcTaTKaM AaHHbIX KJIaCCUPUKALMOHHBLIX MPU3HAKOB MOXXHO OTHECTMU TO, YTO OHU
He NO3BOJIAIT ONUcaTb LUesb N NoCNeacTBns aTakm. K npumepy, KnacCupukaunoHHbIN
MPU3HaK rno xapakTepy AeNCTBUN COLEPXKUT ABa KJlacCa aTaK TUMa «0TKa3 B
obcny>XnBaHMM», HO BMeCTEe C TEM He COAEPXKUT KJIAaCCOB, ONMUCLIBAIOLLMX aTaKy,
HanpaB/ieHHble Ha nepexBaT Tpadwukalis] [1, 2].

2.3. Knaccudpukauuma Nessus



B knaccmgpukaumm, ncrnosib30BaHHOM B U3BECTHOM NporpaMMHoM npoaykTe Nessus,
KOTOpPbIN NpeaHa3sHavYeH Ans aHannsa 6esonacHoCcTu cepBepos, bbl1 NpUMeHeH
OTJINYHBIN OT MpeabloyLwmnXx Knaccnpmkaumm nogxon. B Hem ncnonbsyercs
Knaccudukayma "no xapaktepy ysa3BmmMocTun", roe bepercs ncnosb3lyemas gns
peanusauunn aTakm ya3BMMOCTb:

e ownbku B CGI ckpunTax;

e "4yepHble xoabl";

e OWINOKKM B NporpamMmmax — FTP-cepBepax;

e aTaku TuNa "oTKas B 0b6Ccny>xmBaHmn";

e OLLINOKKM B peanmsaunm MexxceTeBblX SKPaHOB;

e Ha/M4yMe Ha KoMMnbloTepe cepBuca Finger nnm owmnbkn B peanunsyowmx 3ToT CePBUC
nporpamMmmax;

e OWKNOKKM, KOTOPbIE NO3BONIAIOT aTaKyloWeMy yaaneHHO Nosy4YnTb NpaBa
aJMUHNCTPATOPa;

e OLLINOKKM, KOTOPbIE NO3BONAIT MMEKLLEMY TEPMUHAJIbHBLIA BXO Ha cepBep
rMnosib30BaTesIlo NONYy4YUTb NpaBa aAMUHUCTPATOPA;

e YA3BUMOCTM, KOTOpPbIE MO3BOJIAIOT aTaKyloLwWeMy yaaneHHO Nony4YnTb nobon dann ¢
cepsepa;

e OWNOKKM B NporpaMmMmax — SMTP-cepBepax;

e OWINOKKM B NporpamMmmax — RPC-cepBepax;

e oWNbKKM B Nnporpammax — NIS-cepBepax;

e HEencnoJsib3dyemble CepBUCHI

e He BOWlejlIVe B Apyrue KaTeropmm npoyme owmnbKku.

Kpome Toro, mo Tuny NporpamMMHON cpefibl OHM NoApa3aenatnTCcs Ha:

e YS3BMMOCTW B OMnpefesieHHOM CEPBUCE;
e YSI3BMMOCTW B onpefesneHHOM nporpaMmMHoM obecnevyeHun;
e YSI3BMMOCTW B OMNepaLNoHHON cucteme [16].

C uenbto onpegeneHns ya3sBMmMoCcTn B OnepaLMoHHOW CUCTEME UCMOJIb3yeTCs napameTp
Host/OS, ya3BMMOCTM B onpenesieHHOM rnporpaMmmMHoOM obecnevyeHnm n B KOHKPETHbIX
cepBucax KJaccuuuupyoTcsa no rpynnam.

B maHHOM Knaccngukaumm, no CpaBHEHMIO C Npeabliaywmnmmy, 6onee getanbHO
npopaboTaHbl aTakn, KOTOPbIe NCMOJIb3YIOT YSI3BUMOCTM B CETEBOM, NPUKIAOHOM U
CUCTEMHOM NporpaMMHoM obecneyeHun. Ho aaHHas Knaccupukauma He oxBaTbiBaeT
BCEX CYLLLECTBYIOLLMX CETEBbIX aTak. 3a NpeaenamMmm pacCMOTPEHUS OCTAOTCA Takue



oMnacHble aTakun, Kak HanpaBJieHHble Ha ceTeBoe obopynoBaHMe aTaku, nepexsaT
OaHHbIX N aTakn Tuna "oTkas B 0bcnyxmBaHunmn". Noso>xXnTenbHON YepToN AaHHOWN
Knaccupukaumm aBnseTca Haamyme Knacca " He Bowleuine B Apyrme Kateropum npoyme
owmnbkKn", Tak Kak bnarogaps 3ToMy KaacCy AaHHasa Knaccmdpukaumsa dopmManbHO
npuMeHmnma K nobon, B TOM Yncnae HoBOW, aTake. Ho, C Apyron CTOPOHbI, 3TOT KJlacC He
HeceT MNoJib3bl, MOCKOJIbKY HE COOEPXUT HUKAKOW AOMONHUTENbHON NMHOopMaUnn[17].

Kak BUAHO 13 NpUBEAEHHbIX Bbllle KIacCUpUKaLIUiA, 1aneko He BCe OHU ABNAIOTCS
NOJIHbIMU. B HEKOTOPbLIX C/lyYaax rnofd BMAOM eANHON KlacCupukauum genaertcs
nonbiTKa 06beAVHEHNS HECKOIbKUX MPOBEAEHHbIX MO Pa3HbIM XapaKTEPUCTUYECKUM
napamMeTpam Kiaccudukaumi.

MosB/eHME HOBbIX aTakK NMPUBOAUT K CHUXXEHUO 3PEKTUBHOCTY NMPUMEHEHUS
CYLLLEeCTBYOLLMX KNaccudurKaunim, nodToMy Ux NCnosib3oBaHne 6e3 BHECEHUS N3MEHEHWI
He NpeaCcTaBAAeTCA BO3MOXHbIM. [laHHas cMTyaunsa o6bsACHAETCA OrPOMHbIM
KOIM4EeCTBOM Pa3/IMYHbIX CETEBbIX aTakK U MOCTOSAHHbLIM MOSAB/AEHNEM HOBbIX aTak,
HEKOTOpble U3 KOTOPbIX HE MOAYMHSAITCSA KPUTEPUSAM CYLLECTBYOLWMX KacCupuKkaLmi.

Taknm obpa3om, NpUMeHeHMe CyLLLeCTBYHLWNX KlacCUPUKaunm Hesb3sa Ha3BaTb
paunoHanbHbIM. CyuiecTByeT 0b6bekTuBHasa He0bX0AMMOCTb B CO34aHUN HOBOW rMbKowm
KNaCcCU(PUKaALNOHHOW CXEMbl BO3MOXXHbIX CETEBLIX aTakK, MOCTPOEHHOMN C y4eTOM
yKa3aHHbIX Bblle HegocTaTkos[18] [2, 3].

2.4. Knaccucdbukauua Munocnasckom m Toncrtoro

N3 oTe4yecTBEHHbIX BapnaHTOB Hanbonee KpaTkasa n MHpopMaTUBHaAA Knaccudunkaums
npueegeHa B KHUre Tonctoro n MmnocnaBckon. B Hen Bce cucTeMbl ODHapy>XeHnsa aTak
0enaTcsa Ha MMHUMaJIbHOE KOJIMYEeCTBO KlaccoB. V3 Takmx KJacCcoB MOXXHO Ha3BaTb
AeNeHne Ha akTUBHbIe N MAaCCUBHbIE aTaKu NO NOBeAeHnto nocsie obHapyXeHus,
hesieHne aTtak No pacrnosIoXKEeHN0 NCTOYHUKA pe3y/ibTaTOB ayanTa B perncTpauMoHHbIX
hannax xocTa UM CceTeBbIX NakeTax, AeJ/ieHNne aTakK Ha NoBedeHYeckue um
WHTeNNeKTyasibHble N0 MeToay ObHapy>XeHUA[19].

HaHHas Knaccugukauma Hanny4dwmnm obpasom NoAXoANT ANA NOCTPOEHUS MEPBUYHbBIX
punbTPOB cMCTeM 0BHapy>XeHUs aTak, MOCKOJIbKY M0O3BOJIIET OTBETUTb Ha BOMPOC O
TOM, KaK A0JKHbI pa3/inyaTb aTakn, KakK MMEHHO CUCTeMbl 0BHapyXXeHns aTak
aHaNM3nNpPYT MHHOPMaLMIO, KaKne TEXHOIOrMN OJ151 3TOro UCNoJsb30BaTb[20] [1, 4].



3.1. Knaccudpukaumsa no cnocodby pearmpoBaHus

Mo cnocobam pearmpoBaHuns Ha obHapy>XMBaeMblie yrpo3bl cnctembl IDS MOXHO
pasfennTb Ha ABa TUNa: aKTUBHbIE N. NaCcCUBHble [1aCcCUBHbIE CUCTEMbI B CJly4ae
NOeHTUMUKaLNM BTOPXXEHNA 0ObIYHO CO3Jat0T AeTallbHbI OTYET O Npou3oLlleLlemM,
KOTOPbIN BKJIKOYAET JIOI CeTEBOW aTaku, onosewatnT cnyxby 6e3zonacHoOCTH, K Nnpumepy,
Mo 3/IeKTPOHHOW Mo4Te, U NPefoCTaBAAT peKoOMeHAaUmMn MNo YCTPaHEHUIO BbISBJIEHHOMW
YA3BUMOCTU. AKTUBHbIE IDS NOMMMO BCero BbllenepeymncsieHHOro nbiTaloTCA
NPOTUBOCTOSATb BTOPXXEHUIO. VIX AeNCTBMUA MOryT BKOYaTb B ce05 Kak pa3pbiB
TeKyLero 3/;J0HaMepeHHOro coegnHeHns, Tak 1 nosiHoe 6710KMpoBaHMe aTakyloLLero
nyTeM N3MeHeHUs KOHMUrypaumm mexxceTeBoro sKpaHa nin nHbiM cnocobom21].

Ha faHHbIK MOMEHT CaMbIM pPacnpoOCTPaHEHHbIM TUMOM NOAOOHbIX CUCTEM ABNAIOTCSA
akTuBHble IDS. Ngeonormnsa naccueHbix IDS 6osiee NnogxoanT K CyLLECTBYOLWMM NPOeKTaMm
TnnNa cmcTemM-noByLwwek nnbo ceTenm Ha NX OCHOBE, 3aa4a KOTOPbIX NMpencTaBaseT Kak
MO>XHO 60s1ee npaBaonof06HYI0 IMYNALNIO YA3BMMOW CUCTEMbI U CEPBUCOB, MPU 3TOM C
COXpaHeHueM MOJIHOW NCTOPUKU NponcxonsLlero, He co3gasas LOMNOJIHNTENIbHOWN
nperpagbl 4n1a HapyLwnTesnsa n He Bblaasas cebs. B utore ¢ BbICOKOW A0J1eN BEPOATHOCTMU
yaoaeTcs onpeaennTb HOBble METOAblI KOMIpPOMEeTauum cnctemol[22] [6, 71].

3.2. Knaccudpukaumsa no cnocody BbIABJIEHUA aTaKM

Mo CI'IOCO6y BbISIBJIEHNA aTakKn cucTeMbl IDS NPpUHATO OeNnTb Ha OBe KaTeropuu:

e 0OOHapy>xeHue 3noynoTpebneHni;
e 0bHapy)XeHne aHOMaIbHOro NoBeAeHUS.

TexHonorus obHapy»>XeHns aHOMaJsiIbHOro NMoBeeHNs OCHOBaHa Ha csiefyloLlem.

AHOMaJsibHOE NoBeJleHne NMoJib30BaTesNs HYaCcTo NPOSBJISETCSA Kak OTKJIOHEeHUe OT
HOpPMasbHOro noseaeHuns. NMpMMepPoM aHOMaJIbHOIO MOBEAEHUS MOXKET CY>XXUTb
BbICOKAs 3arpy3ka LeHTpasibHOro npotleccopa, 60sblloe YNCSI0 CoOeaNHEHNIA 3a

KOPOTKNI NPOMEXYTOK BPEMEHM N ApYyrme nonobHble ak TUBHOCTU[23].

Ecnn MoXKHO 661710 6bl 0IHO3HAYHO ONUCATb NMPOdUIIb HOPMaJIbHOr0 NOBEAEHUNS
noJsib3oBaTesis, To /tloboe OTKIOHEHME OT HEMr0 MOXKHO UAEHTUPULMPOBATL Kak
aHoMaJibHOe noBefeHne. Ho aHoManbHOE NoBeAeHNE He BCeraa siBasieTcs aTakon. K
npuMepy, 0AHOBPEMEHHYIO NMOCbIZIKY 60MbLIOro Y1Cna 3arnpocoB OT aAMUHUCTPaATopa



ceTu cnctema obHapyXeHus aTak MOXXeT UAEeHTUPULUMNPOBATb KakK aTaKy TUMa «0TKa3 B
obcny>XnBaHUmM».

Mpwn ncnonb30BaHNN CUCTEMBI C TaKON TEXHOJIOrMen BO3MOXHbI ABa Cny4dad:

e 0OHapy>XeHne He ABNAILLLEr0Ca aTakoW aHOMaJIbHOIro NOBEAEHUS N ero OTHeCeHne
K KJlaCCy aTak;

e MPOMNYCK He MoanagatoLen noa onpeneneHmne aHoMaslbHOro NoBeAeHNs aTaku.
HaHHbIN cny4van Bbosiee onaceH, YeM OTHECEHME He ABNAIOLWEroca aTakomn
aHOMasNIbHOro NMoOBEeAEHNS K KJlacCy aTak[24].

TexHonorus O6Hapy>KeHVIFI aHoOManumn opneHTnpoBaHa Ha BbldBJIEHNE HOBbLIX TUIMOB aTak.
Ho ee HepgocTaTKOM siBNgeTCs HE0BX0AMMOCTb MOCTOAHHOIO 06y‘-IeHI/IFI. Ha naHHbIN
MOMEHT 3Ta TeXHOJIoOrna He noJiydnsjia LWNPOKOro pacrnpoctpaHeHn4. CBSI3aHO 3TO C
TPYOAHOCTAMU e€e pean3alnn Ha NnpakKTuke.

O6Hapy>xeHune 310ynoTpebneHnin 3ak14aeTcsi B ONUCaHMM aTakn B BUAE CUTHATYpbl U
noncKa AaHHOW CUrHaTypbl B KOHTPOJMPYEMOM NPOCTPAHCTBE. B KayecTBe curHaTypbl
aTaKn MOXXEeT BbICTyMNaTb XapakTepusyoLlmne aHoMaabHY0 0eaTesIbHOCTb CTPOKa
CUMBOJ1I0B UM WabnoH fencTBmin. [JaHHble CUTHATYpPbl XPAaHATCA B @aHAJIOrMYHOW
NCMNOIb3yEMON B aHTUBUPYCHbIX cucTeMax 6a3ze AaHHbIX. DTa TexHoNorus obHapyxeHus
aTaK OYeHb MOX0)Xa Ha TEXHOOr N0 06Hapy>XeHNst BUPYCOB, MPU 3TOM CUCTEMA MOXKET
0bHapyXNTb BCe U3BECTHbIEe aTakn. Ho cucTemMbl AaHHOro TuUMNa He MoryT obHapy>XMBaTb
elle Hen3BeCTHble HOBbIE BMAbI aTak.

Moaxond, peann3oBaHHbIN B TaKNX CUCTEMaX, OCTAaTOYHO MPOCT U UMEHHO Ha HEM
OCHOBaHbI MPaKTUYeCKM BCE NpedslaraeMble CerogHsa Ha pblHKE CUCTeMbl ODHapy>XeHns
aTak[25] [6, 7].

3.3. Knaccudpukauumsa no cnocodby coopa nHpopmauum
00 aTake

Hanbonee nonynsapHa Knaccngpukaums no cnocoby cbopa nHpopmaumm ob atake:

e OOHapy)XeHMe aTak Ha YPOBHE NPUNOXKEHUS;
e 0OHapy)XeHMe aTak Ha YPOBHE ceTy;
e 0OHapy>KeHVe aTaK Ha YPOBHe XOCTa [26].



CuctemMa Ha ypoBHe ceTun paboTaeT no NpuHUMNY cHUgdepa, ocyLLecTBaAA
npocnywmBaHme Tpamka B CE€TU N onpenesieHne BO3MOXXHbIX AeNCTBUN
3/10yMbILLUJIEHHNKOB. Takmne CUCTeMbl aHaIN3NPYIOT CETEBOW TpaduK, NCMOJb3YA, Kak
npaBuJo, aHasn3 «Ha JIeTy» U CUTHaTypbl aTak. MeTo aHann3a «Ha JieTy» 3akKJ/t4aeTcs
B MOHUTOPWUHIre ceTeBOoro Tpamka B peajibHOM unuv 67In3KoM K peasibHOMY BpeEMeEHU n
NCMNOJIb30BaHUN COOTBETCTBYIOLLMX aJiIrOPUTMOB OOHapyXeHUs.

CucTtemsbl Ha YPOBHE XOCTa npeagHasHa4eHbl 414 MOHUTOPWUHIa, OETEKTUPOBaAHNA N
pearmnposaHmMa Ha nencTens 3/10yMbILWJIEHHUKOB Ha onpeaesieHHOM xXocTe. Pacnonarasacb
Ha 3allnlaeMOoM XOCTE, OHU BbIABNIAIOT U MPOBEPAIOT HalpaBJZiIeHHbIE MPOTMB HETO
nencrtend. laHHble CUCTEMBI aHaAJINSNPYIOT PETNCTPaALUNOHHbIE XXYPHalbl NPUNJIOXKEHNA
nJin OI'IepaLI,I/IOHHOVI CNCTEMBbI[27].

Kak nNpaBuo, aHan3 XXYpPHaIoB PerncTpaummn aBasaeTcs OOMOJHEHUEM K APYruM
MeToZlaM OOHapy>XeHUs aTak, B YaCTHOCTU K OOHApPY)XEHUIO aTaK «Ha NeTy».
icnonb3oBaHMe JaHHOrO MeTo/a Mo3BoJISeT NPOBOAUTL «pa3bop NoMeToB» yXKe nocse
Toro, Kak bbiia 3apMKcMpoBaHa aTaka, AJisi Toro 4Tobbl BbipaboTaTh 3PheKTUBHbIE
Mepbl NpPefoTBPALLLEHNS aHAIOMNYHbIX aTak B byayuiem.

CucTteMa Ha ypOoBHE NPUSIOXKEHUI OCHOBAHa Ha Nouncke npobsem B onpeneneHHoOM
NPUNTOXKEHNN.

Ka)Kabl U3 3TUX TUMOB CMCTeM O0bHapy>XeHns aTak (Ha YpoBHE NPUNOXKEHUSA, Ha YPOBHE
XOCTa U Ha YpoBHe ceTun) nmeeTt coObCTBEHHbIE HEAOCTATKN N OCTOMHCTBA. [MbpnaHble
IDS, KoTopble NpeacTaBasaoT cobon KoOMOUHaLMIO pa3NNYHbIX TUMNOB CUCTEM, 06bIYHO
BKJIIOYaOT B cebsi BO3SMOXKHOCTUN HECKOJIbKUX KaTeropun(2s8] [6, 7, 8].

3.4. Knaccudpukaumsa no Metoay aHasumsa
nHcpopMauunm

Mo meTony aHanmsa nHgopmaumm IDS genaTca Ha NnoBefeHYeCcKmne, Takme Kak
HaKonaeHne CTaTUCTUKKN N 0BHapy>XeHne aHOMaNnn, CUrHaTYypPHbIE, a TakXXe
KOMOMHMPOBAHHOIO TUMa UM cMeLwaHHble. CurHaTypHble IDS reHepupytoT
CpPaBHUTENIbHO HEMHOIO 0T4YeTOB 06 OLWMOOYHOM AEeTEKTUPOBAHUN U BbIUIFPbIBAOT MO
CKOPOCTU aHaM3a BXOLHOro NoToKa, HO 6eccunbHbl Nepepq ele HeM3BeCTHbIMU UM
YA3BMMOCTAMN — B 3TOM CJlydae KakK pa3 40CTaTO4YHO yCrnewHo BbicTynatT IDS ¢
NMPUMEHEHNEM aJIrOPUTMOB BbISABJIEHNS CTAaTUCTUYECKUX aHOManmn. Ho 3aTo nocnegHue
OA0T OWYTUMOE YNCIIO IOXKHbIX cpabaTbiBaHU B cOBeEpLUEHHO 6e300naHbIX CUTyaunax



noscegHeBHOM paboTbI[29].

CaMol N3BECTHOW CUCTEMON OBHAPYXXEHNS BTOPXKEHNIN Ha OCHOBE CUITHATYPHOro NMoucka
be3ycnoBHo aABnsetTcsa Snort. laHHasa IDS 3aBoeBasna MHOXECTBO MoYnTaTesIen BO
MHOrom 6niarogaps OTKpbITOMY hopMaTy XxpaHeHUs 6a3, NerkoCcTm NX NU3MEHeHns n
BHeCeHns cobcTBeHHbIX HabopoB npasua. B IHTepHeTe cywecTByeT HEKOMMEPYECKNI
npoekT Bleeding Edge Threats, KOTopbIn NOCBALLEH CO34AaHMNIO COOTBETCTBYOLLNX
curHaTyp ansa Snort n metonam 6opbbbl C ceTeBbIMU Yrpo3amun[30] [6, 71.

3.2 KoMnoHeHTbl U apxutekKTtypa IDS

Ha ocHoBe aHanM3a CyLeCcTBYOLWMX PELUEHNA MOXXHO NPUBECTN NepeyeHb KOMMOHEHTOB,
N3 KOTOPbIX COCTOUT TUMNNYHaA cnctema obHapyxeHunsa aTtak[31] [9].

3.2.1. Moaynb cne>xeHus

Moaynb cnexeHust obecnedymBaeT cbop AaHHbIX U3 KOHTPOJIMPYEMOro NPOCTPaHCTBa,
TaKOro Kak »KypHaJsia peructpaunm nnm ceteson Tpaduk. PasHble nponssoanTenn oatoT
3TOMY MOAYJI0 Criefytoume Ha3BaHUA: MOHUTOP, CEHCOP, 30HA U Apyrue nonobHole.

B 3aBUCMMOCTW OT apXUTEKTYPbl MOCTPOEHUSA CUCTEMbI 0OHapPy>XeHUs aTak MoayJib
cneXxeHmsa MoXeT bbITb PU3nYeckn oTaeneH oT APYrnx KOMMNOHEHTOB, TO eCTb
HaxXo0AUTbLCA Ha OpPYroM KomnbtoTepe[32] [8].

3.2.2. MoacucrteMma obHapy>XeHUsa aTak

NMoacucTteMa obHapy>XeHus aTak sBASEeTCS OCHOBHbIM MOAY/IEM CUCTEMbI OBHapyXeHns
aTakK, OCYLLEeCTBASAOWMM aHaAn3 nHpopmMaLnmn, KoTopas noayvyaeTcsa oT Moayns
cnexxeHwus. Mo pesynbTaTaM 3TOro aHam3a AaHHag NoacUCcTeMa MOXKET NPUHUMATb
peweHnsa OTHOCUTENIbHO BapnaHTOB pearmpoBaHuns, COXpaHAaTb cBegeHus ob aTake B
XpaHuUAMWe OaHHbIX, MOAEHTUPULNPOBATL aTakn U OCYLLECTBNAATb Apyrune noaobHele
nencrtemna[ss] [9].

3.3.3. ba3a 3HaHumM



Ba3a 3HaHWMI B 3aBUCMMOCTM OT METO40B, KOTOPbIE UCMOJIb3YIOTCHA B CUCTEME
obHapy>XeHuns aTak, MOXKET coaep>XaTb CUrHaTYypbl aTak, NPodunan Nnosb3oBaTenen um
BbIYNC/INTENIbHON CUCTEMbI NN NOL03PUTEJIbHbIE CTPOKMN, KOTOPbIE XapaKTepusyroT
HeCaHKUVWOHUPOBAHHYIO 0eATeNbHOCTb. ba3a 3HaHUN MOXKET NOMOJIHATLCS
nosib3oBaTesieM CUCTEeMbl, NPOU3BOAUTENIEM CUCTEMbI OBDHAPY>XEHNS aTakK U TpeTben
CTOPOHOW, K NpUMepy, ayTCOPCMHIOBON KOMMNAHMEW, KOTOPas OCYLLECTBASET NoAOEPXKKY
3TON cucTemnl[34] [7].

3.2.4. XpaHunuiie gaHHbIX

XpaHunnuwe gaHHbIXx obecneymBaeT XpaHeHUe AaHHbIX, KOTOpble cobpaHbl B NpoLuecce
PYHKLMNOHUPOBAHNSA CUCTeMbl 0OBHapy>XeHnsa aTak[35] [6].

3.2.5. N'pacdhmyeckumn nurepcgenc

Ha)ke o4eHb 3hPeKTUBHOE N MOLLLHOE CPencTBo He ByaeT ncnosb3oBaThbCs B Clyyae,
Korgay Hero OTCyTCTBYeT OPYXeCTBEeHHbIN nHTepdgenc. B 3aBucMmMoCcTn oT
onepaLmnoOHHON CUCTEMbI, NOA4 yrNpaBsieHNeM KOTOPON (pyHKUMOHUPYET CUCTEMA
obHapyXeHusa aTak, rpadpu4eckmm nHTepenc JoKeH COOTBETCTBOBaTb CTaHAapTaM
ne-thakto gnga Windows n Unix[36] [8].

3.2.6. Noacucrtema pearmpoBaHus

MoacucTemMa pearmpoBaHUs OCyLLIECTBASIET pearmpoBaHie Ha 06Hapy>XeHHble aTaku U
NHblE KOHTPONMpYyeMble cobbiTuA[37] [7].

3.2.7. Mopcucrtema ynpaBsieHUss KOMNOHEHTaMM

Mopocmncrtema ynpassieHUA KOMMOHEHTaMK nNpefgHa3HavYyeHa 418 yrpasjeHnsa pa3indHbIMA
KOMMOHEHTaMN CUCcTeMbl 0OHapy>xeHus aTak. [oa TepMMHOM yrnpaB/ieHUs MOHUMaeTCH
BO3MOXXHOCTb MU3MEHEHUNS MOJINTUKM Be30MacHOCTN AN Pa3/INYHbIX KOMMNOHEHTOB
cucTtembl OOHapy)XeHUs aTak, a TakXXe nosiyvyeHme nHhopmaumm oT 3TUX KOMMNOHEHTOB.
YnpaBrsieHne MOXXeT OCYLLeCTBAATLCA KaK Mpu nMoMoLLn BHYTPEHHUX MPOTOKOJIOB U
MHTepdencos, Tak N NpM NOMOLLK yXe pa3paboTaHHbIX CTaHOapToB, Hanpumep, SNMP



[38] [91].

3.3.8. ApxuTeKTypa cucteM oOHapy>XXeHuMAa aTak

CucTteMbl 06Hapy>XeHMs aTak CTPOSATCS Ha OCHOBE ABYX apXUTEKTYpP: «areHT-MeHeo xep»
N «aBTOHOMHbIN areHT». Bo BTOpPOM C/ly4ae Ha Ka)KAbIW 3alMLLaeMbll CErMeHT CeTU NN
y3e/ YCTaHaBMBAOTCA areHTbl CACTEMbI, HE MeloL e BO3MOXXHOCTM obMeHa
NHopMaLmen Mmexay cobon, a TakXXe He UMelLwme BO3MOXKHOCTUY YNpaBiaTbCA
LLeHTPasIN30BaHO C eANHON KOHCONN. [JaHHbIX HEAOCTAaTKOB JIMWLEHA apXUTEKTypa
«areHT-meHen)xep». B ee cny4vae B pacnpeneneHHon cucteme obHapyxeHusa atak dIDS,
COCTOSALLEN N3 MHOXKECTBA Pacrno/IOXKEHHbIX B pa3/iIn4HbIX y4acTkax 6onbwon cetu IDS,
LLeHTpPaIbHbIN aHANN3NPYIOLWNIA CepBeEpP U cepBepbl cbopa AaHHbIX OCYLLECTBASAIOT
LLeHTPa/IN30BaHHbIN aHanM3 n cbop perncTpupyemMsbix gaHHbIX. YIpaBaeHne MoaynsaMm
dIDS ocyuwecTBNSeTCH C LEHTPaSbHOWM KOHCON ynpaBieHns. Onsa KpynHbIX
opraHmsaumn, roge guananbsl pasHeceHbl N0 pPa3HbIM TEPPUTOPUSAM N LarXKe ropoaam,
NCMNOJIb30BaHME TaKoM apXUTEKTYpPbl UMEEeT NPUHUMNNaNbHOE 3HaYeHMe[39].

Obuwasna cxema pyHKUMoHUpoBaHus dIDS npneseaeHa Ha pucyHke 1.
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Puc. 1. ObLyas cxema pyHKLUMOHUPOBaHUS pacripegesneHHov dIDS

HNaHas cucteMa No3BosseT YCUINUTb 3aLUULLEHHOCTb KOPNOpaTUBHOW NoaceTun
bnarogaps ueHTpanmsaumm nHgpopmaumm o6 atake oT pasnnydHbix IDS. PacnpeneneHHas



cuctema obHapyxeHus aTak dIDS cocTouT U3 cnenylownx NoACUCTEM: aHAIN3UPYIOLWNX
CepBepoB, KOHCON yrpaBneHuns, cepeepos cbopa nHpopmaumm ob aTake, areHTOB CeTW.
LleHTpanbHbIN aHanm3npyowmn cepeep obbivHO cocTonT n3 Web-cepsepa 1 6a3bl
OAHHbIX, YTO MO3BOJIET COXPaHATbL MHOPMaLMIO 00 aTakax N MaHUNYIMPOBaTb
OaHHbIMK C Nomoublo yaobHoro Web-nHtepdenca. AreHT ceTu aBnseTca 0gHUM N3
Hanbonee Ba)KHbIX KOMNoHeHTOB dIDS. OH npeacTasnfeT cobon HebobLYO NPorpamMmy,
LLeNblo KOTOPOW ABNIAETCA MHpopMmnpoBaHme 06 aTake Ha LLeHTPasibHbIN
aHannsupytowmin cepsep. Cepsep cbopa nHbopmaumm ob atake ABNAETCA YaCTblO
cuctembl dIDS, koTopas nornyeckn 6asmpyeTcs Ha LEHTPaSIbHOM aHaIN3NPYIOLLEM
cepsepe. Cepep onpenenseT napameTpbl, MO KOTOPbIM FPYNMUPYIOTCA MOJy4YeHHbIE OT
areHToB CeTU AaHHble. [PyNnNMPOBKa AaHHbIX MOXET OCYLLECTBASATbLCS MO C/eAyoWmnm
napamMeTpam:

e MOPTY NOJIy4aTens;
IP-agpecy aTakyouwiero;
HOMepY areHTa;

TUNY aTakwy;
npoTokony[40] [6, 9].

3.3. MeToAbl pearmpoBaHus

ATaka He TOJIbKO AoJ1KHa 6bITb 06Hapy>XeHa, HO U He0bX0AMMO CBOEBPEMEHHO U
MpPaBWJIbHO CpearnpoBaTb Ha Hee. B CyLecTBYOLWMNX CUCTEMAX NPUMEHSETCS LUMPOKNIA
CMeKTp METOA0B pearmpoBaHns, KOTOPbIE MOXKHO Pa3AennTb Ha TPU KaTeropum:

e COXpPaHeHue;
e YBE[OMJIEHUE;
e AKTUBHOE pearmpoBaHMe.

NMpMeHeHne ToOW U MHOW peakunmn 3aBUCUT OT MHOrunx akTopos[41] [10].

3.3.1. YBegoMneHue

CaMbIM LUMPOKO PaCNpPOCTPAHEHHbLIM N NPOCTbIM METOA0M YBEAOMJIEHUS ABNAETCS
oTnpaBsieHMe agMnHUCTpaTopy besonacHoCTM coobleHnn o6 aTake Ha KOHCOJIb
cuctembl obHapyxeHusa aTak. [laHHas KOHCOJ/Ib MOXKET BbiTb YCTaHOBJIEHA HE Y Ka>KO0ro
COTPYAHWKA, KOTOPbIN B OpraHM3aunm oTeevyaeT 3a 6€30nacHOCTb, KpOMe TOro, AaHHbIX



COTPYOHUKOB MOTyT MHTEpecoBaTb He BCe cobbiTna 6e30nacHOCTU, NO 3TOWN NMPUYnNHe
HeobXxoaAMMO NPUMEHEHNE UHbIX MEXAHN3MOB yBeAOMJIEHUA. JaHHbIMN MexaHU3MaMu
MOryT BbITb OTNpaB/ieHne coobLeHNn Ha Nengxxep, No 3NEKTPOHHOW NoYTe, Mo
TenedoHy nnm pakcy[42l.

K KaTeropum yseioMsieHUN OTHOCAT Tak>Xe MOCbINIKY YNpaB/istoLLmnX
rnocsiegoBaTesIbHOCTEN K APYTrUM CUCTEMAM, K NpumMepy, K M3 nam K cnctemam CeTeBoro
ynpasseHun43] [7, 10].

3.3.2. CoxpaHeHue

K KaTeropmm coxpaHeHnUs OTHOCATCA ABa BapuaHTa pearnpoBaHus:

e BOCMNpoOM3BefeHMe aTakM B peasibHOM MacliTabe BpeMeHu;
e pernctpayna coboitna B 6ase gaHHbIX[44].

BTopon BapuaHT WWMPOKO pacNpoCTPaHeH U B APYrnx cuCTeMax 3awmnTbl. Ans
peannsaumn nepBoro BaprnaHTa bbiBaeT He06X04MMO NMPONYCKaTb aTaKyloWero B CeTb
KOMMaHuUM AN pukcaunm ero 4encTenn. JaHHbIN MeTOA NO3BOASET aAMUHNCTPATOpPY
6e3onacHocTK B byayLieM BOCNPON3BOANTL C 3a4aHHOW CKOPOCTbIO NN B peasibHOM
MacwTabe BpeMeHn BCe AENCTBUA, KOTOPbIE OCYLLECTBJIEHbI aTaKyOLWMNM,
aHaNM3MpPOoOBaTb yCMNELIHbIE aTakn 1 NpeaoTBpallaTbh UX B AaJIbHENLLEM, a TaKXe
ncnonb3oBaTb coObpaHHbie AaHHbIe B Npouecce pasbupartenncreal4s] [8, 9].

3.3.3. AKTUBHOEe pearuposaHue

K naHHOM KaTeropmm oTHOCATCA csiegyroume BapnaHTbl pearmpoBaHn4A:

e 3aBEpLUEHME CECCMUN C aTaKYOLLMM Y3/10M;
e 6710KMpPOBKa paboThbl aTaKyoLWeEro;
e yrpaBJieHNEM ceTeBbIM 060pyaoOBaHNEM U CpeaCcTBaMU 3alNTbI[46].

IDS MOryT NpensioXXnTb TaKMe KOHKPETHbIE BapuaHTbl pearmpoBaHns: aBToMaTnYeCcKoe
3aBepLUeHne ceccum C aTakywmm y3nom, 6J1I0OKMPOBKA YHETHON 3anncu aTakylowero
nosb3oBaTens, peKoHdurypauma M3 n MmapwpyTmsaTopoB 1 gpyrmve nogobHoie. laHHas
KaTeropus MeExXaHWU3MOB pearmMpoBaHnA, 4OCTAaTOYHO 3PPEKTUBHA C OOHOWN CTOPOHbLI, HO
TpebyeT akKypaTHOro NCMOJIb30BaHUA C APYrOMl CTOPOHbLI, TaK KakK HernpasubHOe
npUMeHeHne MoXXeT NPUBECTN K HapyLleHnto paboTocnocobHOCTM BCEN KOPNOPaATUBHOMN



MHOPMaLMOHHON cucTembl[47] [6, 10].

3aKJ4YeHue

BONbLWMHCTBO PAaCCMOTPEHHbIX HEAOCTAaTKOB COBPEMEHHOI0 06Hapy>XeHnsa aTak
ABNAIOTCA HELOCTAaTKaMUN, C KOTOPbIMN MOXKET CTOJIKHYTbCA MOJIb30BaTesb B peasibHbIX
KOMMNbIOTEPHbIX CeTAX. bosblWasa 4YaCTb 3aMeYaHUn 0 cTeneHn SPPEKTUBHOCTU U
HefocTaTKax pa3pabaTbiBaeMbIX CpeacTB U METOLOB MPOUCXOAUT U3 MPaKTUKN
NCNoJIb30BaHUA CUCTEM OBHapy>XeHUs aTakK B peasibHbiX KOPMOPaTUBHbIX MHTPaceTSAX.

CywiecTByowme nogxoabl K peweHunto 3aaaydy obHapyXeHnUsa BTOP>XEHUIN 3a4acTylo
OT/INYAIOTCA He TOJIbKO peasnnsaunen metonos obHapy>XeHuns, HO N CBOEN
APXNTEKTYPON, TUNaMmM OBHapPyXEHNSA BTOPXKEHUI N YPOBHEM AeTann3auunu.
Pa3ymeeTcs, y KaXXA0W CNCTEeMbl €CTb CBOW HEAOCTaTKU U AOCTOUHCTBa. Ho, HecmoTps
Ha NOCTOSIHHOE pa3BUTME NMPUMEHSAEMbIX NPU pa3paboTke TEXHONOrMn 0BHapy >XeHNS
aTakK, 0 IerKkoCTU pa3BepTbiBaHUSA, MOONDUKALNK U SKCNyaTaunum CNCTEM
obHapy>XeHunsa BTOp)XeHUn NnpuaeTcsa 3abbiTh, BCe CylWecTByOWME pa3paboTkm nmeoT
TEHOEHUMIO NNLWLb K YCJIOXKHEHNI0. TEXHONOr MM B3J10Ma NOCTOSAHHO COBEPLUEHCTBYHOTCS,
aTaKM PacnpoCTPaHAKTCA C 04eHb 60/IbLLION CKOPOCTbLIO U CTAHOBATCA
KOMOBMHMPOBAHHbLIMK, MO3TOMY K COBPEMEHHOMY OOHapPy>XEHWI0 aTak BblABUIAlOTCH BCE
bosee cubHbIe N XXeCcTkue TpeboBaHMs.

Ecnun paccmaTpuBaTbh MeToabl OOHapy>XeHUs aTak, TO, 04EBUAHO, 4TO OHW AO0J/IKHbI BbIThb
peann3oBaHbl CUCTEMAMN, BKAOYaOWMUMN B ceba MHOXKECTBO MOAy/1en, KOTOpble
peanun3yloT pa3sInyHble MoAX0Abl — C YY4ETOM Pa3fIMyHbIX TUMOBbIX CEFrMEHTOB
3alMLaeMbIX ceTen.

Taknm obpa3zom, ocobeHHOCTU 1 TpeboBaHNS COBPEMEHHbIX KOMMbIOTEPHbIX CETEN,
TakKue KaK NOBbILEHNE HAaAEXHOCTN CeTen, nepapxmyeckasa CTpPykKTypa ceTen,
noBblLeHne MoBnAbLHOCTK, pa3nnydHble TpeboBaHMA K 6e30MacHOCTN — BCE 3TO
HaknagblBaeT OTNe4YaToK Ha NoAXo4bl U TEXHOOI NN, KOTOPbIE A0/IKHbI BbITb y)Ke
cerogHs peannsoBaHbl B CMCTEMax oObHapyXeHns aTak.

Mogxop K o6Hapy>KeH|/no ceTeBbIX BTOp)KeHVIIZ " BbIABJIEHNIO MPN3HaKOB KOMIMbOTEPHbIX
aTaK Ha MHPOPMaLMNOHHbIE CUCTEMBbI MOJIOH yﬂ3BVIMOCTeI7I N HeJOoCTaTKOB, KOTOpPbIe
MOo3BOJIAKOT 3JIOHaMepeHHbIM BO30ENCTBUAM ycrnewHo npeoaosieBatb CNCTEMbI 3alLlTbI
nHpopMauunn. lNepexon K BbIIBJIEHUIO NMPEeAnOCbI/IOK BO3SHUKHOBEHUSA Yrpo3
VIH(DOpMaLI,I/IOHHOIZ 6e3onacHOCTM OT NOUCKa CUrHATYpP aTaK O0JI)KEH cnocobcTBOBaThH



TOMY, 4yTOObI B KOPHE U3MEeHUTb OAaHHYIO CUTYyaUUto, COKpaTuUB ANCTaHLUNIKO OTCTaBaHNA B
Pa3BUTUN CNCTEM 3aLLUlThlI OT CNCTEM X MpeononeHuns.

Tak>)xe Takol nepexon O0/KEH CNoco6CTBOBAThL NOBbLILLIEHMIO 3HEKTUBHOCTH
yrnpaBJieHs UHOPMaLMOHHON 6€30MacHOCTbIO U, HaKoHel, 6o1ee KOHKPETHbIM
npuMepam rNpUMeHeHns PyKoBOASLLNX N HOPMATUBHbBIX AOKYMEHTOB Y>XKe CTaBLUNX
CTaHOapTaMu.
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