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BegoeHue

AKTya/lbHOCTb paboTbl. B cOBpeMeHHbIX YCI0BUAX NHOopMaunOHHON 3pbl XXI BEKa
nHopMaumoHHaa 6esonacHoCTb NpnobpeTaeT BCe Boslee BECOMYIO POJib, @ BOMNPOC ee
obecnevyeHunsa cTaHOBATCA BCe ocTpee. CTpeMuTenbHoe BHeaApeHne NHPOPMALMOHHbIX,
KOMMbIOTEPHbIX TEXHONOrMN BO BCE Chepbl XN3HeaeaTenbHoCcTn obuwecTBa n passuTtune
3KOHOMUKMN aKTyann3mpyeT BOMpocC onpenesieHns o60CHOBaHHbIX N 3PPEKTUBHbBIX NyTen
obecnevyeHuns nHbopmaumoHHON Be3onacHOCTW.

Mpoueccbl KOMMNIEKCHON MHOPMaTU3aLUN Pa3BUTUA CTpaHbl 06yCNoBINBAOT aKTUBHOE
BO34EeNCTBUE NHPOPMALMOHHON 6€30NacHOCTU Ha SKOHOMNYECKYIO, COLMaIbHYIO,
MOJINTUYECKYIO N APYrne COCTaBHbIE ee HaunoHalbHOWM 6e30nacHOCTU. B Hay4HbIX
TPpyAaX OTe4YeCTBEHHbIX N 3apyBeXXHbIX y4EeHbIX-9KOHOMUCTOB NpeacTaB/IeHbI
MHOIOYMC/IEHHbIE UCCNeaoBaHns nHpopmMaunoHHom 6esonacHocTu [2-7]. OaHaKo BONMpPoC
nocTpoeHns 3hPEKTUBHON NMONTUKM obecrnedveHns nHpopmMaunoHHon 6esonacHoCTu
OCTaloTCA BCE eLlle Maslon3y4yeHHbIMU.

Llenbto paboThl ABNSAETCA paCCMOTPEHNE BUAOB U COCTaBa yrpo3 MHPOPMaLMOHHON
6e3onacHoCTW.

Ob6beKT nccnenoBaHus: MHpopMmaunoHHasa 6e30MacHOCTb.

MpeamMeT nccnenoBaHns: 0COBEeHHOCTN yrpo3 nHGopMaLnoHHoN BesonacHoCTw.
Ansa ocywecTBneHnsa NOCTaBAEHHON Lesn HeobXxoaAnMo peLlnTb 3agaun:

- paccMOTpEeTb CYWHOCTb NHPOPMALMOHHOM Be3onacHOCTY;

- pacKpbITb BUAObI Yrpo3 nHpopMaynoHHon besonacHocTn PO;

- YKa3aTb COCTaB yrpo3 nHgpopmMmaymnoHHon besonacHoCTH .

1. XapakTtepucTtuka uHpopMaLNOHHON De3onacHoOCTH



1.1 CyluHOCTb MH(POPMALMNOHHOM De3onacHOCTH

AHaMn4YHOEe pa3BUTUE SKOHOMUYECKUX, MOJINTUYECKNX, coUnarnbHbiX cobbiTun XXI Beka
cchopMynmpoBanm HoBoe npencTassaeHmne ob nHpopMaynum Kak og4HOro N3 PakTopoBs
(pecypcoB) npon3BOACTBA.

Ha MaKpoypoBHe MH(pOopMaunda yBepeHHO 3aHMMaeT No3nLnny rnaBHOro paktopa mMoLu
rocyfapcTBa, BeAb CNOCOOHOCTL rocyfapCTBa pacnojlaraTb COBPEMEHHbIE
MH(OPMALIMOHHbIE TEXHOIOT MK NO3BOIAET 3(P(PEeKTUBHO YNPaBaATbL NHPOPMaLUVEN.
3HaHMe rocyfapCTBOM TakKoW CNOCOBHOCTBIO - MYy Thb K AasibHeNLWeMY HapalwMBaHUIO
CBOEN 3KOHOMMYECKON N BOEHHOW NpoYHOoCTK [3].

Ha MnkpoypoBHe 06beM, 0CTOBEPHOCTb, LLeSIOCTHOCTb, KayecTBO 06paboTku
MHopmMaumm onpenenseT 3PPEKTUBHOCTb AENCTBUN MeHeXMeHTa npennpuaTng, a,
criegoBaTesibHO, akTyansnpyeT NCNoJib3oBaHWe NHHPOPMALMOHHbLIX TEXHOJIOMUW B
yrnpaBieHUN OEeHEXHO-KpeaNTHbIMU, PUHAHCOBbIMU, COLMA/IbHO-OKOHOMUYECKNMN
npoueccamm gaHHoro npepgnpuatTusa. «<bes Heobxognmoro obrema n KavyecTsa
MHOpPMaLMM HEBO3MOXXHO obecnedyunTb pa3BuTme NpegnpuaTmns Ha ocHoBe
BbICOKOTEXHOJIOrMYHOro Npon3BoaCcTBa, 3PPEKTUBHbLIX METOA0B OpraHun3auum Tpyna»

[7].

Ha cerogHAWHNN OeHb CywecTByeT MHOIMO NogXxon0B K onpefeneHnto TepMrHa
«MH(popMauuna». Tak, HanpumMep:

e NMH(pOPMALMSA - 3TO LOKYMEHTUPOBAHHbIE UM NYyDBAMNYHbIE CBEeAEHUA O COBLITUAX U
ABNIEHNAX, MpoOUCXoasaWmx B obLecTBe, rocygapcTBe N oKpyxatuwien cpeae [8];

e MHOPMaUKMSA - NpeacTaBnaeT cobonm pesynbTaT oTpakeHnsa n obpaboTkm B
4esloBEYECKOM CO3HaHUK MHOroobpa3sns oKpy>KaloLwero Mmpa, CBeAeHUn o
npenmeTax, OKPY>XatloLL X YesioBeKa, ABNEHNA NPUPOLAbl, 4eATENbHOCTb APYruX
nogen n 1. n. [5].

FnobanbHble Npouecchl MHGQOPMaTU3aUnM obuiecTBa rocyaapCcTB MMpa U LUNPOKOe
BHeZpeHne MHPOPMaLIMOHHbBIX TEXHONOI A (KaK XapaKTepHble YepTbl HbIHELWHEro BeKa),
NX BAMSIHNE Ha BCe cdhepbl pa3BUTUS 3TUX rOCYOaPCTB, BbIABUraeT Ha NepPBbIA NJaH
BOMpockl obecrevyeHns nHpopMaunoHHon 6esonacHocTn. OT B3BELIEHHOW MOJNTUKN
NH(MOPMaLUMOHHOM 6e30NacHOCTK, OT CTENEHN 3aLLULLEHHOCTW, MOJIHOTHLI U
[OCTOBEPHOCTU MHHOPMALMN B COBPEMEHHOM MUPE 3aBUCUT CTabUNbHOCTb COLMANbHO-
3KOHOMMYECKOW CUTYyauumn rocyaapcTBa, COXpaHeHUs npaBonopsaka, obecneyeHns npas
ee rpakaaH.



MonpobyeM npoaHann3mpoBaTb TEPMUHOIOTMIO MO NHOPMALIMOHHOM Be3onacHoCTH.
OCHOBHbIe onpenesieHns CyLHOCTU MHPOPMALIMOHHOM 6e30MacHOCTY YKa3aHo B
MHOFOYNC/IEHHbIX HOPMATMBHO-MPABOBbLIX aKTaX LIEHTPaJIbHbIX OPraHoOB
3aKOHOAATEesIbHOW U UCMOSIHUTENBbHOM BNACTMW.

MHOro4Ync/eHHbIE NCCNefoBaTENN NpeanaratoT cneaylme MHEHUS OTHOCUTESNIbHO
paccMaTPMBAEMOro TepMUHa:

e Noa MHMOPMaLNOHHON 6e30MacHOCTbIO MPeanNpPUATUA NpeasaraeM NoHMMaTb
obuiecTBeHHbIE OTHOLWEHNS MO CO34AaHUI0 U MOAAEP)KAHUIO HA LOJIXKHOM YPOBHE
XXN3HEeOEeATebHOCTN NHPOPMALMOHHON CNCTEMbI CyObeKTa XO03NCTBEHHOM
nearenbHocTwn [7];

e NMHopMaLUMoHHaa 6e30MacHOCTb - COCTOSAHME NH(OPMALIMK, MPU KOTOPOM
obecne4ymBaeTCsa coxpaHeHne onpenesieHHbIX NoANTUKON 6e3onacHOCTN CBOUCTB
nHgopmaumn [1];

e NMHOpPMaLMOHHaa 6e30MacHOCTb - 3TO COCTOSAHME 3aALNLLEHHOCTW
NHopMaLMOHHONW cpebl obuiecTBa, obecnevymBaeT ero hopMupoBaHume,
NCNoJsib30BaHME N pa3BUTUE B MHTEpecax rpa>kgaH, opraHnsaumm, rocygapcrea [1];

e MH(OpMaLUMoHHasa 6e30nacHOCTb - NpeacTaBnseT cobon CoOCTosAHNE 3aLLUMULLEHHOCTN
notpebHocTen B HOPMaLMK JINYHOCTK, obLiecTBa U rocygapcTBa, NpY KOTOPOM
obecneymBaeTCs UX CyLleCcTBOBaHME N NPOrpeccMBHOE pa3BMUTUE HE3ABUCUMO OT
Ha/INYNA BHYTPEHHUX N BHELUHUX MHPOPMALMOHHbIX Yyrpo3 [2];

e NoA MHopMaLNOHHON 6e30MacHOCTbIO cnefgyeT NOHUMATb O4HY N3 CTOPOH
paccMoTpeHUs MHPOPMALMOHHBLIX OTHOLLIEHUA B paMKax MHPOPMaLVMOHHOI0O
3aKoHoOaTeNIbCTBa C NO3ULWNA 3aLLMNTbl XKU3HEHHO Ba>XHbIX MHTEPECOB JINYHOCTN,
obuwecTBa, rocygapcTBa U akKUeHTUPOBAHNE BHUMAHNA Ha yrpo3ax 3TUM MHTepecam
N Ha MexaHM3Max yCTpaHeHUs NN NpenoTBpaLleHNs TakKNX yrpo3 rnpaBoBbIMU
MeTonamm [1].

3acny>xmBaeT OTAE/IbHOr0 BHAMaHUA UCCef0BaHNA CYLLHOCTY aHaIn3npyemMoro
TepMuHa aBTopamu [4]. OHM NpeanaratoT BblAENTb Ciefyowme TpyU acnexkTa
onpeneneHns CyLHOCTU «MHPOPMaLMOHHaa 6e30MacHOCTb»:

1. HopMaTUBHO-NMPaBOBOMN (OCHOBLIBAETCHA Ha aHa/IN3e HOPMATUBHO-NPABOBbLIX aKTOB) -
paccMaTpuBaEeT KakK HeOTbeMJIEMYIO HYaCTb NOJINTUNYECKON, SKOHOMUYECKOWN,
060pOHHON 1 APYrMUX COCTaBAALWMX HauMoHanbHoW Be3onacHocTn [3];

2. NOKTPWUJIbHbIA (MCXO4A N3 aHaIM3a TPaKTOBOK TepMUHa B paboTax
nccneposaTesien, CneumannucToB B 3TON OTpacau)



a) Npn NHGOPMaLUNOHHON 6e30MacHOCTbIO MOHUMAKT COCTOSAHME MPaBOBbIX HOPM U
COOTBETCTBYHOLMNX UM NMHCTUTYTOB B€30MacHOCTN, KOTOPbIE FAaPaHTUPYIOT MOCTOSAHHOE
Han4ne faHHbIX 418 NPUHATUA CTPaTernyecknux peLlueHmnin n sawmrta NHPopMaLNOHHbIX
pecypcoB CTpaHsbl [5];

0) nHpopMmaymnoHHaa 6e3onacHOCTb - 6e30nacHOCTbL 06beKTa OT MHHPOPMALMOHHbIX
YrpO3 NUan HeraTUBHbIX BO3AENCTBUN, CBA3aHHbIX C MHOOPMaUMNEN N Hepa3rialleHne
OAHHbIX O TOM UM MHOM 06bEKTE, COCTaBIALMNX FOCYAapPCTBEHHYIO TanHy [6];

B) MH(OPMaLMOHHasa 6e30NacHOCTb - 3TO 3aWMNLLEHHOCTb YCTAHOBIEHHbIX 3aKOHOM
npaBns, N0 KOTOPbIM NPONCXOAAT MHPOPMALIMOHHbIE NPOLLECCHl B roCcyfapcTBe,
obecnevymBaloWMX rapaHTUpoBaHHble KOHCTUTYLMNEN YCNOBUA CyLLECTBOBAHNSA 1
pa3BUTUA YesioBeKa, Bcero obuwiectsa n rocygapcTtea [7];

r) HauMoHasbHas MHpoOpPMaLUMOHHaa 6e30NacHOCTb - 3TO 06LEeCTBEHHbIE OTHOLLEHUS,
CBSI3aHHbIe C 3aLUNTON XXN3HEHHO Ba)KHbIX MHTEPECOB YeNoBeKa U rpakaaHuHa,
obLwecTBa 1 rocyfapcTBa OT peasibHbIX U NOTEHUMasNbHbIX YFPO3 B MHHOPMALMOHHOM
MPOCTPaHCTBE, 4TO ABNSeTCA HEO6X0ANUMbIM YCIOBMEM COXPAHEHNA N MPUYMHOXEHUS
OYXOBHbIX N MaTepuaibHbIX LLEeHHOCTEN Hauuun, NporpeccnBHOro pasBuUTUS CTPaHHbI,
3aBUCUT OT UesieHanpaB/ieHHOW MH(OPMAaLNOHHON NOJIMTUKN rapaHTU, OXpaHbl,
060pOHbI, 3aLLMTbI €€ HaUNOHaIbHbIX MHTepecoB [8];

3. SHUMKonegn4eckn (B oCHOBE - aHaIN3 onpeaeneHnn, NpuBeaeHHbIX B C1I0BapsX,
3HUMKNoNneaunsax) - HpopMmaymnoHHaa 6e30nacHOCTb O3HAYaeT:

a) 3aKoHodaTeNbHoe hopMUpPOBaHNE FrOCYAAaPCTBEHHOM MHOPMALMOHHON NONUTUKN;
obecne4yeHuns ceoboabl MHPOPMALNOHHOW OeATENIbHOCTU 1 NpaBa A0CTyna K
MHpOPMaL MM B HALUMNOHAIbHOM MH(OPMALIMOHHOM MPOCTPAHCTBE CTPaHbl; CO34aHNE U
BHeapeHne 6e30nacHbIX MHPOPMALMOHHbBIX TEXHONOTMUI;

6) oxpaHy rocynapCTBEHHOW TalHbl, @ TakK)Xe MHOPMaLMKX C OrpaHNUYEHHbIM AOCTYMNOM;

B) 3aWMTa HaLMOHaIbHOrO NH(OPMALIMOHHOIO NPOCTPAHCTBA CTPaHbl OT
PacnpoCTPaHEHNS UCKa)XEHHOM AN 3anpeLleHHON Ans pacnpoCcTpaHeHUN
NHMOPMALMOHHOW MPOAYKLWN.

AHann3 nepevyncsieHHbIX NOAX000B K TPAKTOBKE TepMUHA «MHMOPMaLMOHHas
6e30MacHOCTb» MO3BOJISAET BblAENTL €e CeAyoLme CyLHOCTHbIE XapaKTePUCTUKN
(4epTbl). UTak, nHupopmaunoHHasa 6e3onacHOCTb - 3TO:

e COCTOSAAHME 3aLNLLEHHOCTN MHPOPMALIMOHHOIO NPOCTPAHCTBA;



e COCTOSIHME 3aLLUNLLEHHOCTN HAaUMNOHaJIbHbIX MHTEPEeCcoB CTPaHbl B MH(PpOPMaLNOHHON
cpene;

e 3alLNLLEHHOCTb YCTAHOBJIEHHbIX 3aKOHOM MpaBuJl, MO KOTOPbIM MPOUCXOOAT
NHOPMaLIMOHHbIE NPOLECCHl B rOCYy4apCTBe;

e 0OLLECTBEHHbIE OTHOLLUEHUSA, CBSAI3aHHbIE C 3aLUNTON XXU3HEHHO Ba>XHbIX MHTEPECOB
yesoBeKa U rpakaaHnHa, obuecTsa 1 rocygapcTBa OT peasibHbIX U
noTeHUManbHbIX Yrpo3 B MHPOPMALNOHHOM NPOCTPAHCTBE;

e HEOTbEMJIEMAA YaCTb MOJINTUYECKOWN, SKOHOMUYECKOWN, 0OOPOHHOW N APYruX
CoCTaBAsAOWMNX HaunoHanbHon 6besonacHocTu [4].

Taknm obpa3oM, nHpopMaumoHHas 6e30nacHOCTb SBASIETCS OA4HOW N3 COCTaBASIOLWMNX
YCTOWYMBOro pasBUTUSA BCEro rocygapcTBa, a npouecc obecnevyeHns NMHMOPMaALIMOHHOWN
6e30nacHOCTU HeOBX0ANUMO MOHMMATb KakK: «... OIHO U3 r10b6anbHbIX N NPUOPUTETHLIX
3a/@4 OpraHoB rocyapCTBEHHOr0 YrpaBJ/IEHUS, PELLEHNIO KOTOPOro A0/KHbI ObITh
NOAYUHEHbI MOJINTUYECKAs, DKOHOMUYECKasi, BOEHHas!, Ky/ibTypHas u apyrve Buibl
NessTeNbHOCTU CUCTEMbI TOCYyJAapPCTBEHHOIO yrnpaBieHus »[4].

B npouecce nccnenoBaHnsa MHGOpPMaLNOHHOM 6€30MacHOCTY Ba>XKHbIM BOMPOCOM
BbICTYNAE€T MOHUTOPUHI YIrPo3 U PUCKOB, KOTOPbIE MOFYT YrpoXXaTb ee 3pheKTUBHOCTW.

NHdpopMauUVOHHbIE Yrpo3bl MPeACTaBAA0T ONaCcHOCTb ANA nHAnBMAa, obuiecTtsa v
rocypapcTtBa. «Peanusauns yrpos 1 nepepactaHusa Ux B OMacHOCTUN CBMAETENbCTBYET O
HEe3(PEKTUBHOCTN PYHKLNOHNPOBAHMSA CUCTEMbI FOCYAAapCTBEHHOM O YrpaBieHuns
NHopMaLMOHHON 6e3onacHOCTbIO» [4]. YNpaBseHne yrpo3amMmm n onacHOCTAMM
cnocobcTByeT NX yCTPaHEHUIO.

Yrpo3bl MHPOPMALIMOHHON 6&30MacHOCTN MOXKHO TPAKTOBATh KaK COBOKYMHOCTb
BHYTPEHHUX U BHELLUHWUX YCJIOBUM, KOTOPbLIE MOTYT HaHeCTU yLuepb nHTepecamM IMYHOCTH
n obuiecTBa Yepes HexxenaTesibHble MHPOPMaLIMOHHbIE aTakn Ha COOTBETCTBYlOLLNE 06
06beKTbl NHHOPMALIMOHHOW NMHDPACTPYKTYpPbl FOCyAapCTBa.

AKTYasIbHOCTb U3Yy4YeHUs yrpo3 nHpopmMaunoHHom 6e30nacHOCTN NOATBEP)KAAET B CBOEN
paboTe n [6]: «.YunTbiBas TOT (pakT, 4TO NoA BANSHUEM MH(POPMALNOHHbBIX aTaK MOXeT
LeneHanpaB/€HHO U3MEHATLCA MUPOBO33PEHNE N MOPasib KaK OTAEsIbHbIX NNL, Tak U
obuiecTBa B LIe/IOM, HaBA3bIBAOTCHA YY)KNE MHTEpPEeChl, MOTUBLI, CNOCO6 XKNU3HK, Ha
rnepBbiv NaaH cneagyeT aHan3 CYyWHOCTU 1 dOpPM NPOSABIEHUN COBPEMEHHbLIX METOA0B
CKPbITOro arpecCcMBHOro BO3AENCTBUSA, NPOSABSIEHUSA AENCTBUINA, UMEKLNX
LeneHanpaB/eHHbIN arpeCcCMBHLIN XapaKTeP N KOTOpPblE MPOTMBOPEYaT UHTEepecam
HauMoHasbHOM 6e30nNacHOCTU U BbipaboTKa MexaHU3MOB NPOTUBOAENCTBUSA UM BO BCEX



HanpaBJIEHNAX ».

Ncxons N3 MHOMOYUCIEHHbBIX UCCenoBaHU [2-4] MOXXHO BblAeNnTb cnenyoume Buabl
Yyrpo3 nHgpopmMaLmMoHHON 6e30nacHOCTK:

e YIrpO3bl BO3AENCTBUA HEKAYECTBEHHOW MHGOPMaLUM (HeAOCTOBEPHOW, JTOXKHON,
Ae3nHgpopmMaumnmn) Ha IMYHOCTL, 0B ecTBO, rocynapCcTBO;

e YrpO3bl HECAHKLMOHMPOBAHHOIO N HEMPAaBOMEPHOIr0 BO34ENCTBUS MOCTOPOHHUX
NN, Ha MHOopMaL MO N NHPOPMaLMOHHbIE pecypcChbl (Ha NPOU3BOACTBO
MHopMaummn, MHPOPMaLMOHHbIE PeCypCbl, Ha CUCTEMbl NX POPMUPOBAHUSA U
NCNOJIb30BaHMNA);

e cboun B paboTe obopynoBaHMsa (MOXKET BO3HUKHYTb Npu BJ0KMpoBaHMKM A0CTynNa K
OLHOMY UM HECKOJIbKUM pecypcaM MH(POPMALNOHHON CUCTEMDbI);

e Yrpo3bl MHpOPMaLMOHHBIM NpaBaM U ceobogaM NMNYHOCTK (NMpaByto Ha
Nnpon3BOACTBO, pacnpoCcTpaHeHne, NoUCK, NosyvyeHune, nepenady NCrosib3oBaHue
NHOPMaLLMKM; NpaBy Ha MHTeNNEeKTyaNlbHYt0 COBCTBEHHOCTb Ha MHOPMaLMIO U
MaTepuasbHyto COBCTBEHHOCTb Ha AOKYMEHTUPOBAHHYIO MHGOPMaLUMIO; NpaBy Ha
NINYHYIO TalHy; NpaBy Ha 3alnUTy YeCTU U LOCTOMHCTBA U T. A4.)

NCTOYHUKIM Yyrpo3 pa3aensitoT Ha Tpu rpynnbl:

e MiepBad rpynna - NCTOYHUKKN Yrpo3 nHhpopMaummoHHOM 6e30nacHOCTN INYHOCTK (TO
ecTb obecnevyeHnto KOHCTUTYLMOHHbIX NpaB 1 cBobo YenoBeka 1 rpa>kgaHMHa Ha
OOCTYN K OTKPbITON MHOPMaLMK, HA NCMONb30BaHMe NHhopMaLnm B UHTepecax
OCYLLLEeCTBJIEHUSA HEe 3anpeLLeHHON 3aKOHOM AeSATesIbHOCTU, a TakXXe B 3aluuTe
nHpopmMaummn, obecneymsatowen AM4Hyt0 6e30nacHOCTb, AYXOBHOE U
WHTEeNNeKTyasibHOe pa3BuTue. NMNpumep, CyLleCTBEHHOE paClUMPEHNE BO3SMOXXHOCTM
MaHUNYMPOBaHUSA CO3HAHMEM YesIOBEKA 3a CYeT hopMMPOBaHMSA BOKPYT Hee
WHONBMAYANbLHOIO0 «BUPTYaJsIbHOro MHPOPMALMOHHOIMO MPOCTPAaHCTBa», a TakxXe
BO3MOXXHOCTb NCMOJIb30BaHNS TEXHOIOrNIA BO3AENCTBUS Ha €ro NCUXUYECKYHO
NesaTeNIbHOCTb);

e BTOpPaAs rpynna - NCTOYHUKMN Yrpo3 nHpopMmaymnoHHon besonacHocTn obulecTsa
(HenpepbIBHOE YCJ/IOXKHEHMNE NH(POPMALIMOHHbBIX CUCTEM N CETEN CBA3N KPUTUYECKN
Ba>KHbIX MHPPACTPYKTYp obecnevyeHns xn3Hm obuwecTtsa. lNMpnmep: yMbilWIEHHbIE U
HeyMblLWNeHHble OWNbKK, Cbon N 0TKasbl TEXHUKKN U MPOrpaMMHOro obecnevyeHus,
BpeLHOEe BO34EeNCTBUE CO CTOPOHbI MPECTYMHbIX CTPYKTYP U KPUMUHATIbHbIX
3/1IeMEeHTOB, paclunpeHme MmacluTaboB 0Te4eCTBEHHON N MeXAYHAapOo4HOMN
KOMMbIOTEPHOW MPECTYNHOCTU, OCYLLLECTBJIEHME MOLUEHHUYECKUX onepaunsx
ncnosb3oBaHueM rnobanbHbIX NN 0Te4eCTBEHHO MH(OPMALIMOHHO-



Te/IeEKOMMYHUKALNOHHbIX CUCTEM, OTMbIBaHUe (DMHAHCOBbLIX CPeACTB, MOJTYYEHHbIX
MPOTUBOMNPABHbLIM MyTeM);

e TPETbA rpynna - NCTOYHMNKN NHGDOPMaLNOHHON 6e30MacHOCTN rocynapcTBa
(nony4YeHne NpPOTUBOMPABHOIro A0CTYMNa K CBEAEHUSM, COCTaBAOLWNM
rocyflapCTBEHHYIO TaHy, B ApYron KOHPUAeHUNnaIbHON NHpOopMaLMKN, packpblTne
KOTOPOMN MOXET HaHeCcTu yuwepb rocygapcTBy; MOMNbITKU peanmsaynm KoHUenunm
BefeHNsS NHPOPMALMOHHLIX BOWH; HEKOHTPOJIMPYEMOE pacnpoCcTpaHeHne
NH(OPMaLMOHHOIro opyxus) [1].

OcTaHoBMMCA 6osiee NoAPOOHO Ha NOHATUN «MHMOPMALIMOHHAsA BoHa». OHa
npencTaBnsieT coboi BbICLIYIO CTeNeHb NH(MOPMaLMOHHOIO NpoTMBobopCTBa,
HanpaB/iieHHas Ha pelleHne obLEeCTBEHHO-NOINTUYECKUX, NOE0N0r NYeCKUX,
HALMOHANbHbIX, TEPPUTOPUASIbHBIX KOH(DJINKTOB MeXay rocyaapcTBamMum, Hapoaamu,
HaALUMWAMN U COLIMAJIbHBIMU FPYNMamMu NyTeM LUMPOKOMACLLUTAabHON peannsaumm cpeacTs u
MEeTO[0B NHPMOPMALMOHHOIO OPYXKUS.

NHMopMaLMOHHas BOMHA BKJIOYAET cieayolie gencTBus:

1. oka3aHnA BAUSAHNA Ha TeNIEKOMMYHUKaLUNW, TPAHCMOPTHbIE CEeTU U ToOMY nofobHoe;
2. NMPOMbIWIEHHbIN WNWOHaX (HapyLleHne npaB UHTeNNeKTyaslbHOW cOBCTBEHHOCTM,
npoBefeHNs KOHKYPEeHTHOW pa3BelKun, XULLEHNA NaTeHTOBaHHON NH(opMauun);

e XaKWUHI (M3710M N UCNONb30BaHNSA JINYHbLIX OAHHbIX, MHPOPMaLUUN C OrPaHUYEHHbIM
nocTtynom) [4].

NHpopMauUnOHHOE opyXKne SBNSeTCH OCHOBHbIM MHCTPYMEHTOM OCYLLLECTBIEHUS
MHGPOPMaALMOHHOW BOMHLI, N NpeacTaBnseT cobon COBOKYNHOCTb CPeacTs, METOAOB U
TexHonormm, obecneymearOLWmMX BO3MOXKHOCTb CUIOBOr0 BO3AENCTBUA Ha
MHOPMaLMOHHYIO chepy NPOTUBOMOJIOXKHON CTOPOHbI (pa3spyLlueHne ee
MHOPMaALMOHHON MHPPACTPYKTYPbI, CUCTEMbI YINPaBJsieHUsA roCy4apCTBOM, CHUXXEHNe
OYXOBHOI0 noTeHumana obuwectea).

Cpeoun Hanbonee cepbe3sHbiX 3a4a4, KOTOPble MOryT peLllaTbCs C MOMOLL b COBPEMEHHON
NH(OPMALIMOHHOWN OPYXXUNS, MOXKHO OTMETUTb:

e CO37aHMe aTMocdepbl 6€30yXOBHOCTU N 6€3HPAaBCTBEHHOCTMW;

e MaHMNYAMPOBaHUA 06LLECTBEHHbLIM CO3HAHNEM U MOJIMTUYECKON OpUeHTaUnen
COUManbHbIX FPYMNMN HaCeNeHNa rocyaapcTBa C Lesiblo Co3aaHNs NOJIMTUYECKON
HaMpPs>XXeHHOCTN 1 Xaoca;



e fecTabnnumsayns NnoINTUYECKNX OTHOLWLEHNI MeX Ay NapTuaMn, obbeguHEHNAMN U
OBVXEHUSAMUN C LEeNblo NPOBOKaLMN KOHPIMKTOB, pa3>XnuraHne Hegosepus,
obocTpeHne nonntmnyeckom 6opbObI;

e [le3nH(opMaLMA HaceneHnsa o paboTe rocyaapCTBEHHbIX OpraHoB, MNOAPbLIB NX
aBTopuTeTa, AUCKpeanTaumna opraHoB yripaBieHuns;

e MPOBOLIMPOBAHNE COLUMANbHbIX, MOJIMTUYECKUX, HALNOHAJIbHbIX U PETNTNO3HbIX
CTOoNIKHOBeHU n T.4. [11].

N3y4yeHune paspylumTenbHOro BO3AeNCTBUSA Yyrpo3 MHpopMaunoHHon 6e3onacHoCTu
BblABUIraeT Ha NepBoe MeCTOo BOMNPOChl MOCTPOEHUA SPPEKTUBHON CNCTEMBI ee
obecneyvyeHuns. B coBpemeHHOM Mupe obecrneyeHne nHpopMaLnoHHoOW besonacHoOCTH
OOJIKHO BbICTYNAaTb O4HOMN U3 Ba)KHENLWNX pyHKLNIA FrocyaapcTBa.

CopepxxaHue, Nnopanok peanmsaumm obecnevyeHmns nHhpopmMaumMoHHON Be3onacHoCTH,
WHCTPYMEHTbI, 3a4a41 1 HOPMAaTUBHOE peryampoBaHme 3TOro Npouecca 3ak/4yatoTcsa B
cnepytouiem:

e NHpopMaumoHHaa 6e3onacHoCcTb obecneymBaeTcs NpoBeaeHNEM eANHON
rocynapCTBEHHON NOJUTUKKN HaunoHanbHOM 6e30nacHOCTM B MHpOPMaLUVMOHHON
chepe.

e IHCTpyMEHTOM peannsaunm rocyaapCTBEHHOW MOJINTUKN MHHPOPMALMOHHON
H6e30nacHOCTM BbICTyNaeT cnctemMa obecneyeHmnsa MHPopMaumoHHon besonacHoOCTW.
MNocnenHas cobon npencTaBnseT opraHN3aLMoOHHOE COMeTaHNe MeponpuUATUn
(MHOPMALLMOHHOI 0, aAMUHUCTPATUBHOIO, YNPaBIEHYEeCKOro, MeTo40J10rM4ecKoro
XapakKTepa), HanpaB/ieHHbIX Ha obecnevyeHne NHhopMaLMOHHOW Be3onacHOCTH
NINYHOCTM, obulecTBa U rocygapcTBa.

3agadyamMm cncteMol obecnevyeHns MHPOPMaLMOHHON Be30MacHOCTN ABASAIOTCA:

MOHUTOPWUHI, MPOrHO3MPOBaHME peannsaunm 4ecTabnnnnpyroLmnx MakTopoB K
NHHOPMALMOHHbLIX YrPO3 XXW3HEHHO BaXKHbIM MHTEepecaM JINYHOCTK, obLiecTBa u
rocynapcTBa;

OCYLLECTBJIEHNE KOMIMJIEKCA ONEPATUBHbIX U AONTOBPEMEHHbBIX MEP MO UX
npenynpexxaeHuto n yCTpaHeHuto;

co3haHune n noaaepXXaHme B roTOBHOCTU CU 1 cpeacTB obecnevyeHmnss MHPOPMaALIMOHHOWN
6e3omnacHoCTWK;



COBEpPLIEHCTBOBAHUA roCyapCTBEHHON MOJIMTUKK Pa3BUTUA NHROPMaLMOHHON cdepbl
(co3paHne 6naronpuATHLIX YCNOBUI Pa3BUTUSA HaUWOHaNbHOW MHGOPMALMOHHON
MHPaCTPYKTYpPbl, BHEOPEHNE HOBENLLUUX TEXHOJIOMMW B 3TOW Cchepe);

obecneyeHne NMHPOPMaLIMOHHO-aHANINTUYECKOro NoTeHuana CTpaHbl.

NTak, nHhopmaumoHHas 6e3onacHOCTb MMeeT 04HO U3 NepBooYepeHbIX 3HA4YEHM ana
COLMaNIbHO-3KOHOMNYECKOro pa3BMTUSA rocyaapcTBa.

Poccusa oosmKHa NPoao/KUTb aKTUBHbIE LWaru Ha nyTn pa3Bnutua cOBCTBEHHON CUCTEMBI
NHopMaLMoHHON 6e30nNacHOCTN. BaXXHbIMM MepamMun B 3TOM npouecce OO0JIKHbI CTaTb
opraHmsaumsa n nposefeHne MHMPOPMaLMOHHLIX ONepaLmnn, a TakXXe pasBuUTNUE CUCTEMBI
cepTnunKaumm MHMOPMaLMOHHbIX MPOAYKTOB. KpoMe Toro, cuctema obecrnevyeHuns
NHOPMaLIMOHHOW Be30NacHOCTM O0/HKHa MMOKO KOPPEKTUPOBATLCA B COOTBETCTBUU C
N3MEHSAIWNMCA XapaKTEPOM BHELLUHUX U BHYTPEHHUX (DaKTOPOB OKPYXXEHMUS.

1.2. BoisiBJZIeHUe yrpo3 mH(pOpMaLNOHHOM
be3sonacHocTM

Yrpo3bl UHHOPMALMOHHON 6&30MaCHOCTM MO CBOEN aKTya/IbHOCTU 3aHUMAlOT BTOpOe
MEeCTO Cpeli OCHOBHbIX Yrpo3 613Heca, Taknx Kak 3KOHOMMYecKas HeCTabuibHOCTb,
MPOMbILLIEHHbIN LUMUOHAX, XULLIEHNE UHTEeNNEeKTYalbHOM COBCTBEHHOCTU, HAaHeCeHUs
Bpeda penyTauum n Tomy nogobHoe.

Takon BbIBOA, CAeNann 3KCNepTbl N0 pe3ysibTaTaM COBMECTHOIr0 nccaenoBaHus
«MNHopmaumoHHasa 6esonacHoCTb 6usHeca, 2015» [12], koTopoe B 2015 roay 6bino
npoBeAeHO B 22 CTpaHax MUpa n3BectHon B ob6nactm nHpopMaLlmMoHHON 6e30nacHOCTH
POCCUINCKON KOMMaHnen «Jlabopatopusa Kacnepckoro» COBMeCTHO C KoMmnaHuen B2B
International (BennkobputaHus), cneumann3npyeTcsa Ha NpoBeaeHUN NCccnenoBaHnin ong
bun3Heca No WMPOKOMY Kpyry BOMPOCOB.

Mpn 3TOM B OTYETE rOBOPUTCS, YTO HET OCHOBAHWUIA FrOBOPUTb 06 YMEHbLLUEHUN YPOBHS
yrpo3s nHhopmaumoHHon 6e3onacHocTy B 6avikaliwee BpemMs. HanpoTume, 3KCNepThl
0XKNOAT POCTa MHTEHCMBHOCTM Yrpo3, MOBbILLIEHWNE YPOBHS UX TEXHNYECKOrO
COMPOBOXXAEHMNS N BO3SHUKHOBEHUS HOBbIX.

Takoe NosioXXeHne fen He MOXKeT He BbI3BaTb MHTepeca 3KCNepToB B ob6nacTu
nHdopMaLmoHHoM 6e3onacHOCTU. Begyuine MmpoBblie KOMMaHUN N YyYpeX OEHUS B



obnacTn nHpopmaunoHHom 6esonacHOCTK 1 6e30MNacHOCTM rocyaapcTBa B TeYEHME
nocnegHnx NeT Nepuoanyeckn NpoBoANAN NCCNenoBaHNA 3alNLLEHHOCTW
NH(POPMALIMOHHBIX CUCTEM, B TOM YMCJIE U C TOYKM 3PEHUSI HECAHKLIMOHUPOBAHHOM
yTeuyku nHhopmaumn.

Cpenun HUX, HanpuMmep, COBMeCTHble nccnenoBaHna ®bP 1 MHCTUTYTa KOMMbIOTEPHON
be3onacHocTn CSI (CLLUA) «Computer Crime and Security Survey», nuccnegosaHue
koMmnaHun Ernst & Young «Global Information Security Survey, nccnenosaHus
poccunckmnx kom gam InfoWatch n Jlabopatopum Kacnepckoro [13], nepuoanyeckmne
nccnenosaHusa komMmnaHmm Perimetrix «lMepcoHanbHble gaHHble B Poccuun» [14] n pag
Apyrmnx nccnenosaHun. NpueegeHHble NCCefoBaHNs MPOBOAUINCE NYyTEM
aHKeTMpoBaHUA a3KcnepToB B 06s1acTu MHpopMaLMOHHON 6e30NacHOCTU U ynpaBiaeHNs
O13HeCoM 1 aHasnn3a aHKeT onpoca.

B Ka4yecTBe 3KCNepToB NPUBJIEKASIUCb COTPYOHUKN Pa3SINYHbIX MO BEJINYNHE U 061:emy
ycnyr KOMMaHNI B Pa3/IN4YHbIX OTpPacnAax X038NCTBa U3 pa3HbIX CTpPpaH MWUpPa, pa60Ta
KOTOpPbIX CBA3aHa C BOMNpocCaMun I/IH(i)OpMaLI,I/IOHHOVI B6e3onacHocTn, UT - TexHONOrMaMmn n
ynpaBJieHneM ydypexageHnamMmm n opraHnsaumnamMmn.

C TOYKW 3pEHNSA HEKOHTPOJIMPYEMOWN YTEYKN AaHHbIX 3@ NepnMeTp MHPOPMaALMOHHbIX
CUCTEeM, 3acC/lyXMBaeT BHUMaHUA nccnegoBaHme «I nobasnbHoe nccnegoBaHue yteyek
KopnopaTUBHOMN MHOPMaLUN U KOHpegnumanbHblX gaHHbIX» [15], KoTopble
nepuoanyeckn NpoBoAMINCE B Te4eHne nocnenHux net komnaHuen InfoWwatch.

MeToaunKa TakKnx nccnefoBaHNM OTAMYaeTCsa OT MEeTOAMK NpeaBapuTesibHO
NnpUBeOEHHbIX UCC/Ie40BaHUA TEM, YTO aHANIM3NPOBAJIUCE HE TOYKU 3PEHUSA SKCMEPTOB
no TeéM UM UHbIM BONPOCaM MHGPOPMaLNOHHONM 6e30nacHOCTU, a 3aUKCMPOBAHHbIE N
obHapoaoBaHbl B 06LLEeA0CTYMHbIX cCpeacTBax nHgopmaumn (CMU, Internet n 1.4.)
C/ly4an HEKOHTPOSIMPYEMON YyTEeYKN MHpopMaLMn 3a nepuMeTp MHPOPMaLMOHHbIX
cucteM. B paHHOM nccnefoBaHUM aHaAIM3UPOBAIUCL NHUNOEHTbI N0 NHHOPMALMOHHON
6e30MacHOCTKN, CBSA3AHHbIE UCKJIIOYUTESIbHO C YTEYKON AaHHbIX. B HEero He BowWAN, HO He
aHaN3NPOBaINCh AaHHble 06 MHUMAEHTaX, CBA3aHHbIX C BHELWHUMM Yrpo3amMum
MHopMaLMOHHOW 6e30nacHOCTM (BUPYChl, BHELLHNE KOMMbIOTEPHbIE aTakn, DDoS,
PULWNHE 1 T.4.).

NHbIMK cnoBamu, nccnenoBaHne KacaeTCs UCKIIYNTENIbHO NpobneMbl yTevykn
NHMOPMaLUMN 3a Npenesbl 3alULLEHHbIX MHPOPMALMOHHBIX CUCTEM YUYPEXOEHUN U
OopraHu3auuini No TeM UJN NHBLIM NpUYMHaM. MNMpn 3ToM pe3ynbTaTbl UCCNEN0BAHUNA,
NpPoBeAEeHHbIX MO PA3/IMYHBIM METOAMKAM, He NPOTMBOPEYAT APYr APYry U, B OCHOBHOM,



coBMagatT. OTO AaeT NpPaBO BOCMOJIb30BATbLCSA UMW AJ151 BbISB/IEHUS TEHAEHLUWIA
pPa3BUTUA Yyrpo3 MHPOPMaLMOHHON 6e30MacHOCTN, X XapakTepa U MHTEHCUBHOCTM
BO3HMKHOBEHUNS, @ TaK)XXe OLUEHUTb pe3ysibTaTbl, MOJIy4YEHHbIE OT BHEAPEHMUSA TEX NN
WHbIX METOA0B N CUCTEM NPOTMBOAENCTBUSA Yrpo3aM.

Kak n3BecTHO, COBpeMeHHble TexHOoNornm obpaboTkm nHpopmaumu, n nepcoHasibHbIX
OaHHbIX B TOM Yucre, npegycMmaTpuBatoT ncnonososaHme NC [16, 17]. Takne cucrtemsl
npeacTaBnsaoT cobon B3aMMOCBA3aHHYO COBOKYMHOCTbL CPeACTB, METOAOB M NepcoHana,
obecneymBatowmx cb6op, xpaHeHne, obpaboTKy, nepenady n BOCNPon3BeaeHNE
NH(OPMaLIMK C Lesibio AOCTUXKEHNA NOCTaB/IEHHOWN Lenn.

NHdopMmaumns asnseTcs ueHTpasbHbIM KoMmnoHeHToM UC. Mpu 3ToM obbekTamMun 3anThl
CTAHOBATCA MH(OPMaLMOHHAs cUCcTeMa, B KoTopon obpabaTbiBaeTCs MHGOPMaLMA C
NCcnosib3oBaHMeM onpeneneHHbIX NHPOPMALMOHHbBIX TEXHOIOM W, NH(POPMaLNOHHbIE
TexHosIormm n, cobCcTBeHHO, cama UHgopmMaLms.

Cpean yrpo3 nHgpopmMaunoHHon 6e30nacHOCTX BbiAENAIOT ABE FPynnbl Yrpo3:
BHYTpPEeHHMEe 1 BHelwHue [18].

K BHELUHMM yrpo3am OTHOCSITCS Yrpo3bl, KOTOPbIE BO3HUKAKT U ynpaBnsieMbiX BHe UC,
OTHOCUTE/IbHO PECYPCOB, KOTOPbIX OHW HamMpaBJieHbI.

BHYyTpeHHMe yrpo3bl BO3HMKAOT HenocpeacTBeHHo B npeaenax NC. OHM MoryT
nocTynaTb OT TEXHNYECKOro obopynoBaHNSA, HECOBEPLUEHHbIX MPOrpPaMMHbIX CPeACTB U
nepcoHana.

Kak nokasbiBalOT NpoBeAeHHble NCciief0BaHNsA, NPOTUBOLENCTBUSA Yrpo3am
NHOPMaLLMOHHOW Be30nNacHOCTY yaensaeTcsa onpenesieHHoe BHMMaHMe CO CTOPOHbI
onepatopos NC. MNMpakTnyeckn Bce onepaTopsbl BHeapwuan B coctas NC cpenctaa
NMPOTUBOOENCTBUSA KaK BHYTPEHHUM, TaK N BHELWHNM yrpo3aM.

Tak CNI0XKWA0Ch, 4TO NPOTUBOAENCTBUS BHELLIHUM Yrpo3aM yaenanocb 6onbLue
BHMMaHUSA, 4eM NPOTUBOLAENCTBNSA BHYTPEHHUM yrpo3aM. [epumeTp nHHOpMaLMOHHOM
CUCTeMbI 3allmLLancsa B bonbllen cteneHn, Y4emMm MUHUMU3NPOBAIN BHYTPEHHMNE YIPO3bl.
Mo3TOMY Ha CEroAHSLWHNA AeHb CpeacTBa NPOTUBOAENCTBUSA BHELWHUM yrpo3am
BHeOpeHbl bonee LWNPOKO, YeM CpeaCcTBa NPOTMBOLAENCTBNSA BHYTPEHHUM Yrpo3aM.

NyTem BHeApeHUsA Mep NPOTUBOAENCTBMSA Yrpo3aM MHPOPMaLMOHHON 6e30macHOCTH
onepaTopbl NC gocTturam onpenesieHHOro YpoBHSA 3alWUTbl UX OTOEJIbHbIX KOMMOHEHTOB
n C B LeNoM OT BHELUHUX Yrpo3 nHpopmMmaumnoHHom 6esonacHocTu. Takne



MHPOPMaALMOHHbLIE CUCTEMbI Ha3bIBAKOT 3alumueHHbIMN [17] n, c onpefeneHHbIM
YPOBHEM BEPOATHOCTU, MOXKHO YTBEpPXAaTb, 4TO MHpopMauus, npopabaTbiBaeTcs
TakKUMN CUCTEMaMU, B UX Npegenax, 3almniueHa oT BHeWHMNxX yrpo3. lNpu 3ToM oCTpbIM
OCTaeTCs BOMPOC NPOTMBOAENCTBUA BHYTPEHHUM Yyrpo3amM MHPOPMaLNOHHOW
0e30nacHOCTN, aKTyas/IbHOCTb KOTOPOro pacTeT.

Tak, ecnn no pesynbTaTtam nccnepgosaHua «Mnformation security breaches survey 2006»,
nposefeHHOro MexayHapoaHonm koMmnaHunen Price Waterhouse Coopers 8 2006 roay,
CYNTaNN aKTyasIbHbIMM BOMNPOCHLI MPOTUBOAENCTBUSA BHYTPEHHUM yrpo3am
nHdopmMaumoHHon 6esonacHoCcTM 32% 3KkcnepToB B 06/1acTn MHpoOpMaLNOHHON
be3onacHocTn 1 6esonacHocTm busHeca, To B 2011 roay akcnepTbl U3 ®BP n MHCTNTYTA
KomnbloTepHoun 6e3onacHocTu CSI (CLUA), no pe3synbTaTaM nccnegosaHusa «Computer
Crime and Security Survey 2010/2011», npoBegeHHOro C TOM e aygutopuen
3KCMepToB, Npu3Hanu npobsemMy NPOTUBOAENCTBUA BHYTPEHHUM YIrpO3am
NHOPMaLMOHHON Be30NacHOCTM B KaYyecTBe NPUOpPUTETHON. MNHUMN3NPOBATbL Takue
Yrpo3bl MOXKHO NyTEM BHEeAPEHUSA CUCTEM NMPOTUBOLAENCTBUSA BHYTPEHHUM Yyrpo3am
NHopMaumoHHoOW 6e3onacHOCTW.

N3BeCTHbI YeTbIpe KacCa TakKUX CUCTEM.
Cpenn Hux:

e CUCTEMbl MOHUTOPUHIA N AYAUTA;

e CUCTEMbI ayTEHTUPUKALWN;

e CPeACTBaA LWNGPOBAHNS;

e CUCTEMbI OOHapPYXXEeHUs U NpeaynpexxaeHna yTevykn nHhopMaunu.

CncrtemMa MOHUTOPWUHIA U ayauTa NMO3BOJAIT PErncTpupoBaTbh 4ENCTBUSA NOJSIb30BaTesNIeEN
n npoueccos B IC, B TOM 4yncse encTemsa 1 npoLecchl, CBs3aHHbIe C NepechblsIKOW
OaHHbIX 3a npegenbl IC ceTeBbIMN KaHaslaMWU.

Takne cncTeMbl SBSAIOTCSA BaXXHbIM CPeaCTBOM MPU paccsiefoBaHUM 3apUKCMPOBAHHbIX
CJZly4aeB HECAHKLMOHMPOBAHHOM yTEYKN MHDOPMaLIUK, 3a MEPUMETP 3alimLLeHHbIX UC n
npoBeneHNn NX aHaansa.

HenocTaTKOM TakuxX CUCTEM SABASIETCA OTCYTCTBUE BO3MOXXHOCTU npenynpexaeHus
HECaHKLMOHUPOBAHHOW yTe4ykn nHpopmaumn. B pabote cnctem MOHUTOPUHIa N ayauTa
He NpenyCMOTPEHbI aJIrOPUTMbl MPOBEAEHNS aHan3a 3aPUKCUPOBaAHHbIX COBbLITUN.



DTO 3HAYUT, YTO OHU He MOTryT onpeaennTb, 3aMKCMPOBaAHHOE CObbITME A0MYyCTUMOE C
TOYKM 3peHMSA MHpOPMALMOHHON 6€30MNaCHOCTU NN HeT. 3aKOHOMEPHO, YTO B TaKUX
cucTemax HernpeasuaeHHble ntobble anropuTMbl 610KMPOBKN Nepenayn AaHHbIX
ceTeBbIMM KaHalaMu.

CucTteMbl ayTeHTUdMKauum nonb3osaTesien C NnpuMeHa0TCa 4N 3almTbl OT
HeCaHKLUMOHMPOBAHHOIO AOCTYMa K AaHHbIM. B X OCHOBe Jie)XXuUT npouecc
ayTeHTUPMKaunm nosnb3oBatens (MoxeT ObiTb ABYX - WM TpU 3TanHbIn). Mo ero
pe3ysibTaTaM MoJsib30BaTesl0 MOXKET BbiTb G0 NpeaocTaBAeH AOCTYN K NpUrialleHHbIM
pecypcam, nmbo HeT, 4eM npeaynpexxgaeTcs 0 BO3MOXKHON HECAHKLMOHNPOBAHHOMN
yTe4ykn nHgpopmaumm 3a npegensl NC.

Takune cpeacTBa HE MOryT 3alWMTUTb MHOPMALIMIO OT NMOJSIb30BaTENSA, KOTOPbIN MO
HOpMaM NMoNnTUKKN 6esonacHocTn NC nmeeT AOCTYMN K AAHHbLIM, HO MPW 3TOM NNaHUpyeT
NCMONb30BaTb UX B LENAxX, NpoTUBOpEeYallMx HOpMaM OeNCTBYOLLEro 3aKkoHoA4aTebCTBa
nnn nonuTnke 6€30MacHOCTU KoOMMaHuM (0T MHCanaepa).

CpencTBa WMNPPOBAHNUSA HOCUTENEN MEHAIOT AaHHble TakuM obpa3oM, 4TO UMK
HEBO3MOXXHO BOCMNOJ/Ib30BaTbCA Be3 cneumanbHbiX NporpaMmm (Kayen). OTOT Knacc
MPOrpamMm 3aWnUTUT OaHHbIE OT YTEYKU Npu notepe MobuIbHON CNCTEMbI XPAaHEHUSA NN
06paboTKn MHoOpMaL MK 1 NMPpU NepexBaTe AaHHbIX 3/I0yMbILUIEHHUKOM 3a Npeaenamm
3awmweHHon UC.

3P heKTUBHOCTb TAKOro CpeacTBa 3alNTbl HUBEIMPYETCS, €CQIM BMecTe C AaHHbIMU K
3/10YMbILLIEHHUKY MONaayT KAO4YN WMGPOBaHUS.

Cnctembl obHapyxeHunsa n npeaynpexaeHns ytedkn nHgpopmaumnm (Data Leakage
Prevention, DLP-cucTeMbl) NpOBOAAT CKaHMPOBaHME BO3MOXXHbIX KAHaI0B YyTe4YKU
AaHHbIX B peasibHOM MacwTabe BpeMeHn, a Tak)Xe MOryT KOHTPOJIMPOBaTb AENCTBUSA
nosib3oBaTenen n npoueccobl 06paboTkn 1 Nnepepayn nHpopmaumm B npegenax UC. Mpn
3TOM Takue CUCTeMbl CNOCOOHLI pacno3HaBaTb MHGOPMaLKUIO No onpeaesieHHbIM
KaTeropusaM. OHM MOryT ObITb KOMMAEKCHbIMU WX NNOKasibHbIMU. KoMnsieKCHble DLP-
CUCTEeMbl KOHTPOJIMPYIOT HECKOJIbKO KaHasioB yTedykn nHhpopmaumn. Hanpmmep,
KonupoBaHue Ha MOBUJIbHbIe HOCUTENN, CUCTEMbI MeYaTn, CeTeBble KaHaslbl nepesayn
nHopMaLmm n ToMy nogobHoe.

JIoKanbHble CUCTEMbI KOHTPOJINPYIOT NNLLb OAUH U3 BO3MOXHbIX KaHaJI0B YTEeYKHN
NHOpMaL MK, Yalle BCero ceTeBomn. B Taknx cmctemax MoryT ObiTb BHEAPEHbLI aKTUBHbIE
TexHonoruu, 6narogaps KOTOPbIM NOABAAETCS BO3MOXHOCTb HE TOJIbKO BbISIBJISATb
c/ly4an HeCaHKLUMOHMPOBAHHOIO NepeMeLleHmns nHpopMaLnm 3a nepnmMmeTp



3awmeHHbIX NC, Ho n 6nokupoBaTb nX. lononHuTenbHON pyHKunen DLP-cnctem
MOXeT ObITb WNPOBaAHUA AaHHbLIX B MpoLecce 3anmcn Ha HocuTene nan B hannebl.

CywecTBylOT U gpyrme nporpaMMHo-anmnapaTHbie cpeacTsa 3alnTbl MHPOpMaL UM OT
BHYTPEHHMX Yrpo3 MHPOpMaLMOHHON 6e30NacHOCTM, KOTOPbIE Heslb3s HEeNnoCcpeaCcTBEHHO
OTHEeCTU K NMpuBeLeHHbIM Bbille KaTeropuin. Hanpumep, cpencTtea 6JIOKMPOBKU BHELLHUX
HocuTenen nHpopmaumn. Takme CMCTEMbI HE MOTYT pacno3HaBaTb MH(oOpMaLMo No
KaTeropusam, He oTIn4arT MHPOPMaL MO OFPaHNYEHHOIr0 pacnpoCcTpaHeHns oT obuiero
N ABNSeTCA peanusaumnen oTaesibHbIX QYHKUUNA NPpUBELEHHbIX CUCTEM 3alUUTbl OT
BHYTPEHHUX yrpos.

Ha cerogHAWHNN AeHb TOJIbKO CUCTEMbI OOHapYy>XeHUs N NpeaynpexxAeHns ytevyek
nHpopmaummn (DLP-cnctemsbl) aBnsgeTCs e QUHCTBEHHbBIM peLleHneM, NO3BOJIAILWNM
npenoTBpaTUTb YTEYKM MHpOPMaLUMKM 3a npenenbl 3alueHHoro npoctpaHcTea IC B
peasibHOM MacwTabe BpeMeHn Ha OCHOBE (huNbTpaLMN AaHHbIX NN BHELHUNX
aTpMbyTOB, CONPOBOXKAAOLMX NPoLEecc nepemMelleHns aaHHbiX. ObbIYHO AP0 MOA0OHbIX
DLP cncrtem coCcTtaBnsaoT TEXHOJIOMMU KaTeropmisaymm KOHTEHTa, OCHOBAHHbIE Ha
KOHTEMHEPHOM NN KOHTEKCTHOM aHaJIn3e NCXOAHOro noToka. lNpenmyuiecTea
KOHTEMHEePHOro aHasin3a 3aKJlo4alTCsa B MPOCTOTE ero peanamsaunm, K HegoctaTkam
OTHOCAT OpraHM3aunoHHbIe TPYOHOCTU NP BHEAPEHNN U OrPaHUYEHHbIe BO3MOXXHOCTW
KOHTpPOJ1S ncxonsawero Tpadguka.

Kakabln U3 NpuBeLEHHbLIX METOA0B MMeeT CBOU NpenMyLLecTBa N HeO4OoCTaTKN.
MpenmMyuwiecTBa IMHIBUCTUYECKNX TEXHOJIOMMA COCTOUT B TOM, 4TO OHM paboTatoT
HernocpenCTBEHHO C CoAep)XXaHNeM AOKYMEHTOB, MOIryT CaMOCOBEPLUEHCTBOBATbLCA, UX
ObICTPOAENCTBME HAMPAMYIO 3aBUCUT OT o6beMa NoToKa MHpopMaLunm, K HegocTaTKam
OTHOCST 3aBUCMMOCTb OT SA3blka COOBLLEHNSA HN3KYI0O 3PPEKTUBHOCTL MPU aHanm3e
CTPYKTYPUPOBAHHON NHpOPMaLUUKX, MEAUNHBIX N Fpadnyeckux annos.

CTaTuctu4yeckme MeToabl BOCMPUHUMAIOT (a1 Kak nocsiegoBaTesIbHOCTbL CMMBOJIOB,
No3ToMy 3(pPeKTUBHO paboTalT C TEKCTOBLIMU LOKYMEHTaMN Ha pa3HbIX fA3blKax, a
Tak>Xe C MeaUVNHbIMN N rpadunyeckumm pannamu. K HegoctaTkaM CTaTUCTUYHECKUX
MeTOL0B OTHOCST, BO3MOXXEH BbICOKNIN MPOLLEHT JIOXKHbIX cpabaTbiBaHUN N TPYLOEMKUN
npowuecc oT/afikn CUCTEMBI.

CywecTByeT ABe apxmuTekTypbl DLP cnctem: w0308 NN XOCTOB.

MpenmyLlecTBa LWIKO30BbIX CUCTEM 3aKJ/Il04YaloTCA B MPOCTOTE peasm3aumnn.



K HepocTaTKaM OTHOCAT OrpaHnyYeHHyto 061acTb NnpuMeHeHus n npobaemMHOCTb aHannsa
HEKOTOpPbLIX BUAOB Tpauka, Hanpumep cemenctea SSL.

K npenmyLiectBaM XOCTOBbIX CUCTEM OTHOCAT bonee LLII/IpOKI/IIZ Kpyr BO3MOXXHOCTEN
KOHTPOJ1A 3a yTeLlKOIZ OaHHbIX, B TOM YNcie n HecetTeBbiIMN KaHaJlaMu.

MO>XHO NPeAnosIoXNTb, 4TO COYeTaHNE METOLO0B KOHTEKCTHOM U KOHTEHTHOM
punbTpaunm gaHHbIX MOXXeT BblTb OCHOBOW AN co3aaHna 3PhEKTUBHON CUCTEMBI
BbISIBJIEHUNSA 1 NpeaynpeXaeHns HeCaHKLUNOHNPOBaHHOM yTe4vkn M, ceTeBbIMU
KaHanamu.

2. XapaKTepucTukKa BUAOB U COCTaBa yrpos
MHPOPMALMOHHON OEe30NacHOCTH

2.1 Buabl yrpos

Yrpo3a packpbiTUst MIHHOPMALIMOHHbBIX PECYPCOB 3aK/04AETCS B TOM, 4TO AaHHbIE,
3HaHUSA U UHOPMaLUUS OeNatloTCs N3BECTHLIMU TEM, KOMY He cJielyeT Ux 3HaTb. Mon
Yrpo30M packpbiTUS MOHMMAETCSH TaKoe COCTOsIHME, KOrAa NnoJslyYyeH
HECAHKLUMOHNPOBAHHbIN OOCTYMN K pecypcaM CUCTEMBbI, MPUYEM peydb NOET Kak 06
OTKPbITbIX, TAaK N TEX pecypcax, KOTopble MMEKT OrpaHNYeHHbIN OOCTYN. DTN pecypchl
06a3aHbl NepenaBaThbCa APYr OPYrY U XPaHUTbLCS B e ANHON MHDOPMALIMOHHON CUCTEME.

Yrposa cboq B paboTe camoro obopyaoBaHNs MOXXET MOABUTLCA Npu B1OKMpoBaHNN
A0CTyna K 0AHOMY WJIN HECKOJIbKUM pecypcaM MHHPOPMALMOHHON CUCTEMBI.
BnokunpoBaHne MoXXeT BbiTb MOCTOSAHHBLIM, TaK YTOObI 3anpalunBaeMbIN pecypC HUKOraa
He OblN1 NONyYeH, NN MOXET CO34aTb 3a4ep>XaHNs B NOJIYHEHUNN pecypca,
CnpawmnBaeTCs, YTO ABASETCS AOCTAaTOYHbIM AN TOro, 4Tobbl OH CcTan 6ecnonesHbiM.

Teopunsa N NpakTUKa CBUAETENbCTBYET O CyWEeCTBOBaHNN ABYX rpynn yrpos no
MHOpPMaLUMOHHOW Be30MacHOCTM NPeanpPUATUSA, TaKNX KaK HecneumnabHbie nau
C/lydalHble OEeNCTBUSA, BbipaXkaloLmecs B HealeKBaTHOW NMog0eP>KKe MeXaHN3MOB
3aWnTbl 1 ownbkax B ynpaBaeHUN, U NpegHaMepeHHbIe Yyrpo3bl -
HEeCaHKLUMNOHMPOBAHHbLIN OOCTYMN K MHpOpMaLNUN N HECAHKLUVMOHNPOBAHHbIE MaHUMNyNALNA
OaHHbIM, pecypcaMn U CaMbiMN CUCTEMAMMU.



Tak>Xxe Knaccmpukaumsa yrpos nHpopmMaLMoHHoM 6e30nacHOCTU MOXXET BbITb
ocyllecTBJIEHa pa3fesleHNneM yrpo3 Ha CBA3aHHble C BHYTPEHHUMUN N BHELUHUMN
hakTopamMun. OTAENIbHO CTOUT BblOE/INTb YIrPo3bl, CBA3aHHbIE C NpegHaMepPeHHbIMIN
owmnbKamm, BO3HMKaOLWMMK 3a npegenamun brusHeca.

K TakKnM yrpo3am OTHOCATCSA:
- HECaHKLMOHNPOBAHHbIN JOCTYN K MHPOPMaL NN, XPaHALWENCA B CUCTEME;

- oTpUUaHVe OenCTBUIN, CBA3AHHbIX C MaHUMYJIMPOBaHNEM NHpoOpMaUun (HanpuMep,
HeCaHKUVWOHNUPOBaHHOE N3MEHEeHNe, KOTopas BeJeT K HapyLUeHUo LesIOCTHOCTH
DaHHbIX);

- BBEJeHNEe B NPOorpaMMHbIe NPOAYKTbl U MPOEKThI «JIornyecknx 6omb», KoTopble
cpabaTbiBalOT NPW BbIMOJIHEHUM ONpPeAesIeHHbIX YCIOBUN X NO UCTEYEHUN
ornpeaeneHHoro nepnoaa BpeMeHn n YacTUYHO UM MOJSIHOCTbIO BbIBOASAT U3 CTPOS
KOMIMbIOTEPHYIO CUCTEMY;

- pa3paboTKa 1 pacnpocTpaHeHne KOMMbIoTEPHbIX BUPYCOB;

- HebpeXxHOCTb B pa3paboTke, NoaaepKKe 1 3KCnayaTaumm NnporpaMmMHoOro
obecneyeHuns, NPUBOANT K KPaxy KOMMbIOTEPHON CUCTEMBI;

- N3MEHEHNEe KOMMbITEPHON NMHGOPMaLUKN U NogaeNIKa dNIEKTPOHHbIX noanucen; -
XNLWEeHNe nHpopMaymm C nocsenyowmm MackKMpoOBKOW;

- nepexsaT MHPOPMALMOHHbIX MOTOKOB;

- OTpULaHWe OEeNCTBUN NN YCIYTI;

- 0TKa3 B NpeaoCTaBAEHNN YCIYTr I,

K coxXaneHunto, NpuxoanTcsa KOHCTaTUPOBaTb, YHTO YHUPULNPOBAHHLIN NOAX0A K
Knaccupukaymm yrpos nHpopmaunoHHom 6e3onacHOCTM oTCyTCTBYET. 1 3TO BNOJIHE
MOHATHO, TaK Kak Npu BCEM TOM MHOroobpa3snm MHHOPMALNOHHLIX CUCTEM,
HanpaBJIeHHbIX HA aBTOMaTMU3aLNIO MHOXXeCTBa TEXHOJIOrMYeCKX NpoLLeccos,
3aTparnBaoLLmMX passindHble chepbl HenoBeYeCcKon AesaATeNIbHOCTU, XXecTKas
cucTeMaTMsaumnsa n knaccuukaumsa yrpos HernpuemsieMma.

MO>XHO NpensioXXnUTb TaKyl KNacCUPUKauni yrpos:



- 3a NPOSABJIEHMEM M NOCIEeACTBUAMMN
npecTynsieHne, MOLWEHHNYECTBO,
XYJIMraHCTBO.

- no Tuny

nporpamMmMHoe, annapaTHOe, Npoyee.

- MO Uensam

onepaTuBHbIE, TaKTUYECKME, CTPaTEernyeckume.
- N0 XapaKTepy BO3HNKHOBEHUS
npenHamMepeHHble, HenpegHaMepeHHbIe.

Mo MHPOPMALMOHHBLIM TEXHOJIOTNAM

06bEKT yrpos, MeToabl MOArOTOBKN YIrpo3, MHCTPYMEHTapuUin yrpo3, cpeaa yrpos.
- MO0 MeCTy BO3HUKHOBEHUNSA

WHCangepckue, BHeLWHMe.

- 3a 06BEKTOM BO34ENCTBUS

CUCTEMHbIe, JIOKaJIbHblE.

- Mo Nnpu4nHe BO3HUKHOBEHUNSA

cboun B obopynoBaHuu, cboun B paboTe nporpammHoro obecnevyeHuns, HecopepLueHHas
apXuBaumMsa OaHHbIX, HECAHKLVWOHNPOBAHHbLIA OOCTYnM.

MpoaHanm3npyem Buabl yrpo3 6onee neTtanbHO.
Mo NCTOYHUKAM MPOUCXOXKAEHNS:

TEXHOreHHOro NPOUNCXOXKAEHMS - TPAHCMOPTHbLIE aBapun (KaTacTpodbl), Noxapa,
HEeCNPOBOLIMPOBAHHbIE B3PbIBbl UM UX YrpoO3a, aBapun Ha UHXXEHEPHbIX CETSX U
COOPYXKEHUAX XKN3HeobecnevyeHus, BHe3aNHoe pa3pylleHe KaHasloB CBS3M, aBapun
rNaBHbIX CEPBEPOB OPraHOB roCyapCTBEHHOr 0 yrpaBaeHns u T.4.;



MPUPOAHOIr0 MPOUCXOXKAEHMNS - BKJOYAOT B cebsl onacHble MeTEeopOoJIornyeckme,
reosiornyeckme, rmaposiornyeckme Mopckme n NpecHOBoAHbIE ABNEHUSA, NPUPOLHbIE
no>kapbl, Aerpagaumio noyYs Hegp, MacCOBOE MOPa>KeHMe CebCKOX03ANCTBEHHbIX
PaCTEHUN N XXNBOTHbIX BONE3HAMM UK BPeAUTENAMUN, N3MEHEHNE COCTOAHUS BOAHbIX
pecypcoB n buocdepsl 1 TOMy nogobHoe;

AHTPOMNOreHHOro NPONCXOXKAEHNS - COBEPLLUEHNE HYEJIOBEKOM pPa3HbIX AENCTBUIA MO
pa3pyLIeHNt0 MHPOPMALMOHHbLIX PECYPCOB, CUCTEM, MporpaMMHoro obecnevyeHuns
obbekTa n Tomy nogobHoe.

K 3Towm rpynne no cogep)XaHuio enCcTBUN OTHOCATCA: HenpeaHaMepeHHble, Bbi3BaHHbIE
HenpegHaMepeHHbIMN NN OLNOOYHBIMU AENCTBUAMN YenioBeKa (3To, HanpuMmep, MoXeT
ObITb JIOXKHbIN 3aMyCcK NPOrpaMmMmbl, HEYasAsHHO MHCTaNNAUMS 3aKa1agoK 1 T.0.);
npegHamepeHHble (MHCNMPUPOBAHbLI), CTaBLLIXNE NTOMOM NpeagHaMepeHHbIX 4eNCTBUN
niogen (Hanpumep: HaMepeHHoe BBeeHNeE BUPYCOB, YMbILLUJIEHHOE UHCTaNIAUmnS
nporpamMmm, KoTopble nepenatoT UHPOPMALIMIO Ha OpYrne KOMNbIoTepbl U T.4.).

Mo cTeneHn rMnoTeTnU4YeCcKOro epega:

Yyrpo3bl iBHblE€ UM MOTEHLUWaIbHble AENCTBUSA, KOTOPbIe AeNatoT HEBO3MOXXHbLIM U
3aTPYAHSAIOT peasn3aumnio HauMoHaslbHbIX UHTEPECOB B MH(POPMALIMOHHOW cdepe U
BOCCO34al0T OMACHOCTb AJ19 CUCTEMbl FOCY1apPCTBEHHOI O YrpaBsieHns,
»XUn3HeobecneyeHns ee cmctemoobpa3syoLmnx 3/1eMEHTOB,;

OMNnacHOCTb - HEMoCpeacCcTBeHHas nectabunmsaumns PYHKLMOHUPOBAHUA CUCTEMBbI
rocyaapcrtBeHHOro yrnpasJsieHus.

[To NOBTOPAEMOCTU COBEpLUEHUS:

npogoJiKawwmecd - HeoOaAHOKpaTHOE BbINMOJIHEHNE YIPO3, cocToAWMN N3 pana
COBOKYIMHbIX, KOTOPblE NMEIOT 06I.Ll,yl0 uesb.

MOBTOPSAOLWLMECS - TaKMe Yyrpo3bl, KOTOPbIE Y)Xe paHee UMenn MecTo;
Mo chepaM NponNCXoKOeHNSA:

3HAOMEHHbIE - aNrOpPUTM gectabmnnmsaunm cucTemMsl pa3MelleH B CaMOW CUCTEME;
3K30reHHble - UICTOYHUK gecTabunmnsaynm cnCTemMbl HAXOOUTCS 3a ee npeaenamu.

1o BEpOATHOCTM peannsauunu:



HEBO3MOXHbI - TAKNE Yrpo3bl, 33 OCYLLECTBIEHNE HEKOTOPOro KOMMJEKCa YC/10BUIA
HWUKOr1a HEe COCTOATCA. Takue yrpo3bl 06bIMHO NMEIOT 3HAYUTENbHbIN AeKNapaTUBHbIN
XapakKTep, He NOoJAKPEnIEHHbIN peanbHOl N Aa)ke NoTeHLWasIbHOM BO3MOXXHOCTbIO
OCYLLIECTBUTb MPOBO3ralleHHble HAMEPEHNS, OHU B OCHOBHOM UMEIOT 3aMyrBatoLLni
XapaKkTep;

BEPOSATHbIE - TaKMe Yrpo3bl, 3@ OCYLLECTBJIEHNE HEKOTOPOro KOMMJieKkca yC/10BUi
obs3aTenbHO cocToATCA. MprmMepoM MoXeT bbiTb 00bsAB/IEHNE aTaKu MHPOPMALMOHHbIX
pecypcoB cybbekTa obecnevyeHmna HaumoHanbHOM 6e30NacHOCTU, KOTOpPOoe
npeglecTByeT camMmoun aTake;

CJ/lydaWHble - TaKne yrpo3bl, 3a OCyLEeCTB/IEHME HEKOTOPOr0 KOMMJIEKCa YC/I0BUI
Ka)kAObl pa3 NMpoTeKaeT No-pa3HoMY. Yrpo3bl TaKOro ypoBHSA NpaBUJIbHO aHa/IN3MpPoBaThb
C NOMOLLbIO METOO0B UCCIef0BaHNSA onepaumnn, B 0COBEHHOCTN Teopun BEPOATHOCTEN U
TEeopuun Urp, KOTopble N3y4atoT 3aKOHOMEPHOCTU B CJ/TIyHaMHbIX ABNEHUAX.

Mo ypOBHIO AeTepMUHN3Ma:
cNlyvyalHble - Takue yrposbl, KOTOpble MOFYyT WU He CNYYNTbCS, b0 CNyYnThCS;

3aKOHOMEpPHbIE - TaKNe yrpo3bl, KOTOPbie HOCAT MOBTOPSAOWMNIACS, YCTONYNBbLIN
XapaKTep, Bbi3BaHHbIN 06 bEKTUBHbLIMN YCIOBUAMU PAa3BUTUSA N CYLLLECTBOBAHUSA CUCTEMBbI
nHopMaumoHHon BesonacHocTu. Tak, Hanpumep, ntobon cybvekT 3HB byneT
noasepraTtbCa MHPOPMALMNOHHBLIM aTakaM, ecn B HeM He paboTaeT, nnu paboTtaeTt He Ha
[OJIXKHOM YpOBHe cucTeMa obecrnedyeHns nHgpopmaummoHHon 6e3zonacHoOCTY;

1o 3Ha4YeHuto:

[OMYCTUMbIE - TakMe yrpo3bl, KOTOPbIE HE MOrYyT CO3A4aTh K KOJI1ANCy CUCTEMBI.
MpnmepoM MoryT 6bITb BUPYChI, HE MOBPEXAAIOT NPOrpaMMbl MyTEM NX YHUYTOXEHUS;

HeOdonyCcTnMbl TaKne yrposbl, KOTOpPbIE:

1) MoryT B c/ly4ae nx NpUMeHeHUs NMPUBECTU K CUCTEMHOW AecTabunmilaumnm CUCTeMsbI 1
KoJi1ancy;

2) MOryT NMpMBECTU K U3MEHEHUAM, He COBMECTUMbIX C nociieyoLWmM CcyLuecTBOBaHNEM
CHB. Tak, Hanpumep, Bupyc "un love you", Bbi3Bas NOBPEXAEHUSA KOMMbIOTEPHbIX CUCTEM
BO MHOIMMX ropoaax mMmpa, u HaHec obwmnn yuwepdb okosno 100 000 000 gonnapos CLUA.

Mo CTPYKType BO3LENCTBUS:



CTPYKTYPHbIE - YrpO3bl, KOTOPbIE BNAIOT Ha OTAEJ/IbHbIE CTPYKTYPbl CUCTEMbI. Takune
Yyrpo3bl TakK)Ke ONacCHbl, 0O4HOBPEMEHHO OHU KaCaloTCsA CTPYKTYpPbl OTAE/IbHbIX OpPraHoB
rocyfapCTBEHHOM BAIACTU NN UX KOMMOHEHTOB;

CUCTEMHbIe - Yrpo3bl, BAMSAIOLWME Cpa3y Ha BCe cocTasnsowme saneMmeHTol cybbekTa 3HB.
9T0 BAMAHME 0643aHO OCYLLEeCTBIATLCA OAHOBPEMEHHO B HECKOJIbKUX Hanbonee Ba>KHbIX
N ya3BuMbIX MecTax. Anga cybbekTa 3HB 3T0 MOXeT bbIThb LesieHanpassieHHas
AnckpeamTaunsa nx paboTHMKOB Yepes paauoBellaHne, Tenesngenme, NHTepHer,
nevyaTHble cpencTsa MaccoBOn NHpopMaLnn.

3J/IEMEHTHbIE - Yrpo3bl, BAMAOLWME Ha OTAEJIbHbIE 3/1IeMEHTbl CTPYKTYpPbl CUCTEMbI. Takue
YFPO3bl HOCAT MOCTOSAHHbIA XapakKTep U MOryT ObiTb ONACHBLIMU TOJILKO MPW YCJI0BUN
HeonpaBLaHHOIO NN HESI(PPEKTUBHOCTU X MOHUTOPUHra. Tak, HanpuMmep, B CBoe
BpeMs, B KoHLe 60 ronoB XX Beka, Korga B ITanum nencTtesoBasv Tak Ha3blBaeMble
"KpacHble 6bpuraabl”, Bnactb He yaensana 60sblLOro BHAMaHNA LENCTBUSAM TEPPOPUCTOB,
KOTOpble CHa4vasla yrpo>anu, a 3aTeM Havanan pusnyvecku JTIMKBUMONPoOBaTb BCeX Cyaeun,
KOTOpble BbIHOCK/IN 0BBUHUTE IbHbIE MPUTrOBOPbI TEPPOPUCTaM. XKepTBON HeaaeKBaTHOMN
N XanaTHOCTU OLEHKN MHPPOPMALMOHHOM Yrpo3bl CTajsl U Ha TO BPEMS 3KC NnpemMbep-
MUHNCTP NTannm Anbgo Mopo, KoTopbin Bb11 NpefynpexxneH 3apaHee o HanageHuu,
OOHOBPEMEHHO BJIAaCTU He MNPUHAN COOTBETCTBYIOLLMX Mep U OH Bbi1 NoxuuLieH, a 3aTeMm
n ybuT. To)e caMoe OTHOCUTCA K CObbITMAM C COBEPLUEHMEM aKTOB TeppopusMa 11
ceHTabpa 2001 r.

Mo xapaKTepy peannsauunmn:

NnoTeHLUMalibHble - aKTMBM3aLNA aIfOPUTMOB AecTabunmsaumm BO3MOXKHa Npu
HEKOTOpPbIX YC/IOBUAX Cpenbl YHKLMOHMPOBAHNA OpraHa rocy4apCTBEHHOro
ynpaBJ/IEHNS;

PpeaJibHble - aKTUBU3aUWNA aropnuTMOB nectabunmsaunm cHnTaeTcs Hem3bexxHom n He
orpaHm4yeHa I'IpOCTpaHCTBEHHOVI DEencTenemM un BpeMEHHbIM NHTEPBAJIOM,

MHNMbIE - NCeEBOOaAKTUBU3aLNA aJIFTOPNTMOB nectabunmsaunm, AN akTUBN3ALNSA TaKUX
aJIFOPUTMOB, MO HEKOTOPbIM NMPMU3HaKaM CXO0XN C MeTo4aMU nectabunmnsauunm, HO
TaKOBbIMU He ABJAKOTCA,

OCyLWEeCTBJIEHDbI - TaKMUe Yrpo3bl, KOTOpPbI€ BOMJIOWEHbI B X)KN3Hb.

[10 OTHOWEHWIO K HUM:



CybbeKTUBHbIE - MHOXKECTBO (hakKTOpPOB 06 bEKTMBHON AENCTBUTENLHOCTU, KOTOpas
cynTaeTca cybbekToM ynpaBieHus cunctemon 6es3onacHoCT yrpo3on. lNpu Takom cny4ae
3HAYMMYIO POJIb B ONpefeneHnn Tex Uiam UHbiX (hakTopoB 1N 06CTOATENbCTB UrpaeT BOA
cybbekTa ynpassieHus, U NpUHMMaeT HernocpeaCcTBEHHOEe pelleHne o npefocTaBiaeHun
cTaTyca uav ngeHTudunkaumm Tex nin gpyrmux cobbiTuin B KayecTse yrpos
BbesonacHocCTH.

06bEKTUBHbIE - TaKMe Yrpo3bl, KOTOpPble NOATBEPXKAATCA COBOKYMHOCTbIO (haKTOB 1
06CcTOATENLCTB, 0OBEKTMBHO XapaKTEPU3YIOLLNX OKPY KAy cpeay;

Mo 06bekTy BO3AENCTBUS:
Ha YenoBeKa;

Ha rocyoapcTBO;

Ha obLiecTBoO.

Mo popMmamM 3aKpenneHuns:

HEHOPMaTUBHbLIE - CYLLUECTBYIOT 06BHEKTUBHO, HO HE CHMTAOTCA OCO3HAHHbLIMU BbICLLNM
noNNTNYECKNM PYKOBOOCTBOM rocyagapCtBa N HE HallJIM ae€KBATHOIO OTpa>XeHnA B
HOpMaTVIBHOI7I cncremMme rocynapcrtBa,

HOPMaTUBHbIE - OPULMANBLHO NPU3HAHbI U OCO3HAHHbIE KaK B HOPMATUBHbIX aKTax
CTpaHbl.

Takum obpa3oM, nepeymncseHHble BUabl yrpo3 MHPOPMALMOHHOW 3alNTbl HE AatoT
NMOJIHOrO NMpeAcTaB/IEHNS 0 COCTaBe Yyrpo3 MHHPOPMALMOHHOM 3aLLNTbI, MO3TOMY AaHHbIN
BOMPOC HeobxoaMMO PacCMOTPETL B ClleAyloLeM pasaene.

2.2. CocTaB yrpos sawumuwaeMmMom nHpopmauuum

ECTb TpM pa3sHbiX NoAXo4a B MAEHTUMMKALNN Yrpo3, KOTOPble BKJOYalOT B cebs
cnepyoulee:

1. yrposa TpakTyeTcCs KaKk aBsieHne (cnydyam, cobbiTue nam BoO3MOXKHOCTb MX
nosiBIeHnEe), pe3ysibTaTOM KOTOPbIX MOryT BblITb HEXXeNnaTesibHble BO34ENCTBMSA Ha
MHpopMauunio;



2. yrposa pacCMaTpMBaEeTCs KakK NOTeHUMasbHO CyLWecTByOWasa cCuTyaums
(onacHOCTb, BO3MOXXHOCTb) HapyLweHus 6e3onacHOCTU nHopMauum, Npm 3Tom
6e30MacHOCTb MHOPMaLMK Moapa3yMeBaeT, 4TO MHPOPMALNA HaXOONTCA B TAaKOM
3aWnWEHHOM BMae, KoTopas cnocobHa NpPoTMBOCTOATL /t06bIM
nectabunmnsnpyowmm BO34eNCTBUSAM;

3. yrposa onpegnensieTcsa Kak noTeHunasbHO BO3MOXXHbIE UJIN pealibHble AEeNCTBUS,
NNn yCnioBUSA, NPUBOASALLME K TON NN NMHON dOpMeE MPOSABNEHNS YA3BUMOCTM
MHopMaumnn.

Jliobasa yrposa He CBOANTCA K YEMY-TO OQHO3HAYHOMY, OHa COCTOUT N3 HEKOTOPbIX
B3aMMOCBSI3aHHbIX KOMMOHEHTOB, Ka>XAbll N3 KOTOPbLIX caM no cebe He npencTasnseT
Yyrpo3y, HO aBnseTcq eé JyacTblo. CamMa yrpo3sa nosBaseTCcs TOJIbKO NPU COBOKYMHOM MX
B3aMMOOeNCTBUMN.

Yrposbl 3aWmaemMon nHhopMaLmm CBs3aHbl C €€ ya3BMMOCTbIO, TO €CTb
HecnocobHOCTbIO MHGOPMaLMK CaMOCTOSATE/IbHO MPOTUBOCTOATL AeCTabnansnpyowmm
BO34ENCTBUAM, HapyLwlawwmm eé cTaTyc. A HapyLleHune cTaTyca 3almuiaemMon
WHOPMaLLMM COCTOUT B HapyLUeHUN eé Pn3NYeCcKon COXPaHHOCTU, AOCTYMNHOCTU ANA
MPaBOMOYHbIX MOJIb30BaTesIEN, COOEPXKAHNUSA U IOFTNYECKOW CTPYKTYpPHbI,
KOH(NOEHUMANBHOCTN (3aKPbITOCTU AJ19 MOCTOPOHHUX JINL), N Bblpa>kaeTca Yyepes
wecTb popM NpoAB/EHUSA YA3BUMOCTU MHGPOPMaL .

[Mpexne Bcero, yrposa 40J’KHa MMeTb KakKue-TO CYLHOCTHbIE NMPosAB/IeHNd, a noboe
nposBiieHne NPUHATO KlacCngpuumnpoBaTb ABJI€eHMEM, MO3TOMY, OA4HUM N3 MPU3HAKOB U
BMecCTe C TeM OAHOMN N3 COCTaBAAOWMNX Yrpo3 A0JI>KHO ObITb ABNEHME.

B ocHoBe nto60oro siBNeHNsa nexxaT COCTaBsLWME NMPUYNHBI, KOTOPbIE ABNISIOTCS €ro
ABVKYLLEN CUIOM N KOTOpble B CBOKO o4epeab 06yCN0B/I€Hbl HEKOTOPbLIMU
npeanocbiIKaMn nam obCcToATeNbCTBaMM.

3Tn 06CTOATENBLCTBA U MPUYMHBLI OTHOCATCA K (haKTOpPaM, CO34A0LLMM BO3MOXXHOCTb
nectabunmnsnpytoLlero Bo3AencTBnUs Ha MHMOPMaALIMIO.

Taknm obpa3oM, haKTopbl CHUTAKOTCHA €€ OQHMUM MPU3HAKOM N COCTaBAAOLWEN YIrPO3bl.

Eweé ogHMM 0CoObIM NPU3HAKOM Yrpo3bl CHUTAETCA €€ HanpaBJIEHHOCTb, TO €CTb UTOrN, K
KOTOPOMY MOXXET NMpMBecTn gectabunmnsnpytouiee Bo3gencTemne Ha nHpopmauuto.

Yrposa 3awmuaemMmon nHpopMaumm - MHOXKECTBO SIBJIEHUN, YCNIOBUN U (haKTOPOB,
co3fatowmx onacHOCTb HapyLweHns ctaTyca nHhopmauunn.



Ons packpbITUA CTPYKTYPbI YTPO3 HY>XHO NPU3HAKKW YrPo3 KOHKPETU3NPOoBaTh
coaep XaTesibHOM 4YacTblo, KOTOPbLIE B CBOIO o4epenb 0653aHbl PACKPbITh XapakKTep
hbaKToOpOB 1 ABNEHUI, ONpPeaennTb N3 COCTaBa N COCTAB YC/OBUIA.

K CYLLHOCTHbIM NPOABJIEHUAM YIrPO3bl OTHOCATCA:

1. Bnagbl gectabunminpytowero BO3gencTBnsa Ha nMHpopMmauuio (Kakum obpasom);

2. UICTOYHUK gecTabunminpyowero Bo34eNCcTBUSA Ha MHpopMaLunio (0T KOro Uamn 4Yero
NCXOOAT 3TN BO3OENCTBUSA);

3. cnocobbl gectabnnusmpytowero Bo3gencTens Ha MHGopMaunto (KakmMmm Nnpuémamu,
[EeNCTBUAMUN OCYLLECTBIAITCA U peann3yoTcs Buabl gectabunumsmpytowero
BO34EeNCTBUA).

K hakTOpaM Kpome 06CTOATENLCTB U NMPUYNH HYXXKHO OTHECTU Ham4Yme MeToaoB 1
KaHaJI0B HECAHKLMOHUPOBAHHOIO A0CTYMa K KOHpUAEeHUNaIbHON NHpopMauun ans
BO34ENCTBUA Ha MH(MOPMaLNIO CO CTOPOHbI JIUL, HE MMEIOLLNX K HEW pa3peLlléHHOro
nocTtyna.

AHanuns yrpos nHgopmaumoHHon 6e30nacHOCTN NO3BOJISIET BbIAEINTL COCTaBSAOLWME
COBPEMEHHbIX KOMMbIOTEPHbIX YIPO3 - UX NCTOYHUKU U CUJIbl, KOTOPbIE OBUXXYT, CNOCO6bI
N nocnencTensa peanansaumn. AHanNn3 NCKAIYNTENbHO BaXKeH 418 NoJlyYeHns BCen
HeobxoammMoun nHpopmMaumm 06 MHPOPMALMOHHLIX Yrpo3ax, onpeaesneHns
NOTEeHUMaNbHON BeNn4uHbl yulepba, Kak MaTepuanbHOro, Tak U HemMaTepuasabHOro, u
BbIpabOTKM afeKBaTHbIX Mep NPOTUBOLENCTBUS.

Mpu aHanm3se yrpo3 nHMopMaLMoOHHON 6€30MaCHOCTU NCMOb3YITCS TPU OCHOBHbIX
MeToda:

npsMas sKCcrnepTHas OUEHKa;
CTaTUCTNYECKNN aHanNus;

PaKTOPHbIN aHaNN3.

PaccMoTpuM nNpuBeneHHble MeToabl NogpobHee:

Mpamasa akcnepTHasa oueHka. MeTo 3KCMepTHbIX OLEeHOK OCHOBaH Ha TOM, 4YTO
napamMeTpbl Yrpo3 3a4alTCsa aKCnepTaMu. IKCNepThbl onpeaenstoT nepeyHn napaMmeTpos,
XapaKTepusyLwmnx yrpossl MHGHOPMaUMoHHON 6e30MacHOCTU, N AalT CybbeKTUBHbIE
KO3(p(PpULUMNEHTbI BaXXHOCTU Ka)XA0ro napamMmeTpa.



CTaTUCTUYECKMIM aHaNn3 - 3TO aHaIn3 NMHPOPMALIMOHHBIX YIPO3 Ha OCHOBE HAKOMJIEHHbIX
AaHHbIX 06 MHUMAEeHTax MHPOPMaLNOHHON 6e30MacHOCTN, B HaCTHOCTM, O YacToTe
BO3HUKHOBEHWS Yrpo3 onpeneneHHoro Tnuna, X MCTOYHUKKN U MPUYNHBbI yCnexa nan
Heycnexa peannsaunn. Hanpmmep, 3HaHME YaCcTOThbl MOSAB/IEHUS YIPO3bl MO3BOAAET
onpenennTb BEPOATHOCTb €€ BO3HUKHOBEHMNS 3a ONpeaeneHHbIN MPOMEXXYTOK BPEMEHM.
Ona a3cbheKTUBHONro NPUMEHEHNS CTAaTUCTUYECKOro MeToga Heobxoa4MMO Hann4mne
noctaToyHo 6onbworo no o6vemy 6asbl AaHHbIX 06 MHUMOEHTaX. Hy>)KHO OTMeTUTb eule
oaHO TpeboBaHMe: Npn NCNoJIb30BaHUN 06beMHbIX 6a3 HeobXoANUMbIE NHCTPYMEHTbI
0600LeHNa faHHbIX 1 BbiiB/ieHNs B Ba3e y)Ke n3BeCTHOW 1 HOBOW MHOpMaLnn.

AHann3 oCcHoBaH Ha BbIABJIeEHUN (PAKTOPOB, KOTOpPble C onpeﬂ,eneHHon BEPOATHOCTbIO
BeOyT K peaJZin3aunm yrpos m tex njin NHbix HeraTuBHbIX nocneancTBUn.

Taknmum hakTopaMm MoryT ObiTb HaIMYME NpUBEKaTENbHbIX A1 KNbepnpecTynHNKOB
NHMOPMALMOHHbIX aKTUBOB, YA3BMMOCTU, BbICOKUIA YPOBEHb BUPYCHOWM aKTUBHOCTUW BO
BHeELIHEeN cpene n T. A.

MOCKOJSIbKY COBPEMEHHbIE MHPOPMALIMOHHbBIE CUCTEMbI BAIUSIOT MHOXXECTBO (DAaKTOPOB,
06bIYHO NCMOb3yeTCs MHOMOaKTOPHbIN aHaNn3.

Kak npaBusio, CUCTEMbI YNPaBJIEHNSA COCTOAT U3 CeAYIOLLNX OCHOBHbIX CTPYKTYPHO-
(PYHKLMOHANbHbIX 3JIEMEHTOB:

paboynx CTaHUNIM - OTAENbHbIX 3/IEKTPOHHO-BbIYNCANTENbHbBIX MalnH (ganee - 9BM) nnan
TEPMUHAOB CETU, HAa KOTOPbIX Peann3yTCca aBTOMaTU3NPOBaHHbIE paboyne mecTa
nonb3oBaTenen (aboHeHTOB, onepaTopoB) cepBepoB (cnyxb cdannos, nevyatn, 6as3
OAaHHbIX U T.M.) HE BblAENEHHbIX (U BblOesIeHHbIX, TO €CTb He COBMELLEHHbIX C
pabo4nmMm CTaHUMSAMN) BbICOKOMNPOMU3BOAUTENbHbLIX DBM, npefHa3Ha4YeHHbIX O
peannsaumn PyHKUNN XpPaHEeHUs, NeYaTn AaHHbIX, 06CyXnBaHMe paboynx CTaHLUMN
cetTn n T. N. 4eENCTBUN;

ceTeBbIX yCTpOI7|CTB (MapLIprTI/IBaTODOB, KOMMYTaATOpPOB, LW/I130B, LEHTPOB KOMMYyTaLIUn
MakKeToB, KOMMYHUKaLUMNOHHbIX 9BM) - anemeHTOB, 06ecnevymBatoLLMX coeguHeHne
HEeCKOJIbKUX ceTen nepenavnm AdaHHbIX, WJIN HECKOJIbKUX CErMEHTOB OLHOW U TON Xe
CeTn, BO3SMOXXHO, UMEeT pa3J/in4Hble NMPOTOKOJ1bI B3aMMOOENCTBUS;

KaHaJsioB CBSA3U (NNOKasbHbIX, TeENEOHHbIX, C Y3JlaMXU KOMMyTauum v T. 4.).

Paboune ctaHuum aBnaTCca Hanbonee OOCTYNMHbLIMN KOMIMOHEHTaMWN ceTen U UMEHHO n3
HUX MOI'yT ObITb MPUHATLI Hanbosiee MHOro4YNCEeHHbIE MOMNbITKN coBepLueHunA



HEeCAaHKLMWOHUPOBAHHbLIX OENCTBUN.

C paboynx cTaHUUI ocywlecTBASeTCA ynpaBieHue npoueccamn ob6paboTku
MHopMaLMK, 3anyCcK NporpaMmM, BBOAA N KOPPEKTUPOBKUN AaHHbIX, Ha ANCKax paboymnx
CTaHUMI MOryT pa3MeLlaTbCsA BaXKHble AaHHble U NporpamMmbl 06paboTkn. Ha MOHUTOPI
N nevyaTasa yCTponcTea paboymx cTaHUUIN, BbIBOANTCA MHGOPMauUnsa npu paboTte
rnosib3oBaTesien (0onepaTopOoB), BbIMOJIHAOLWMX pa3andHble QYHKLUN N UMEIOT pa3iNyHble
MOJIHOMOYMSA MO AOCTYNY K AaHHbIM U APYrMUX pecypcoB cncteMbl. MMeHHO Ha pabo4iunx
CTaHUMAX OCYLLECTBAAETCS BBOO UMEH U Mapo/iei Nosib30BaTeNAMMN.

MosTomMy pa60L||/|e CTaHUMNN OOKHbI ObITb HAAEXKHO 3alUULLEHbI OT OOCTYNa
MOCTOPOHHUX NTNL N CcoOaepPXaTb CpencTBa pa3rpaHnN4eHnd 0oCTyrna K pecypcaM Co
CTOPOHDbI 3aaeKN1apnpoOBaHHbIX noJib30BaTeNen, MMerLnx Pa3sindHblie NMOJIHOMO4Y1NA.

Kpome Toro, cpenctsa 3aWwnThbl 40JDKHbLI NpeoTBpawaTh HapyLLeHUs HOpMabHOMN
HaCTPONKN (KOHUrypaunm) paboymx CTaHUNN U PEXUMOB X PYHKLNOHMPOBAHMS,
Bbl3BaHHble HenpegHaMepeHHbIM BMeLLlaTe/IbCTBOM HEOMbITHbIX (HEBHUMATE/IbHbIX)
nosib3oBaTesien ocobon 3almTe HY>XKOATCA Takme npuBeKaTesibHble AN
3J1I0YMbILLUJIEHHMKOB 3/IeMEHThI CeTEN KakK CepBepbl U CceTeBble YCTPONCTBA.

MepBble - Kak KOHUEHTPATOopPbl 60/bLLINX 06EMOB MHMOPMALIMA, BTOPbIE - KaK
3/1IEMEHThI, B KOTOPbIX OCYLLLeCTBAsSeTCA Npeobpa3oBaHme (BO3MOXKHO Yepes OTKPLITYIO,
He3alWngppoBaHHY opMy NpeacTaB/IeHNS) AaHHbIX MPW COrjlacoBaHMM NPOTOKOJIOB
obMeHa B pa3/IMYHbIX Yy4acTKax CeTH.

BnaronpusaTHOW AnS NoBbileHWUSA 6e30MacHOCTN CEPBEPOB U CETEBbLIX YCTPOWCTB
06CTOATENLCTBOM SABASETCS HaJIMYME BO3SMOXKHOCTEN UX HALEXHOMN 3aLLNThI
dhursnyecknmm cpencTBamMmm N OpraHN3aLMOHHLIMK MEPaMun B CUJTy UX BblOENEHNS,
MO3BOJIIET COKPATUTb A0 MUHUMYMa HYMUC/0 1L U3 NepCoHaNa, KOTopble UMEIDT
HenocpencTBEHHbIN AOCTYN K HUM. IHbIMK C/loBaMn, HENOCPEACTBEHHbIE C/lyYalHble
BO34ENCTBUA NepCOoHasia N yMbILL/IEHHbIE JIOKaJIbHble AENCTBUS 3/10YMbILLIJIEHHUKOB Ha
BblI€IEHHbIE CEPBEPbI U CETEBbIE YCTPOMCTBA MOXXHO CYMTATb MasloBepoATHbIMU. Ho,
BCe 6osiee pacnpoCTPaHEHHbLIMU CTAaHOBATCS MaCcCMPOBaHHbIE aTakKN Ha CepBepbl 1
ceTeBble YCTPONCTBa (@ Tak »Xe 1 Ha paboyme CTaHUMM) C NCNOJSIb30BAaHNEM CPencTB
yOaNeHHOro 4ocTyna. 34eCb 3/I0yMbILLUIEHHUKN, MPEeXAe BCero, MoryT UckaTb
BO3MOXXHOCTM NOB/INATb Ha paboTy pa3nnyHbiX NoacnucTemM paboymx cTaHUM, CepBEPOB
N CeTEeBbIX YCTPOWCTB, NCMOJIb3ys HEAOCTAaTKMN NPOTOKOI0B oOMeHa AaHHbIMU N CPeacTB
pa3rpaHNYeHmns yaaneHHoro AocTyna K pecypcam 1 CUCTEMHbIX Tabnuu,.
Ncnonb3oBaTbCA MOryT BCE BO3MOXHOCTU U CpeaAcCcTBa, OT CTaHAAPTHbIX (6e3



MoOMMUKALIMM KOMMNOHEHTOB) A0 NOAKJIOYEHUS CrielMasbHbIX annapaTHbIX CPeacTB
(kaHanbl, Kak NpaBuIo, cnabo 3alimLLeHbl OT MOAKIIOYEHNS) N NPUMEHEHNS
cneunanm3npoBaHHbIX MPOrpamMM anas NpeononeHns cucTembl 3aWmnThl. MpuBegeHHoe
BbllLE HE 3Ha4yaT, YTOo He By aeT NMonbITOK BHEAPEHMS annapaTHbIX U NPOrpaMMHbIX
3aKJ/1a[J0K B CaMble CETEBbIE YCTPOWCTBA N CEPBEPLI, KOTOPbIE OTKPbLIBAOT LLUNPOKME
NOMOSIHUTESIbHbIE BO3MOXXHOCTMW MO HECAHKLMOHNPOBAaHHOMY yaJIEeHHOro AOCTYyna.
3akJjlafiku MOryT ObiTb BHEeAPEHbI KaK C YAasieHHbIX CTaHLUMA (C MOMOLLIbIO BUPYCOB NN
WHbIM CrocoboM), Tak N HENOCPEACTBEHHO B annapaTypy M NporpamMmMbl CEPBEPOB MNpK KX
pPeMOHTe, 06CNyXXUBaAHUN, MOAEpHU3aLNK, Nepexos Ha HOBble BEPCUM MPOorpamMmMHOro
obecnevyenuns, nameHeHun obopynoBaHus.

KaHanbl n cpeacTBa CBA3M TakXe HYy)XAalTcsa B 3awmTte. B cnny 6onbluon
NMPOCTPAHCTBEHHOM MPOTSXXEHHOCTU IMHNI CBA3M (Yepe3 HEKOHTposmpyemyto nam cnabo
KOHTPOJINPYEMYIO TEPPUTOPUIO) NPaKTUYECKN BCerga CylecTByeT BO3MOXHOCTb
NOAKJIIOYEHUS K HAM, WK BMellaTesIbCTBa B NMpouecc nepenadn gaHHbIX KOTopble
OTKPbIBAIOT WMPOKNE AOMOSHUTENbHbIE BOSMOXXHOCTN N0 HECAHKLWOHNPOBAHHOMY
yAasieHHOro focTyna. 3akiagkm MoryT BbiTb BHeApeHbl Kak C yAalleHHbIX CTaHuun (C
MOMOLLbIO BUPYCOB UM UHBIM cNocoboM), Tak M HeNoCpenCTBEHHO B annapaTypy n
nporpamMmbl CEpPBEPOB MNPU NX peMOHTe, 0b6Cny>X1UBaHUN, MOAEpPHU3aALNN, Nepexos Ha
HOBble BEpCUU NporpaMMHoro obecneyeHuns, nameHeHun obopynosaHus.

3aKJilouYeHue

Takum obpasom, nHpopmaumoHHasa 6esonacHocTb (information security) - coxpaHeHue
KOH(UAEHUWaNbHOCTN, LeSIOCTHOCTN U AOCTYMNHOCTN MH(pOPMaLLMKX; KPpOMe TOro, MoryTt
YYUTbIBaTbCH APYrne CBONCTBA, TakKNe, Kak ayTEHTUYHOCTb, NPOC/IEXNBAEMOCTb,
HEOMPOBEPXUMOCTb U HAAEXKHOCTb.

NHgpopMaunoHHasa 6e30NacHOCTb - COCTOSAHME 3alWULWEHHOCTU XXU3HEHHO Ba>XHbIX
WHTEepecoB 4YenoBeKka, obLiecTBa 1 rocygapcTea, NpyM KOTOPOM NpefoTBpaLLaeTcs
HaHeceHue yulepba Yyepes: HEMOJIHOTY, HECBOEBPEMEHHOCTU N HEAOCTOBEPHOCTb
NHpOPMaLLMKM, NCNONb3YEMON; HEraTUBHOE NH(POPMaLMOHHOE BIMSHUE; HEraTUBHbIE
nocnencTens NPUMeHeHnsa NHPOPMaLMOHHBLIX TEXHOJIOMMW; HECAaHKLMOHNPOBAaHHOE
pacnpocTpaHeHue, UCNOJIb30BaHNE N HapyLUeHne LesIOCTHOCTU, KOHPUOEeHUMNANbHOCTN U
DOCTYMHOCTUN UMHOPMaLUnN.



NHpopMaLoHHas 6€30MacHOCTb - 3TO KOMIMJIEKCHAsi MHOMOYpPOBHEBAsA CUCTEMA, KOTopas
OXBaTbIBAaeT MHTEpechl YesnoBeka, 0bLecTBa, rocynapcTea, ewe cienoano Obl
no6aBNTb MexayHapoaHoro coobuiecTsa.

MpobnemMbl 3aWNTbl OT MHOPMALINUK CYLLLECTBEHHO C/I0XKHEe NpobaeMbl 3aLnThbI
NHMOPMaL MK, MOCKOJIbKY Yrpo3bl OT MHGQOPMaLIMN Ype3BblYallHO pa3HoobpasHble, nX
BJINSIHVE He BCeraa o4eBUaeH, OH OCYLLeCTBASETCA HAMEePEHHO, N3ALWHO U KOBApHO, a
npenoTBpPaLLEHNA 3TUX YrPO3 U HENTpanm3aums TpebyoT pa3INYHbIX HEOPANHAPHbIX
AencTemin. MIHpOpMaLNOHHbIE Yrpo3bl SIBJISIETCS C/IOXKHbLIM MepapXnyecknm
obpa3oBaHMEM C MHOXXECTBOM Pa3HOYPOBHEBbLIX CBA3EN, UX BJIMSHME Ha YesloBEKA
KOMMJIEKCHO N pa3HoobpasHo.
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