Copnep>xaHue:

BBepneHue

ObecneyeHune NHopMaLMoHHON Be3onacHocTu 6osiee 4YemM Heob6xoaMMO, MOTOMY YTO
CerofHsi MHOXKeCTBO AaHHbIX NepeaaTcs 3N1eKTPOHHbIM o6pa3om. Mpobrnema ¢
obecneyeHnem 6e30MaCHOCTM OYEHb aKTyaslbHa, MOTOMY 4YTO C Pa3BUTUEM TEXHOJIOr A
BCe Yalle BO3HUKAT pasiMyHble Yyrpo3bl MHPOPMALIMOHHON 6e30MacHOCTY U
NepCOHasNIbHbIM AaHHBbIX.

NHdpopmMaunoHHasa 6e30nacHOCTb - 3TO 06WNA TEPMUH AN NMOHATUSA 3aLUMTHI
NHOPMaLIMKN N Yalle BCEero OTHOCUTCA K 3almTe nHgopmaunm, obpabaTteiBaemon n
XPaHSALWENCS B 3/IEKTPOHHON hopMe C MOMOLLbIO KOMMbIOTEPHbLIX TEXHOOMNMA. TEPMUH
«KoMnbloTepHaa 6e3onacHoCcTb» 6onee To4eH, HO TEPMUH «MH(OPMaLMOHHAA
H6e3onacHOCTb» 6osee pacnpocTpaHeH. 3awmnTa BKAKOYaET Mepbl MO 3almTe 0T Kpaxu
OAHHbIX, HECAaHKLMOHNPOBAHHOIN0 A0CTYMNa, PACKPbITUSA, NU3MEHEHNSA NN YHUYTOXKEHUNS
OAHHbIX, @ TaK)Xe nogaep>XaHuto UxX LeSOCTHOCTU N aKTyasIbHOCTW.

Llenb faHHOM KypcoBown paboTbl - 06bACHNUTL KOHLEMUMIO «MH(OPMALMOHHOWN
be3onacHOCTU», ee coaep>XaHus, BUO U CoCTaB yrpo3 nHpopMmaymoHHonM 6e30nacHOCTbIO

B cBA3UM C 3TUM A0/I>XKHbI ObITb pelleHbl cneayoumne 3agadn:

e [laTb obLLiee onncaHne NnpeamMeTHoM obnacTu;

OnpenennTb KoYeBble NMOHATUS NHPOPMALMOHHON 6e30NacHOCTY;
OnucaTb BO3MOXHbIE TUMbI YSI3BUMOCTEN;

OnuvcaTb BUAbl U COCTaB Yrpo3 MHopMaLMOHHON 6e30MacHOCTY;
OnucaTb CpeAcTBa 3allUUThl OT Yrpos.

PaboTa siBNsieTCS akTyasibHOW MO TOW MPUYMHE, YTO 3HaTb OCHOBHbIE TUMbI U BULbI YTpPO3
NH(MOPMaLMOHHON 6€30MacHOCTU N UX COCTaB - HEOBX0AMMO Ka)kKAOMY CNeLnanncTy B
obnacTn nHpopMaTuKKM, a ocobeHHO B 061acTu 3aWmTbl MHOPMaLUK.

1. MoHaTMEe NH(pOPMaALMOHHON OEe30NacHOCTH



1.2. MNoHsaTne nHcpopMmaumm u MHPOPMaLLMOHHOM
be3sonacHocTM

NHdbopmaumns Bcerpa bbisia  0CTaeTcs camMmbiM BOCTpeboOBaHHbIM U AOPOroCTOALLNM
TOBApPOM, KOTOPbI 0COBEHHO BINSET Ha COBpeMeHHoe MH(opMaLNoOHHOe 06l ecTBo.
MpobneMbl KOMMNbIOTEPHON 6E30MNacHOCTU CTAaHOBATCA BCe 6osiee cepbe3HbIMU C
Pa3BUTNEM MHAPOPMALMOHHbBIX TEXHOJIOMMA N YCUNEHMUEM aTaK Ha KOMMbIOTEPHbIE
cucteMbl. C TOYKKM 3peHNS NOJIMTUKM roCcyAapCcTBEHHOM 6e30nacHOCTMY 3almTa
NHopMaL KN ABNSETCA O4YeHb Ba>KHOMN.

OaHoW 13 Lenen Kaxaon MHHPOPMaLIMOHHOW CUCTEMBI ABSIeTCS NpeaocTaB/ieHne
NMOJIHOW, HAZIEXKHOW N CBOEBPEMEHHOW NHOoPMaLMK. DTa MHDOpPMaLUS yS3BUMaA U3-3a
C/lyYalHbIX U 310HAaMepPEHHbIX AecTabunnsnpyowmx GakTopos (yrpo3), KoTopble
TpebyloT NPUHATUA Mep ANS ee 3alUNThI.

O6beKTOM 3aLWNTbI ABAAETCA CTPYKTYPHbIN KOMMNOHEHT MH(POPMALIMOHHON CUCTEMBI, B
KOTOPOM pacnosioXkeHa nHpopmMmaumns. TakuMmm obbekTaMmy ABASAIOTCSA KOMMbIOTEPSI
(paboyme cTaHUMKM NONb30BaTENIEN N CUCTEMHbLIX aAMUHNCTPATOPOB, JIOKAIbHO
NCNoJib3yeMble€ HaCTOJIbHblE KOMMbIOTEPDLI, NepnepPUinHbIe YCTPONCTBA), CETEBLIE
WHCTPYMeHTbI (Mogembl, obopyaoBaHue ans nepenadn AaHHbIX, MapLUPyTU3aTopPbI,
ceTeBble CepBepbl, KaHalbl CBSA3M) N NOMELLEHNSA. TEXHNYECKON Ba3bl MHPOPMALIMOHHbIX
cuctem. KomnbloTepHasa 6e30nacHOCTb 3awniaeT MHOPMaL MO, XPaHALLYOCSA B
cucteme. BoT novyemy KOMMbOTEPHYIO 6€30MacHOCTb YacTo Ha3biBalOT MHHPOPMALMOHHOWN
B6e3onacHoCTbi0.[1]

Llenn nidopmaLmoHHon 6e3onacHoCTu:

* 3allMTa KOHPUAEHUNANILHOCTU: 03HAYaeT, YTO 3allMLLEHHAs KOMMbIOTEPHAs CUCTeMa
He O0JI>KHa AO0MyCKaTb pacKpbiTe MHpopMauMn Nosib3oBaTesIeEM, KOTOPbIN He
aBTOPM30BaH (HET ayTEeHTU(UKaLNN N HECAHKLIMOHMPOBAHHOIO AOCTYMNa K HeMY).

e 3alUNTa LENOCTHOCTU: KOMMbIOTEPHAs CUCTEMA AO0JIXKHA MOAAEP>XXMBATb LIe/IOCTHOCTb
COXpPaHeHHoW B Hell nHopMaL . TOYHOCTb UK LLENIOCTHOCTb 03HAYAET, YTO cMcTeMa
He O0JKHa KOMMPOMETMPOBaTb MH(OPMALIMIO NN AONYCKATb HECAHKLMOHNUPOBAHHbIE
npefgHamMmepeHHble NN Cny4YanHble N3MEeHeHUs.

e 3allMTa OOCTYMHOCTU: KAa4eCcTBO cucTeMbl obecneymBaeT O4OCTYNMHOCTb MHOPMALMA B
HY>XHoe BpeMs. [JoCTYNHOCTb - 3TO Ka4eCTBO KOMIMbIOTEPHOW CUCTEMbI, KOTOpas
obecneymBaeT AOCTYNHOCTb MH(OPMaLUK Monb3oBaTeNto. JOCTYNHOCTb O3HAYaeT, 4YTo



annapaTHoe u nporpaMmmHoe obecneyeHmne KOMMNbIOTEPHON cncTeMbl paboTaeT
3(pHhEeKTMBHO N 4TO CUCTEMA MOXXET BbICTPO U BOCCTaHaB/IMBATbLCA, €CNM NPOUCXoanT
bencreue.

B KOHKpeTHOM cpefe o0AMH N3 acrnekToB 6e30nacHOCTN MoXKeT BbiTb 6osiee Ba)KHbIM, HYeM
apyrue. Npn NpoeKTUpoBaHUM KaXKA0ro oTAeNIbHOro MHPOPMaLIMOHHOIO pecypca
HeobxoaMMo oueHUTb obwme TpeboBaHNsa Be30nNacHOCTU, KOTOPbLIM TakXe byaeT BInATb
Ha BbIBOp cneymanbHbIX TEXHNYECKMX YCTPONCTB N NPOAYKTOB OJ18 YO0BIETBOPEHUS
3TuUX TpeboBaHWM.

KomnbloTepHasa n ceTeBas 6€30MacHOCTb SABNSAETCSA CBOMCTBOM KOMMbIOTEPHbIX CUCTEM U
ceTen oNs NPOTUBOOENCTBUS NOMNbITKAM AOCTYMNa K obpabaTbiBaeMom 1 XpaHsLLENCS
NHMOPMALMKN, YTO NPUBOAUT K PA3PYLUNTESIbHLIM AENCTBUAM U NOJIYHEHUIO JIOXKHOM
nHdopmaummn. OHa OCHOBbLIBAETCS Ha C/IeAYIOLWNX KOHLENUMsaxX:

e oeHTngpunkaumsa. lNMonb3oBatenm BXoAAT B CUCTEMY C MOMOLLbIO CReunasnbHbIX
MPUIOKEHNI;

e AyTeHTU(UKayunsa - noaTBEPXAEHNE NTINYHOCTU MNOJIb30BaTENS.

e ABTOpM3aunsd. HazHavyeHme npas A4OCTYyNa AJ19 Ka)KA0ro nosib3oBaTtens (Hanpumep,
ONs 3annucn, YHTEHUSA UK BbINOJIHEHUA hanna).

e KOHTpOJsIb AocTyna. HasHa4vyeHue npaB JOCTyMNa K CeTeBbIM pecypcaM u 3awmTa
pecypcoB 3a CHeT OrpaHU4YeHHOro AocTyna (KoMy, Kak, Korga n B Kakmnx ycaoBusax
pa3pelueH gocTynmn).

NHhopMauUnOHHbIE CUCTEMbI HY)XOatloTcA B 6€30MacHOCTM MHGOPMaUnmn Npu nx
o06bpaboTKe, XpaHEHNN N NepeHoce.

Ona obecneyvyeHns KoOHPUAEHUMANbHOCTN, LENIOCTHOCTU N OOCTYMHOCTN B Ka4yecTBe
3/1IeMEHTOB NH(OPMaLUNOHHON 6e30nacHOCTU HeO6X0OMMO BbIMOJIHUTL ONpenesieHHble
Mepbl 6e30nacHoCTU. bonee TUNUYHBIMU N3 HUX ABASIOTCA NOJIMTUKK U NpoLeaypbl
6e30nacHOCTN, TEXHOIOMMK 3alWnTbl U 0byyeHne ons NPUMEHeHuUs NepenoBoro onbiTa B
obnactum 6e3onacHoOCTW.

NHpopMaunoHHasa 6e30nacHOCTb - C/I0XKHaa KoHuenuusa. OH BKOYaeT
AOMUHNCTPATUBHYIO U MHOPMALMOHHYO 6e30MacHOCTb:

AQMUHNCTPaTMBHasA 6besonacHOCTb - obecneyeHne pusmndeckon 6esonacHOCTH
KOMMbIOTEPHbIX CETEN N CUCTEM, a TakXe obecrnevyeHne HenpepbLIBHOCTY ynpaBieHus.
OH pa3peneH Ha ABa Tuna:



HenpepbiBHOCTb MHMOPMaLWK NpeacTaBaseT cobor cucteMy nNpaBusl U NOJIOXKEHUA AN
perynpyembix 1 HOPMaTUBHbIX aKTOB, PEryJINPYOLWMX 3aLLNTY KOHpUAEHLNATbHON
NHMOPMaL MK, HapyLLeHNe KOTOPON NPUBOANT K OTBETCTBEHHOCTU. [2]

dusmnyeckas 6e30NacHOCTb CBSAI3aHa C CUCTEMON OPraHnU3aLNOHHbIX, PU3NYECKUX N
TeXHU4YeCKnUx Mep rno npefoTBpaLLeHN0 HECAaHKLMOHMPOBAHHOIO A0CTYMNa K Ba>KHOM
(4yBCTBUTENBHON) NHGOPMALINN.

NT-6e3onacHOCTb - 6€30NacHOCTb CBsA3aHa ¢ 6€30MaCHOCTbIO CBA3MN, a TakXKe C
6e30nacHOCTbIO AaHHbIX. UT-6e30nacHOCTb 3aluLaeT KOMMbIOTEP U BCE, YTO C HUM
CBSA3aHO - 3/1aHMNEe, KOMHaTbl, TEPMUHANbI, MPUHTEPLI, Kabenn, ANCKN NN YTO-TO, YTO
CBSA3aHO C 3alUMTON MHPOPMaLMM, NOITOMY HYaCTO 3TO PABEHCTBO MeXAYy KOMMbIOTEPHON
1N nHopMaLMoHHON 6e30MacHOCTbIO.

1.2. KnouyeBble NOHATUA UHPOPMALMOHHOM
be3onacHoCTH

Tpun KNOYEBbIX MOHATUSA, NCMOJIb3yEMble B ANCKYCCUSX MO MHPOPMALMOHHOWN
6e3omnacHoCTK:

e YA3BMMOCTb
e Yrposa
e [lpoTUBOAENCTBME

Ins Kaxaom cuctemMmbl HE06X0AMMO TLLATESIBHO YYMUThIBATb YA3BMMOCTU N BO3MOXXHbIE
yrpo3bl, 4TOObl pewmnTb, Kak 3alWnUTUTb CUCTEMY N ee MH(opMaLMIo.

NHdpopmaunoHHasa 6e30nacHOCTb 3aMHTEPEeCOBaHa B BbISIB/IEHUWN YSA3BMMOCTEN B
cucTemMax M 3almuTe OT Yyrpos asas 3TUX CUCTEM.

YS3BMMOCTb - 3TO TOYKA, B KOTOPOW CMCTEMA NOABEP)XEHA aTake. Ka)kaas
KOMMbIOTEPHAS cUCTeMa ya3BUMa OS5 aTaku. Monmtuka 6€30nacHOCTY U NPOAYKThI
MOFYT CHU3UTb BEPOATHOCTb TOr0, YTO aTaka CMOXET CJ/IOMaTb 3alUUTY CUCTEMBI,
3aCTaBMB HapyLINTeNa TpaTUTb CTOJIbKO BPEMEHUN N PECYPCOB, YTO 3TO He onpaBAbiBaeT
3aTpaTbl. HO 0gMH N3 OCHOBHbIX MPUHLIMIMOB 3aKJIIOY4AE€TCS B TOM, YTO HET MNOJIHOCTbIO
6e30nacHOW CUCTEMBI.

Kntoyesble (hakToOpbl BO34ENCTBUSA:



1. Pe3koe yBenmnyeHmne cobupaemon n obpabaTbiBaemon nHpopMaLmn
2. MaccoBoe MCNOob30BaHNE KOMMbIOTEPHbLIX CETEN N NX UHTErpauns.
3. UHTerpaumsa nHgpopmaumnm B pasnmnyHbole 6a3bl aHHbIX.

4. PaclumpeHune Kpyra nosib3oBaTesnien, UMEeLWnX A0CTYN K CUCTEMHbLIM pecypcam u
6a3aM OaHHbIX.

1.3. Tunbl yA3BUMOCTEM

Tunbl y93BUMOCTU - B 3aBUCMMOCTW OT TOro, rae cuctemMa noaBep)xeHa aTake,
YA3BUMOCTU Noapa3nenarTcd Ha:

dun3nyeckasa ya3BUMOCTb - 34aHNUSA N KOMMbIOTEPHbIE 3a1bl YS3BUMbI. 3/10YMbILUNEHHUK
MO>XeT MPOHUKHYTb B MECTO XPaHEHUSA NMHPOPMaLUN U MOBPEAUTb NN YHUYTOXNTb
XpaHUTenn nHhopmMaummn. 3aMkm n buomMmeTpmyeckme yCcTponucTea (yCTPOMNCTBa, KOTOpbIe
NpoBepsAT (husnyeckme QyHKLNN, TaKNe Kak oTnevyaTkKn nanbues, rosoc, NoANUCh 1
CpaBHMBAOT UX, 4TObbLI onNpenennTb, ABNSETEChb /1N Bbl TEM, 3a KOro cebs BbloaeTe)
obecrneymBaloT BaXKHYIO MEPBUYHYIO 3aLLUUTY OT B3JlIoMa. Tak>Xe 3(hPeKTUBHbI aBapuHble
CUrHanbl U gpyrue obwme cpenctea 3awmThl. [10]

MpupoaHasa ya3BMMOCTb - KOMMbOTEPbLI O4EHb YA3BUMbI A1 CTUXUAHBLIX 6e4CTBUIA U
3KOJIOrMYecknx yrpo3. Katactpodbl, Takme Kak noxkap, HaBogHeHMe 1 3eMNeTpsiCeHne,
MOTYT pPa3pyLUNTb KOMMbIOTEPHbIE CUCTEMbI U AaHHbIE. Mblflb, BNaXXHOCTb U
BbICOKNE/HN3KME TeMrnepaTypbl Tak)Xe MOryT NPMBECTU K NOBPEXAEHUIO.

Ya3BnMoCcTb obopyaoBaHUS U nporpaMMHoro obecnevyeHus. HekoTopble TUMbI
annapaTHbIX cboeB MOryT NOCTaBUTb Mo yrpo3y 6e30nacHOCTbL BCEN KOMMbIOTEPHOWN
cucTeMsbl. Hanpumep, MHOrmne cucteMsl obecneymBatoT anmnapaTHYIO 3aWUTy nyTem
CTPYKTYPUPOBAHUSA NaMATU B MPUBUIErMPOBAHHbIX N HECAHKLMOHUPOBAHHLIX o6nacTsax.
Ecnm 3awimTa NnamMaTm He yaanacb, B CUCTEME NPOUCXOANT Xaoc, u 6e30nacHOCTb
HapylleHa. lNMporpaMmMHbie cbon noboro poga MoryT NnpuBecTn K cboto cncTtemsbl, coenaTb
ee OOCTYMNHON ANa NPOHUKHOBEHUSA, UM CAeNlaTb ee HaCTOJ/IbKO HEHAAEXXHOW, YTO OHa
He rapaHTUpyeT NpaBuibHYO N 3P deKTUBHY paboTy. [ake ecnm annapaTHbIE U
MPOrpaMMHbIE KOMMOHEHTbI 3alLMLLEHbI, BCA CUCTEMA MOXET BbiTb CKOMMPOMETNPOBAHA,
ec/in annapaTHble KOMMNOHEHTbI HeMpPaBW/IbHO NOAKJIKOYEHbI UKW eC/In NPOorpaMMHoe
obecneyeHne ycTaHOB/IEHO HEMPABUJIbHO.



YA3BMMOCTM Ha Nepudepunn - AUCKETbI, (hel-KapTbl U MPUHTEPbLI MOTYT ObiTb YKpPaAeHbl
NN NOBPEXAeHbl TAaKMMW Pa3INYHbIMMA ONACHOCTAMU, TAaKUMN KakK MblJib U XUMUKATHI.
BONbLWMHCTBO onepaunii C HOCUTENSIMU NHOPMaLIMK NEPENUCLIBAOT onucaHns aniios,
a He NOJIHOCTbIO 0YULLATL AMCK, MO3TOMY BaXKHble AaHHblE€ MOryT B6biITb BOCCTAHOBJIEHBI C
HoCcUTensl.

YS3BUMOCTM OT MPOCyLLINBaHUSA. Bce anekTpoHHoe obopyaoBaHue nlnyvyaetr
3/1IeKTPUYECKOE U JIEKTPOMArHUTHOE U3nydYeHne. INeKTPOHHbIe NpocayLLInBatoLLme
YyCTPONCTBaA MOryT obHapy>X1BaTb CUrHAsbl, U3NyYaeMble KOMMbIOTEPHbLIMU CUCTEMAMU U
CceTsiMM, a 3aTeM BOCCTaHaB/MBaTb UX. MHdopMaLms, XxpaHaWasnca 1 nepenaBaemas
CUCTEMaMU N CETSAMMU, CTAHOBUTCS YA3BMMOMN.

Ya3BMMOCTM B 0611aCTN CBA3K - €C/I KOMMbIOTEP MOAKJIIOYEH K CETU UM fa)Ke eCin K
Hemy obpalatoTcsa no TenedoHy, pacTeT PUCK TOro, YTO KTO-TO CMOXXET NonacTb B
KOMMNbIOTEPHYIO cnuctemy. CoobuieHna moryT 6biITb 06Hapy>XeHbl N U3MeHeHbI. JIMHUK
CBA3M, COeJUNHSAOLLIME KOMMbIOTEPbl APYr C APYrOM UK COeANHUTEJIbHbIe TePMUHabI C
LLeHTpaJIbHbIM KOMMNbIOTEPOM, MOFYT BbITb NpepBaHbl AN PU3NYECKN NMOBPEXAEHDI.

YenoBe4yeckuin hakTop - 04N, KOTOPbIE YNPaBJAIOT N UCNOJIb3YIOT KOMMbIOTEPHYIO
cucTemy, AaBnaTCA camon 60bLWON N3 BCEX YA3BUMOCTeNn. be3onacHoCTb BCEN CUCTEMbI
4aCTO HaXoOUTCHA B pPyKax CACTEMHOro agMnHuUcTpaTopa. Ecnv sToT agMnMHUCTpaTOp He
nMeeT onbiTa WIN He NMPUHUMaeT peLlleHUs O COBePLUeHNN NpecTynjeHnn, cuctemMa
noaBep>xeHa cepbe3Hon onacHOCTU. ObblYHbIE NOJIb30BaTEIM KOMMbIOTEPOB,
onepaTopbl, U Apyrue Nan TakXe MOryT ObiTb NOAKYNIEHbI X BbIHYXAEHbI
nepefaBaTb Maposiv, OTKPbIBaTb ABEPU UK NHBIM 0Opa3om yrpoxxaTb 6e3onacHoCTuU
CUCTeMbl.

OnepaunoHHble ya3BUMOCTU. CyllecTByeT MHOXXeCTBO BapMaHTOB JIErKOro
NCMONb30BaHUS Pa3/INYHbIX TUMNOB yA3BMMOCTEN. Hanpumep, AN NpocayLmnBaHms
TenedoHHOro Nan COTOBOro TenedoHa TpebyeTca TONbKO OAUH CKaHep. BkaoyeHne
CNCTEMbI, KOTOpas He MMeEeT 3alMTbl MAPOSIEM NN UMEeT MUHUMabHbIA KOHTPOJb,
NoYTN Tak Xe nerko. C Apyron CTOPOHbI, NPOCayLIMBaHNE 3aLLNEPPOBAHHOIO BOJIOKOHHO-
ONTUYECKOro KaHasa CBA3MN UK nepexsaT rnepenay n3 ocobo 3awmueHHoro
o6opyaoBaHNS 04E€Hb CNOXHbI. [8]

2. Bupbl n coctaB yrpo3 mHpOpMaLNOHHOMN
0e3onacHocTH



2.1. Buabl yrpo3s nHopMauMOHHOU De30nacHOCTH

Ncnonb3ysa rnobanbHble NHPOPMALMOHHBbIE TEXHOIOM KN, Mbl TaKXXe O0JIKHbI
aHaNN3MPOBaTb YrpPo3bl U PUCKN ITUX TEXHOSIOTMW U TO, YTO AOJIXKHO BbITb OTBETOM Ha
6e30MnacHOCTb. Yrpo3a MOXXeT NpeacTaBAsaATb OMACHOCTb A1 CUCTEMbI; OMACHOCTbLIO
MOXXeT BbITb YenoBeK (CUCTEMHbIN BaHAUT AN WINNOH), 06beKT (oedeKTHada YacTb
obopynoBaHus) nnm cobbiTue (NoXxap Uan HaBoAHEHUE), KOTOPbIE MOIYT UCMOJIb30BaTh
OAHHYIO YS3BMMOCTb B CUCTEME. DTU TPU KOMMOHEHTA BXOOAT B cMCcTeMy 6e30macHOCTW.
Mpwn NOCTPOEHUN NONNTUKK Be30NacHOCTY NoAyManTe O TOM, Kakme 06beKTbl K
npeameThbl.

Yrpo3sbl AensTcs Ha TPU OCHOBHbIE KAaTeropuu:

MpupoaHbIMN N PUNYECKUMUN YTPO3aMUN ABASIOTCA YrPO3bl, KOTOPbIE YrPOXKatoT Ntobomy
4yesnloBeKy 1 YacTu obopynoBaHMA: MoOXKapbl, HABOAHEHUS, cbon NTaHnMa n gpyre
benctensa. He Bcerga BO3MOXKHO NpeaoTBpaTUTb Takne 6eaCcTBUS, HO MOXKHO BbICTPO
pearnpoBaTb, €C/IN BO3HUKHET Kakasa-11mbo n3 HMX (C mMoMoLLbIO MOXKapHOM
CUrHanusaummn, Hanpumep). MoXXHO CBECTU K MUHMMYMY BEPOSITHOCTb CEPLE3HOro
yuwepba. Cuctemsbl 3aWnTbl OT CTUXUNHBIX 6eacTBUn MOTryT BbIThb 3alnLEHbI (MyTeM
pe3epBHOr0 KOMMUPOBAHNS Ba>KHbIX AAaHHbIX B APYrOM 34aHUX WM NYyTEM OpraHM3auunm
pe3epBHON CUCTEMbI, KOTopas byoeT NCNONb30BaTbCA B ONMACHOW CUTYyauun).

Cny4dainHble yrpo3bl - 3TO Te, KOTOpPbIE Bbi3BaHbl HE3HAHWEM - HanpuMep, NoJib3oBaTesb
NN CUCTEMHbIN aAMUHUCTPATOP, KOTOPLIA HE NMpoLlen Hagnexallyo NoAroTOBKY, KTO
He NpoYnTan LOKYMeHTauuo, N KTO He MOHUMaeT BaXXHOCTb NPaBUJIbHOrO NPUMEHEHNS
npouenyp 6esonacHoCcTU. KTO-TO MOXeET COpOCUTb OUCK AWM MOMbITaTbCa 06HOBUTL 6a3y
DAaHHbIX HEKOPPEKTHO N HenpegHaMepeHHOo yaanuTb pann. CUCTEMHbIN agMUHUCTPATOP
MOXXeT CTaTb Cyneprosib3oBaTesieM N N3MEHUTb 3alnTy PansioB Napoien nan BaxKHoe
CUCTeMHoe rnporpamMmmHoe obecneveHue. Nopa3no 6onbue nHpopmaumm
CKOMMPOMETUPOBAHO N NOTEPSAHO M3-3a HEBEXXECTBA, @ He 3J10ro yMbIC/a.

YMbILWEHHbIE YrpO3bl AENATCA Ha ABa TUMNa: BHYTPeHHUe N BHelwHne. Hanpumep,
CJ/IyHalHbIA HApYLWNTEeNb MOXET HE MMEeTb BO3MOXXHOCTM 3axBaTbiBaTb U
pacwmndpoBbiBaTb 3/IEKTPOMArHUTHOE U3JTyHEeHUE NN BbINOJIHATL OonpeaesieHHbIN
KpunTtoaHanus. [4]

BHyTpeHHMe XanaTHOCTU - KOpriopaTuBHbIe HapywmnTenn (MoryT paboTaTh B Bawen
KOMMaHnn)



BHewHMe BpeoOHOCHbIE:

AreHTbl NHOCTPaAHHOW pa3BenKM - OHM He BCTpeYatoTCHa NoBCo4y, HO OHN AENCTBUTESIbHO
cywecTByOT. NMpoayKTbl, ncnonbsytowme texHonoruno TEMPEST nnu yctponcrsea
WngpoBaHUA, Nyyule BCero noaxonaTt A1 YCTaHOBKU, rAe aTakn Ha onpenesieHHYo
MHOopMaumMIo NpencTasnatoT cobon peanbHYo yrposy;

TeppopucTbl. CyLLLEeCTBYIOT TakXXe NpuMepbl LiesieHanpaBAeHHbIX HanagaeHun Ha
YHUBEPCUTETCKNE KOMMbIOTEPHbIE LLEHTPbI, BOEHHbIE PEMOHTHbIE LIEHTPbI, CyAa, U T.A4.

[MpecTynHNKN - KOMMbIOTEPHbIE NPECTYMNIEHUS CKPbITbI, B OT/INYNE OT MHOMMX Apyrnx
BnaoBs I'IpECTyI'IJ'IeHI/IVI. Llenbto moxeT bbITb HE3aKOHHas Kpa>Xa nin ﬂ,pyr0|7| BUA
BblIMOIraTes/ibCTBa,

KopropaTuBHble HapyLLMTeNun - Bce 6oblue Kopropauni rnoaaratoTcst Ha KOMMbOTepPHI,
ceTeBble KOMMYHUKALMN 1 3IEKTPOHHYIO MoYTy. KoprnopaTuBHbIE 3aMnUCK U
HeoguuManbHble cOobLWEeHNS NHOrAa CTaHOBATCA 6onee ya3BMMbIMU NS aTak;

Xakepsbl. Korna noamn roBopsaT 0 Xakepax, OHM 06bl4HO 03HAYaAlOT 3/I0HAaMepPEHHbIX
noaen, Kotopble bonblie NHTepecytoTcs npobneMon, 4em pesynbTaTaMu. ITK
3/IOHaMEpPEHHbIE JIIOAN MOrYT 3ar/isiHyTb B MHTEPECHbIe AaHHbIE N MPOrpaMMsbl, HO
0ObIYHO OHW He JenatoT 3TO 3a AeHblM UK 3a NOUTUYECKNE OUBUAEH/bI.

2.2. CocTaB yrpo3 uHdpopMaLNOHHON De3onacHOCTH

YeM UeHHee nHdopMauusa, TeM TpyaHee obecrneynTsb ee 6e@30NacHOCTb, MOTOMY YTO
MHOTIMe 3JI0YMbILLJIEHHUKN XOTAT MOAYYUTb K HEW J0CTYn.

OCHOBHbIe PUCKUN 1N YIPO3bil:
1. BpenoHocHoe nporpaMMHoe obecnevyeHune

9T0 nporpaMmMHoe obecneyeHune pabotaeTt 6e3 yBegomsieHns u MHPOPMUPOBAHHOIO
coraacus noJsib3oBaTesien KOMMNbOTEPHON cucTeMbl. Cloa BXOAAT KOMMbIOTEPHbIE
BUPYChbl, YEPBW, TPOSIHbI, MPOr paMMbI-LLUMWOHbI U MHOroe Apyroe. 3aKoHHoe
nporpaMmMHoe obecneyeHne, Takoe Kak apXnuBHble CUCTEMbI, yOa/leHHble CUCTEMBbI
TEXHUYECKOW NoaaepPXKN N CUCTEMbI MOHUTOPUHIA NepPCoHana, TakXXe MOXXeT
NCMONb30BaTbCs B Ka4YecTBe BpeaoHOCHOro MO, ecnm OHU CKPbIThl OT NOJiIb30BaTeseN.
KoMnbloTepHas cmctema MoXKeT ObiTb 3apa’>keHa BPe4OoHOCHbIM NPOrpaMMHbIM



obecrnevyeHnem HenpegHaMepPEeHHO, N0JIb30BaTE/lb MOXKET MOJIY4YUTb ero noceuias seb-
CaWlTbl, OTKPbIBAA NOYTOBbLIE BJOXKEHUSA U YaTbl, NCNOJIb3YyS MOPTATUBHbIE S/IEKTPOHHbIE
HocuTenun (pN3Ww-NamMaTb), UCMONAb3ys obuine pecypchl (0bLMe Nankn) B KOMMNbIOTEPHOWN
ceTn, yCTaHaBJ/IMBAA 3apa’keHHOoe 3aKoHHOoe nporpaMMHoe obecnevyeHne u T. 4.
BpenoHocHoe nporpamMmmHoe obecrneyeHne MOXeT ObITb YCTAaHOBJIEHO LiesiIeHanpaB/ieHHO,
yepes (pusmyecknn 4oCTyn K KOMMNbIOTEPHOW CUCTEME WM YAANEHHO, C UCNOJIb30BaHNEM
rnapoas Uam ya3BumMocTen B onepaumoHHON CUcTeMe, CUCTEMHOM U MPUKIaLHOM
nporpamMmmHom obecnevyeHnn. BpeaoHOCHasa nporpamMmma MoXXeT UCNOJIb30BaTbCA A1
YTEHUS, N3MEHEHUNS, 3arnnucu NN YHUYTOXEHUA MHpopMaummn (4OKYMEHTOB, MOYThI,
naponenm n T. a.), obpabaTbiBaeMbIX N XPaHALLMXCA Ha TIOKAJIbHOM KOMMblOTEPE U
OOCTYMHbIX CeTEBbIX cepBucax. [na nporpaMMm-wnnoHos 6onee CBONCTBEHHO
coBeplLleHne OeNCTBUN NyTEM MOHUTOPUHIA dKpaHa KoMNbloTepa. Tak>Xe OHU
NCNONb3YOTCA ANS MPOCAYLWMNBAHNA MUKPOGOHA (HOYTOYKN MMET BCTPOEHHbIE
MUKPOMOHbI), HECAHKLUNOHMPOBAHHOIO AOCTYMNa K ycayram u nHgopmMaunm B JIOKasbHbIX
ceTsax, nepexBaTa Tpaduka n Apyrnx MeTO40B 3aparKeHNs KOMMNbIOTEPHbIX CUCTEM B
NoKanbHbIX ceTax nnn MHTepHete n 1. 4. [10]

Mo paHHbIM 3a 2008 r., cywecTByeT boslee MUIIMOHA aKTUBHbLIX Pa3HOBUOHOCTEN
BPEAOHOCHOIr0 NPOorpaMMHOro obecnevyeHus, Ka>xabli rog yBeam4mBaeTCs KOJIMYECTBO
HOBbIX BPe4OHOCHbIX MPOrpamMm.

Mpn NCNoNb30BaHUN aHTUBUPYCHOrO NPOrpaMMHOro obecnevyeHns 3awmTa He MOXeET
6bITb FapaHTUPOBaHa M3-3a TOro, 4YTO aHTMBUPYCHOE NporpaMmMHoe obecneyeHune
paboTaeT B 0CHOBHOM C 6a3aMun faHHbIX (onpeneneHnsammn) y>ke pacnpocTpaHeHHbIX
BPEAOHOCHbIX MPOrpamMmM.

Insa npneMnemMoro ypoBHS 3alMTbl OT BP€AOHOCHOIr0 NporpaMmMHoro obecneyeHus
NoJib30BaTesIb LOJIKEH:

- YCTaHaBJINBaTb NMporpamMmmMmHoe obecneveHne, ncroJibdyemMmoe aJzid Ka>xxagoro otaoesbHoro
KOMIbOTEpPa, npegonpeanesieHHoe N cBA3aHHOE TOJIbKO C 0643aHHOCTAMM NOSIb30BATENS;

- CMNOJIb30BaTh OrpaHNYEHHbIE NpaBa A0CTYMa K KOMMNbIOTEPY, MPUYEM TONbKO
onpenesieHHble N1MUa A0JIKHbl UMEeTb A0CTYN K Y4eTHbIM 3annucaM agMuUHuUCTpaTopa,
4yTObObl YyCTAaHABANBATb CUCTEMHOE NPOorpaMMHoe obecneyeHne N U3MEHSATb HAaCTPONKN
CUCTEMBI;

- UMETb MNpaBWJia (monnTuka 6e30macHOCTM), T.€. KTO, KOrga 1 C KaKkon CaHKLUMEN MOXKeT
YCTaHOBTb HOBOE MporpaMmmMmHoe obecneveHune;



- UMeTb BCE UCMPABIEHUSA, CBSA3aHHble C 6@30MacHOCTbIO UCMOJIb3yEMOW CUCTEMBI U
NPUKIaAHOro NporpaMMHoro obecneyeHuns;

- NCMNOJIb30BaTb aHTUBUPYCHOE MNnporpaMmMmHoe obecnevyeHune c TekywnmMmn obHoBNEHUSAMY;

- obecneunTb BegeHne LeHTPaIM30BaHHOIO N HENPEpPbIBHOrO MOHUTOPUHIa
AaHTUBUPYCHOIro NporpaMMHoOro obecnevyeHns n gpyroro nporpaMmMHoro obecnevyeHus
6e3onacHoCTW.

MOFyT TaKXe NMpunMeHATbCA OO0MOJIHNTEJIbHbIE MepPbl:

- 0VH pa3 B MecsL, cobCTBEHHOPYYHO NMPOBOANTL NPOBEPKY BCEX WU CNYHANHO
BbIOPaHHbIX KOMMbIOTEPOB, Ha 3apaHee NoAroTOBJIEHHOW Npoueaype, YyCTaHOBNEHHOM
nporpaMMHoOM obecrneyeHunmn, 3anyLLeHHbIX NpoLeccax u ap.;

- TEXHUYECKN 3amnpeLlaTb 3anyck NporpaMMHoro obecneyeHuns, oTJIMHYHOIo OT paHee
YTBEPXKAEHHOI0O N y>Ke YCTaHOBJIEHHOI O;

- KOHTPOIMPOBATb TPAMUK B JIOKAJIbHbIX CETSX.
HenobpocoBeCcTHbIE COTPYOHUKN

COTpYyAHUK, KOTOPbIN HAMEPEHHO MbITAETCA MPUYNHUTL Bped KOHKpPeTHOMY BusHecy nnm
paboTonaTento. Takon COTPYOAHUK MOXXET nevyaTaTb WM 3anucbiBaTb U NepeaaBaThb
KOH(MOEHUMANbHYO NHHPOPMAaLUWUIO, K KOTOPOW C/IOXKHO MOJIYYUTb AO0CTYM. DTO MOXXET
OblTb OPraHN30BaHHO TEXHUYECKMM (BpeaoHOCHOe nporpaMMHoe obecneyeHune,
nepexsaTt Tpaduka) nim nHoiMm obpasom Ang NoNyvYeHUss HECaAHKLNOHNPOBAHHOIO
[O0CTyna K Takon MHpopMaummn. IKCNOPT MOXKET OCYLLEeCTBASATLCSA C MOMOLLbIO BHELLUHEro
3/IeEKTPOHHOrr0 yCcTponcTBa (ha3w-namMaT, MOPTAaTUBHOIO ANCKA, MOBMALHOIO
TenedoHa) nnu Yyepes MIHTepHeT (3/1eKTPOHHasA NoYTa, YaT-KJMEeHThI, NepeaaYa
hannos). JaHHbIN COTPYAHUK MOXKET NMpefoCTaBUTb NHPopMaUUo PU3NYECKU nimn
yOaJsieHHO, NCMOJIb3ysa nporpamMmmHoe obecnevyeHmne (BpenoHocHoe MO, nporpaMMHoe
obecnevyeHne ana yoaneHHoro obcny>xmsaHus) n / nnm annapatHoe obecnevyeHune
(becnpoBogHOE yCTPONUCTBO, MOBU/IbHBLIN TeNnegoH) AN KOMMNbIOTEPHbLIX CUCTEM N CETEN
opraHusaumn. [3]

CyliecTBeHHas OMacHOCTb CO CTOPOHbI HeEAO06POCOBECTHbLIX COTPYAHMKOB, YbM
0643aHHOCTW BKJIIOYAOT 3aLUTY MHPOPMALUU U TEXHUYECKYIO MOOLEPXKKY
KOMMbIOTEPHbLIX CUCTEM, 3aKJ/II04aETCA B TOM, 4TO OHU Nnbo nmetoT, nbo MoryT nerko
MOJIY4NTb HECAHKLMOHUPOBAHHLIA AOCTYMN KO BCEN MHGOPMaLUN.



Insa npneMnemMoro ypoBHS 3alMTbl OT HeJ0OPOCOBECTHbLIX COTPYAHUKOB HEOBX0AMMO:

- XPaHNUTb KOHQUAEHUMaNbHYO MHQOPMAaLIMIO Ha cepBepax opraHunsaunum n / nan Ha
OTAENbHbIX KOMMbIOTEPAX, AN KOTOPbIX NpuMeHATCa bonee cTporne mMepsbl 3alnThl;

- OFPaAHNYUTb PU3NYECKNIA AOCTYMN K CEPBEPHbBIM / KOMMbIOTEPHbLIM KOMHATaM;

- CO34aTb CTPYKTYPY NanNoOK C COOTBETCTBYOLWMMUN 31€MEHTaMN ynpaBieHnsa OCTYNOM
(KTO, K KakoMy panny / panny obpaltaeTcs), C y4eToM NnpuHUKMNna HeobxoonmocTu;

- BBECTUN 0b6A3aTeslbHOE UCMOJIb30BaHME NMapoaen ans AoCTyrna K KOMMNbIOTEPHbIM
cuctemam u cny»xbam Cc COOTBETCTBYOLWMUMM NpaBunamm (M3n0XKeHHbIMKU B NMonnTuke
6e3omacHoCTN);

- onpenennTb Npasuia gasa cuctem u cnyxb, obpabaTbiBaoLmMX KOHOUOEHLNANBHYIO
MHOopMaLUMIo, A9 HEMPEPBLIBHOM 3anNncK Bcex CobbITnin, CBA3aHHbLIX C AOCTYMNOM K 3TUM
cucrtemam, ycsyram n obpabaTtbiBaeMon MMn nHpopmMaunu;

- UMeTb NpaBuna (M3N10>KEHHbIE B MONNTUKE 6B&€30MaCcHOCTU) - KTO, KOraa 1 C Kakon
CaHKLUWNEN MOXXET BbIMONHATb TEXHUYECKNE OEeNCTBUSA, CBA3aHHble C KabenbHon
cuctemon, obopyanoBaHMeM CBA3U, CeEpBEPAMU U KOMMbIOTEPAMU;

- obecneynTb afeKBaTHYH 3alLUMUTy OT BPeAOHOCHOro NporpaMMHoro obecnevyeHus.
MoryT Tak)xe MPUMeHATbLCSA AO0MNOJIHNTENIbHbIE MEpb!:

- BHeZpeHne nporpamMmmHoro obecneyeHus asasi MOHUTOPUHIA NEPCOHaNa;

- UCNOJIb30BaHMe WNgpOoBaHNA Tpauka B IOKaSIbHbIX CETSX;

- NCNOoJib30BaHWEe CMapPT-KapTbl BMECTO rlapone|7| Ona AoCTyrna K KOMMNbOTEPHbLIM
cnctemMmam U ycnyram,

- OrpaHNYeHne KOMMNbOTEPOB, NpeaHa3HaYeHHbIX A9 XPaHEeHNS KOHpUAEHLUNANbHON
NHOPMaLUMn, B CBA3N C MHTepHETOM nnu apyrumMm obLenocTyNHbIMU CETAMU;

- NnpegynpexaeHne ownbok Nosb3oBaTenen.

becco3HaTenbHoe aencreme nam 6es3nencrTeme COTpyaoHMKa, KOTOPbIN HaHOCUT yuepb
opraHusaumn.

OTN AeNCTBUS UAN YNYLWEHUS MOTYT ObiTb Bbl3BaHbl 0OMaHOM NI HEBPEXKHOCTbLIO. DTU
OWNBKM MOryT NPUBECTU K 3aParKeHU0 BPEeAOHOCHbLIM NPOorpaMMHbIM obecneyeHunemM,



noMoraTb OENCTBMAM HegobpoCOBECTHbLIX UKW MOCTOPOHHUX NOAEN B HAHECEHUW Bpeda
OpraHmM3aumu, Bbi3blBaTb TEXHUYECKMNE COOM NN YHNYTOXKATb MHOPMaLMIO,
packpbiBaTb KOHQMAEHLMANbHYIO MHGOPMaLMIO N0 AOCTYNYy Yepes3 NIHTepHeT nan
NPUBOANTbL K MOTepe 3/IEKTPOHHbLIX HOCUTenen (pa3w-naMmaTb, NOPTATUBHbLIN
KoMNbloTEp).

B naHHOM cny4ae Hanbonbluen oNacHOCTbIO ABNAETCS yrpo3a COTPYAHUKOB, YbL
0643aHHOCTN BKJIOYAIOT 3aLMTY MHGPOPMaLUN N TEXHUYECKYIO NOOOEPKKY
KOMMbIOTEPHbIX cUCTEM. X ownbKn oKa3biBalOT CaMoe CEPbE3HOE B/INSHNE Ha
KOMMNbIOTEPHYIO Be30nacHOCTb U nHpopMauuto, obpabaTbiBaeMylo N XPaHALLYHIOCS B
KOMMbIOTEPHbIX cucTeMax. OHM NN NX NpaBa A0CTYyNa MOryT AaTb BO3MOXHOCTb
HECaHKLMOHNUPOBAHHOI0 AOCTYMNa KO BCEN MHOopMaUum nnm ob6xona v oTKIOYEHNSA
cuctembl 6e3onacHocTn. [11]

ONns 0OCTUXXEHNA NPUEMJIEMOI0 YPOBHS 3alLUMTbl OT NO0JIb30BAaTENbCKMX OLLINOOK
Heobxoaunmo:

obecne4ynTb aleKBaTHYIO 3allnNTy OT BPEAOHOCHOIo NMporpaMMHOro obecnevyeHus;

obecne4yunTb aleKBaTHYIO 3alLnUTy OT He,ﬂ,06pOCOBeCTHbIX COTPYOHWKOB,

BHEOPUTb aBTOMATU3NPOBAHHYIO CUCTEMY apXMBaLUN;

nMeTb NpaBuia ong paboTebl ¢ cucteMamm 6esonacHOCTU (NonnTmMKa 6e3onacHOCTU) U
KOHTPO/IMPOBaTb cobntogeHmne 3TUX Nnpasul.

MoryT Tak>Xe NCMOJIb30BaTbCA AOMNOJIHUTEIbHbIE MEPbI B BUAE OrPaHMNYEHMNS
NCMONb30BaHUA UK WNEPPOBAHUS SNIEKTPOHHbLIX HOCUTeNEen (hreLll-HakonuTenen,
MOBUNBbHBLIX KOMMbIOTEPOB), 040O6PEHHLIX OpraHMn3aumen.

TexHun4yeckunim cobon

TexHn4Yeckass HEUCNMPaBHOCTb MOXKET BO3HUKHYTb B pe3y/ibTaTe ownbKn nporpaMMHOro
obecneyeHuns, cboa obopyaoBaHmsa, CTUXUNHOro 6enCcTBUSA, YenoBeyeckonm ownbkn,
3JIOHAMEPEHHbIX AENCTBUN CO CTOPOHbI COTPYAHUKA UK ayTcanaepa. TexHnyeckune cbon
06bI4YHO NMPUBOASAT K OCTAHOBKE 0OC/Y)>XNUBAHUSA U NMPepbIBaHUIO NMPOLECCOB B
opraHusaumn. HemcnpaBHOCTb Tak)Xe MOXET MNPUBECTU K rnoTepe Hpopmaunn. [8]

IAns npyemMnemMoro ypoBHS 3alUUTbl OT TexXHUYeckoro cboss Heobxoanmo:

- obecneynTb ajeKBaTHY 3aLLUNTY OT BPEAOHOCHOI0 NpPorpaMMHoro obecrneyeHuns;



- BHEOPWUTb aBTOMATU3NPOBAHHYIO CUCTEMY apXuBauuu;

- pe3epBupoBaThb U Ay6MpoBaTb BCE Ba)KHbl€ KOMMOHEHTbI KOMMbIOTEPHbIX CUCTEM;

- NOArOTOBUTbL MNNaH pearnpoBaHnsa Ha NHUMAOEHTHI / NJlaH BOCCTAaHOBEHMA nocse cbos.
BHewHWe aTakn

BHeLIHMEe aTaku - 3TO AeNCTBUSA NPorpaMMHoro obecnevyeHns Nam TPETbUX CTOPOH,
KOTOpble NpeAHa3HavyeHbl Ais HaHeCceHUs Bpeaa opraHm3aumn. 3T OeNCTBUS MOryT
NPUBECTU K YTEYKE, YHUHTOXXEHMIO MHPOPMALIMN UK NPUOCTAHOBIEHMIO ONpeaeneHHbIX

yCayr.

NonobHasa aTaka MoXeT BbITb NpoBeAeHa YAANEHHO - METOLOM MCMNOJIb30BaHUS
YS3BMMOCTEN B OnepaunoHHOW cucTtemMme, CUCTEMHOM U MPUKAALAHOM NPOrpaMMHOM
obecne4vyeHunmn, nepexsaToM He3alngpoBaHHOro Tpadunka (Naposen), NCNOJIb30BaHNEM
BpenoHOCHOro MO ¢ nomMouwlblo coLnanbHON NHXXeHepun (MOLWEHHNYECTBO).

Ins npneMnemMoro ypoBHS 3alMTbl OT BHELLIHMX aTak Heob6xoanmo:
- ncnonb3oBaTb BpaHaMay3pbl ANA NOAK/YEHUSA K IHTEpHeTY;
- NICNOJIb30BaTb afleKBaTHYO 3alMTy OT BPEAOHOCHOrO NporpaMMHoro obecnevyeHus.

Hanbonee pacnpocTpaHeHHbIMU OLWINBKaMKM, KOTOPbIE HEMOCPEACTBEHHO BAUSIOT Ha
6e30nacHOCTb MHMOPMALILUK, B 3TOM CJlyyae, SBAAITCS:

1. Npwu nogkno4eHnn K UHTepHeTYy:

- annapaTHble YCTPONCTBa NpUHaAsiexaT UHTepHeT-npoBangepam:

- OHU 0B6CNY>XKMBAOTCHA NPOBANAEPOM U UMEIOT MOAKIIYEHME K JIOKaJIbHOW CeTn.
2. MNpwu co3paHum KabenbHOW cucTeMbl N 060pPyLOBaAHUSA CBA3N:

- OTCYTCTBME OOKYMEeHTauuu;

- UICNONb30BaHMNE COTPYAHNKAMN NEPEHOCHbIX MepCOHabHbIX YCTPONCTB.

3. MNpwn NoOKynkKe n yctaHoBKe o0bopyaoBaHuS:

- HegocTaTo4YHas nposepka obopynoBaHUS;

- OTCYTCTBME NMPODUNAKTUKN.



4. Mpwn NOKynNKe n ycTaHOBKEe NporpaMMHoro obecnevyeHus:
- yCTaHOBKa NporpamMMHoro obecneyeHmsa no JIMHHOMY YCMOTPEHMUIO NOSb30BaTeNS;

- YCTAHOBKA BHELUHUMWN KOMMaHUSAMM NMPOrpamMMHoro obecnevyeHms ana TeXHNYECKOM
Nnoanep>XKu;

- UICNOJIb30BaHMeE pa3/IMYHOIro NporpaMmMHoro obecnevyeHuns, 4acTo NMPATCKOro, B
OTCyTCTBME CBODOAHLIX aHas0roB;

- OTCyTCTBME 0BHOBNEHMSA OMepaUNOHHbIX CUCTEM, CUCTEMHOIO N NPUKNAAHOIrO
nporpamMmmHoro obecnevyeHus;

- NCNnoJib3oBaHMe aHTUBUPYCHOIo nporpamMmMHoOro obecneyvyeHmns, 4acTo OT/INYatoOLLErocs
Ha Pa3HbIX KOMMbKOTEPaAX, NHOIOa be3 coBpeMEHHbIX OI'IpeLI,EJ'IeHI/IVI n 6e3
LUeHTpPaM30BaHHOIr0O MOHUTOPWHI a,

- pasaeneHune nanok He3aBUCMMO OT MH(OPMALN B HUX;

- OTCYTCTBME Ha KOMMbOTEPAX Naposiei, CUCTEMHbIE Y4YeTHbIe 3anncu ocTalTcs 6e3
napons;

- obxon MapoJid C NoMoLW b 3arpy3ku OI'IepaLI,I/IOHHOI‘/'I CNCTEMbI C BHELLUIHEITO HOCUTENA,
- OTCyTCTBME LEHTPAJZIN30BaHHOIO N aBTOMaTU3NPOBAHHOIO apXmBa;

- OTCYTCTBME 3alnNCUN KOHTPOA N pacCrnpoCcTpaHeHUA I/IH(*)OpMaLl,I/IVI O INYHbIX KOMMAKT-
ANCKax N MobunbHbIX KOMIMblOTEpPax,

- OTCYyTCTBME NpaBua 1 obLen KoHuenumn oencTenn, Bkaodas 6e3o0nacHoOCTb.
Beaylwine Bonpocbl MHpopMaLMOHHON Be3onacHoOCTK:

- HanageHunsa Ha puHaHCOBbIE CUCTEMBI;

- DnckpeanTtoBaHue Koprnopauuin;

- [Mpon3BoACTBEHHLIN caboTax;

- PackpblTne KopnopaTMBHLIX CEKPETOB;

- HapylweHne npaB NHTeNNeKTyaslbHON COBCTBEHHOCTN.



7, 8 n 9 peBpanga 2000 roga cocTtosslacb MaccoBas aTaka Ha OOHWU U3 CaMbIX
nonynspHbIX MHTepHeT-cepBepoB - Yahoo, eBay, Amazon, Buy, CNN, ZDNet, Datek n E *
Trade. 10 HEKOTOPBLIM JaHHbIM, TPex4yacoBOe OTCYTCTBUE 3TUX CEPBEPOB NMPUBEJIO K
yObITKaM, KOTOpble COCTaBAAT 6 MApA. 4O.

2.3. CpencrBa 3aL4UThbl OT Yrpo3 UHPOPMALLMUOHHOM
Oe3onacHocTm

Yrpo3sbl pacTyT N MEHSAT CBOW 06/IMK Ka)KaAbl AeHb, Y4NTbIBAas ANHAMNYHOE pa3BUTmUeE
KOMMNbIOTEPHbIX TEXHOIOMNI N TEHAEHUWUIO K rnobanm3aumm ookymeHToobopoTa. 3T0
TpebyeT ynyyweHnsa mep 6e30nacHOCTN N BBEAEHUNSA HOBbIX B Clly4ae HeobxoanmocTu.

He3aBncMMo OT TOro, HACKOJIbKO yy4LllalTCA CpeacTBa 3aWmThl MHGOPMaLmu,
pa3pabaTbiBalOTCA HOBble MeTOAbl A1 UX NpeogoneHus. NostTomy Bo3pacTatoLme
TpeboBaHMA NPeabABASAIOTCA N K CUCTEMaM 3aliMTbl NHHOPMALIMKN, KOTOPbIE O0JIKHbI
noanep>XmBaTb MHTErpaLUnto, COOTBETCTBOBATb BJIOXKEHHBLIM B HUX MHBECTULINSAM, ObITb
ynpaBsiieMbIMU N MaclITabnpyembimMn,

OnHako Hanbonee cepbe3Has yrpo3a 6€30MacHOCTM UCXOAUT OT CaMOro YesioBeKa.

Takum obpa3oMm, Hanbonee HeocnopmMmas yrpo3a 6€30nNacHOCTU Ha CEeroAHSLWHNN OEHb,
KaK N paHee, 4YesloBeK - CO34al0LLMNINA CO3HATesIbHbIE LieNeHanpaBAeHHble 0eNCTBUS NOo
YHUYTOXXEHWNIO N HaHeCeHWUo Bpefia pyromMy YesioBeky, obLecTsy n Mupy.

Heobxoavmo npeasuaeTb 1 peryanpoBaTb Yrpo3bl AeNCTBUN noaen. Ho npexae Bcero
yCunumsa AosKHbl 6bITb HanpaBaeHbl Ha TO, 4TOObI n3be)xxaTb CTUMYJa, HAMEPEHUS TaKnX
OeNCTBUN, OrPaHNYNTb NPUYNHBLI UX BOSHUKHOBEHUS.

3aKOHOM O CEKPETHON 3almTe NHpopMaLUmn BBeadeHbl 3PHEKTUBHbIE MEXAHN3MbI
obecnevyeHnss NHHOPMaLMOHHON 6e30MacHOCTM A1 OpraHn3aLuii, KOTopble Co34atoT,
obpabaTbIBalOT, XPaHAT N NepenatoT CEKPETHY NMHPOPMALMIO B aBTOMATU3NPOBAHHbIX
NHMOPMALMOHHbIX CUCTEMAX U CeTSX.

YcnewHo co3gaHa rocygapcTBEHHAsA CMCTEMa 3alUUTbl CEKPeTHOW MHpopMaunm n
cucTtema ceptTudukaymm ee poHOOB. OTO CO3AAET HOBYIO HOpMaTUBHYO 6a3y Angd
obecneyvyeHns nHhopmMaLMoHHON 6Be30MacHOCTM B yNpaBieHYeCKNX, OPraHn3aLNOHHbIX 1
MPOrpamMMHbIX acnekTax. PaccMaTpumBaeTcs BONpocC 0 pa3paboTke 3hPeKTUBHbLIX
NONNTUK, MPaBuUa K Npouenyp ons obecnevyeHns MHPoOpPMaUnMoHHON 6e30nacHOCTU U



3aLUNTbl CEKPETHON MHPOPMALIMN B @aBTOMAaTU3NPOBAHHbBIX MHPOPMALMOHHbBIX CUCTEMaX
N ceTsax.

MonnMTMKa 3aWnTbl MHPOPMALIMN U CEKPETHOMN MHMOPMALINKN SBNSIETCSH aKTUBHbBIM
KOMMOHEHTOM 3allMThl, BKJIlOYas pe3yibTaTbl aHanM3a BO3MOXXHbIX Yrpo3, CLEHAapPUEB UX
peannsaunmn, oLeHKN pUcka 1 Bbibopa MeTon0B U CPencTB NMPOTUBOAENCTBUS.

NMporpaMMHO-TEXHNYECKNE aCMeKTbl 3alMTbl CEKpeTHOW nHopMaumm B AUC n ceTax
ABNAOTCA Hanbosiee BaXKHbIM aCMekToM 3aWmnTbl MHGopMaunm. OCHOBHasA 4acCTb
yObITKOB CBfi3aHa C AEeNCTBUSAMU IOPULNYECKMX MOJIb30BaTeNIeN, B OTHOLWEHUN KOTOPbIX
yrnpaBileH4YeCKNne N opraHmn3auMoHHble Mepbl HeE3(EKTUBHDI.

[MporpaMMHO-TEXHUYECKNE aCNeKThbl 3alnTbl BKJIIOYAKOT:

- OAHO3HAYHYI0 UAEHTUPUNKALMNIO N ayTEHTUDUKALNIO NOSIb30BaTesIEN 00 COBEPLUEHUS
Apyrux encTBumn;

- 3(pheKTMBHbBIN U HAJEXHbIV KOHTPOJIb A0CTYyMNa K pecypcamMm MHPOPMaLMOHHOMN
CUCTEeMbl, MeEXaHU3Mbl O4J19 KOTOPbIX OOJ/IKHbI MO3BOJIATL NOJIb30BaTE/IIM Ae/IMTbCA Ha
rpynnbl Nosib3oBaTenen;

- 0OCTYM K MH(opMaL M B COOTBETCTBUN C MPUHLLMMNOM HeobxoaAMMOCTM;

- HeMnpepbIBHas perncrpaunsa scex cobbliTnin, cBA3aHHbIX C 6e30MacHOCTbIO
MHPOPMALMOHHOW CUCTEMBI;

- Nnepuoanvyeckas NpPoBepKa U aHaIn3 ayaAnTOPCKUX 3anNncen n naeHtTudnkaumns
NEencTBUN, CBA3aHHbIX C 6e30MacHOCTbIO OTAEbHbIX JINLL;

- CTPOrNiA KOHTPOJIb KOH(UIYypaLnm;

- COXpaHeHMe LeNoCTHOCTU U AOCTOBEPHOCTU UH(OPMaLMK;
- CoXpaHeHune paboTocnocobHOCTN CUCTEMBI;

- 3aluMTa OT BPE4OHOCHOro NporpaMMHoro obecneyeHus.

OpraHusaunoHHbIe Mepbl Mo 3alnTe cekpeTHon nHpopmaumm B AUIC n ceTtax
OpNeHTNPOBaHbI Ha YesloBeKa.

JInyHaa 6e30MacHOCTb BKIOYAET MPUHLMMALI U Mepbl, MPUMEHSEMbIE KOMNETEHTHbLIMU
opraHamMu B OTHOLUEHUN CUCTEMHOIo 1 06CNY>XXNBAIOLLEro NepcoHana, rnoJjib3oBaTesien 1



L, YY4aCTBYIOLWMX B pa3paboTke n co3gaHnm MHOOPMaLNOHHBLIX CUCTEM, O
obecnevyeHmns 3aWNTbl CEKPETHOW MHMOPMaLMN B COOTBETCTBUN C MPUHLUMOM
«HEeobxo4MMo 3HaTb» U NPUHLKUN «4eTbIpeX rnas», 4Tobbl NPeaoTBPaTUTb BO3MOXKHOCTb
TOro, 4TO YeNoBEK 3HAET U / U MOIHOCTbIO KOHTPONIMPYET BaXKHble PYHKL NN
be3onacHocTw.

dusnyeckas 6e30NacHOCTb AOCTUrAETCs NyTeM Cco34aHuns 30H 6e3omacHoCTH, B
OTHOLLUEHNN KOTOPbIX BHEAPSAETCS CUCTEMA OPraHM3aLMOHHbIX, PU3NKO-TEXHUYECKMX
Mep AN8 NpeaoTBpalleHNns HeCAaHKLMOHMPOBAHHOIO A0OCTYMNa K MaTepuanam,
[OKyMeHTaM, obopyaoBaHMIO N 06beKTaM, COCTaBASIOLWNM roCcyapCTBEHHYO MK
cny>xebHyto TalHy, AN 3alWNUTbl OT WAKWOHAaXKa, MOTEPU, Kparkiu, MoandUKaLUN,
NOBpEXAEeHNS UK pa3pyLUeHus.

JlokyMeHTapHasa 6e30nacHOCTb BKJIlOYaeT B ceba cucTteMy Mep 1 CpeacTB 3allunThl
CEeKpeTHOW NHopMaL M NMpu co3aaHnn, o6paboTke N XpaHEeHUN NOKYMEHTOB, a TaKXe
opraHusaumto, paboTty n 6e30nacHOCTb PErMCTPOB CEKPETHON MHDOPMaLUN.

3almnTa OT 3NEeKTPOMArHUTHbLIX U3JTy4YeHUWN - Mepbl Mo 3alnTe nHpopMmaunum nytTem
OrpaHNYeHns BO3LENCTBUA 3NEKTPOMArHUTHbIX N3yYeHU, 4Tobbl NpefoTBpaTuUTb
rnepexsaT U aHann3. TpebyeTcs Ana NHPOPMaAUMOHHLIX cucTeM, obpabaTbiBatoL X
CEeKpPEeTHY MHPOPMaLUUIO, KNAaCcCUPULNPOBaHHYIO KaK «KOH(UOEHLUaNbHaa».
NpeomeToM 3aWNThbl ABNAETCA HE TOJIbKO KOMMbIOTEPHOE N KOMMYHUKALMOHHOE
obopynoBaHuMe, HO Tak)Xe KabebHble CUCTEMbI N MaPLUPYThl, UCTOYHUKN NUTAHNA N T. 4.
[4]

KpunTtorpadunieckas 6e3o0nacHOCTb CBSi3aHa C MCMNOJIb30BaHUEM KpUNTorpaunyeckmnx
MEeTOLO0B U CPefcTB, NMPOBEPSAEMbIX N YTBEPXKAEHHbLIX KPpUNTOrpanyeCckmmM opraHom
6e30MacHOCTN, KOTOPbIE MPUMEHSAIOTCA A9 3aLlLUNTbl CEKPETHOW MHOopMaLnn OT
HEeCaHKLMOHNUPOBAHHOIO AOCTYyNa Npu ee co3gaHuun, obpaboTke, xpaHeHUN 1 Nnepepaye.

3aKknw4deHune.

Yem ueHHee nHpopmMauuns, TeM CoXKHee ee 3alnNTUTb. AHaIN3bl N UCCefoBaHns
MoKasbIBaOT, YTO HE3aKOHHOE NCMNOJIb30BaHNE NMHOPMALUN U JINYHbIX OAaHHbIX
DOCTaTO4YHO pacnpocTpaHeHo B 21 Beke.

B nocnenHmne roabl 60sblIOE BHUMaHNE yOeNnseTCa BONPoCcaM 3almnTbl MHHOpMauum,
HakananBaeMomn, XxpaHnmomnm n obpabaTbiBaeMon Kak B OTAEJIbHbIX KOMMNblOTEPAX, Tak 1
MOCTPOEHHbIX Ha NX OCHOBE BbIYUC/INTENIbHbLIX CUCTeMaXx. [pn 3TOM NOA 3aLNTON
WHOPMaLLMKM MOHUMaeTCA Co34aHMe COBOKYMNHOCTU CpencTB, METOLOB N MEPONPUATURA,



npegHa3Ha4dYeHHbIX OJ14 rnpenynpexneHma NCKa>xeHnd, YHUYTOXEHNA U
HeCaHKUMNOHNPOBaAHHOIO NCMNOJIb30BaHWA 3almuaemMon NMHOopMaLU NN,

OCHOBHbIMU haKTOpaMu, CI'IOCO6CTBy}OLLI,I/IMI/I MOBbILLEHNIO YA3BUMOCTU NHOPMaL UK,
ABNIAOTCA:

- NOCTOSAAHHO BO3pacTatwme ob6bemMbl obpabaTbiBaeMbIX AaHHbIX;

- cocpenoToYeHme B eanHbix 6a3ax AaHHbIX MHOPMALMK PA3INYHOIO0 HAa3HaAYeHns n
NPUHaOEeXXHOCTW;

- pe3Koe pacliMpeHne Kpyra nosib3oBaTesienl, UMeLWMX HeNoCpeACTBEHHbIN AOCTYN K
pecypcam BblHUCINTENIbHOW CUCTEMBI;

- paclunpeHne NCnosib30BaHNs KOMMbIOTEPHbIX CETEN, B YaCTHOCTMK riobasbHON ceTu
NHTepHeT, No KoTopbiM NepenatoTcs 6bonbwme o6beMblI MHHOPMALIUK FrOCy4apPCTBEHHOIO,
BOEHHOIro, KOMMEPYECKOro 1 YaCTHOro XapakTepa 1 T.A4.

Y4ynTbiBas 3T pakTbl, 3allMTa MHPOpMaUnmn B npouecce ee cbopa, xpaHeHuUs,
06paboTkun 1 nepepayn npuobpeTaeT NCKOYNTENILHO BaXXHOE 3HaYeHue.
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