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PaKT HaIMYMSA LEHHOCTb AaHHbIX Obl1 0CO3HAH NIOAbMW O4YEeHb OABHO - HEJapPOM
nepenncka BANSTENbHbIX IMYHOCTEN U3aaBHa bblla 06 bEKTOM NPUCTANIBHOrO BHUMAHUS
X Henpyros. IMeHHO B TO BpeMsi BO3HMK/Ia 3a/ia4a 3alnThl nepennckn. Ons peweHuns
3TOW 3aZla4M UCMOoJIb30BaJIMCb CaMble pa3Hoobpa3Hble MeToAbl, 0AHUM U3 KOTOPbIX Obina
TAMHOMNWUCb - YMEHMe COCTaBNSATb COobLLIEeHNs Tak, YTOObl ero cMbIC/ Obla1 AOCTYMNeH
TOJIbKO MOCBSILLEHHbLIM B TalHy. CyLLecTBYIOT CBUOETENIbCTBA 3aPOXXAEHNS TAaNHOMNNCK
elle B JOaHTUYHble BpeMeHa. Ha NpoTs»KeHnn BCell CBOe MHOMOBEKOBOW NCTOPUN
OaHHbIA BUL NCKYCCTBa CY>KWUJ1 HEMHOIMMM, B OCHOBHOM BepXyLLKe obuiecTBa, He BbiXxoas
3a Npegensl pesnaeHLUnii rnaB rocygapcTs, NOCO/LCTB U pa3BeabliBaTesbHbIX MUCCUIA. HO
HECKOJIbKO AecATUNeTU Ha3an nHpopMaumns npnobpena caMoCcToATESbHYIO
KOMMepPYeCKYyo LLleHHOCTb U CTaJjla WWMPOKO pacnpoCTPaHEHHbIM TOBapPOM,
cnepoBaTesibHO, ee HeobxoaMMo 3almniaTb. Bo3HUKHOBEHME NHAYCTPUN 06paboTkun
NHMOPMaLMK C XXeNe3HON HeobxoaMMOCTbIO MPUBENO K BOSHUKHOBEHUIO NHAYCTPUN
CpeacTB 3alWmnTbl MHHOPMaLMN.

B naHHOW paboTe pacCMOTPEHO CaMO NOHATUE KOHTPOJS A0CTYrNa N ero OCHOBHbIE
3ada4un. Bo BTopon 4acTu paboTbl ObiM pacCMOTPEHbI MeTOAbl 3aLWNTbl MHOPMaLUN.
Bblin paccMOTpPEHbI OCHOBHbIE BUAbI YrPO3 MHPOPMaLMOHHON 6e30nNacHOCTK, a TakxXe
OCHOBHble MeToAbl 6opbbbl C HUMKU. B Ka4yeCcTBE OCHOBHbIX METOA0B 3aLNTbl HblIN
BblAeJIEHbl OrpaHNYeHMe O0CTYyMa, pa3rpaHMYeHne N KOHTPOab AOCTyNa, pasaeneHue
MPUBUNErUn Ha O0CTYN, UAEHTUPNKALUNSA U YCTaHOBJIEHME NOAJIMHHOCTN 06beKkTa,
KpunTtorpadunyeckne npeobpaszoBaHns MHPOPMaLIMKM, @ TakKXe NpaBOBbIE U
OpraHM3aLMoHHbIE MeTOoAbl 3alNTbl MHOPMaLVN.

1. JloCcTyn K AaHHbIM

1.1. KoHTpOoanb poctyna

KOHTpob AocTyna — (hYHKLMSA OTKPbLITON CUCTEMBI, obecrnevynBatoLLLas TEXHOIOM N0
6e30MacHOCTU, KOTOpas pa3peLlaeT UM 3anpeLlaeT A0CTyn K onpeaenéHHbIM Tunam



NaHHbIX, OCHOBAHHY Ha NAEHTUPUKaUUN cybbekTa, KOTOPOMY HY>XEeH A0CTyn, K
obbeKTa AaHHbIX, ABASOWErocs LUenbio AoCTyna.

KOHTpOAb A0CTyNa ABNSIETCA OAHUM U3 CaMblX Ba)XHbIX 3/1IEMEHTOB 3aLnTbl MK 1
nHdopMaLMn Ha HEM. [lOCTyN K 3aLlUNLLEHHON MHopMaunmn AoKeH BbiTb OrpaHnYeH,
4TObblI TONILKO NI0AN, KOTOPbIE UMEIT NpPaBo AOCTYMNa, MOrK NoJy4yaTb 3Ty
nHdopMaumio. KoMnbloTEPHbIE NPOrpaMMbl U BO MHOTMX Cy4asixX Yy>KepoaHble
KOMMbOTEPbI MOCPEeACTBOM JIOKaJIbHOW ceTn, HTepHeTa, 6ecnpoBogHON CeTU MOryT
NOJYyYNTb CEKPETHYI0 MH(pOPMaLILIO, KOTOpas He NpeAHa3HayYeHa UM. 3TO MOXeT
HaHeCTU Kak (PMHAHCOBbIE, TaK U MHPOPMALIMOHHbIE MOTEePU[1].

B cBA3K C 3TUM HeobXxoAMM MexXaHN3M KOHTPOJIS A0CTyNa K 3alWnWEHHON MHOPMaLNN.
CNO>XXHOCTb MEXaHU3MOB KOHTPOJIA A0CTyNna A0JIKHA bbITb B MaputTeTe C LEHHOCTbIO
NHopMaLMK, TO eCTb YeM Bbonee BaXXKHOW UM LLEHHOW MHOPMaLMA ABNSETCA, TeM
Bbonee CNoXXKHbIMU JO/KHbI ObITb MEXaHU3Mbl KOHTPONA AOCTYMa.

OCHOBHbIMW MexaHU3MaMWN KOHTPOISA O0CTYyMa ABAATCA NAEHTUPUKaUNA n
ayTeHTudpukaumnal [1, 3].

1.2. 3apayium, pewuaeMble orpaHu4yeHueMm aocrtyna

1.2.1. bhokuposaHmne A0CTyna K HaCTporkaM onepaunoHHON CUCTEMBI

HenpoaoyMaHHble AENCTBUSA HAaYMHAOLWKMX NMOb30BaTeNeN YaCcTo NPUBOAAT K TEM UK
WHbIM Npobnemam B paboTe oTAEbHbBIX MPUIOXKEHUA NN ONEPALMOHHON CUCTEeMbI. Kak
NoKasblBaeT NpaKTuKa, A4J19 HEMaJIoN KaTeropum nonb3oBaTesien ny4uwe soobuie
3anpeTuTb BCE, 4TO TOJIbKO MOXXHO 3anpeTuTb, MHa4Ye HM O Kakoun cTabunbHon paboTe Ha
KOMMbIOTEPE HE MOXKET BbITb 1 pevn. 1 3To NOHATHO, BeAlb 4OCTAaTOYHO BCEro JNLb
C/ly4YalHO yOannTb, HanpuMep, panBep MOHUTOPA, Kak n3o0bpa’keHne Ha 3KpaHe
nepectaHeT pafoBaTb rnas. Ecav xxe yoanuTb NpUHTEpP, TO NevYaTb AOKYMEHTOB CTaHeT
HEBO3MO>XHOW, a NPU N3MEHEHUWN CeTEeBbIX HAaCTPOEK KOMMNbIOTep nepectaHeT paboTaTh B
NOKanbHOM ceTn 1 T.M. Ona npenoTBpalleHns noaobHbIX CUTyaunin Heobxoammo
O10KMpPOBaTb BCe OEeNCTBUSA NOJSIb30BaTeNs, KOTOPbIE MOryT MoBJieYb 3a cobon
HepaboToCNOCOOHOCTL KOMMNbOTEpPA[3].

Kpome Toro, umeeTcs HeEMasio HAaCTPOEK, M3MEeHEeHNE KOTOPbIX HE MMEEeT CTOJb
HENPUATHbLIX NOCNeACTBUIA, HO Bbi3bIBAaeT onpenesieHHble HeyaobcTBa y Apyrux
nonb3oBaTesien. K TaKuM HacTpoMKaM OTHOCATCS, B YaCTHOCTU, NapaMeTpbl CBONCTB



3KpaHa, cnocob oTobparkeHnsa halnaoB 1 Nanok, Haanyne ornpeaesieHHbIX SPJibIKOB Ha
paboyeMm cTone n B MeHto «lyck», BHELWHUIA BUO CTaHOAPTHLIX Nanok 1 sipabIKOB U T.1M.
Haunbonbliee Yyncno npobnem Takue, kasanocb 6bl, HEONACHbIE HA NEPBbIN B3rNsa
N3MEHEHNN BbI3bIBAOT B y4eOHbIX 3aBeAEeHUAX, FOe yYallmecs U CTYAEHTbl CYUTAOT
CBOVM [0JIFOM HaCTPOUTb KOMMbIOTEP 3KCTPAOPANHAPHLIM 06pa3oM, HAMAJIO He
3a60TSCb O TOM, YTO, HANMpPUMep, SIKCTPaBaraHTHoe opopMIeHNe 3KpaHa MoXeT
BbI3bIBaTb Y APYrMX NoJjib30BaTesIeln yTOMJEHNE N FONOBHYO 60Jb, @ U3MEHEHHbIN BUA
nanok «Mon KoMmnbloTEP», «KOP3MHa» 1 Np. NoTpebyeT y HUX MHOIO BPEMEHU Ha MOUCK
N OTKpbITUE. B nTore nony4vyaercs, 4To AJs Nob3bl Aefla NpuxoanTbcs 610KMpoBaTb
BO3MO>XHOCTb NOA0DOHbLIX U3MEHEHUI HAacTPoekK, M60 B MPOTUBHOM C/ly4ae o
NJ1040TBOPHOM 0bpa3oBaTeIbHOM NpoLecce A0BOJIbHO BbICTPO NpuaeTcs 3abbiTb[4].

OrpaHu4MB JOCTYMN PAa3yMHbLIMN paMKaMn, MOXXHO NPpeaoTBPaTUTb COBEpPLLUEHME
nosib3oBaTeNAMN TaKNX AENCTBUN, KOTOPbIE TakK WM MHAYe MOryT NMPUBECTU K
HecTabunbHOCTU PaboThbl CUCTEMBI NN K HEYAOHOCTBY BbIMNOJIHEHUS TEX NN UHbIX
onepauwnnsl [2, 4, 6].

1.2.2. 3awmTa aligoB N Nanok onepaLmnoHHON CUCTEMbI U YCTAHOBAEHHbIX NPUIOXKEHUI

Hepenko 6biBaeT, 4TO HEQOCTATOYHO MOArOTOBJIEHHbIE MOJ/Ib30BATENN YMYAPSAIOTCS B
MFHOBEHME OKa YAaNMTb C KOMMNbOTEPA Nanku ¢ harnnamm onepaunoHHON CUCTEMbI NN
KaKoro-nmbo npuaoXXeHus, naum, 4To eLle Xy>xe, NepeMecTnTb NX B HEM3BECTHOE MeCTO,
He 3aMeTuMB MNpu 3TOM Aa)Ke Ha3BaHWA yOoasnsaeMon Win nepemMeLwiaeMon nankn. 4Yacto 3To
NMeeT MeCTO B y4ebHbIX yYpexxaeHunsax, 0cobeHHO nNpu nsyvyeHnmn tTem paboThbl C
dannoson cnctemon B cpeage Windows nnm B hanioBbix MeHeaxepax. PesynbTaT
OKa3blBaeTCs MJlIa4YeBHbIM, TaK KaK OaJIeKO He BCerga oHbIX 3KCMEePUMEHTAaTOPOB
yOaeTcsa BblYUCNTb A0 MOMEHTa OYUCTKU KOP3UHbI, U B UTOre HEMaJIo BPEMEHN yXOOUT
Ha BOCCTaHoBNeHMe nHpopMaumnn. C nepemMelleHNeEM eLle Xy>Xe, BeAb BHavane
MPUXOONTCA OMNbITHLIM NYTEM BbISICHATb, YTO XKe BCe-Taku OblN0 NepemMeLLeHo, a 3aTeM
NCKaTb COOTBETCTBYHOLME NankKu Nno BCEMY ANCKY M BO3BPaLLLATb NX Ha MECTO[6].

KoHe4yHOo, nHhopMaumio B 06omx cnyvasx Yalle BCero ygaeTcs BOCCTaHOBUTb, HO 3TO
TpebyeT CNOKOMHOM 0BCTaHOBKM U HEMasIOro BpeMeHu. NoaTomMy ropa3fo pasymMHee npu
MOMOLLN COOTBETCTBYIOLWNX YTUINT HAaCTPOUTb NapaMeTpbl Tak, 4Tobbl, Hanpumep,
Mankn ¢ KOHKPETHbLIMU NPUI0XKEHUSAMIN Bbl/IN HELOCTYMHbI, HO B TO XK€ BpeMs caMu
MPUIOXKEHMA MOXKHO OblNo 3anyckaTb[7] [4, 6].

1.2.3. KOHTPO/Ib 3@ UCNOJIb30BAHUEM NPUIOXKEHUIN N OrpaHNYeHne BPEMEHW AOCTyna



HeobXxoaMMoCTb TAaKOro KOHTPOJIS U OrPaHUYEHNN Mo BPEMEHU, Kak NPaBuJo, BO3HUKaeT
B y4€OHbIX yYpexxaeHUsaX, Koraa Heobxoamnmo orpaHMynTb CTyAEHTOB NepeyHeM
N3yYyaeMblix Mo NporpaMmmMe NMporpamMMHbIX MPOAYKTOB, U HAa AOMALLUHUX KOMMbOTEpPax rnpu
[OCTYyMne K HUM aeTeln, YTobbl perynmpoBaTb NepeyeHb A0MYCTUMbIX MPUSTOXKEHUI 1
BpeMa cnaeHns pebeHka 3a KoMMnbloTepoM[s].

Camoe npocToe s peweHus gaHHon npobaembl — BOCMNOJ/Ib30BaTbCA
crneynann3npoBaHHOW YTUINTON, KOTOPas NO3BOJINT YETKO onpenesinTb, Kakue
MPOrpamMMbl U B KaKoe BpeMS MOXHO 3aryCckaTb, @ Kakne — HeJslb38 HUKOrga v Hu npu
Kakux obctoaTenbctBax(9] [1, 3].

1.2.4. 3awmTa NnepcoHasibHbIX OaHHbIX

Mpobnema 3aWnTbl NepCcoHasbHbIX hansioB U NanokK Hensbe)xHa, ec/in 3a KOMMNbLITEPOM
paboTaeT HECKOIbKO YesioBeK. Takash CUTyaUnsa MOXXeT BO3SHUKHYTb AOMa, Hanpumep,
npn HeobxooMMoCTK orpaanTb pebeHkKa OT HenpeaHa3Ha4YeHHOW eMy MHopMaLMK, a
MOXXET 1 Ha paboTe, roe Aake Npu HaM4nM y Ka)Kaoro rnosab3oBatens cobCcTBeHHOro
KOMMbIOTEPa BO3MOXXHbl MOMEHTbI, KOria NpuxoanTcsa nyckaTb 3a ceou MK gpyroro
COTpyAHUKa. B 06ounx cry4asax coBCceM He X04eTCa 4EMOHCTPMPOBATL MOCTOPOHHUM
Kakue-To cBon pabo4me maTepuabl, U BOBCE HE MOTOMY, YTO OHU UMEIT rpud
«COBEpPLUEHHO CEKPETHO», @ MPOCTO NMOTOMY, YTO HUKTO He NtobnT BMeLllaTeNbCTBa
MOCTOPOHHUX B CBOW Aenaiol.

EcTb n 60nee Ba)xHas CTOpOHa Bonpoca. Bcerga s Bbl MOXKeTe CMOKOMHO A0BEPUTb
CBOW MaTepunasbl KOMY 6bl TO HM BbI10? CKOpee BCEro, HeT, Bellb COBCEM HE UCKJTIOYEHO,
4YTO BawM ansibl N NankyM MOryT OKa3aTbCsA yAasleHHbIMUA NN N3MEHEHHbIMU
HenoAroTOBJIEHHbIM MOJIb30BATENEM MO YACTOW CAyvYanHOCTU. A 3ab610KMpPoOBaB AOCTYN K
HUM, Bbl MOXXKETE He NepeXnuBaTb, YTO C BalUMMMN AOKYMEHTaMKU 4TO-NMbo Ciy4ynTcs no
BWHE NMOCTOPOHHEro[11].

Kpome TOro, He ctouT C6paCbIBaTb CO CHeTOoB N TO, 4TO, €CJin Ball MaTepunalbl
npeacTaBiAT KaKyl-TO KOMMeP4YEeCKYHO LLEHHOCTb, HE NCK/TIO4YEHa CNTYyaunid, 4HTO MMA
3aX0TAT BOCNO/Ib30BaTbhCA B HEONAroBMAHbLIX LenAx[12].

Bce 3T npobaemMbl NCKNIOYAOTCA NyTEM CO34aHMSA CEKPETHLIX MarnokK uan gaxe
CEKPETHbIX ANCKOB C NepPCOoHaNbHON NMHGOPMaLIMEN, KOTOpble, B 3aBUCUMOCTHN OT
BapuaHTa OrpaHNUYeHns JoCcTyna n oT BbIBpaHHOIr0 NPUIOXKEHMNSA, MOTYT BbITh Kak
MOJIHOCTbIO CKPbITLIMU OT APYrUX NoJsib30BaTeNen, Tak N BUAUMbIMU, HO HEQOCTYMNHbLIMU
Ana Hux. B obounx cnyvasax gpyrue nonb3oBaTenu 6e3 3HaHMS BalLero naposs He CMOryT
NOJYyYNUTb AOCTYMN K AaHHbIM MaTepuasnam, U3IMEHUTb UAN yaanuTb ux[13][1, 4, 6, 7].



1.2.5. bnoknpoBaHuMe 0ocTyna K KOMMNbOTEPY

Mpn paboTe B ohmce garke nNpu HanM4nMm cobCTBEHHOr0 KOMMbIOTEPA NOJIb30BATENN HE B
COCTOSIHUMN HAaX0AUTbCS PSAOM C KOMMbIOTEPOM NMOCTOSAHHO, N MOTOMY HEpeaKun
CUTYaUuKn, KOrfa BKJIOYEHHbI KOMMbOTEP OKa3biBaeTca 6e3 npucmoTpa. K coxxaneHuto,
TaKUMWU MOMEHTAMUM MOTYT BOCMOJIb30BaTbCS 3aUHTEPECOBAHHbIE B BaLLUX MaTepuanax
COTPYAHUNKW[14].

MNepBbin NpUXoAAaLLMA B rosioBy cnocob obe3onacuTb cebsi OT TaKMX HE3BaAHbIX FOCTEN —
YCTaHOBUTb NapoJib Ha 3aCTaBKy, HO 3TO COBCEM He JIYHLUNI BapMaHT, TakK Kak npu
nepesarpy3ke rnapoJsib C 3aCTaBKN MOXXHO CHATb 6e3 0cobbix npobnem. Nopasno
HageXXHee — MOJIHOCTbI0 3ab71I0KMPOBATb KOMMbIOTEP MPX MOMOLLM CreunanbHbIX
MPOrpaMMHbIX CPeACTB, KOTOPbie HUKOIO (@ MHOrAa Aa)ke aAMUHUCTPaTopa) He
MOAMYCTAT K KOMMNblOTepy 6e3 3HaHMA Naponsa gaxke npu nepesarpy3ke Windows B
6e3onacHoM pexume[is] [4, 7].

1.2.6. bnokupoBaHuMe gocTyna K yCTPOMNCTBaMm

BcTpoeHHble MexaHM3Mbl pacnpenesieHnsa npas 4OCTyna v 3a4aHnAa NOJINTUK
be3zonacHocTm B OC cemeinctea Windows He MO3BOIAIOT KOHTPOJIMPOBaTb A0CTYN K
noTeHUKMasnbHO ONacHbLIM yCcTponucTBaM: guckosogam n CD-ROM, a Takxe K FireWire n
MH(pakpacHbIM nopTaM, K WiFi- n Bluetooth-agantepam u np. B To e Bpems
NCNOJIb30BaHME HeaBTOPM30BaAHHbIX YCTPONCTB NpeacTaB/sgeT HeManyto yrposy
6e3onacHOCTM AaHHbIX. C 04HON CTOPOHbI, AaHHbIE MOrYT BbITb NOXULLEHbI, BEAb NpWU
OTKPbITOM AOCTYMNe HEeT HUKAKOW CNIOXKHOCTWU B TOM, 4TOObI 3anncaTbh MHGOPMALMIO Ha
BHELUHW HOCUTENb, @ C APYrol — [AaHHble Ha KOMMbloTepe MOryT BbiTb BUAON3MEHEHDI.
BapuaHToB TyT MHOro. Hanpumep, ceTeBble U JIOKaJibHble KOMMNbIOTEPLI YaCTo CTpadatoT
OT BMPYCOB, TPOSHOB N APYrnX BPEOOHOCHbLIX MPOrpamMM, Hepeako 3aHOCUMbIX CO
CMEHHbIX HOCUTEeNnen. He meHee HenpuaTHa cnTyauma 6€CKOHTPONIbHOW YCTaHOoBKMK MO
[16].

KOHEeYHO, MOXXHO LLeJSIMKOM OTKJ/II04NTb yCTponcTea B BIOS Ha Ka)xaoM KoMMbloTepe, HO
3TO He BbixoA, nbo gaHHasa onepaunsa TpebyeT MacCy BpeMeHN N B Cryvae
HeobxoanMoCTn paboThbl C YCTPONCTBOM NpUAETCH Kaxkabin pa3 obpawaTtbcsa B BIOS n
BHOBb BKJ1H04a@Tb 3TO YCTPOMUCTBO. N 30eCb ropa3fo BaXHee KOHTPOMpPoBaTb A4OCTYN K
yCTPONCTBaM, BBeAA Pa3yMHble OrpaHNYEeHNUSA B 3aBUCUMOCTU OT KOHKPETHOW CUTyauunn.
MO>XHO, Hanpumep, YCTAaHOBUTb A0CTYN «TONIbKO YTEHME» AN YaCTU CMEHHbIX
HOCUTENEeN N OrPaHNYNTb YCTAHOBKY C HUX HEHY>XHbIX nporpamm[i7] [3, 8].



2. MeToabl 3alLMTbl UHDOPMaL UMK

2.1. Yrpo3bl besonacHoOCTH

C no3nunm obecrnevyeHns 6e30NacHOCTM NHPOPMALMN B KOMMbIOTEPHbIX CUCTEMAX Takue
cucTeMsbl LenecoobpasHo paccMaTpmMBaTh B BUAE €ANHCTBA TPEX KOMMNOHEHT, KOTOpble

OKa3blBalOT B3aMMHOE BAUSAHWE ApPYr Apyra.

CxeMa faHHbIX KOMMOHEHT npeacTaBsieHa Ha pUcyHke 1.

I} opmaria

e KC

TexHIM ecKHe O0CIy KUBAKOIIHIT
H IporpaMMHbIE [ePCOHAT U
CpelIcTBa 0Jb30BATe. Il

Puc. 1. KOMMNOHEHTblI KOMMbTEPHbLIX CUCTEM

Llenbto co3aaHus ntobo KOMMNbIOTEPHON CUCTEMbI ABJISETCS YA0B/IeTBOPEHME
noTpebHoCTel Nosib3oBaTesiell B CBOEBPEMEHHOM MNoJIyYeHU N0CTOBEPHON MHpopMaLmn

N COXpaHeHUn ee KOHPNOEHUMNANIbHOCTW[18].

Mon yrpo3on 6e3onacHOCTU MHAOPMALIMN NOHUMAETCA NOTeHUMalbHO BO3MOXKHOE
sIBNIeHNE, NMpoLLecc nnm cobbiTre, MMeLLMe BO3MOXKHOCTb MPUBECTU K YHUYTOXXEHMIO,
yTpaTe AOCTYMHOCTU, KOHPUAEHLUMNANBHOCTU UK LEeNOCTHOCTU MHgopMaL .

CxemaTunyeckun Knaccngpumkaums yrpos 6esonacHocTn nHopmaumm npeacrtaBsieHa Ha

pUCyHKe 2.
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Cny4anHble yrpo3bl MpenHamepeHHble Yrpo3bl
— CTUXWHEIE GeacTEMA U — TpagUUMOHHBIA LWMNMOHAXK U
aBapuu AUBEpPCUN
— CG6OM UK OTKA3bI TEXHUYECKHX — HecaHKUMOHWpOBaHHEBIA [OCTYN
cpencTs K MHhopMaumn
— Ownbkn npn paspaboTtke KC — 3NeKTpoOMarHUTHbIe U3NyYeHUA
W HAaBOAKM
ANropUTMHUYECKUE W
— MporpammMmHble oWMGKK — HecaHKUMoOHWpoBaHHaA
moandUKaLMA CTPYKTYP
OWwKnbkn NnonesoeaTenel n

L oGcnyKMBaKOLLEro NepcoHana — BpeguTenbckue nporpamMmel

Puc. 2. Yrpo3bl 6e30rnacHOCTV MHGOPMaLMN B KOMIbIOTEPHbIX CUCTEMAaX

Yrpo3bl, He CBSiI3aHHbIE C NpegHaMepeHHbIMN ENCTBUSAMMN 3/I0YMbILLIEHHUKOB Y
peanmsytowmecs B C/ly4aHble MOMEHTbI BPEMEHU, Ha3bIBAOT CAYYaMHbIMU UK
HenpegHaMepeHHbIMN[19] [2].

2.2. MeToabl 3alLUTbLI MH(OPMaLLUMU

I'Ip|/| HaJIN4Y NMPOCTbIX CPpeaCTB XpaHEHNA N Nepenaydn I/IH(pOpMaLI,I/II/I cywecTtBoBaJin 1 Ao
CUX Nnop He norepAasin 3Ha4eHnda Takme MeTobl ee 3allThbl OT npeaHamMmepeHHOoro
0OCTYynNa, Kak:

e OrpaHMyeHne OocTyna;

pa3rpaHnyeHne OocTyna;

pa3feneHne NpuBuUAeruin Ha gocTyn;
KpunTtorpadunyeckoe npeobpasoBaHue nHpopMaLnm;
y4yeT U KOHTPOJIb A0CTYNa;

3aKoHoAaTesbHble MepbI[20].



C yBennyeHnem o6beMoB 1 KONMYeCTBa MoJsib30BaTesIEN, @ TakKXKe B CBA3M C APYrnMu
NnpUYMHaMm NOBbILIAETCA BEPOATHOCTb NpeAHaMepeHHOro HeCaHKLUMOHMPOBAHHOIO
[ocTyna. Bcrnencreue 3Toro pa3sBuBalOTCA CTapble N BO3HUKAKOT HOBbIE
[OMNOJIHNTESIbHble MeTOAbl 3aWNTbl MHPOPMaLNK B BbIHNCIUTENbHBLIX CUCTEMAX:

e MeTOoAbl PYHKLMOHANIbHOrO KOHTPOS, obecneymBaroLlme oMarHOCTUKY W
obHapyxeHune oTKa30B, cboeB annapaTypbl N oWINOOK YesioBEKA, a TakXXe
MporpamMmHble OLLINOKN;

e MeTOAbl MOBbILLIEHNSA AOCTOBEPHOCTN NHGOPMaLNW;

e MeTOAbl 3aWNTbl NHPOPMALLMK OT aBaPUNHbBIX CUTYaLNR;

e METOAbl KOHTPOA OOCTYNa K BHYTPEHHEMY MOHTa)Ky annapaTypbl, JIMHUSM CBA3N;

e METOAbl KOHTPOJIA N pa3rpaHUYeHns AocTyna K nHhopmayuu;

e MeTOoAbl ayTEHTUDUKALNN N NOAEHTUDUKALMKM MOSb30BaTENEN, HOCUTENEN
MHpOPMaLMKN, TEXHNYECKNX CPeaCTB N OKYMEHTOB;

e MeTOoAbl 3aWNTbl OT HABOAOK MHOPMaLMK U MOBOYHOro nsnyyenma[21] [1, 51.

2.2.1.0rpaHn4yeHune gocTtyna

OrpaHuyeHne OoCcTyna 3ak/lo4aeTcs B CO34aHNUN HEKOTOPON PU3NYECKN 3aMKHYTOW
nperpanbl BOKPYr 06beKTa 3allinTbl C OpraHmn3aLnein KOHTPOJIMPYEMOro A4oCTyna JnL,
KOTOpble CBSA3aHbl C 06BEKTOM 3aLUNTbI MO CBOUM (DYHKLMOHAIbHBLIM 0053aHHOCTSIM.
OrpaHuYyeHne OocTyna K KOMMJjeKkcam CpeacTB aBToMaTM3aumm o6paboTkm nHpopmMaumm
3aKJ/o4aeTCs:

e B BblAE/IEHUN CNeUnaNbHON TEPPUTOPUN A8 pa3MeLLeHNa KOMMIeKCca CpeacTB
aBToOMaTM3auuy;

e B COOPY>XXEHWUW MO NEePUMETPY 30HbI CNeUnanbHbIX OFpaKAeHNI C OXPaHHON
CUrHanm3aumnen;

e B BblA€NIeHUX CneumnasibHbIX NMOMELEHUN B 34aHUN;

e B CO3aHNN KOHTPOJIbHO-MNPOMYCKHOIr0 peXxxmmMa B NOMELLEHNSAX, 3L4aHNAX U Ha
TepputTopumn[22].

3agaden cpeacTB OrpaHNYeHnsa OOCTyna ABNSETCA UCKDYEHUE Cy4alnHoro n
npegHamMepeHHOro AocTyna NOCTOPOHHUX JIUL, HA TEPPUTOPUIO pa3MeLLeHNS KOMMJ1eKca
N HENoCpenCTBEHHO K annapaType. B yKa3aHHbIX Lensax co3faeTcs 3anTHbI KOHTYP,
KOTOpble 3aMblKaeTCcsa ABYMSA BUOaMU nperpan: KOHTPOJIbHO-MNPOMNYCKHOW U (hn3NYECKON.
Takne nperpagbl YacTO Ha3bIBAOT CUCTEMOMN OXPAHHOMN CUTHANMU3aULUnM N CUCTEMON
KOHTpoNsa gocTtynafz3] [7, 8].

2.2.2.Pa3srpaHnyeHne n KOHTPOJIb A0CTyna



PasrpaHn4yeHmne n KOHTPOJIb AOCTYyNa K MHHOPMaLMN B BbIYNCIINTENIBHON CUCTEME
3aKJ1l04aeTCA B pa3fAeleHUN LMPKYIMPYIOLLEN B HEN MHOPMaLMM Ha 4acTu 1
opraHm3aumm focTyna K Hel AOJIKHOCTHbLIX JINL, B COOTBETCTBUM C UX
pyHKUMOHaNBbHBIMY 06S3aHHOCTAMM N MOJIHOMOYUAMMU.

3afayven pasrpaHnUyeHnst 4oCcTyna sBASETCS COKPALLEHNE KOIMYECTBa A0/IXKHOCTHbIX
NN, KOTOPbIE HE MMEIT K HEl OTHOLLUEHWS NP BbIMOJHEHUM CBOUX (PYHKLWI, TO eCTb
3aWmMTa nHQoOpMaLUMn OT HapyLLNUTenNa cpean OonyLeHHOro K Hel nepcoHana. Mpu aTom
AeneHne NHpopMaLnUmM MOXXET MPON3BOANTBLCA MO CTEMEHN CEKPETHOCTU, BaXKHOCTW, MO
AOKYMEHTaM, Mo YHKLNOHAIbHOMY Ha3Ha4YeHWO U MO APYruM NoAobHbIM MyHKTaM[24]
[2].

2.2.3.Pa3zpeneHne npuBnnermm Ha 4ocTtyn

PasgoeneHne NpuUBMAErnm Ha [OCTYN K MHPOPMaL MK 3aK/04aeTCs B BblAeIeHUW Fpy bl
N3 Yncna JonyLWweHHbIX K MHPOPMaLMn OOJKHOCTHBIX Nnl,. [aHHOW rpynne
npenocTaBnAseTCca AOCTYN TOJIbKO NPpY OA4HOBPEMEHHOM MpeabABIEHNN MOSTHOMOYN
BCEX Y4JIEHOB rpynnbl.

MoaobHbIN MeTon HECKOIbKO YCIOXXHSAET npouenypy, Ho obnagaeT BbICOKOW
3(hbheKTMBHOCTBIO 3aWNTbl. Ha ero npmHUMNax MO>XHO OPraHM3oBaTb AOCTYM K AaHHbIM
C CaHKLMW BbILLECTOALLEro AMuUa No 3anpocy nnm 6es Hero[2s] [5].

2.2.4.NpeHTudnkKaums n yctaHoBeHNE NOONNHHOCTN 0bbeKTa.

NoeHTudmnkaumsa B BbIYUCINTENbHBLIX CUCTEMax NpeacTaBnseT cobon npouenypy
BbISIBJIEHUA MAEHTUDMKaTOpa AN cybbekTa naeHTudmnKaumm, ogHo3Ha4Ho
NAEHTUOULUMPYS OaHHOro cybbekTa B BblYMCAUTENbHON cucTeme. Mpu BbINOSIHEHUN
npoueanypbl MOAEHTUDUKALMN B BbIYUCTIUTENBHON cucTeMe CybbekTy npeaBapuTesbHo
Ha3Ha4YaeTCs COOTBETCTBYOLWMUNA naeHTUdMKaTop.

NoeHTnprKaToOpoOM yCTaHOBJIEHUSA MOAJIMHHOCTU JIMYHOCTU B MOBCEAHEBHOM XU3HU
AABJIAETCA BHELWHWN BUA: (POPMa roioBbl, PUrypa, XapakTep, 4epTbl AMLa, noseneHuve,
NPUBBIYKN N Apyrue CBOMCTBEHHble JaHHOMY YesloBeKY NpU3Haku, cosgatouwme obpas
KOHKPETHON NNYHOCTU. OBbeKkTaMn ngeHTupmnKaLmm n yCTaHoBAEHNA NOAJIMHHOCTU B
BbIYUCIUTENIBHOW CUCTEME MOTyT BbITb YenoBek, TexHn4Yeckoe CpefCcTBO, LOKYMEHT,
HOCUTENb MHPOPMAaLUN NN CaMa UH(OPMaLNA[26].

B cucTtemMax 3aluThl nocse npoueaypbl nAeHTUOUKaALMK Yalle BCero cneayert
ayTeHTUdMKaLKnsa, noaTeepxaaowas naeHTudunkaumo cybbekTa. MNpn a3Tom



NOCTOBEPHOCTb NAEHTUMMKALMN NOJHOCTbIO ONpeaensieTcs YpOBHEM OOCTOBEPHOCTH
BbIMOJIHEHHOW Npoueaypbl ayTEHTUMUKaLWN.

KoHe4YHOo! uenbto naeHTUdMKaumMm 1 ycTaHoBAEHUS NoAJIMHHOCTY 06bekTa B
BblYMCANTENIbHON CUCTEME ABASIETCSA A0MYCK 06bekTa K MH(OPMaLUMnN OrpaHNYeHHOro
NOJIb30BaHNA B CJly4ae NOJIOXXMUTESIbHOr0 UCX0[a NMPOBEPKU, UK OTKA3 B AOMNYyCKe B
cJlydae oTpULLaTEeNIbHOr0 UCX04a NMPOBEPKU[27].

B nobon cucteme ayTeHTUPUKALNM 0ObIYHO MOXXHO BbIAE/INTb TaKNUE 3JIEMEHTLI, KakK
cyObeKT, Npoxoaawmni npouenypy; oOTINYMTENbHYIO YepTy cybbekTa; X03sMHa CUCTEMBI
ayTeHTUdmKaummn, HecyL,ero oTBETCTBEHHOCTb M KOHTPOIMpYOLWeEero ee paboTy; cam
MEXaHW3M ayTeHTUMUKaLM N MexaHn3M, KOTOPbIN NpenoCcTaBnseT onpenesieHHble
npaBa AoCTyna unu nuwaeT cybbekTa AaHHbIX NPaB.

CywecTtByeT 3 (hakTopa ayTEHTUPMKALUNN: YTO-TO, YTO Mbl 3HAEM; YTO-TO, 4TO Mbl
NMeeM; YTO-TO, H4TO SABNSETCHA YacCTblO HAC. «4TO-TO, 4TO Mbl 3HAaEM» SABJIAETCSA NApPOSEM,
npencrTaBnsoWmmM cobon HeEKOTOPbIE TalHble CBEAEHMUS, KOTOPbIMU AO0/)KeH obnagaTb
TONIbKO aBTOPM30BaHHbIN CybbeKT. MaposnemM 0bbl4HO NpeacTasnseT cobon TeKCToBoe
CJ/I0BO, pe4yeBoe CJ/I0BO, KOMOMHaLMIO 019 3aMKa UAN JINYHBIN NOeHTUONKALNOHHbIN
HOMep. «4TO-TO, YTO Mbl UMEEM>» SIBNSIETCHA YCTPONCTBOM ayTeHTUMUKaLnM,
npencraBnsowmm cobon HEMOBTOPUMbIN NpeaMeT, KOTopbiM obnagaeT cybbekT.
HenoBTopuMbin NnpegmeT 0bbI4HO NpeacTaBaseT cobonm KoY OT 3aMKa, JIMYHYIO NeYyaTb,
hann gaHHbIX 4N KOMMbloTepa. «4TO-TO, 4TO ABAAETCSH YaCTbIO HAC» ABNSETCH
bnomeTpukon, KoTopas npeactasnseT cobon pmnsnyeckyro ocobeHHOCTb cybbekTa.
OcobeHHOCTb 06bI4YHO NpencTasaseT cobom oTnevyaTok Nasbla UAnM NafoHn, MOPTPET,
ros1oc nnm ocobeHHoCTb ria3a[2s].

YcTaHoBMIeHME NOAJIMHHOCTU MOXXET MPOUCX0ANTb MO 3JIEKTPOHHON LK pOoBOMN NoANNCH,
MHOropa3oBbIM NN OOHOPA30BbLIM MaposIAM, C NOMoLWbO SMS, Ha OCHOBe
bnomeTpmnyecknx NapamMeTpoB YEeN0BEKA UK Yepes reorpadmnyeckoe MecTornosioKeHme.

Micnonb3oBaHMe MHOropa3oBOro naponsa ssnseTca Hanbosniee pacrnpoCTpaHEHHbIM
cnocobom 3awnTehl. NMpocTas ayTeHTUPUKaUnNa nmeeT cneagyowmnn odbwmn anropnTMm:
CybbeKT 3anpawmBaeT [OCTYN B CUCTEMY U BBOOUT JINYHbIN UAEHTUMUKATOP U Naposib,
BBeEeHHble HENOBTOPMMbIE flaHHble NOCTYNalT Ha cepBep ayTeHTUMUKaumm ons
CpaBHEHWs C 3TaJIOHHbIMUN, NMPU COBNAaAEHUN OaHHbIX C 3TaJIOHHbIMWN ayTeHTUdUKauuns
NPU3HaeTCs yCNewHon, Npu pa3nminm — cybbekT nepemMeLllaeTcs K nepsomy Liary.
MNaposib MOXKeT nepefaBaTbCsA B CETU He3awmngpoBaHHbIM CrocoboM nnm ¢
ncnosb3oBaHueM WngposaHma SSL nnum TLS. Ona 3awmTel Nnapoasa 4acTo B 6a3e MoxeT



XPaHUTbCA TOJIbKO XeL-(PYyHKLNSA 3TaJIOHHOIr0 NMaposis, C KOTOPOW CpaBHUBaETCS
nosiydeHHas C BBeAEHHOro naponsa xew-gpyHkums. Npu ogHOKPAaTHOM MOJTy4YeHUN
MHOIrOpPa30BOro Napos, 3/10yMbILLUIEHHUK MOJly4aeT NOCTOAHHbIN AOCTYMN KO BCEM
3aWMNLLEHHBbIM AaHHbIM. 15 npefoTBpaLLEHNSA 3TOr0 NCMOJIb3YIOTCA O4HOPAa30BbIe
naponun, Ka)kabl pa3 reHepupyemble 3aHOBO. [pn ncnosab3oBaHun SMS nonb3oBaTesb
noslydaeT 04HOPa30BbIN Maposb NocpeacTBom coobuieHms. MNMpu bnomeTpuveckon
noeHTunKaumm yctaHoBeHNE MOAJIMHHOCTM NPOUCXOANT MPU CHUTbIBAHNN
bnomeTpunkmn, kKotTopasa obbl4HO NpeacTaBaseT cobon oTnevYaToK NanbLa UK NagoHN,
nopTpeT, rosioc nnnm ocobeHHocTb rnasa29] [1, 3, 71.

2.2.5. KpunTtorpadunyeckme npeobpasoBaHnsa nHpopmaymnm

NCcKycCTBO 1 HayKa 3alnTbl COOOLLEHNIN Ha3bIBAOTCA KpunTorpaduen, a cneunanncTsl,
3aHMMaloLwmecs en - kpuntorpadamn. Kpuntorpaduyeckas 3awmta nHpopMaLmm
npenctasnseT cobon npeobpasoBaHMe NCXOLHON NHGDOPMaLKUK C Liesbio ee
HeOOCTYMNHOCTW A1 UCMOJIb30BaHNA NIV 03HAaKOMJIEHUSA ML @MU, KOTOPble HE UMEeOT Ha
3TO MOJIHOMOYUN.

Mpouecc MacKMpoOBKN COOOLEHMA CNOCOBOM, KOTOPbLIN MO3BOJIAET CKPbITh €ro CyThb,
Ha3blBaeTCAa 3awungpposaHmnem. MNMpouenypa obpaTHOro npespalleHnsa Ha3bliBaeTCA
hewungposaHueM. B npouecce aeinpoBKN Ha OCHOBE KJt04a LN POBAHHLIN TEKCT
npeobpa3yeTcs B UCXOOHbINA, Ha3blBaeMbll OTKPbITbIM TEKCTOM[30].

Mpouecc 3aWmndpoBaHnsa U pacllNpPOBAHNA NpPeACTaBNeH Ha PUCYHKe 3.

‘l
OTKPBLITHIA TeKCT > IWWDPTEKCT ~ MepeoHauantHeIil
- OTKPbIThIH TEKCT

JawwndpposaHne Pacwudposanwe

Puc. 3. [NlocnegoBatesibHOCTb 3alUN@ppPoOBaHUA N pacLungpoBaHus

KpunTocncTeMbl pa3aensatoTcs Ha CUMMETPUYHBIE U C OTKPbITLIM KJlo4OM. B
CUMMETPUYHBIX KPUNTOCUCTEMAX OJ15 LWUMADPOBAHNA U AN paclundpoBaHus
NCMONb3YeTCA OAWH U TOT XKe KJIoY.

B cuctemax € OTKPbITbIM KJTHOHOM UCMOJb3YOTCA OTKPbITBbIV U 3aKPbITbIW, KJ1HO4YK,
MaTeMaTU4YeCKN CBA3aHHbIe ApYyr C ApyroM. NIHpopmauns wndpyeTcsa ¢ NOMOLLbIO
OTKPbLITOrO KJto4a, 4OCTYMNMHOro BCEM »KealLwmMm, a pacllndpoBbiBaeTCcA C MOMOLLbIO



3aKpbITOro KJjito4a, KOTOprIZ n3BecCTeH TOJIbKO MnoJjlty4aTtesito cooblieHnsa[31].

DNneKTpoHHasa umudpoBas NOANUCH ABNSETCA NPUCOEONHSAEMbIM K TEKCTY €ro
KpunTtorpadunyecknm npeobpasoBaHMeEM, MO3BOJISOLWMM NPU MONYYEHUN TEKCTA APYrUM
noJsib30BaTesieM NPOBEPUTbL MOAJMHHOCTb COOOLLEHNSA U @aBTOPCTBO. DNEKTPOHHASA
uncgpoBaa NOANNCL NOJyYaeTCsa B pe3ysibTaTe KpunTorpaguyeckoro npeobpasoBaHus
NHMOPMALIMN C UCMOJIb30BAHMEM 3aKPbITOr0 KJto4a NOANUCKA 1 MO3BOJISET NPOBEPUTL
OTCYTCTBUE NCKAXXEHMNSA MHOPMaLUKM B 3/IEKTPOHHOM [OKYMEHTE C MOMEHTA
dopMmnpoBaHMS NoANNUCK, MPUHAANEXHOCTb NOAMUCA BNafenbLy cepTUdUKaTa KtoYa
noanucu, a B caly4ae yCcnewHon npoBepkn noaTBEPANTb aKT nognucaHus
3/1IEKTPOHHOr0 AOKYMeHTa[32].

DNIeKTPOHHaa NoANUCb NpefHa3HavYeHa aasa onpenesieHns anua, KoTopoe noanncano
3/IEKTPOHHbIN LOKYMEHT, U ABAAEeTCS aHasloroM cCobCTBEHHOPYYHOMN NOAMNNCKU B
npenycMoOTPEHHbIX 3aKOHOM CJlyqaax. DNeKTPOHHas NoAnnUCb NPUMeEHSAeTCa Npu
OKa3aHWN rocy4apCTBEHHbIX N MYHULKUNANbHbIX YCYr, COBEPLUEHUN FPa>KgaHCKO-
NPaBOBbIX CAENOK, UCMOJTHEHUN MYHULMMANbHbBIX U TOCYAapPCTBEHHbIX (DYHKLUWA, Npn
COBEPLUEHUN NHbIX IOPUONYECKM 3HAYNMbIX AENCTBUN.

N3BeCTHbI pa3/inyHble Moaxoabl K KJacCuukaumm meTonos KpunTtorpapuyeckoro
npeobpasoBaHusa nHpopmauun. No Bnay BO3[ENCTBUA Ha UCXOLHYIO MHGOPMAL IO
MeTOoAbl KpunTorpaguyieckoro npeobpasoBaHna nHpopmaumum MoryT BbiTb pa3geneHsbl
Ha 4YeTbipe rpynnbi[33].

[laHHble rpynnbl NpeaCcTaB/eHbl HA PUCYHKE 4.,

MeToabl kpunTorpadgpuyeckoro
npeodbpasoBaHuA UHd¢opMaLUKn

-~

LUndppoeaHue || CteraHorpacusa | | KoauposaHue | (Cxxatue

Puc. 4. MeToabl KpunTorpagun4eckoro ripeobpa3oBaHUs NHGOPMaLnmn
Bce TpaanuMoOHHbIE KpUNTorpaunyeckme CMCTeMbl MOXKHO NOoApPa3aenTb Ha:

1. lWndgpbl NnepecTaHOBKU, K KOTOPbIM OTHOCATCSH:
1. Wndpp nepecTtaHOBKU "CcKnTana".



2. Wndpyrowme Tabnnubl.
3. NMpnMmeHeHVe Marn4eckmnx KsagpaTos.
2. lUndpbl NpoCTON 3aMeHbl, K KOTOPbIM OTHOCATCS:
1. NMonmbmnaHcknin KBaaparT.
Cncrtema wundgposaHusa Lesaps.
AdPrHHaa cncteMa NoaCcTaHOBOK Lle3saps.
Cncrtema Le3aps € K/t04EBbIM CJIOBOM.
LLingppyowme Tabnmubl Tpucemyca.
BurpammHbein wmndgp Mnendenpa.
Kpuntocnctema Xunna.
Cnctema oMO(hOHOB.
dpbl CJIOXKHON 3aMeHbl, K KOTOPbIM OTHOCATCS:
LLndp 'poHchenbaa.
Cncrtema wungpoBaHnga BuxunHepa.
LLndp "oBonHoOM KBagpaT" YUTCTOHA.
OpHopa3oBad cucTteMa WnpoBaHUA.
LLndpoBaHne metoaom BepHama.
PoTOpHbIe MaLLWHBI.
4. lLInppoBaHne MeTog4oOM raMMNPOBaHUA.
5. WuncppoBaHne, 0OCHOBaHHOE Ha aHaIMTUYECKUX Npeobpa3oBaHMAX WKhpyembix
naHHbIX[34] [4, 8].

3. W
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2.2.6. MpaBoBbIE€ N OPraHU3aLMOHHbIE MEeTOAbI 3aLLNTbLI MHHOPMALUN B KOMMNbIOTEPHbIX
cucTemMax

FocynapcTBO A0/HKHO 06ecnevynTb B CTPaHe 3alnTy MHopMaLnmM, Kak B MacluTabax
BCEro rocyapcTBa, Tak U Ha YPOBHE OpraHm3auni n oTaeNbHbIX rpakaaH. Ans
peleHns 3Ton npobnembl rocyaapcTBo 06s3aHo:

1. BbipaboTaTb rocyaapCTBEHHYIO MONTUKY Be3onacHoCcTu B obnacTtu
MHGPOPMALMOHHLIX TEXHOJIOMNNA;

2. 3aKoHogaTesIbHO onpeaennTb NMPaBoBOM CTaTyC MHPOPMaLUN, CUCTEM 3aLLUUTHI
MHGOPMaLMK, KOMMNbLIOTEPHbLIX CUCTEM, MOJIb30BaTeNen u Bnagesnbues MHpopMaumnum
N Apyrux nogobHbIX NOHATUN;

3. Co34aTb nepapxnu4eckyto CTPYKTYpPY rocyapCTBEHHbIX OPraHOB, KOTOpbIe
BblpabaTbIBalOT 1 NPOBOAAT B XXU3Hb NONTUKY BE30NacHOCTM MHMOPMALMOHHbIX
TEeXHOoNornm,

4. co3paTb CUCTEMY CTaHOapTU3aUNKW, TMLUEH3MPOBAHUA 1 cepTudunkaumm B obnactm
3alKUTbl MHPOPMaLUK;



5. obecneynTb NPMOPUTETHOE Pa3BUTUE OTEYECTBEHHbIX 3aLLULLEHHbIX
NHHOOPMALMOHHBIX TEXHOJIOTNIA;

6. NoBbILWATb YpOBeHb 06pa3oBaHUs rpa)kaaH B 06,1acT MHPOPMaALMOHHbIX
TEeXHOJIOr NI, BOCAUTLIBATbL Y HUX 6QNTENbHOCTb U MaTPUOTU3M;

7. yCTaHOBUTb OTBETCTBEHHOCTb FpakAaH 3a HapylleHNsa 3aKkoHo4aTeNbCTBa B
061aCcTV MHPOPMALMOHHbBIX TEXHONOMNIN[35].

CTaHOapTbl B CTPYKTYpe nHpopMaunoHHON 6€30MacHOCTU BbICTYMAlOT Kak CBA3yoLlee
3BEHO MeXXAy KOHUeNnTyaslbHOW N TEXHUYECKOW CTOPOHOW BOMpoca. B aTnux ctaHaapTax
KOCBEHHO 3aTparmBaloTCs NpaBoBble BOMPOCh! - TaKMe, KaK «3alinTa XXU3HEHHO Ba>KHbIX
NHTEepecoB TNYHOCTU».

Ona obecnevyeHmns COBMeCTUMOCTM annapaTHO-NPOrpaMMHbIX CUCTEM U UX KOMMNOHEHTOB
32 OCHOBY POCCUNCKUX CTaHOAPTOB MHOPMaLUMOHHON 6e30nacHOCTY Obinl B3AT CTaHaapT
CLUA - Tak Ha3biBaeMasa «OpaH)XeBas KHUra». DTa «OpaH>XeBas peBosiiounsa» B
WH(OPMALIMOHHBLIX TEXHONOMMAX U NpUBENa K TOMY, YTO NpaBoByto Ba3y NpuWwIoCk Tak
NN NHa4ve NOoATArMBaTb K CTaHOapTaM. Bo3HMKalOT onpenesnieHHble TPYLHOCTU C
NMOHMMaHMeEM Bornpoca, TeMm 6osiee 4YTO KOIMYECTBO CTaHOapPTOB U crneundunkaunin B
obnactun nHpopmaunoHHom 6e30nacHOCTN BECbMa BEJINKO[36].

YT106blI pa3obpaTbCa B BONPOCax NPUMEHEHNS POCCUNCKNX CTaHOapToOB, Heobxoanmo
npencrtaBuTb cebe agMMHUCTPATMBHO-MPABOBYIO CTPYKTYPY rOCy4apCTBEHHbLIX OPraHoOB,
KoTopble obecrnedymBatoT MHGOPMaALNOHHYO 6e30MacHOCTb, U MOHATbL 3aHMMaeMOe NMU
MecTo. [laHHasa CTPyKTypa Nnoka3aHa Ha pUCcyHke 5. 3 Hee BUAHO, 4TO CTaHOapThl
OTHOCATCS K CreumasbHbIM HOPMaTUBHbBIM LOKYMEHTaM Mo TeEXHUYECKOM 3awmnTe
MHOPMaLMKM N HAaXoO4ATCA B onpeaeseHHOM JIOrM4eCKOM COOTBETCTBUN C
OpraHM3auUMoOHHO-PaCcNoOPAANTENbHBIMA U MPAaBOBbIMU OOKYMEHTaMU[37].

KoHnageHUunanbHoOM nHopMaumen Ha3blBaloT JOKYMEHTUPOBAHHYO NMHGOpMaLNio,
OrpaHUYeHHYI0 B JOCTYyMNe B COOTBETCTBUM C 3aKOHOL4ATENIbCTBOM PO,
KoHpunaeHunanbHasa nHpopmaumsa MoXeT BbiTb JIMYHON, KOMMEPYECKOn, CnyxebHon,
NnpPOn3BOACTBEHHOW, NpodeccnoHanbHoON, cyaebHo-cnencTBEHHOM[38].

K KOH(mnaeHUnanbHoOM ANYHON MHOPMALMM OTHOCUTCA MHOPpMaL s, KoTopas
COAEPXUT NepcoHaibHble AaHHble, Takue Kak ceegeHnsa o6 obctoaTenscTBax, cobbITUAX
N paKTax YaCTHOM XXN3HWN Fpa>KjaHNHa, KOTOpOe No3BOJAIT NAEHTUMULNPOBaTL ero
JINYHOCTb, 3@ UCKJIIOYEHNEM CBeLleHUN, Noasiexxalwmx pacnpocTpaHeHNIO B cpeacTBax
MaccoBoW MHGOPMaL MK B yCTaHOBJIEHHOM nMopsake[39].
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Pd 3aKOHbI pacnopaxeHua | MpaBUTenbCTBa
Mpe3snpedTa PP P®
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OpraHn3auMoHHO-pacnopAauTesibHble JOKYMeHThI No
TeXHU4eCcKoM 3aluTe UHgopMalmum

KoHuenuuu ={ MonoxeHua

It

CounanbHo-HOpMaTUBHbIe OOKYMEHTbI N0 TeXHU4YeCKoW 3almTe
UHpopMaL KU

FocyaapcTBeHHbIe E CneynanbHble HOpMaTUBHbIE
CTaHOapThbl AOKYMEHTDI

Puc. 5.

AOMUHNCTPATMBHO-NPAaBOBasi CTPYKTypPa rocyAapCTBEHHbIX OpraHoB, obecrneyYynBaoLmx
MHpopMaLMoHHYyto 6e30nacHOCTb

TpeboBaHne KOHPUAEHLUNANTBHOCTU NEPCOHasIbHbIX AaHHbIX PAaCKpPbIBAETCS B
depnepasibHOM 3akKoHe «O nepcoHasibHbIX AaHHbIX». CornacHo n. 10 cT. 3 3Toro 3akKoHa
KOH(MOEHUMANbHOCTb NEPCOHaIbHbIX AaHHbIX - 06s3aTenbHoe ang cobnogeHus
ornepaTtopoM MJIN NHBIM NOJIYHUBLLUUM O0CTYN K NMepCoHasIbHbIM OAaHHbIM JINL,OM
TpeboBaHMe He fonyckaTb UX pacnpocTpaHeHuns 6e3 cornacna cybbekTa nepcoHanbHbIX
OAHHbIX NN HAJIMYNA NHOIO 3aKOHHOI0 OCHOBaHUA.

B PO 3awimTa nepcoHasbHbIX AaHHbIX CBOAUTCSA K CO34aHUI0 pexxmnma obpaboTku
nepcoHaibHbIX AaHHbIX, KOTOPbIE BKJIIOYAeT Co3JaHne BHYTPEHHEeN LOKYMeHTauuu,
co3faHve opraHn3auMoHHON CUCTEMbI 3alWNTbl, BHEOPEHMNE TeXHUYECKUX Mep 3alnThbl,
noslyv4eHue NULeH3nn n cepTUPUKATOB perynmpyoLwmx opraHos[4o] [1, 2, 91.

3aKJn4yeHue

MoHATME KOHTpPONS AocTyna ob6o3HavYaeT PYHKLUNIO OTKPbITON CUCTEMBI,
obecneymBatolyo TexXHONOrnw 6e30MacHOCTN, KOTOpasa pa3peLllaeT UM 3anpewaeTt
[OCTyN K onpeaenéHHbIM TUnam AaHHbIX, OCHOBaHHYIO Ha naeHTugmnkaumm cybbekTa,
KOTOPOMY HY>XEeH A0CTyn, N 06beKTa AaHHbIX, ABNSAIOLLIErOCS Liesblo A0CTYyMna



B maHHOM paboTe pacCMOTpPEeHbl Takue 3a4a4n KOHTPOJIA A0CTYyNa, Kak 61oKmpoBaHue
AOCTyrna K HaCTPOMKaM MHPOPMaLNOHHOW CUCTEMBI, 3almMTa hanaioB 1 nanok
onepaLOHHON CUCTEMbI N YCTAHOBIEHHbIX MPUIOXKEHNIN, KOHTPOJ1b 3@ UCMOJIb30BaHNEM
MPUIOXKEHNN N OrPaHNYEHNE BPEMEHWN AOCTYMNa, 3alMTa NepCoHalibHbIX AaHHbIX,
ONoKMpoBaHMe OOCTYyNa K KoMNbloTepy 1 6/10KnpoBaHMe A4OCTyna K YCTPOMNCTBaAM.

Bo BTOpon 4acTu paboTbl 6bISIM pacCMOTPEHbI COBPEMEHHbIe MeTObl 3aLUNTbI
WH(pOPMaLIMKN B BbIMUCIINTEJIbHbLIX CUCTEMaX. bblin pacCMOTPEHb! Yrpo3bl
NHpopMaLMOHHON B6e30NacHOCTY, pa3feneHHble Ha CllyYalHble N NpefHaMepeHHble, a
Tak>Xe BblAesieHbl OCHOBHble MeToAbl 60pbbbl C HUMKU. B KayecTBe Cy4anHbIX yrpos3
OblIV BblAEesIeHbl CTUXUNHbIE BeAcTBMA N aBapun, cOoU N OTKa3bl TEXHUYECKNX CPEeACTB,
owmnbKM Npun paspaboTke KOMMbIOTEPHbLIX CUCTEM, aIFTOPUTMUYECKNE N NPOrpaMMHbIe
owmnbKM N oWNMBKKM Nonb3oBaTesIeEn N KOMMNbIOTEPHOIO NepcoHana. B KavyecTee
npeaHaMepeHHbIX Yrpo3 bbb BblgeneHbl TPaaULNOHHbBIN WMNOHAX U AUBEPCUN,
HEeCaHKUVWOHWUPOBaHHbLIN OOCTYM K NHpopMaLUUn, S3NeKTPOMarHUTHbIE N3NyYeHNs K
HaBOLKW, HECAaHKLNOHMPOBaHHaA MognduKauna CTpyKTyp 1 BpeanTenbCckue
NporpamMmsl.

B Ka4yecTBe OCHOBHbIX METOA0B 3alNThbI ObISIN BblZeNeHbl OrpaHndYeHne OocTyna,
pa3rpaHUYeHnEe N KOHTPOJIb A0CTYyNa, pasaesieHne NpuBMIernim Ha gocTyn,
NOEHTUPUKALUS N YCTAaHOBJIEHWE NOAJIMHHOCTY 06beKTa, KpunTorpapuyieckme
npeobpasoBaHNa MHOPMaLIUK, @ TaKXXe NpaBoOBble U OpraHM3aLUNOHHbIE MeToabl
3aLlUNThI MHOPMaLUN.
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