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BBepeHue

CeTb NHTepHeT cBA3bIBaET MeXay cob0M MHOXXECTBO KOMMbIOTEPOB, KaXKAbl U3
KOTOpbIXx obnagaeT cobCcTBEHHOM annapaTHOM NaaTgpopMon n onepaunoHHON CNCTEMON.
NMeHHO No 3Ton NpunynHe Heobxoaum eanHbln Habop NpaBua U CTaHAAPTOB A4
nepegayn coobuieHnn. laHHble npaBuaa 0bbIYHO Ha3bIBAOT COrNalleHnAaAMN nnm
NPOTOKOJIaMMU.

B HacTosee BpeMS B UHTEPHETE CyLLEeCTBYET A0CTAaTOYHO 60/blLLIOE KOJIMYECTBO
npenocTaBsIseMblX YCNYr, MO3BOJISIOLMX MOJSIb30BaTENAM UCMNOJIb30BaTh
[OMNOJIHNTENIbHbIE BO3MOXXHOCTU KOMMYHUKaLWN.

AKTYyaNbHOCTb AaHHOW paboTbl 3aKNO4aeTCA B TOM, YTO Ha AAaHHbIA MOMEHT CyLlecTByeT
bonblas pa3po3HeHHas cucTeMa CepBUCOB U YCAYr B ceTn IHTepHeT, C KOTOPOW 3HaKOM
He KaXkAbl nosib3oBaTesib. Llenbio gaHHOW paboThl ABNAETCA CTPYKTYpUpoBaHue 1
nccnenoBaHMe OCHOBHbBIX MPOTOKOJIOB N yCnyr ceTu UHTepHeT ang ny4ywero noHMMaHus
PYHKLMOHUPOBAHUSA CETHU.

3agadyamMu gaHHon paboTbl ABNAOTCS:

e 0630p OCHOBHbIX aCNEKTOB UCTOPUKN pa3BUTUA NIHTepHeTa;
e pacCMOTpPeHne NoHATUN NPOoToKoNa U IHTepHeTa;

e N3y4veHune Habopa npoTokosnos TCP/IP;

e NoapobHoe paccMOTpPEHME OCHOBHbIX YCIYyr ceTn NHTepHeT.

1 NMpoTokonbl NHTepHeT

1.1 NoHaTHe UHTepHeT

NHTepHeT aBnseTcs BCEMUPHON cnCTeEMON 06beaANHEHHbLIX KOMMbIOTEPHbIX CeTen Ans
nepegayn n xpaHeHnsa nHpopMmaunn. MHTepHeT 4aCcTo yNOMUHAEeTCHA Kak BcemumpHasa nan
FnobanbHas ceTb M NOCTPOeH Ha 6a3e cTeka npoTokonos TCP/IP. Ha ocHoBe ceTu
NHTepHeT paboTaeT BceMmpHasa nayTmHa N MHOXXECTBO APYrnxX CUCTEM nepenaydn



OaHHbIX.

K 30 ntoHda 2012 roga 41csio nosib3oBaTesnien, KOTopble peryasapHo NCNoJib3yloT
WHTEepHeT, coCTaBuno bonee yem 2,4 Mnpa YenoBeK, YTO nNpeacTaBnsgeT cobon bonee
TpeTn HaceneHns 3eMn.

Ha cerogHsILLHMA AeHb NMHTepPHeT AOCTUr HebbIBANIOro oXBaTa ayauTopun u
CTPEMUTENLHO paclumpsaeTca[l].

B HacTosLee BpeMS B UHTEPHETE CyLLEeCTBYET AO0CTAaTOYHO 60/1bLLIOE KOJIMYECTBO
CepBnCOB, KOTOpble obecrneymBatloT paboTy Co BCeM CNeKTpoM pecypcoB. Hanbonee
N3BECTHbIMU CPeAN 3TUX CEPBUNCOB ABNAOTCS:

e cepBuc DNS, KoTopbIn obecnevynBaeT BO3MOXHOCTb UCMNOJIb30BaHMA 15 agpecaumn
Y3J10B CETUN MHEMOHMNYECKNX MMEH BMECTO YMCJI0BbIX a4pecoB;

e 3JIEKTPOHHAs Nno4yTa, KoTopasa obecneymBaeT BO3SMOXXHOCTb 0OMeHa coobuweHnsammn
Mexnay asymsa nnm 6onee aboHeHTamum;

e cepBuUc IRC, KOTopbIN NpefHa3Ha4YeH oaa Nnogaep>XKn TEKCTOBOro obweHuns B
peasibHOM BpeMEHU;

e TeJIeKOH(EePEHL NN NN FPYNMbl HOBOCTEN, KOTopble obecne4ynBaroT BO3MOXKHOCTb
KONNeKTUBHOro obmeHa coobuieHnamun[2];

e cepBuc FTP, KoTopbin obecnedymBaeT nepecbiiky N XxpaHeHne GanaoB pasINyHbIX
TUNOB;

e cepsuc Telnet, KoTopbIN NpegHa3HayvYeH ANnd ynpassieHnus yaaneHHbIMU
KOMMbOTEPaMN B TEPMUHAIBHOM pPEXUME;

e rnneptekcTtoBas cuctema World Wide Web, koTopasa npefgHa3Ha4YeHa ons
WHTerpauumn pasinyHbliX CeTeBbIX PecypCcoB B egnHoe MHPOPMaLNOHHOoe
NPOCTPaHCTBO;

e NOTOKOBOE MynbTUMeaunal3].

[aHHble CepBUCbI OTHOCATCA K CTaHAAPTHbLIM, YTO O3Ha4YaeT HaJlnyme MexayHapoOHbIX
CTaHOapTOB NOCTPOEHUS KIIMEHTCKOrO N CEPBEPHOrro NMporpaMMHoro obecnevyenuns, u
NMPOTOKOJI0B B3aMMOLENCTBUA. ITO 3HAYUT, 4TO pa3paboTHNKM NPOrpamMMHOro
obecnevyeHunsa npun peannsaunm gaHHbIX cepsncoB 06a3aHbl cobnogaTh obwme
TexHun4yeckune TpeboBaHUS.

NNomMMMO CTaHOapTHbLIX CEPBUCOB CYLLECTBYIOT M HECTaHO4apTHbIe, NpeacTasnaowme
cobon opurnHanbHyto pa3paboTKy TON NN MHOW KOMMNaHUW. B KayecTBe npmMepa MOXXHO
npmuBecTn nHTepHeT-nengxepbl ICQ n Skype, TpaHcnAaAuumM pagnuo v BUOEO N MHOXXECTBO
Apyrmnx nofobHbIX. BaXkHOW 0COBEHHOCTbIO TaKNX CUCTEM ABNAETCH OTCYTCTBUE



MeXOYHapPOOHbIX CTAHAAPTOB, YTO MOXXET NPUBECTU K BOSHUKHOBEHNIO TEXHUYECKUX
KOH(JINKTOB C Apyrnmum nogobHbiMu cepsmncamm[4].

Ana cTaHOapTHLIX CEPBUCOB TakXXe CTaHA4apTU3IMpyeTCca U MHTepdenc B3anMoaencTeuns
C MPOTOKOMIaMUN TPAHCMOPTHOINr0 YPOBHSA. B YaCTHOCTK, 3@ Ka)K4bIM NPOrpaMMHbIM
CepBepOM pe3epBUpyoTCsa cTaHaapTHble HoMepa TCP- n UDP-nopToB, ocTatowmecs
HEeN3MeHHbIMW He3aBUCMMO OT 0COBeHHOCTen TON NN UHOW (PUPMEeHHOW peannsaunm
KOMIMOHEHTOB CepBuUcCa N TPaHCMOPTHbLIX MPOTOKOJI0B. HOMepa NopTOB KJIMEHTCKOro
NnporpaMMHOro obecneyvyeHns Tak XXeCTKO He perjaMeHTUpPyTCca. 9TO obbAcCHAeTCA
ABYMs (paKToOpamu:

e Ha NOJIb30BATEJIbCKOM Yy3/1€ MOXET (PYHKLIMOHMPOBATb HECKOILKO KOMUIA
KJINEHTCKOW MPOrpamMmbl, N Kakaas U3 HUX OOJSKHA OQHO3HA4YHO
NOeHTUPNUMPOBATLCA TPAHCMOPTHbLIM MPOTOKOJIOM, TO €CTb 3a Ka)XA0W KOMnemn
DOJKeH ObiTb 3aKpenieH CBOW YHUKaNbHbI HOMEP MopTa;

e KJINEHTY Ba)KHa perslaMeHTauns nopTosB cepsepa, 4Tobbl 3HaTb, KyAda HanpaBiAaTb
3anpoc, a CepBep CMOXXET OTBETUTb KJINEHTY, Y3HaB aApec U3 NocTynuMBLUEro
3anpocal5] [2, 4].

1.2 Uctopusa NUHTepHeT

B 1957 rogy, nocne 3anycka CCCP nepBOro MCKYCCTBEHHOIr0o CryTHUKa 3eMun,
MunHuctepcTso o6opoHbl CLLUA nocynTano, 4To AMEpPUKE HY)XHa HadeXHasa cmcteMa
nepegayn nHgpopmaunm Ha cayy4yan BoMHbl. AFTEHTCTBO NO NMepPCneKTUBHbLIM 0BOPOHHLIM
Hay4HoO-uccnenoBaTesnbCkuM paspaboTkam CLUA nopyydumna CTaHAPOPLACKOMY
nccneposaTesibCKOMy LeHTpY, KanudopHunckomy yHmnsepcnteTy B Jloc-AHOXxenece,
YHuBepcuTeTy WTaTa KanngopHuna B CaHTa-bapbape n YHusepcuteTy HOThI
pa3paboTaTb OJ19 3TOr0 KOMMNbITEPHYIO CeTb. KoMNbloTepHasa ceTb bbisia Ha3BaHa
ARPANET, n B 1969 roay B paMkKax NpoekTa ceTb 06befnHnia 3TN YeTbipe yuYpexxgeHus.
Bce paboTbl pmHaHcMpoBanncb MnHnctepctesom obopoHbl CLLA. 3aTem ceTb ARPANET
HavyaJsin UCNONIb30BaTb Y4YeHble U3 pa3HbiX ob6nacTen Hayku. NepBbi cepeep ARPANET
Obln1 ycTaHoBMEH B ceHTA6pe 1969 roga B KannpopHUNCKOM YHUBEPCUTETE Ha
komnbtoTepe Honeywell DP-516, nmetowem 24 K6 onepaTnBHOW NamMaTul6].

B 21:00 29 okTs6psa 1969 roaa 6bin1 npoBeneH ceaHc cBA3n Mexay CTaHpoOpACKNM
nccnenoBaTesNlbCKUM MHCTUTYTOM N KannopHUNCKUM yHUBepCcuTeToM Jloc-AHo)Keneca
— OBYMSA Haxo4saWMMNUCA Ha paccTodHun B 640 KM. nepBbiMK y3s1amum ceTnn ARPANET.
Yapnaum KnawmH nbiTancsa BbINONHUTL yYAaNeHHOe nogkatydeHune ns Jloc-AHgxxeneca K



KoMnbloTepy B CTaHdopae. YcnelwHyto nepenady Ka>Kaoro BBe4eHHOro CMMBOJ1a ero
konnera bunn Oiosannb n3 CtaHdopna noareep>xgasn rno tenedoHy. B nepsbin pas
y[oanoCb OTNPaBUTb BCEro ABa cuMmBosia «L» n «O», mocne yero ceTb nepecrasa
JpyHKUMOHMpPOoBaTb. I3Ha4YanbHO npegnonaranock nepenatb LOG, KoTopoe 00/1»KHO
o6o3Ha4vaTb cnoBo LOGIN. B paboyee cocToAHME CUCTEMY BEPHYM yXKe K 22:30, 1
cnegytowas NonbiTKa oKasasacb ycnewHon. IMeHHOo 3Ty AaTy MOXXHO CHYUTaTb AHEM
poXxaoeHunsa nHtepHeTal7].

K 1971 roay 6bina pa3paboTaHa nepBas NnporpamMma A5 OTNPaBKM 3/IEKTPOHHOW MOYThI
no cetn. B 1973 roay K cetu BbiIn NOOKOYEHbI MepBble MHOCTPaHHbIE OpraHn3aunn n3
HopBernn n BennkobputaHum 4epes TpaHCcaTAaHTNYECKUN TenedoHHbIn Kabenb, ceTb
CcTana MexxayHapoaHoun.

B 1970-x rogax ceTb B OCHOBHOM MUCMOJIb30BasiaCb AJ19 NepechlsIKU 3/IEKTPOHHOW NOYThI,
B TO XK€ BpeMs NosBUINCb NepBble OOCKN 06bABIEHUN, HOBOCTHbIE FPYMMbl U CANCKU
MOYTOBON paccChblyIKU. HO B Te AHW CeTb eLle He MOra JIerko B3amMonencTeoBaTh C
APYrumMmm ceTamMu, MOCTPOEHHbIMN Ha OPYrUX TEXHUYECKNX CTaHdapTaX. K KoHuy 1970-x
roaoB HavYann 6ypHO pa3BMBaTbCA NPOTOKOJbI Nepeaayn AaHHbIX,
CTaHOapTu3snpoBaHHble B 1982—1983 ropax. AKTUBHYIO pOJib B CTaHAApPTU3aLnnN n
pa3paboTke ceTeBbIX MPOTOKO0B Urpan O>xoH Nocten. B sHBape 1983 rona ceTb
ARPANET nepewna c npotokona NCP Ha TCP/IP, KOToOpbI/ yCNELWHO NPUMEHAETCA A0 CUX
nop ans obveanHeHusa ceten. IMeHHo B 1983 roay TePMUH «MHTEPHET» 3aKpenuics 3a
cetbto ARPANET[8].

B 1984 rony 6bina pa3spaboTaHa cmctema goMeHHbIX uMeH DNS. B 3ToM e rogy y cetu
ARPANET nosasuncs cepbe3Hbin conepHUK: HaunoHanbHbln Hay4HbIM poHA CLLA ocHoBan
obwmnpHyto mexyHuBepcnteTckyto ceTb NSFNet, koTopas bbisia cocTaBneHa ns bonee
MesIKuX ceTen n nMmena ropasno 6onbuie nponyckHom cnocobHocTn, 4em ARPANET. K
3TOW CeTu 3a rog NoAKJYUANCL 0kos1o 10000 KOMMNbLIOTEPOB, Ha3BaHUE KUHTEPHET»
Ha4ano nnaBHo nepexoanTb K NSFNet.

B 1988 rony 6bin pa3paboTaH npoTokon Internet Relay Chat, 6narogaps 4yemy B
WHTEpPHeTe CTasio BO3MOXXHO 0bLleHNE B peajibHOM BPEMEHMN.

B 1989 rony B EBpone, B EBponenckom coseTe Mo sgepHbIM NCCNefoBaHNAM poannach
KoHuenuna BcemnpHom nayTuHbl. Ee npennoxunn sHaMeHUTbIN BpUTaHCKUIA yHeHbIn TM
BepHepc-Jln, oH XXe B TeyeHne AByx neT pa3paboTan naeHtngunkatopbl URI, a3bik HTML
n npotokon HTTP[9].



B 1990 rony cetb ARPANET npekpaTuia CBOe CyllecTBOBaHMeE, NOJIHOCTbIO Mpourpas
KoHKypeHumnio NSFNet. B Tom e rogy 661110 3ahnkcMpoBaHO NepBoe NoaK/l0YeHNE K
MHTepHeTY no TesnedoHHOoN nnHuK. B 1991 rogy BcemmpHada nayTuHa cTana
obuwenocTtynHa B MHTepHeTe, a B 1993 roay nosiBuacsa 3HaMmeHUTbIN Beb-bpay3ep NCSA
Mosaic.

B 1995 rogy NSFNet BepHyfnacb K posin nccnenosaTesibCKON ceTu, MapLlipyTusaumnen
BCero Tpapuka NMHTepHeTa Ternepb 3aHUMANIUChL CeTeBble NpoBanaepsbl, a He
cyrnepkomMnbloTepbl HauMoHaibHOro Hay4yHoro ooHaa. B Tom e roay BcemunpHad
nayTuHa oborHana no TpamkKy NPOTOKON nepecbisiku hannos FTP. CTaB OCHOBHbIM
NnoCcTaBWMUKOM MHGpOpMaLnn B MHTepHeTe. bbln obpazoBaH KoHcopumnyMm BceMumpHom
nayTuHbl. C 1996 roga BcemupHas nayTuHa No4YTmM NOJIHOCTbLIO NogMeHseT cobon
MOHATUNE «NMHTEePHET»[10].

B 1990-e roabl nHTepHeT obbegnHun B cebe 60NbLWIMHCTBO CyLLeCTBOBaBLIMX TOrga
ceTen. ObbeanHeHMe BbIrNAaeno npueniekaTebHbiM 6narogapsa OTCYTCTBUIO € AUHOMO
PYKOBOACTBA, a Tak>Xe 6narogaps OTKPbITOCTN TEXHUYECKUX CTaHOApPTOB UHTepHeTa,
4YTO Aesiasio CeTn He3aBUCUMbIMU OT BU3Heca N KOHKpeTHbIX KomnaHun. K 1997 roay B
WHTEPHEeTE HaCYNTbIBAIOCh Y>Ke 0K0J10 10 MAIH. KOMMNbIOTEPOB, ObI1I0 3aperncTpnpoBaHoO
6onee 1 MAH. AOMEHHbIX UMEH[11].

B HacTosLee BpeMSA NOOKIIOYNTLCA K UHTEPHETY MOXXHO Yepes3 paanokKaHasbl, CNYyTHUKN
cBA3Mn, TenedoH, kabenbHoe TeneBuaeHne, 31EKTPONPOBOAA, CneLnasbHble ONTUKO-
BOJIOKOHHbI€ JIMHUN U COTOBYIO CBA3b. BCceMupHas ceTb cTajsla HEOTbEMIEMOWN YaCTbio
>KM3HW B Pa3BUTbIX 1 pa3BUBalOLLMXCA CTpaHax.

B TevyeHne natn net NHTepHeT gocTur aygutopumn cebiie 50 MUIIMOHOB
nonb3osatenen. C 22 aHeaps 2010 roga npssMon AOCTYMN B MUHTEPHET NOJIy4Yus1 3Kunax
Me)xayHapo4HOW KOCMUYECKOW CTaHuMmn[12].

OCHOBHbIe 3Tanbl Ppa3BUTUA MHTEPHETa NpeacTaBsieHbl Ha pucyHke 1 [1, 5, 71].
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PucyHok 1 - OCHOBHbIE 3Tarlbl pa3BUTUSA UHTEPHETA

1.3 NoHATHMe nNnpoToKoNa

MpoToKON Nepefayvn fAaHHbIX SBASEeTCS HABOPOM cornaleHnn NHTepgenca NorM4eckoro
YPOBHS, onpenensitowmx obMeH gaHHbIMU B ceTU VIHTEpHET nuan Mexxay pasinyHbiMun

nporpammamu. JaHHbI Habop cornaweHnin 3agaeT obwmm cnocob nepenayu




coobueHun n 0bpaboTkm owmMbOK Npu B3aMMOAENCTBMN NPOrpaMMHOro obecneyeHms
pa3HeCceHHOW B MPOCTPaHCTBE annapaTypbl, KOTOpas CoegMHEHa TEM UM UHbBIM
MHTepdencom[13].

B ceTu IHTepHeT cywecTBYIOT ABa TUNa NPOTOKO010B: 6a30Bble U NpuknagHble. ba3oBble
NMPOTOKOJIbl OTBEYAtOT 3a (PU3NYECKYIO NepechlsIKY 3/IEKTPOHHbIX coobuleHnn Mmexay
KoMnbloTepamu B ceTun NHTepHeT. TakuMn npoTokosnamu aensatotcs IP n TCP, nx vawe
BCcero o6o3HavaloT eguHbIM TepMMHOM npoTokona TCP/IP. NMpuknagHbie NPOTOKObI
OTBEYaloT 3a PYHKLUNOHMPOBAHME Ceunanm3npoBaHHbIX Ciyxb nHTepHeTa, OHN
npuHagnexxat 6osiee BbICOKOMY YPOBHIO. B Ka4yecTBe nNpuMepoB Taknux NPOTOKOJI0B
MO>XHO npuBecTwn http ona nepenaym runepTekcToBbIX coobueHun, ftp onga nepenayn
dannos, telnet ana yoaneHHoro goctyna, SMPT u POP 3 onga aneKTpoOHHOW noYTbI[14] [3,
8].

1.4 Habop npotokonos TCP/IP

Habop npoTokonoB nepenayn gaHHbiX TCP/IP nony4unn Ha3BaHMe OT ABYX
npuHagnexawmx emy npoTtokonos: Transmission Control Protocol u Internet Protocol.
NMpoTokon TCP pa3zbuBaeT nwboe coobuieHne Ha HECKOJIbKO COCTaBHbIX YacTen,
Ha3blBaeMbIX MakeTaMun. Ka)Kabl NnakeT aasa nepenadn cHab>xaetcs A0OMNOJIHUTENbHbIMU
OAHHbLIMU, TAaKUMN KaK naeHTugunKaTop cooblieHns, agpeca oTnpaBuTens n
nosiyd4aTens, HOMep nakeTa B coobLeHnn n apyrmumm nogobHbiMn. 3a caM npouecc
DOCTaBKW oTBeYaeT npoTtokon IP.

Ctek npoTokosioB TCP/IP Bknto4YaeT B cebs 4eTbipe yPOBHSA: NPpUKAaOHOW, TPAHCNOPTHLIN,
ceTeBOW N KaHasIbHbIN[15].

Ha npuknagHom ypoBHe paboTaeT 60bLUNHCTBO CETEBLIX MPUIOXKEHNN, UMEIOLLNX
cobCTBEHHbLIE NPOTOKOLI 0BMeHa nHpopMaymen. B kayecTse npmMepa Takux
MPOTOKOJI0B MOXXHO npusecTtn HTTP gna WWW, FTP ona nepenayduv cpannos, SMTP gnsa
3/1IeKTPOHHOM NoYThl, SSH anga 6e3o0nacHOro coeanHeHus ¢ yaaneHHon mawmHon, DNS
aons npeobpa3oBaHNsa CUMBOJIbHLIX UMeEH B IP-agpeca n MHOrue gpyrue.

B 006bl4HO faHHble NpoToKobl paboTatoT nosepx UDP nnu TCP u npuBa3aHbl K
onpepnesieHHOMY NopTy. B Ka4yecTBe KOHKPETHbIX MOPTOB MOXXHO MPUBECTU NMPUBA3KN:

e HTTP Ha TCP-nopT 80 nnun 8080;
e FTP Ha TCP-nopT 20 ona nepefayvn gaHHbIX U 21 ona ynpasasowmx KOMaH4;



e SSH Ha TCP-nopT 22;
e 3anpocbkl DNS Ha UDP-nopT 53;
e 06bHOBNEHME MapLpyToB Mo npoTokony RIP Ha UDP-nopT 520[16].

NaHHble NopThl onpeaeneHbl AreHTCTBOM MO BblAENEHUIO UMEH N YHUKAbHbIX
napamMeTpoB NPOTOKOJIOB.

MPOTOKOJIbl TPAHCNOPTHOIO YPOBHA MOryT pewaTb npobsemMy HerapaHTUPOBaAHHON
AOCTaBKM CO0BLLEHNIN, @ TaKXKe rapaHTUPOBaTb NMPaBUJIbHYIO MOCNeA0BaTe/IbHOCTb
npuxona AaHHbIX. B cTeke TCP/IP TpaHCNOpTHbIE MPOTOKOJ1bI ONPeaenifaloT NpuioXKeHune,
O KOTOPOro npefgHasHavyeHbl JaHHble.

Jlornyecku npencrtaB/ieHHbIE HA 3TOM YPOBHE NPOTOKOJIbl aBTOMaTU4YeCKOoM
MapLipyTusaumm paboTtaroT nosepx IP 1 Ha camoM fene ABAAITCA YaCTbiO MPOTOKOJ10B
CeTeBOoro ypoBHsA[17].

TCP aBngeTcs rapaHTUPOBaHHbLIM TPAHCMOPTHLIM MEXaHU3MOM C NpenBapuTesibHbIM
yCTaHOBJIEHNEM COeIUHEHUS, KOTOPbIN NPenoCcTaB/seT NMPUIOKEHNIO HaLEeXHbIN NOTOK
OaHHbIX. [IaHHbIA NPOTOKON faeT YBEPEHHOCTb B 6€30Wnb0oYHOCTY NosyHaeMblX AaHHbIX
3a CYeT nepesanpoca AaHHbIX B C/ly4ae rnoTepu U ycTpaHeHns aybnmpoBaHusa OaHHbIX.
TCP no3BosigeT peryampoBaTb Harpy3kKy Ha CeTb, @ TakKXXe YMeHblUaTb BpeMs OXNOaHNS
OaHHbIX Npu nepenaye Ha bonbline pacctoaHuA. Takxe TCP rapaHTupyeT
MPaBMJIbHOCTb MOCNeA0BaTENIbHOCTU MOJIYYEeHHbIX AaHHbIX, 4TO oT/in4aeT ero ot UDP[18]

UDP saBnsieTCca NpoTOKOJIOM Nepefayvun gatarpaMmm 6e3 yctaHoBeHNs coegnHeHus. Ero
Ha3blBAlOT MPOTOKOJIOM HEHaAEXXHOW nepeaayun, 3a cHeT TOro, YT0 HEBO3MOXXHO
yO0OCTOBEPUTLCA B JOCTaBKe CoobLWeHNs agpecaTy, a Tak)Xe BO3MOXXHO rnepemMelunBaHue
nakeToB. UDP 06bI4HO MCNONb3yeTCsA B TaKNX NPUNOXKEHUAX, KaK KOMMbIOTEPHbIE UTPbI U
MOTOKOBOE BMAEO, B KOTOPbIX JOMNYCTMMa NOTEpPs NMakeToB, a MOBTOPHbLIN 3anpoc He
onpasdaH unu 3aTpyaHeH, 1Mbo B NPUIOXKEHNAX BUAA 3aNpoC-0TBET, B KOTOPbIX
co3flaHue coefiMHeHNs 3aHMMaeT bonbLue pecypcoB MO CPABHEHMIO C MOBTOPHOM
oTrnpaBKown[19].

CeTeBOW ypoBeHb U3HaYasbHO pa3paboTaH ong nepefayn AaHHbIX N3 OOHOW CETU UNn
rnoaceTwn B opyryto. Npumepamu Takoro rnpoTtokosa asnaetca X.25 u IPC B ceTu
ARPANET. C pa3sutuneM KoHuenuun rnobanbHOM ceTn B ypoBeHb bbl/i BHECEHDI
OONONHUTENIbHbIE BO3MOXXHOCTW MO nepenave n3 nwobon cetu B N10byto ceTb, BHE
3aBMCUMOCTU OT MPOTOKOJIOB HUXKHEr0 YPOBHSA, @ Tak)XXe BO3MOXXHOCTb 3anpoca AaHHbIX
OT yAaJIEHHON CTOPOHbI.



NakeTbl ceTeBOro NpoTokosa IP MoryT cogep>aTb KO, KOTOPbIA YKa3biBaeT BUL,
MPOTOKOJ1a CNefyloLlero YpoBHsA 418 U3BJie4eHUs OaHHbIX U3 nakeTa. TO YUC10
ABNAETCA YHUKaNbHbIM IP-HOMepoM npoToKona[20].

KaHanbHbI YpOBEHb ONMUCLIBAaeT 0b6pa3 nepenayn NakeToB AaHHbIX Yepe3 PU3nNYeckunin
YypOBEHb, BKJIlOYAas KOAUPOBaHMe, NpeacTaBasolee cobol cneymanbHble
nocsiefoBaTeNIbHOCTU BUT, KOTOPble oNpeaensaloT Havyaslo U KOHEeL, NakeTa AaHHbIX.

KaHanbHbIM YPOBEHb MHOMAa pa3fensatoT Ha 2 noaypoBHA — LLC n MAC[21].

Kpome Toro, KaHajlbHbI YPOBEHb ONUCbLIBAET Ccpeny nepeaayn gaHHbiX (byab To BUTas
napa, KoakcmasabHbIn Kabenb, pagnokaHan nan onTUYeckoe BOJIOKHO), husnyeckmne
XapaKTEePUCTMKM TaKon cpeabl N NPUHLUMN Nnepefayvn AaHHbIX (MOogynsaunto, pasgeneHme
KaHaJioB, YaCTOTYy CUrHaAN0B, aMNANTYAY CUrHANI0B, MaKCMMaJlbHOE pacCTosHME, BpeEMS
0OXMAaHNg oTBeTa n cnocob cnHxpoHmsaumm nepenayn)(22] [1, 4, 61].

2 Ycnyru HTepHeT

Ha cerogHsAWwWHMN geHb Hanbonee nonyndapHbIMnM ycnyraMmm MHTepHeTa CHUTaloTCA:

e BCEMMPHAs NMayTUHa, cocToAlasa n3 seb-popymos, 610ros, BUKM-NPOEKTOB,
WHTEepHeT-MarasnHoB, MHTEPHET-ayKLNOHOB, COLMaJIbHbIX CETEN N MHOIOro
Apyroro;

e 3JIEKTPOHHASA MOYTa U CANCKU PACCbIIKK;

e rpynnbl HOBOCTEN;

e (hannnoobmeHHbIE CceTH;

e 3J/1IEKTPOHHbLIE NJATEXXHblE CUCTEMBI;

e NHTEPHET-Paauo;

e NHTepHeT-TenesungeHune IPTV;

e |IP-TenegoHns;

e MeCCeHXepbl;

e FTP-cepBepbl;

e IRC 1 Beb-4aThl;

e MONCKOBbIE CUCTEMBI;

e NHTEPHET-peKaMa;

e yaaJIEHHbIE TEPMUNHAIbI,

e yaaJZIeHHOE yrpaBieHne;

e MHOIOMOJIb30BaTENbCKNE UTPbI;



e MHTEpHeT-TpengunHri23] [9].

PaccMOTpuUM HeKoTOpbIe U3 HUX.

2.1 DneKTpoHHaA nNo4Ta

DNeKTPOHHAas rnoYTa ABNAAETCA TEXHONOMMEN N NpefocTaBIgeMbIMU €0 yCayramm no
rnepecblsIKe 1 NOJYHEHUIO INIEKTPOHHbIX OO0 EeHMN No pacnpenenéHHON KOMMbIOTEPHON
ceTn. laHHble coobuWeHNa Ha3blBAOTCH 3/IEKTPOHHBIMU MUCbMaMW.

DNeKTPOHHas NoYTa Mo COCTaBy 3JIEMEHTOB M NMPUHLUMMY PaboTbl NPaKTUYECKN
NOBTOPSET cMcTeMy O0ObIYHOWM MOYTbI, 3aUMCTBYS TakMe TEPMUHbI, Kak MMCbMO, MNOYTa,
BJIOXKEHWNE, KOHBEPT, AOCTaBKa, AWMNK 1 ApYyrme n Takme ocobeHHOCTH, Kak NpoCcToTa
NCNOJIb30BaHUSA, 3aflep)XKa nepeagadn cooblieHnn n gocTaTo4YHas HageXXHOCTb[24].

OCTONHCTBaAMUM 3NEKTPOHHOW MOYThI ABASAIOTCA JIEFKO BOCMPUHUMAEMbIE U
3anoOMMHaeMble YesI0BEKOM afpeca Buaa uMsa_nosib3oBaTena@uMsa_aoMeHa (npumep:
somebody@example.com); BO3MOXXHOCTb nepenayvn npocToro u gopmMaTUpPOBaHHOIO
TEeKCTa, a Tak>Xe NPOon3BOJIbHbIX PaNNOB; HE3AaBUCMMOCTb CEPBEPOB; AOCTATOYHO
BbICOKas HadeXHOCTb OO0CTaBKM CO0bLEeHNS; NPOCTOTa UCMNOJIb30BaHUSA NPOrpaMMamMum 1
4eJZIOBEKOM.

HepocTtaTKaMu 3/IeEKTPOHHOW MOYThI ABAAIOTCA Ha/IM4YME CNamMa; BO3MOXXHbIE 3a4EeP)KKM
DOCTaBKM coobLleHns; TeopeTu4eckasd HEBO3SMOXXHOCTb FrapaHTMPOBAHHOW A0CTaBKM
KOHKPETHOro NMMcbMa; orpaHnU4YeHnsa Ha pa3Mep oaHOro coobuieHns n Ha obwunin pasmep
coobuieHnn B No4TOBOM AWmMKe[25] [3, 5].

2.2 FTP-cepBepbl

FTP pacwundposbiBaeTcsa Kak File Transfer Protocol n o6o3Ha4aeT NnpoToKoa nepenayun
hannos. FTP aBnsgeTca cTaHOAapPTHBLIM NPOTOKOJIOM, NpeAHa3Ha4YeHHbIM 419 nepenayu
annos no TCP-ceTam.

[MPOTOKOJ/I MOCTPOEH Ha apXUTEKTYpe «KJINeHT-CepBEP» 1N UCMNOJIb3yeT pa3Hble CceTeBble
coefuHEeHNA ONg nepefadyn OaHHbIX U KOMaHL MexXay CEPBEPOM U KJIMEHTOM.
MNonb3oBaTenn FTP MOryT NponTu ayTeHTUPMKaLMIO, Nnepenasas JIOrnMH 1 NapoJsib
OTKPbITbIM TEKCTOM UM aHOHUMHO, eC/IM 3TO pa3peLlleHo Ha cepsepe. MoXXHO
NCnonb3oBaTb NPOTOKONA SSH ana 6e3zonacHon nepena4vn, CKpbiBas JOrMH 1 Naposb, a



TakXXe Wngppysa cogepxnmoe[261.

MNepBble KNMeHTCKue FTP-npunoxxeHnsa 6biam MHTEPAKTUBHBIMU MHCTPYMEHTaMM
KOMaHAHON CTPOKW, KOTOpPblEe peasin3oBajin CUHTAaKCUC U CTaHOapTHble KOMaHAbI.
pacdhmnyeckne nonb3oBaTeNbCKME NHTEpdeENChl ¢ Tex nop bbian paspaboTaHbl 4N
MHOIMMX UCNOJIb3yEMbIX MO CeN AeHb OnepaunoHHbIX cuctem[27] [4, 8].

2.3 NHTepHeT-Mara3mHbl U UHTEPHET-ayYKLUUOHbI

NHTepHeT-Mara3snH aBNsaeTCs CanToOM, KOTOPbIM TOPryeT TOBapaMun NocpencTBOM CeTU
NHTepHeT. UHTepHeT-MarasmH No3BoJISeT MoJib30BaTENSAM B PEXMME OHJIalH, B CBOEM
bpay3epe nnum 4yepes MobunbHoe NpuIoXKeHne, ChopMmMpoBaTh 3aKa3 Ha NOKYMKY,
BblOpaTb cnocob onnaThl U 4OCTaBKW 3aKa3a, on1aTuUTb 3aka3[28].

NHTepHeT-ayKUMNOH ABNSIETCS ayKLMOHOM, KOTOPbIA MPOBOANTCS NMOCPenCTBOM
WHTepHeTa. B oTan4ymne oT 0bblYHbIX ayKLMOHOB, MHTEPHET-ayKLNOHbI MPOBOAATCS
ANCTAHLUMOHHO N B HUX MO>XHO y4aCTBOBaTb, HE Haxo4siCb B onpeaesieHHOM MecTe
npoBeneHuns, nenas CTaBKN Yepes KOMMNbITEPHYI0 NPOorpaMmMy ayKUMOHa Uan CanT.

OCHOBHOW CTPYKTYPHOW eaANHNLEN Ha MHTEPHET-ayKUMNoHe aBndeTcsa noT. JloT
npeacTtasngeT cobon nybnamnkaumio nHpopmaumm o Npoga)ke onpenesieHHoro Togapa
nmbo rpynnbl TOBAapOB pa3MeLLEHHYIO Ha MHTepHeT-ayKunoHe. B noTe yKka3biBaeTcs
CTOMMOCTb, OMMNCaHMEe N KOIMYECTBO TOBapa, KOTOPbIN nony4nT nobeantens Topros. Mo
BO3MOXXHOCTUN BbICTaBNAETCA peasibHas poTorpacdusa BeiCTaBnsemMoro nota[29] [3].

2.4 ®PannoodbOMeHHble ceTH

TepMUH pannoobmMeHHas ceTb ABNseTCA cobnpaTesibHbIM Ha3BaHUEM OAHOPAHIOBbIX
KOMMbIOTEPHbIX CETEN A1 COBMECTHOIr0 UCMNoJib30BaHUA PanIoB, OCHOBAHHbIX Ha
paBHOMPaBUM y4acTBYOLWMX B obMeHe dhannamu.

Y106bl HavaTb paboTy B hannoobMeHHOW ceTn, NoNb30BaTESlb CKaYNBaeT
COOTBETCTBYHOLYIO NporpamMmmy cebe Ha KOMNbIOTEP M pa3peLllaeT A0CTyn APYruMm
MoJsib30BaTeNAM K HEKOTOPOW 4YaCTu CBOMX PecypcoB. B Ka>kgown Takown nporpamMmme
MPUCYTCTBYET BO3MOXXHOCTb MOUCKA BbIJIOXKEHHbIX Ha KOMMbOTEpax Apyrunx
nonb3oBaTesnien pecypcoB onsg ceobonHoro ckadmsaHus. J1iobom nonb3oBaTesib C
MOMOLLbIO MONCKa MOXXET HAaNTK Ha KoMnbloTepe ntoboro Apyroro rnosib3oBaTens Te



pecypcCbl, KOTOpPbIE TOT BbIJIOXW/ B CBOBOAHbLINM A0CTyn, n 6ecnnaTtHo ckavaTb nx[30] [7].
2.5 DN1IeKTPOHHbIe MJaTe)XXHble CUCTEeMbI

DNeKTPOHHas NnaTé)xxHas cMcTemMa npeacTtasnsieT cobon CUCTEMY pacHeToB MexXAay
6n3Hec-opraHm3aunsamMm, GUHaHCOBLIMM OpraHm3aunsaMm n IHTepHeT-NoJIb30BaTEeNSIMU
Npu NoKyrnke-npoaa>ke TOBapoB M 3a pa3/inyHble ycnyrun yepe3 NHTepHeT. Takune
CUCTEMbI MPEACTaBNASAOT COOON 3NEKTPOHHbIE BEPCUN TPAAULMOHHbIX MAATEXHbIX
CUCTEM K MO CXeMe onJiaTbl AenaTcsa Ha nebeTosble, KoTopble paboTatoT C
3NEKTPOHHbIMM YEKAMUN N LUEPPOBON HAJIMYHOCTLIO, N KPeauTHble, KOTopble paboTaloT C
KpeauTHbIMN KapToYKamMun[31].

NHTepHeT-KpeauTHble CUCTEMbI ABAAITCA aHanoramm obbl4YHbIX CUCTEM, paboTarowmx
KpeounTHbiMU U aebeToBbIMM KapTaMu. TakxXXe criegyeT pa3finydaTb BbilMyCKaeMble
HeKoTopbiMM BaHKaMn BUPTyasibHble ebeToBble KapThbl U peasibHble KapThbl.
MNpenonnayvyeHHblie BUpPTyanbHble AebeToBble KapTbhl NpeacTaBnsatoT cobon NoAHbIN
aHanor obbliyHom MasterCard, Visa nnm nogobHom KapTbl, KOTOPYO NPUHUMAIOT B
NHTepHeTe, 3a UCKNOYEHNEM TOro, 4TO KapTa He nevyaTaeTcsa B nnacTtuke. Bnagensuy
coobLlatoT BCE NMaTeXHble PEKBU3UTLI TAKOM KapTbl U, C TOYKN 3PEHNS CTOPOHHENO
HabngaTens, NaaTexX oCyLwecTBAgeTCs € 06bIYHOW MNIAaCTUKOBON KapThl. TaKylo KapTy
nerye KynnTb, TaK Kak BbIMYCK TaKoM KapTbl OCyLecTBASeTCa 6e3 npoBepKn JINYHOCTU
Brnagesnbua. C Apyron CTOPOHbI, TaKne KapTbl, Kak NpaBunso, He npeaycMaTpuBaioT
BO3MOXXHOCTM NonoJsiHeHuA cyeTal32] [2, 5].

2.6 CucteMma MrHoBeHHOro oomMmeHa cooowieHusaAMm

CuncteMa MrHoBeHHoro obmMeHa coobuwieHuaMN npencrasnseT cobon cnyxbbl
MIHOBEHHbIX COObLLEeHNN, NPOrpaMMbl OHJIANH-KOHCYIbTaHTbl U MPOrpaMMbl-KJINEHTbI
Aansa obmeHa coobuweHnaMmn B peanbHOM BpeMeHun Yyepe3 NHTepHeT. Yepes Takue
CUCTeMbl MOryT NepefaBaTbCa TEKCTOBbIE COODbLLEHNS, 3BYKOBbIe CUrHabI,
n3obpa>keHus, BUAeo, a Takxe NPON3BOANTLCA Takne AeNCTBUSA, KaKk COBMeCTHoe
pucoBaHmMe nam nrpbl. MHorme n3 Takux rnporpaMMm-KJNEHTOB MOryT NPUMEHATbLCA ONA
opraHmM3aumnmn rpynrnoBbIX TEKCTOBbIX YaTOB WM BUOEOKOH(pepeHUNN[33].

Ina nonobHoro pooa KOMMyHMKaLum Heobxoanma KNMeHTCKasa NnporpamMmma, Ha3blBaemas
MecceHa)xepom. OTamyme oT 3/1IeKTPOHHOW NMOYThI 34eCb B TOM, 4TO 06MeH coobuieHnamm
naoeT B peasbHOM BpeMeHU. bonbWMHCTBO IM-KNMeHToB NO3BONSET BUOETh, MOAK/IHOYEHDI
1N B OA@HHbIN MOMEHT 3aHeCEeHHbIe B CMNCOK KOHTaKToB aboHeHTbI[34] [2, 5].



2.7 NMounckoBbie CUCTEeMbI

NMonckoBas cMcTeMa NpencTtaBaseT cobor KOMMNbIOTEPHYIO CUCTEMY, NPeAHa3HAYEeHHYIO
ONs Moncka UHgopMaLmmn n SsBNsSeTCcs NporpamMMHo-annapaTHbIM KOMMNJIEKCOM C Beb-
NHTepdencom, NPeaoCTaABAAIOLLMM BO3MOXXHOCTb NMONUCKA UHOPMaLIMN B UHTEPHETE.

Yalle BCero nomcKoBble CUCTEMBI ULLYT MHGpOpPMaLno Ha cCanTax BceMmpHOW nayTUHLI,
HO CYLLECTBYIOT TakKXXe CUCTeMbI, CNOCODHbIE CKaTb (hannbl Ha FTP-cepBepax, ToBapbl B
MHTepHeT-MarasnHax, a TakXxe nHgopmauyumio B rpynnax Hosocten Usenet[35].

C uenblo NonuckKa MHopMaunm nNpm NOMoLLM NOUCKOBOW CUCTEMBbI MOJib30BaTe b
hopMynmpyeT MONCKOBbLIN 3aNpoc, MO KOTOPOMY NMOUCKOBas CUCTeMa reHepupyeT
CTpaHuULUy pe3ysibTaTOB NOMCKA, COYeTaloLLy pa3inyHble TUnbl (hannos. HekoTopble
MOMCKOBbIE CUCTEMbI TaK)Xe U3BNEKAIOT AaHHble N3 Bba3 AaHHbIX N KaTasloroB pecypcoB B
WHTepHeTe.

CywiecTByeT 4yeTblpe TuUMna NONCKOBbIX CUCTEM, pa3fensaoWwmxcsa no MeTogam noncka u
006CNy>XUBaHNA: CUCTEMbI, UCMOJIb3YIOLLLME MOUCKOBbLIX PO6OTOB, CUCTEMBI, YNpaB/seMble
4eslIoBEKOM, rMbpuaHbie CUCTEMbI U MeTa-CUCTEeMbl. B apXnUTeKTypy NONCKOBOW CUCTEMBI
BKJIIOYEHbI: MOUCKOBbLIN POOOT, CKAHNPYOLWWIN CanTbl ceTn NHTepHeT, nHaeKkcaTop,
obecneyvmBaownin ObICTPLIA MOUCK, U MOUCKOBUK — rpapmyecknin nHTepdenc ons
paboTbl Nosib3oBaTeNA[36].

Llesibto NMONCKOBOM CUCTEMbI ABASETCA HaXOXXAEHNEe OOKYMEHTOB, coaep Kawmx nmbo
KJto4YeBble cioBa, Mbo cnoBa Kak-nmbo cBA3aHHbIe C KAOYeBbIMU C/ioBaMun. KayecTBO
NMONCKOBOWN CUCTEMbI ONpeaensieTcs KOIMYeCTBOM BO3BPaALLEHHbIX JOKYMEHTOB,
peneBaHTHbIX 3anpocy noJsib3oBaTens. Pe3ysnbTaTbl MONCKa MOTYT CTAaHOBUTBLCS XY>XKe U3-
3a ocobeHHOCTEN anropnuTMOB N BCIeACTBME YesioBevyeckoro gpaktopal[37] [6, 9].

3aKJ4yeHue

B naHHoM paboTe pacCMOTpPeHO noHATMe ceTu IHTepHEeT 1 NpoTOoKoJa, ABASAIOLLErocs
HabopoMm cornaweHnnm nHTepdenca 0rM4eckoro YpoBHs, onpegensamowmx obmeH
OaHHbIMU B ceTN VIHTepHeT uan Mexxay pasiM4yHbiMn nporpaMmmamu. B KkayecTse
OCHOBHOI0 NPOTOKOJa ceTn MHTepHeT bbin paccMoTpeH Habop npoTokonos TCP/IP ¢
YeTbIpbMSA YPOBHAMMN: NPUKAALHbIM, TPAHCMNOPTHbLIM, CETEBbIM N KaHaJIbHbIM.



Bo BTOopon 4YacTu paboTbl 6biain BbiAeNeHbl OCHOBHbIE CEPBUCHI, Takmne Kak cepsuc DNS,
3NeKTPOHHas no4Ta, cepsuc IRC, TenekoHhepeHUn nnm rpynnesl HoOBocTen, cepsuc FTP,
cepBuc Telnet, runeptekctoBasa cnctema World Wide Web n notokosoe MmynbTumMeauna.
Tak>xe OblIn BblAeNneHbl OCHOBHbIE YCIYIM CETU U PpaCCMOTPEHbI CaMble
pacnpoCcTpaHeHHbIe: 2N1IeKTPOHHAA NoYTa, cepBepbl nepenadn OaHHbIX, MHTEPHET-
Mara3uHbl U MHTEPHET-ayKUNOHbI, PansioobMeHHbIe CETU, dNIEKTPOHHbIE MJlaTeXHble
CUCTEMbIl, CUCTEMbI MTHOBEHHOW Nepenayn coobueHnin 1 NONCKOBbIE CUCTEMBI. 10
Ka)X[40n N3 paCCMOTPEHHbIX YCYT BblAeNeHbl OCHOBHbIE MPUHUWMbLI paboThbl,
DOCTOVMHCTBA N HEOOCTaTKWU.
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