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BBepneHue

Mpokcu-cepBep NPOMeXyToYHbIN CepBep KOMMJEKC NPorpaMMm B KOMMNbIOTEPHbIX CeTAX,
BbIMOJIHAOLLMIN POJib MOCPEAHNKA MeX Ay Mosib30BaTesNleM U LesieBbiM CepBepoM (Npwu
3TOM O NoCcpeaHnYecTBe MOryT KakK 3HaTb, Tak U He 3HaTb 06e CTOPOHbI),

MO3BOJIAIOLLMNN KJIMEHTAM KakK BbINOJIHATb KOCBEHHbIE 3anpockl (MpUHMMasa n nepenasas
NX Yyepes NPOKCU-CeEPBEP) K APYruM ceTeBbiM cny>kbaM, Tak 1 nosly4aTb OTBETHI.
CHavana KJIMeHT NoAKJ4YaeTCs K NPOKCU-CEPBEPY M 3anpalinBaeT Kakon-1mbo pecypc
(Hanpumep, e-mail), pacnosioXKeHHLIN Ha APYroM cepBepe. 3aTeM Npokcu-cepsep nnbo
NOAKJIOYAEeTCA K YKa3aHHOMY cepBepy U noJsiy4aeT pecypc y Hero, inbo Bo3BpallaeT
pecypc 1n3 cobCTBEHHOr0 KaLa (B cayyasax, ecam NPoKCU MMeeT CBOM K3l ). B HEKOTOpPbIX
C/lyqaax 3anpoc KJMeHTa Uan OTBET cepBepa MOXET 6biTb N3MEHEH MPOKCU-CEPBEPOM B
onpenenéHHblx uenax. NMpokcn-cepsep NO3BOIAET 3aliMUaTh KOMMNbIOTEP KJIMEHTa OT
HEeKOTOpPbIX CETEBbIX aTaK U MOMoOraeT COXPaHATb aHOHUMHOCTb KJINEeHTa.

Ucnonb3o0oBaHue

Yalle BCero NpoKCcu-cepBepbl NPUMEHSIOTCSA AN cnenyowmnx uenen:

e ObecneyeHmne AOCTyNa KOMMNbIOTEPOB JIOKAJIbHOW CeTU K ceTn NHTepHeT.

e KawmpoBaHMe faHHbIX: €C/IK HYacTo NponcxonaTt obpaleHns K OAHUM N TeM e
BHELLUHUM pecypcaM, TO MOXKHO Aep>XaTb UX KOMMIO Ha MPOKCU-CepBepe U BblgaBaTb
Mo 3anpocy, CHMXXas TeM CaMblM Harpy3Ky Ha KaHajl BO BHELUHIO CeTb U yCKOPSAS
nosilyv4eHue KJAneHTOoM 3anpoweHHon nHgpopmaunn. C passutnemM ANMHaMUYeCKOro
KOHTEHTa K3WNpoBaHMe yTpaTuao akTyasilbHOCTb.

e C)KaTume OaHHbIX: MPOKCU-CepBep 3arpy>xaeT nHpopmaumio n3 IHTepHeTa un
nepenaéT nHgopMaLumo KOHEYHOMY MOJIb30BaTESIIO B CKATOM Buae. Takme rnpokcu-
cepBepbl UCMOJIb3YIOTCA B OCHOBHOM C LieJIbl0 3KOHOMUW BHELHEero ceTeBoro
TpagPmKa KJINEHTa UIN BHYTPEHHEro — KOMMaHMU, B KOTOPOW YCTaHOBJIEH MPOKCHU-
cepsep.
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e 3alynTa NIOKAJIbHOW CEeTU OT BHELUHero AoCcTyrna: HanpmMmep, MOXXHO HaCcTPOUTb
NPOKCU-CepBep TakK, YTO JlIoKaJibHble KOMMblOTepbl OyayT obpawaTbCs K BHELWHUM
pecypcaM TOJIbKO Yepes Hero, a BHeLWHNEe KOMMbIoTepbl He cMoryT obpawaTbcs K
NIoKaNbHbIM BoobLLE (OHU «BUAAT» TONbKO Npokcu-cepeep). Cm. Takxxe NAT.

e OrpaHuyeHue 0ocTyna v3 JIOKaJIbHOW CeTU K BHELUHEN: HanpuMep, MOXXHO
3anpewaTb AOCTYN K onpenenéHHbIM Beb-canTaM, orpaHU4YmMBaTb UCMOJb30BaHNE
WHTEepHeTa KakUM-TO JIOKaJIbHbIM MOJIb30BaTeNAM, YCTaHaB/IMBaTb KBOThI Ha
TpauK 1M NOsOCY NMPONyCcKaHnsa, puibTpoBaTb peksaMy N BUPYCh.

e AHOHMMU3aUMA OOCTYNa K pa3inyHbIM pecypcaM. [NpoKcu-cepBep MOXKET CKpbIBaTb
cBefeHns ob NCTOYHMKe 3anpoca Uan nosib3osaTesnie. B TakoM cnyvae Leneson
cepBep BUAUT NUb MHOPMaLMIO O MPOKCU-cepBepe, Hanpumep, IP-aapec, HO He
nMeeT BO3MOXXHOCTU onpenesinTe UCTUHHBIN NCTOYHUK 3anpoca. CyuecTByoT
TaK)XXe UCKaxKkarLme rnpokKCcu-cepsepbl, KOTOpble rnepenatoT LesieBoOMy cepBepy
NIOXKHY'0 nHopMauuno 06 NCTUHHOM Nosib30oBaTenNe.

e O6xop orpaHmnyeHnin goctyna. Npokcu-cepeepbl NONYAAPHbI CPean NMosib3oBaTenen
CTpaH, roe 0ocTyn K HEKOTOPbIM pecypcaM OorpaHnyeH 3aKkoHoLaTes/IbHOU
punbTpyeTCA.

Mpokcu-cepBep, K KOTOPOMY MOXKET MOSYYMTb JOCTYN Nobon Nosib3oBaTelb CETH
WHTEPHET, Ha3blBaeTCs OTKPbITbIM.

Buabl NpoKCcU cepBepa

Mpo3payHbIA NPOKCU — CXEMa CBA3UN, MPUN KOTOPOM TpaduK, Nam ero 4acTb,
rnepeHanpaB/geTCs Ha NPOKCU-CepBep HEABHO (CpeacTBamMm MapwpyTmsaTopa). Mpu
3TOM KJINEHT MOXXET UCMOJIb30BaTb BCE NMpenMyLlecTBa NPoKCcn-cepeepa bes
OOMNOJIHUTENbHbIX HAacTpoek bpay3epa (Mnu Apyroro NnpunoxeHusa ons paboTsl C
NHTepHeToM). lNpumep: route -p add 10.32.5.5 mask 255.255.255.255 10.32.1.14

OBpaTHbIN NPOKCU — MPOKCU-CEPBEP, KOTOPLIA B OTAN4YME OT NMPSAMOro, peTpaHcanpyeT
3anpochl KJINMEHTOB U3 BHELWHEN CETN Ha OOUNH UM HECKOJIbKO CEepBEPOB, JIOMMYeCcKu
PacrosioXXeHHbIX BO BHYTPEHHEN ceTn. YacTo ncnonb3lyetcs ana 6anaHCMPOBKU CETEBOW
Harpy3km Mexxay HeCKoJIbKuMn Beb-cepBepaMum NoBbiLLEHNS X 6e30nacHOCTK, nrpas
Mpn 3TOM POJIb MEXCETEBOIr0 3KpaHa Ha NpuKIagHOM ypoBHe.

Knaccngumkaums npokcu-cepBepoB NS Lesiel aHoOHMMU3auMmn npeactaBneHa B
cTaTbe Beb-npokcu.



TexHu4YeckKkme noapoodHOCTH

KNNEeHTCKN KOMMbIOTEP MMEET HACTPOMKY (KOHKPETHOW NMporpamMmmbl UK onepaunoHHON
CUCTEeMbI), B COOTBETCTBUN C KOTOPOMN BCe CeTeBble COeNHEHNS MO0 HEKOTOPOMY
MPOTOKOJ1y COBepLUatOTCA He Ha IP-agpec cepsepa (pecypca), Bblaensembln n3 DNS-
MMEeHW pecypca, Win HanpaMyto 3afaHHbIn, a Ha IP-agpec (M apyron NopT) NPOKCU-
cepsepa.

Mpn HeobxoanMocTn obpalleHns K NtoboMy pecypcy rno 3ToOMy NMPOTOKOJY, KIUEHTCKUIA
KOMMbIOTEP OTKPbLIBAET CETEBOE COEANHEHMNE C MPOKCU-CEPBEPOM (Ha HY>KHOM MOPTY) U
coBepLuaeT 0bbl4YHbIN 3aMNpoc, Kak ecnn bbl OH 0b6pallancs HeNocpenCcTBEHHO K pecypcy.

Pacno3HaB [aHHble 3anpoca, NPOBEPMB €ro KOPPEKTHOCTb U pa3peLleHns ans
KJINEHTCKOr0 KOMMblOTEpPa, NPOKCU-CEPBEP, HE pa3pbiBasi COEANHEHUS, CaM OTKPbIBaET
HOBOE CeTeBO€e COeIMHEHMNEe HENOCPEACTBEHHO C PECYPCOM M AeNlaeT TOT XKe CaMblIl
3anpoc. MNony4me gaHHble (MK coobuieHne 06 owmnbke), NpoKCcn-cepeep nepenaéT nx
KJINEHTCKOMY KOMMbIOTEPY.

Taknm 06pa3oM NPOKCU-cepBep SABNSETCS NOTHODYHKLMOHANbHBIM CEPBEPOM U
KJIMEHTOM ANA Ka)K[A0ro noanep>xMBaemMoro npoTokKosia U UMeeT MOJIHbIA KOHTPOJIb Haf
BCEMU AeTalIgsMN peanmsaLnm 3Toro NpoToKos1a, MMeeT BO3MOXKHOCTb NPUMeHeHUs
3a[laHHbIX aAMUHUCTPATOPOM MOJIMTUK O0CTYMa Ha Ka)k[oM 3Tane paboTkl MPOTOKOa.

Mpokcu-cepBepbl ABASAIOTCA CaMbIiM NOMNYASAPHbLIM cnocobom Beixoda B IHTepHeT 13
NIOKaNbHbIX CETen NpeanpuaTuini n opraHnsaumnin. 3ToMy cnocobCcTByIOT Criegylolime
obcToATenbCTBa:

e OCHOBHOW MUCMNOJIb3yeMbIN B UHTEpHEeTe NpoTokos — HTTP, B cCTaHOQapTe KOTOPOro
onucaHa nopaep>xka paboTbl Yepes NPoKCK;

e MNogaep>xka NpoKcu 6oNbLNHCTBOM Bpay3epoB 1 ONEPALNOHHBIX CUCTEM,;

e KOHTpOJIb JOCTYyNa 1 YY4E€T Tpadunka no nosib3oBaTesiaM;

e OunbTpaumna Tpaduka (MHTerpauma NPOKCU C aHTUBUPYCaMn);

e [lpokcu-cepBep — MoOXeT paboTaTb C MUHMMaNbHbLIMK NpaBaMun Ha nbon OC ¢
nognep>xkown cetn (cteka TCP/IP);

e MHOrMe NpunoXXeHus, NCrosb3ytolne CoOBCTBEHHbIE Creunann3npoBaHHbIe
MPOTOKOJIbl, MOTYT Nncnosib3oBaTb HTTP Kak anbTepHaTUBHbIA TPaHCNOPT
nnm SOCKS-NpoKcn Kak yHMBepCaibHbIM MPOKCK, MOAXOAAWNNA ONA NPAaKTUYeCKN
noboro npotokona;



e OTCyTCTBME AOCTynNa B WHTepHeT no aApyrum (HecTaHOapTHbLIM) MPOTOKOJIaM MOXKET
NOBbICUTb 6€30MacHOCTb B KOPNOPaTUBHON CETW.

B HacTosiLLee BpeMA, HECMOTPSA Ha BO3pacTaHMe posiv APYrnx ceTeBbiX MPOTOKOJIOB,
nepexon K Tapngpunkaumm ycnyr cetm MIHTepHeT No CKOPOCTU A0CTYyMa, a TakxXe
nosiBIeHNEeM OeLWéBbIX annapaTHbIX MapwpyTu3aTopos C pyHKumen NAT, npokcu-
cepBepbl NPOAO/IKAOT LUMPOKO MCMNOJIb30BaTbCA Ha NpeanpuaTtuax, Tak Kak NAT He
MoXXeT obecne4ynTb AOCTAaTOYHbIN YPOBEHb KOHTPOJIS HaA4 UCMosib30BaHneM VIHTepHeTa
(ayTeHTUUKaumnio nonb3oBaTtenen, GuabTpaUnNio KOHTEHTA).

Hanbonee nonynsipHble NPOKCU CEPBEPHI

e 3proxy (BSD, MHOronnaTgopMeHHbIN)

e CoolProxy (nponpueTtapHsbin, Windows)

e Eserv (shareware, Windows)

e HandyCache (shareware, Windows) 6ecnnateH A8 AOMalUHEro ncnoJsib30BaHus

e Kerio Control (nponpuneTtapHsbin, Windows, Linux)

e Microsoft Forefront Threat Management Gateway, paHee Microsoft ISA Server
(proprietary, Windows)

e Blue Coat Proxy SG (annapaTHbIn/BUpTYanbHbIN appliance)

e Nginx (Beb-cepBep, nMerwoLWMn pexxmm paboTbl B Ka4eCTBE reverse proxy 1 4acTo ans
3TOr0 NCNOJb3YIOLWMNINCS)

e Squid (GPL, MHOoronnaTgOpMeHHbIN)

e Traffic Inspector (nponpueTtapHbin, Windows)

e UserGate (nponpueTapHbin, Windows)

e IHTepHeT KoHTposb CepBep (shareware, FreeBSD)

e Tor (BSD, MHoronnaThopMeHHbIN)

e Ideco ICS (nponpueTapHbIn, Linux)

e WinGate (nponpueTapHbini, Windows)

e Cntlm (c aBTOpuM3aumnen)

e Apache (Beb-cepBep, MeLWNA 4ONOJHNTESIbHbIE MOAYNN A9 peasnsaynmn
NMPSMOro N peBepcHOro NPoKcu)

NMpokcudpukaTopobl

MpokcndrkaTop — 3TO NMporpaMmma, nepeHanpasisoLlLas Apyrue nporpamMmmbl Yepes
NpoKCu-cepeepbl. MPoKCUPUKaTOPbl HaCTO NPUMEHSOTCSA ANA MHTEPHET-KJIMEHTOB,



KOTOpble He MoAAepXNBaOT NPOKCU-CEPBEPSI.
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